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JLF SM4 RS B 1) OR B At 20N 2 BRI 7T

1. KR

1.1 B

201746 A 1 H (P NRILFE ML 2245 (RIFR (MZ2e4ik)) IS
(X2 22 k) AR ARG | VR 20| BE AN 220K, B B HE S N8 BN s Ok
P S BRI R RIS . A T PR A AL, R EEMAE
B AZRENREIT € T 2 IECEEM, St— DAL g 1 2% Dk 5 B AR E
K Ao, REME B R ARZ RS FRGIEFFAT T —RIIUE B2 EHARA
F 1 EERR EAE N E R AERLTE

£ GB/T 35273—2020 (G EZEH A MPMANEELEMIE) (LUFEK (DMAER
AR brdEh, MPANEE LR R EEEE B XA £ AP ANEEL
ERFEY F, NG BITRTREW KIS, AR RIE. RS, AT
PR . H, ENANGEERPES, (MANEE L) HiEH, MAEEE
PRAFIT N M 20t An A b 2], ARIEN NB B IRERENE, &N ANGE B %4
FEZ. 2019 FERATH] GB/T 37964—2019 ({5 R Z2HA NMNERLARRIER) ok
PRERE I HARANE N bR IR AR . 2016 4F3E[E NIST FrofE2H 20RO B A% =
AR R AT, AT WX OR B A% SO 5 BOR S HARHE AL 1 F 1R AT B 700 T DR X 2% 25 (]
ZaRAHEKE L.

PREE#% N2 (Format-Preserving Encryption, FPE) /&8 B %4 flfaFA R 9740
B — A3, At — FRREE N T Fh it s 1 IR BH SO0 e B A A A% =X 25 ST )
RINERR, H 20 Hal 80 ALK LK, /52| 7T Z R OSEMBE T, B NN 5535
RETT ZR]T FPE IR AL, #E8) T FPE RSB BLAI R B . X FPE BRI KAk m]
DLMNEEA BRI FT . B A0 70 DA S 37) 5 = AN 07 R AT H Je

FEARBEM T M B0 T I AR E IR B A% 2N 2 BOE IR Z, 0 Prefix BYK,
Cycle-walking %M Generalized-Feistel &yk; M BLHIT 7T 7 [n) 35 EEAE I A 43
T3 A b R P i e B A R 1 OR BR R N % e A, % HY B S A FPE AR, Gn FESEM,
RtE. FFX. BPS F1 CtE &; R ¥5chft 7877 [n) 32 B2 AR A4 B FH 37 55 1) SR AR o 2
g, SRR B PR B A% o k.

1.2 FPE & X

HRAE O B 7 R, WA J7 TR FPE #H47 1 5 X, A FE LA FPE F1— M4k FPE.
A om I 2 SR SC B A AR R g X, BRI OR 25 SCREH S T AR R B9 2 25 ) 3 )
SR R A 5 9 JEL A ) PR R 2 R e FPE ) AR A 2k
1) AR FPE: W] SRRy — B
E:K X X X
Hordr, KOyZH=sE, X B2,
FEA FPE $1R 7 FPE SRk i in) @, BP0 5 e abFAH R S8 a1, X n
SLHE R 53T R B %, BRSSO AR R, 82 n A7kl B a4l
R E . BB S S % H AR B A 1A1{0,1, .. 9) N . ARFEREAR FPE (K5 X, %
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P2 HE R AN FPE, 7 H %2 7R £5{0,13" B E . (B2, FPE K74 B2 H
R 2 Itk B vy - S, AR 2 A TA] “YYYY-MM-DD”, oA A K
FE2y 10 BBRS, HA AL HLOHESETE N R e g A0 2Kk,

AT B SEEE R FPE A8, 2 XS Q Mg A, AEE— A E IR weQ,
AT E — A oo ff 2 BH B 230 X 20X, FPE 5EE{X  een B Ko X BN HHE
ool KA H S E X B —0 R B0 X, 82— M IRE. 48 %k,
R MAEHE T, FPE#R— e LAEX, FIEIRE>

2) —fAC FPE: ARy — AN h

E:KxQXTxX->Xu{l}

Hrp, KREAZ, Q RE, TRHRER 20, X AW B2 . FrfaasE
FErEH L ¢ X,

AE A B = 0 Erpr = (setup, encryption, decryption) K& — 4k FPE, H .

Hiksetup:

WItEtb KRG Z Hparams. AP FPE B T ZHIIGLAF IS4, @ FE U
3RS

o VIR FRE RS L (ERXIAREMD A 08224 24, Lhin Feistel 5[4 4>
HKRE R RN IS

o WIBHAAT AR I I IR, B0, 45 75 2Ok B 0% oo DA A FH o B 58 FH 2 181 03 Fr X s

o WIEHALID () AR HE, BORZEAMEZEH, A ATTF.

Hiktencryption:

BN SCMAEE Rt e T, RIENH BB 75 7 X, WHIE SCysE L. ZEERAT
EZT(X) = E(K,Q,T,X), EgT()RXq LM—AEH. WmHx e X,, MiREY=E> (%),
LG [T

Hikdecryption:

BINE Sy MR Tt e T, R EAHEY B2 E B X, WSOl L. A%
fEencryptionffiiaH: Wiy € X,,, WiRFEx = DY (y), HWERE L.

1.3 FPE $.RIN %5

FPE sl /e N T i R E0s FE 88 F R BB E B M, H 2008 3% [H
Voltage A El AR Z 4= TR FPE BRI A K15, FPE 1583 1 H 20 R4 1
RyE, REBCANCESEHMME RS 224K R . T FPE £R47% 30 5 B SC B A A RS 20
RErE, Rk, 38 T S R B0 im0 .

FEINEEAER 5T, 32 H A gAY (41 FRSEM, RtE 5 FRX M) Stk e 40tk i) FPE
)RR AL TR ek FERC B FCUT IR, HETCRE T @ TS RAT I A )
GRS FPE &, G THEIRENENHBA FPE HiE. Wk U ER M
JPEG2000 NS5 SE IR DT %8, JH4h 1 FPE LEAS [A] 90U ) 2 I BF 7
1.3. 1 > fhwsicth

1 MHBE R

PCI DSS (Payment Card Industry Data Security Standard, 3ZAF-RATNE#EHE %
EFRE) BB N IBURAIRE T, BREA TRIE G <. e Rl &R
i Es, RYPFERAMIANNGE, BiEgif AFIH . PCT DSS Bt #i e Fi s b 1 75 K H
bRz —mie, PR NS BELRAFRAE R, iz 2Ry, #IRAF BN AR5 A
b5 S E B IR AR . SR AR S A L RS AT AR IR R, IR Ee e b
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NI RN

BN ZEHEARESMEANGEH RSP EESELF RS, &SR RE k.
ZIRWIRZ , AR EN IR T MK RGN ELRE, I E S, M FPE K sk
DURTEL, PR BURAE B, B T MARA LR i B KRR E k.

FAHRCH (Tokenization) YEA FPE [{—Fh AN Y, AT DAZE =V A EEAT 48
BAMAYE, ST AR R EER RS, 352 PCT DSS MIE R . SCATFRicAb st 2
A AHRiE (token) REMRAARIVRIT R EKSTIHITZZKAE, N K55
T 525 7 SR 118 SRS o

Hrh, S2ATFRIE (token) RIEXIKS (PAN) HI—MEMRME, & 13 £ 19 fif
Br R, ZEUED AR A KT FSEARGIEAN, HAh s LUIN SR . fEHRAT
REMNZG PR B # RS, 3 HRc A RIS -k 5 E530H, Aty
AbPE, IR T AT S WA

FILLARAT RS, IAHmc oM e A B, 52 13-19 (i, 76 i R4
ZU0 R BIN; WAEJRPERBA B, FIFER&-RIVER, 18005 FRE fIR I A AL, [
FEX BT, IR 0.

2) FiARZEH

SRR R G, R T S bic e E BB R, FRidiERT (TR) 5
PRICHRSSFEAE T (TSP), PASHIE MO S AL S AR R R B B30, B
i 7 AT bR a2 F A H PR AR e RS, R 0,

mm— === s
RO "
Y 4 HToken Clf, HEESHR)
fric B 5 it
1 1
I {& i Token
R R ‘ ey
ic
o I _____ fei&iToken
4 HAEE R
bR SRy e I fitead |
Token |
A

"""""""" ™ PARATH | — EiR%Rids
B IE bt o il

B 1-1 SRR IS B AR B4

Hrr, TSP B iZARic AU EZE Az O, SR T PA SRS HIE . B, &, 2
FricfhZEThee, B TR MIVENAE IR, RIEARE RS . ZHEE U FRC
RN Ak ds, TSP Wil e 5 2 BL B /ML S B H 5 i, & IE BIARE AT 2 12 5 FX
e a4

TR VENFRICTE R ) S24A [A] TSP HiE PA Fric. TR 24401 TSP yEM, 1 TSP [/ TR 4
BCMfE—/ TR ID. — MR, 7K3H TR AR SER NS BN . KR, . 3B
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AT AT . BB E T FHLL b i) 38 75 B T I0E % Bl S A 24 i 188 4%t 3 P 25

3) A

FAFTFRICA AR E A A BRI B Ay SR, AR A

o, BURER TR, FRARSSRABRNEL S HAH;

HIR, SAHRE T ERR E R s, 15 304 24,

BJa, AR E RIEMEE R, SEGERAT RIIEThREM LR, IAFRcsEE TN
Sy 5 RIAE . SAHE B MHINIRAE . XU 25 AL 25 ThRE HEAT 2S5 & i IR ) Al
ARG 1

R, SEATFRIC AN AT B Y538 5 & IR T R N BUS(E St e, [N, ST
WVER B R AR .

1.3. 2 W RAMRA NS 217Gk

FESEBRN A, SEEEEFRER RS S0IES . TS 2R EE AT s 3k
HANEL, A B A I B e R 2 — o B e ) R e R i
R RO o RS B - BBk AT R e A B B, BN S R E S A A ENE SR AR
SEBRl 5 B A B BS54 ThRE MBS B, Sl BUS R AL B 1 ] FE LR

B B B AR AR S T B A AL T, Rl B B SR R 1 5 — RS s 2 e
HEAE— B FE T L ORFR s R AR I — SR, 3 B BUS MO AR IHAF AR T . 38 2 A
AR, 7T VA Roh s D SUSEHE R RS . AR5 SR R EEE, K
FRUBE R T 52 ) UG, AT RE B B it 3 3 I i fe 5 o [301HH 3 17 LR e Hic e it
Hhei 20 s B X R B A O & 10 512

1D KFRIT RS

A JR/T 0008—2000 (4R1T R A RATAHR VUL KRS ) Mg, BITRNRSKE
Ko GERIFFE 1SO 7812-1 A5 2 ¥isE, M 13-19 iR, BARBULT JLE 4 4k :

9  XXXXX X..X X

K RATHRAD 5 AL Relb

Hrr,

REATIR VRIS MR R RO, B 6 MEiFHRR, B 1EEN ‘9, & 5 ALl
BIN V& FHLI 0

HiE XA, HERITEE X, H 6-12 M Er4ik.

WAL, K5&E T, WmKIALET R EEHE (Luhn 598 1530,

BT, AR TR, K2R EHEE, W1 IR/T 0098.8—2012 (H1[E 4>
LRSS AT KEIRYE 56 8 4y NS BARY).

JR/T 0098.8 3K, “& iy b AREAFAEHURAN NG B R L, BUEAN NG E &I
AR SR RS BITE R . B P i AAAE NS BN, BT IS A “ AR 55 2R AT
N NE S, MR NG E B 30A3E B AL EE 4RE A, i A LR 4P 3w, B kAN A
SRS, SR, MEE. MIBRSE. RS ESRAAMEEUSAN NG BN, SR %
A7

JRIT 0098.8 it e, “BURNNGEEFHINANBSEEATKER 20, M
W NG5 B AT —58 45, #ERGR e 4 — A5 5407

HAh, CNRARAT K FARAT ML & B LA (U A N &3 SR TAERE A (RA
[2011]17 5) #ixE, “RATIERAAERESE. /A7 R XHAMEENAESREER (R
FNANEHEE. PAKFPEE. PSR GEBE) N, NSRRI E,
KWUA SEE s A N afE B, MR EE L4, PiibE RS “4RAT
b4 R B e 345 8 22 S HORB VG i, BRI AN &Rl B B, N, {&
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1F~ ST A R .

2) RTFHMES

R4 GB 11643—1999 (ARG M FHE) ME, ARG THESREAH G, Bt
L AT K AS AR AN — 57 K R I 6 2 R

HEFIG e I AR : NS e bk, A28 A H WY, =AM 80 i
T R IV 6 23 L o (I

XXX KX K KHXXKX KX XXXK X
|
i
|

| 1

- | | R
I

| { —— e R
|

|

L _— A G 0T TS
L <1 $UF b A 65

K 1-2 ik 5FE

Hr,

HiHERD, RARGRALD X G AT DR B G S DXO AT IEX RIARES, #% GBIT 2260
(R AT 5

WA HI, RoRmLERBAERNSE. H. H, 1% GBIT 7408 1K & 47

NGRS, RoNTE[F— LA TR R A X E N, X RGES WA A H B AR A 4
ST S, TS AR T gh B, AR B g Lot

KD, % 1SO 7064: 1983, MOD 11-2 K6 %% .

R (RN R E &R S IEE) (FFAEHT—5) ZR, AR K5
AN RME—F) B AR SRS, A YRR A K 50560 [ Fbs g i) .
Hep, =m0, “ARNFEFXRIES), - , A A K T AR X B AT ER
TEE TR IR S R PR AN E R G IEICEARMNAGE, N4 TFUMRE.”

3 KTFH T

FKEFHFI TN 11 67, HpSBAEARB G 71 3 67-M 230005
5 4-7 (- X gwtD; 5 8-11 - 5. SRS a2 Frig i MDN 565, EIAM S5,
A ERE Yy, =Y A P R 3k 569, REX E.164 4mtS 5 X, /7647 HLR #1 VLR H,
£ MAP £ 10 AL,

MDN Sh &5/

CC + MAC + HoH{H,Hs + ABCD, Hh

CC: EZH, HE{EH 86

MAC: £z A\,

HoHiHoHs: HLR P, HIZERS—r i (HLR HEAL B F A7 48)

ABCD: #3155, H& HLR HATA4H.

ARG, Bk 2018 7 H 1 H, FHLSMELSELE 31 /7-41 /3208, TH
ATREIE 2N, FHLSIEEZ X 0 FHLEE M FHLIX IR —ir &, B FH S
Al LLAT FHL S T B Hh A i)

FH S ZeFR, aJUSE CBEMEERME PGB RPIE). HAo,
EME, “HEWSEER . LENE BRS A L TAEN SRS AR 55t
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R RHMAP NANGEE (BRERHP WA BAEHE. SOEfF 5. (Ehk. &
TSRS N YRR, AN ER . B S, A & EE FER A BRI 7

4) KTNNGE BRI

BT LR NBURE B4, KTANANEERRY, ©F g bR EE .

U1 GB/T 35273—2017 ({5 B & aH A MANE R ML), HIMER, LR
ANNBUBAE BT, MRS 210 AN NAEYRGIE B, RER A AR
A ER I AT A, O WA A N AE R I S R 2

U X 48 22 43R ) BB D0+ 46 BRI 4R 1B 78 3 N 24 SR BB A 5 it A1 JHG At 0 T % i
PR LEE I NG R 24, Bl 5 BiltEs . S, £k

FREan CPREEEAT 601D, et — DAl T ARYIEWs, e b B R B
N TR E W, ZRAEHPEREE TR, S BmREs, Sl N
N AT B B RV R P S R4

Horp, =D IE, S8 Pl 55 i il B 2 57 i iz s K H T 20 8 B
fE, ZEGREHEESE T, B SRz, R AR FBAAEH 5
Bags,

g5 b, XS s B 0 B R A UREIE, AT DICR AR AE 2 R R K 9 5 2
o 0 O Ak U B . AR &4 BYIRRAE , 7825 2 BN BEAT AN [R) 1R £ B s =X 5 1
B, REBmE g REH, B e iR RS I0N H A AR I 0 25 45 SR 1S BRI

o XFAMERG B, WA FFX, RtE 8% CtE 2550k AT AR EE kg s, B4 1E

T TE R AAE AL Y1 ] PN BRSO 5, o S 5 m 2% 4 SR P B3 ] 5 v R R AR R o
o XFTIRFERGS B, AR FPE (Prefix B FFSEM) AT R N%E, %
T R L e B B R, WP EEBUN SR J5, PR R R

1.3.3 ERG L~

A RGMNE F =, UM SEER R BN B &5, 0 BUsE A 0%
AR A I RE 1 E 58, W, A E SRS, MRS RS T
RIFEARE) /, EEEANEEADEME, mH, BRI LE IR0 AR,
ST R TIME. 7. MR, T RRNHERE, (F5EEMNEERREE K
K. ToR RN I & RGLEH, A AT RERE & Mk 55 75 SR AR AT N R AN e

RERG LG, A, B TERSE R, namylatt, sedk. a R
BE 71, B R RN [E] B B FH 00 28 SRy n) B 4P i B (R — 8. R 20N ) RS0 #R
RETHEREMNH RS, . R, BrBgs. B, W E i
MRERHPEEEE (WHRITRS. #HRES. AP AMELE) W, Kis s
FIBEIR . 51N FPE B, A R 3 e () e . TR BT 8 I8 2 B e
N RS0, #ALASIN FPE, M5k KRGt &, SLOELMAE TR, RHLEALUF A

o NESHIA ARG HARAD

o NEShIA B L

WG REH R, TERAA RE LN A5, FPE B A LU JLK:

1) HHE

B R T A e s M A = PR B e AR A 85 (B R PR B) NI AT e P2 A 8
PN A, eIl TR UG RO AT R R A i, A SRR R L R
— B —FREREE, T CLEAT ORI P REI R AL IR EE: . B 0 e Y HR B 1B 2L
T, SEE SRR A, AL EShHb R DR g B BUBEHRE s e, RIRHRE T
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Bt ke (R B e i 0t = e A S R T AR = R B 1 BB (i S ik . FEE S
Wy EHRSEE) AR T Ih3E, Bk ESdn, sebr b2 o T Mzt
P, AIMTH B 7 BUREHR Mt B fa . R 78 70 HG BRI 106, B0 18w o fR B
B2 A EEH AR,

2) #EA e

FPE & & T8 E BEA PO =0, A% =l s B0 20cdi s 1) B FH A, X8 72 R B A%
FOMBAEAR R — AN EE N MR FKXT FPE 782 BRI S v A, ¥ FPE
J7E N 3 JPEG2000 N dr, wt JPEG2000 [ 4 Jo i it 3k 4T 1% B A% X 2% .
JPEG2000 /& 4aii - AN CFE It Oxffef 1751, HANLL Oxff 4. N o i R 4 Ak
UEREM PR AE RS 28 0D, (R hn 2% J5 A AN BE P2 AR 2 RIS I F B, A AR
Oxff8f 11741, FHHARELL Oxff 45 . WHFiE AR EsIHLEIAR T JPEG2000 46 i1
FLARER Y, % JPEG2000 N inl @l 4k IENE 5 /) FPE @, BLA I IENNE 5 1)
FPE fift 77 Z2 #5021 JPEG2000 J i it (AR B iy a5 oh

3) HE e

o, PR R S AP R R R SR A AR N, IR B AL A (R SR
()3 AP e e, R

c=PreEncrypt(k, m]

m=PreDncrypt(k, c)

A, PreEncrypt( )R /n{R M A% %k, PreDecrypt( )R~ PR A% R % iR 4L,
kK NEEH, m ORI, c %3, Hc5 m RMHEIEEEESR,

FIH FPE I, s aa%ds S GHAT N, BHFE R4 PR LE—
BRI, AR 7 AR R SO SR A i — i B SR

FLUR, SIS FH P (P B, B AR 3 A n s 25 53 1 FH P DA BH SCEGE AR 1R 1)
PRUERUT AR 2, A SR iR, e 2. ESEPRRAE, H PR
B e 0o I A, S A e A

HeAh, gl BRaE B e REE A4, EREN S SRR AR
G E, WS . BRI =@, FEZMEE) laaS/PaaS, VAKHE %L,
SCPEA IR R YRR S S, 7E 2.0 B, SRA FPE 53, B0l 55 7 St AR ]
SEVE PR AL B 47 A ORI

2. WA FPE H%E

2002 4, Black Al Rogaway #&H T 3 F FPE #49% /7v%: Prefix. Cycle-Walking #
Generalized-Feistel. iX 3 M VAAMMUAE—EFEEE gk 785045 1) FPE [n) @, 1
H Mg FPE BB IFEAR T, Hr, Cycle-Walking 1 Generalized-Feistel 7E
HRRRAR R T A .

2.1 Prefix &
2.1.1 FAREAH

Prefix J5 S 10 el B2 B WL BB H = W)X = (0,1, -+, n — 13, H A n N 82
RIS AR i Aot FH S At o 2H B R BR0R B S8 BH KON B B AR X 1) 44 B Bidb AT n 25 45



X 0 1 n—1
Ex(X) Ex(0) Ex(1) Ex(n—1)

SRJE R Ex COIEEE RN, TR AR B EX = {0,1,+-,n — 1}, L0k (D)
RREx (DR TME, BIER() NEGEx(X) TR AT, 48 LAt 7y 21 5 A SR E I
HYPIKEAL T EEX BRI EHRE

X 0 1 n—1
Ox(X) 0¢ (0) Ok (1) Og(n—1)

15 % B e 38 A] 52 K/ A BT B S 18] B R InE s ia s, i dia 5 as RAE 1%
B3 E N
2.1.2 WRHEE

2002 4F, Black Z53E % 5 &, INH 22 450 &, J5 2L 6% 7 B2 o .
Bz R E ), FEA RGN ERRN NS, AR EE g
AT DA R AIE R T, S S R AN T AR R B R .
2.1.3 ARELS S HT

s ANEBRARATIE F LR H SR ) 22 450 . 2498 B [aB0/N, yE B35
[ R /NINTF- 1000, 1% 077 28 o] 45 FH 3L At 2 4 B i el se i B B R f 3, T E
FENT DA v BT S i 2, HAZ T AN 2 BRAR B e FH 1 S it 40 A 25 0 SRV 1) 22 4
i3

R RS RO, ERESRRRIRT, ik EHRR R s
6], %07 A EA S,

2.2 Cycle-Walking H R
2.2.1 A

Cycle-Walking J7 28 it JR BE 2 I F b o L S5 g Sy n I8 A 45 R B, H
2 HIENTRE PH R Ky A I B B A = W)X = {0,1, -+, n — 1}, HHnikoR
T RS B KN o 2945 I IE R 3 2 S5 R SVEE B S5 KA B € XIS, 5y = Ex (D) AR
(e [RIX A, DR FHE My e, BENE SRy = Ex(Ex (- Ex(D)ENTRIXNIE.
RIEg AT, R, R Ry R M, ffe 85 5w O e 23 (R XA A R R
Nl e

2.2.2 Wit RE

2002 4, Black S %07 58, N2 40 iy, Ja SR Xz Iy 2 ko,
BAE g LA A L 38— 5 T f R B s o 17

2. 2.3 fRER ST

(=S i Py RN B i A= o R D oG ot 5 S B B i o 0 = N 1 N N D R
Rt A

R S PTIR IR S 2 AL E A, 3 B A 1) KNS 7 A BE PR i)
A NE R/ ZEAR KN, RE B IS, o] BE B 22 O R it 7 4L s p i A L, AT i
207 G I8 TR R P Ak S92 ) B ) 18 20 1 PRI o ABORE Bt 70 AL 3 A R 20 ALK AL,
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HVE SO BN LI B, 152K BEONLAE SCE 2o x2S 81X (139 2 2 T 4
FIK BRI E 2erR, PRIRIRFT 1 REgohh X i S0 3 7 45 2 SV N 78 [0 X e £

mﬁxjﬂ:%{q, Eﬂqzig%?iﬁ%EKE@ﬁ\ﬁﬂgzL_[g]o [Al#t, Cycle-Walking 77 &i&EH T
27712

IS 2R RN T PR Y B 2Rtk 7 L s RS SR 0 R PR oR S 8RO, ], R
I K FE 64 FURF AOZEAIE S35, 18 H T R/MZIE 204 (K71 8 =S R ] Cycle-Walking
J7 S 5E AR T 2N

2.3 T Generalized-Feistel MK AR
2.3.1 FEAEAE

Generalized-Feistel 77 ZMIZOLEEW H: —2fHH Feistel g5M 3l
H B A IE G T B S AR/ o L S v, k2 A Cycle-Walking 777k
AR SR I A5 H SB35 B B S 1A .

B, AT LR A IR BB BV AE,, fHH] Feistel Z5MRMIEE R HKE
W2l &g vk . w40 K % Ablocksize, % —ANHE B4 4HPRIFE AN T

D N P=Lo IR,

2) Fori=1tot

If i is odd
L; = f(Li—lrEK,O(Ri—l))
Ry =R; 4
Else
Li=Li4

R; = f,(EK,l(Li—l):Ri—l)

3) fith: C=L¢ Il R

HX = Lo I| RgRKEH BX ARGy, oA o I EE AT AA— 2. %
Tz =f(xy), H%EEY)NARER, RN Tz =f(xy), H%5E (@ y)N AR5,
FUNTER—R T, Ai—3RrEaE B AmE N5, HrlsdxiloE e ks —fhA
WIS E B E 30 E S, s —RaR T, M iz & 5 45
A DUIE R % o 36T 3Ll 2 BB E R A Feistel 53 AOAE B B A 40 2 0 Bk
(o fi 2 #2400,



o [ xn JCu [ & ]
& [ » J[& [ & ]
T led—] [ e
| | T !
. T v 1w T & ]

2-1 3T Feistel G584 AT 220 2HAK B 1) 0 2H 3B n 8 ok A2 B s 1L 72

SRJE, R IR (N fde 2 SR R e v B S 1A v B T N, N
J T BRI B A T o 10 S A T KN A, R B )X = {0,1, -+, n — 1}
N B A ] VR A R B A m I E A BN, YRR AR/ An™, KT K
& Amif Y B B A EX = {0,1, -, n™ — 1}. NS NEF g5 B A B A A K
m% 3, RPN Ja i B EHEXF, nTELRH Cycle-Walking B S ¥ B < &2
%, HEZELHENZEEZENY, $RnF.
1 1H5E 5 H K FEblocksize = [logn™], BPFRATHETE B2 (B BT E KB vm ) 775 5
ByAb K FE Ablocksize ) i Hr o HH [ RN T xR
2) FTHA M EIE, KA Feistel 453 43 20K & Ablocksize {7 21 %65
GFEg-
3) [ HGFEXE EPINE, id in% 45 - ~C, RIC = GFEg(P), # CAYETH B2 AIXH,
M 2 GFEg, BIf#C = GFEg(GFEg(-+- GFEg(P)))¥& A\ H E 2= X .
5y 5V FH GFE 6 XH B9 2N i, BRI pr A 45 S 05 N B 2 X H I N
= ! IV F GFE 93 VR 1T LB 25 425 SR 7 A0 5 X,

oblocksize gblocksize—logn™ > E

R4 b 5 S ih f PR A U 2% 7 R B BT & PERe . 2471, Black Al
Rogaway UERH T, 40 & A5 HH 25 SOnf /> F-2blocksize /4yt 1275 52 s 22 4= 1) o

B TEH A Cycle-Walking J5 s0nHines 5 B s &2 1 FH GFE  fi fe 4% 45 SRR\ TH B
Ak, k] DA BHE B 75, R HGFE NS, i vhala 5 2k BRI FEr e
(RH 2 TR o OEE S22 TR A K FE A m A7 £ PN IS, K98 B 0 B ERP = Lo || Ry,
HALy RoMIKED S Nu. v, u+v=m, HILEHEEHX ={0,1,---,n* — 1}4, Ry fE
HEZRX" ={0,1, -+, n" — 1}, IATKAHBEE FALGFE N H S PINE RN, g
W RIS SHAE L, R AT HITENE B X, X!, T FR R

1 HiN: P=Lo IR,

2) Fori=1tot

If i is odd
Ly = Li—y + Ego(R;-1) mod n*
R; =Ri,

10



Else
Ly=1Li
R; = Ex1(Li—1) + R;—y mod n¥
3) Hith: C=L; IR,
HAEg o(Ri1)s Exq(Lis )T EHETHINTEER,_y+ Lis T2, IRkt
ZE BALA OO BERIE. 5 Bk s R, L, RGAAAE BAAIX!, X, TR
B RCH N BB AR K Em 78 . HXL = Li_y + Exo(Ri—1) mod n%, 4455
Li, Ex o(Ri_)I, FISRTHL;_; = L + Ex o(Ri_y) mod n¥, MIMM#EANME LW 5, R
RS IR S
£ NIST SP800-38G H, Mt % Fidk R Biiz EARFrs & 77 Rt 17 Bk
() P LR EE (T K, 2 IR AFFL FF3 5%, DR L4 tk. FF1 R 5FF3 %
PP LS B S LT SR I EORAL T, B9 KA, (21075 38 AL B, R
AL BT A A B RG SREEy (TEAN TR, ExrHKEY N 128 LR 1)
W 5 XA A
FF1 77 Z%H 10 % Fi& Feistel 454, HAHES T
1) Infds s WAL =T R 7T, AR 5 WS 5E B LT 128 HkE
[ & P;

2) EEBIRE RN + TR REFAZIES 2 TH B NX, RIEXHE A EQ;

3) WIEFREPSQ, WHMMAILEL, EMIEE K/ Ny = Ex(P,Q), AREfliflys
S, SERUINAEE .

ROz fE b, AEXE LA S, SR AR AR M ar AN s B Hy, A a] BUE
BRI IR

FF3 H R 8 i LR RHMLEF I Feistel 454y, VHHELHIE LT

D I e =il B A LR EEA64M 7/ BT, FFETL. TrHMNTHIA

A [P S
2) EFIF R + 1P REFAL I E B NX, AL ZHEW (BUE AT, B TR,
TR A B Z B B EE AR PR B, I FH FE 20 41 25 A 20 A i y s

3 FHySS5HHE, SERUNEE .

5 FR1L 7R L IRTT R, It R, e RIAE, T AR 24 mr 2 0
Hfs Bt sy, M AT CLIER R INARSE . AHELT FRF1 5%, PR3 5 Zihyfit A i s
T, Bl ERARTAR Y, EBEEE T, 1SR s AL T S5, [ 5x)
T R — R T MR TR

2.3.2 Wit RE

2002 4F, Black Z42H Prefix. Cycle-Walking /7 & HIFRIBHEH T %A
General-Feistel 454 Cycle-Walking )7 %. H 2002 4F Generalized-Feistel J7
EE A Feistel MZS KA FPE HILLOK, KIS FPE R RKZHERAH TiXFgEM,
X5 Feistel PIZSFHNT 56 2% BB 78 RN FPE SE AR B 0 OR B b =X (1 2 3R AH
xK.Feistel MR HAT M HEML &R 2 —, FET Feistel M&%, i LLE N &
XK BRKE . R FEALE N 7RG — A 4L %Y. 7E FPE %
RIIAE I FE T, Feistel PG 72 M M58 38 20 41K FE 10 40 4 %50,

2016 4F, NIST Special Publication 800-38G AAf, MAEikE ik FFX. BPS
HE, HoMFRZ N FFL. FF3 5%, HAr, 7ENIST SP 800-38G JE 4 fr Aric Ny FF2
)77 %8 VAES3, [Kl NSA $8 H1Z 7 R 2 Mk A BN PTG 128 ELARsmi#miBR . FR1 Al
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FF3, #B/&3T Festiel N2,
2.3.3 LES T

PR : 2T General-Feistel &5 I DRFFA% ZUINE 7 58 rIE A T RHE B2 TR K/ )
TSR AT S IR R SN, HOI s ReR &, A HR B A i B R EE,
AL AL AR SRR 75K

B 249H B AR /NS, ] General -Feistel S5 HRIJER, ST %4541
Ji%, HAEP s IR Bt i s bR 2 e VEE A 2T .

2.4 TRITHLE

Prefix, Cycle-Walking FlGeneralized-Feistel J7VEREMS A L4 VU B4
[FJFPE (7] i

1) Prefix 777k 1Ok Bk 05 B9 4% 5T, B VH J2 25 18] 9 1 & 36 Prefix 7 72%
HENTTCE PRk, AR R ) B R FPE ) BRI T — b R, R o
J7 2 (Pe anHE ) R 7V S22 (RN Y B 6 RE 7 v HERR 5 N2 1) AR S e S b
7] L;

2) Cycle-Walking 7592 /& — Pt AT 2 A0 IR 1] @ (1) FPE  fn) &5 (14038 FH 78925, B Al
L FPE MIAYLE MR T =G PRI _E 1 FPE  Jr) RIS, 38 35 3% T-1Z 7 V2 R A PR AL
PEA N 2 1Ewf Y L

3) Generalized-Feistel 77y fuvFH Pl E X Feistel W4 FIAHRSHORMEAE
43 AR B IR FR AL, B9 R B R e 3 A 24 8 0l o FH () A 7 v, H R BT Y
(1) FFSEM,FFX,BPS 515 214 #fs k1~ 3 58 A 2 [ R i

3. WA = TEmE T

VER—FI LI 775, PIUEBA %24 e B S s h AR ) 22 4= H s, R )E 8 X—>
G R, (R 4R S T R e R 2 A A R R . AR B A
TR RTINS, FEEEBAAIA SR T ek 2 2 2 H iR
Rlk, 380 4 4 B AR A B T R 2 AR 45 Aok U S22 R etk

FENHEMESGT, 2 HRFEER: 1B %2 (semantic security) . AATX
P4 (indistinguishability, T&#K IND). FEFEfEYE (non-malleability, fEIRR NM) F1HH 3L
A &AM (plaintext awareness, f&i#K PA) . HEN, 18 X 4R B 2242 A
R  oh gl |V R P A M E . 1984 4F Goldwasser Fll Micali B R#EH 118 X
GAAVERE S, TR BT H A B8 1 NG e M SCHR A EUER ST HIE R, FRIE
B 78 X2 FNANT] X A PR . JEREfE 2 & H Dolevs Dwork Fl Naor 7E 1991 4
TR, R ARENG RIS, gd AT SO SO DI B SCHY 2 3. B SCRT
TR & FR AE AN FITE A BB SC 264 S RIS L AVE S0, T B C] iR R e LT
WA (random oracle model) & S, 2R BEAL TS ALB A2 —FhE AR L0 52,
BE ML TS AU UE B (A 2 1, R SEBR RS 2 VR IR 2D 52 21 B
] AR

OB R A 1 22 4 HAREXS AR B I AR R IE -« R A2 T R — M AT
JRE AR b, [R5 S0 22 A 1t T M) B IS Z R 1 e e . R
(format preserving encryption, Fj#K FPE) & —Mugh B BIRIFRIEEOAR, IR
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RO AR R 224> B R tiad B T8 BB A& n 8 . 2009 4F Bel lare %} FPE [ 3EAT TIRAWF T,
5E XU T %%t FPE /)£ Fhzz 4 H br .

3.1 Z&HMF

PREFAS TN & —FhRFR IR RR 1S, R 2 o A 20 A D BE LR 2, R ke
I — AN BB 24 H bR A BENLYE . 20024E, BlackflRogaway B K IRFPERY) 22 44,
N NP HEFPE 22 4 5t 2 D FE AL B #: (PseudoRandom Permutation, FIFRPRP) %4, a2
U FPE ) AR 5T A2 7545 78 VH J2. 75 18] N IR D BE AL B 36 o B Y %2 4 H A 35 SPT (Single Point
Indistinguishability) %4>, MP (Message Privacy) %4> F#IMR (Message Recovery) %4z,
X224 H bR AR AVEM LU 5 A FTHISS, (HE 528, FFH A mr DL 2 #1288 H 1)
GAaPEER,

3.1.1 PRP %4

RAEFEAFPERE X, AR @ BT EB—NEY ke K, Ep()2H BT EX L
X PR Pk E B — A B . 2Perm(X)F R B A AIX LA BHHES, P « Perm(X)
Fox MPerm(X) F BENLAHME — A B P, WA & — /Mo LA TS WU BT, (A2
MEFFHLE, (), EAR—DRENLERITEHPC) . BEBGlE AT IH B2 [ LAk
HI i, ABEE AR KA, XA B AT LA FPET) Reppg IPRPILTT
I HoE SCHRAE S il 3RA3 A 35y

AdvERP (A) = | Pr(k « K: ABxO) = 1) — Pr(P « Perm(): 470 =1)|.

AR T B HEAX D FPETS Eeppp MBEHL B HPHIMEFR S

B NRIRAVEG HPRPZ M E X 2AdvERP (t,q) & max,AdviRE (A), HrboyBid
BPATHUREFL RIS E], B E BRI WRAdvERY () — ] 2 &,
JWARZFPET] Seppp ADIBENLE #, Al 21k 3] 1 PRPZ 4

PRP2¢ 4= (W bRtk H A5 & BUi 2 oI [X 43 iZFPE 7 SRV 825 18] P9 R e AN BEATL 5 460
Bellarefs NJk Tt f, #t—b g 1 1& M TFPE—fE LHIPRP 2 45 H Ax .

€ LFE TR PRP, ., BB SHRE Z A A TSR, X2 # X 0 R B A
A L B A B AT B . SR BENLR B Pk A5 AOAG ZRIE b AT BENL &
P. PRP,,, A INETE HlOracle (Enc), HTW R AR N AW, Wikb =1,
I35 5 Mloracle (Enc) LAFPETS ZeppeMi ;. WIERDb = 0, I ¥ 5 HlOracle (Enc) LARE
MUE PR, Bl AR AR : fEA RN WS Hloracle (Ene) —E MG, 4Hith—
NHIE, Oracle (Enc) I H)fEepppit 2P, Bt —MHEMED . KD = b, UWHIK
B AFIE R, AR AR B L H N

AdvERP (A) = 2Pr(PRPA,, = true) — 1.
U AR T A R A B, RATUIXFPE)T Eepppik B | PRPZ 4,

3.1.2 SPI %4

SPT %z A Hl B AT [X 73 22 4, BRI R B il SLIE BN TS5 LR AT 32 N
ARG X 73 A2 X 45 T AV L e ) BT mUBEAT 0 25

SPI 4158 LR TSP, o FALTPRP. > SPI.,, 5 S HENLIE B SRR
FE A 2R (B o SOt A e BRI FR B SC B AT — X Oracle (Test) i, 1%
TS HUARIEDE AR 9112 L s AEFPE T Heppp I I8 SC I M 22 ] A 2 — AN EAL A

Wi Z AR H AR FEX HIE RN 5 Hloracle (Enc) GZINE S HLA Lheppg W
) AT — R RBUE R PR B S (TELL B W R v, AR RS E A, 2R RS I A
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BEATA), A —AFE: B IRPUTOracle (Test) 2515 31 ) 45 FL 2 i i 5 2 it
R PR SOIR R R A A AN BENL . RS — N HEED . WD = b, VWIS
FAFIE R, AR AFEZIE kT B A %o
AdvgP! (A) = 2Pr(SPIZ,, = true) — 1.
B %I R BA RIS RE, BATUIAFPET Repppik B T SPT %42,

3.1.3 MR %4

MR 4> EORAEX U SR B Bk sy, BG4 5 Mot 28 I 70 5 AU SO R =R
A K5 2CS HEER TAEE R, Bl E AR B SO IR E S 5 I A S8 A BE ALY,
AR LE O B AR B Sy M RERS U5 8] 0% 1S AlOracle (Enc) AT T ALK R W
o AHRIZ N E PEIN R R OK R, BNt Al LU Oracle (Ene) N ¥ &

X1, s Xy FFBIHR LR yy, o, v o WRAFAETA Y = v*, BTG wrT A € 1 4
MEEARH S " = x;0 USRI 2B A %0 77 SR i i i Bt 77 20, 3RATTRR %% 0
T ERMRE A o BN TFPEJT Reppg, MIRAMFAEIIMEZ I KT Fik Moy () Beahy
T, MEAA epppii 3] TMRZE 4,

MR %2 4 )58 LI TP ARMR, .. o AR B T 3D TF HL: Oracle (Enc) , Oracle (Eq)
FlOracle (Test) , PL AW AR ZSS . Horp, Oracle (Enc) T PAFPENNEE /7 R eppg M
LB BN & ), Oracle (Eq) SOVFBIE & & — AN B RN T ER 2 752 B R %
SRR R AR B S, Oracle (Test) AR Moy 3 3R EL H bR S0y * 1 RE

FEVFARIT UG R, SeFENLGEE —A HARIA SCx*, SR Ja AT I B2:45 21 o0 M Sy,
55 R I i F B0 s 205 BRI 7 R AT 4 B o B B AT 1ikOracle (Test)
A FqikOracle (Enc) AW RKIKAFA F S B LUEMGH FE ;s AL ZFSHEFH qik
Oracle (Eq) &if]. Bahi# DUABEMERK Hir# B ZRERNEBHMSILE, fH—1
T AR SO EIME X, a0 Hx = x*, BEIBGEF FIE Y], SR, LB, MR
EHER 7B ARSI H bR S JRREqQIR VTN E TS AL T, S&k—
R Bt 77 :o— MV B ) TR B g M i B A IR 5 BAR B SCHE A EE , DA 22 .
RI B ATE Uk b B L3N

AdvlR (A) = Pr(MRZ .. = true) —p,,

€FPE

Hrbp, = maxs Pr(MRS,,, = true), BKAEM T 2 KA RBES.
3.1.4 MP %4

MP %24 A 1 BEAIAA I 705 AL A s 38 AN H A 25 ST 1S5 L GE I8 B SO s bRy
BAEA GRS RG], M TR & — K IIEE.

MP<2z 42 ()5 X FE T RMP; . o AL T MR, . MP,,, WAL 73 AHF T S AL
Oracle(Enc), Oracle(Eq) fll0racle (Test), PRI &HAFIFALEES. H AR PA4AT
XOracle (Test) &l FqikOracle (Enc) &), SH]LAHATqikOracle (Eq) B ). ANIF 2 4k
1ET, AEMP,,, 1, Bk TR M EASZ B SUE R, M2 2% SR e B R A S Y
WBAE, FRRZAE W B A S SeBrgl I T EeE, IS 2 S R

H b, MREEMPH—FhRr R IE 0, Wit aMPH OAESE RIS . Bk, Bk
HMEWFIRMP, . P HA R AR T 52—

AdvMP (A) = Pr(MP4,. = true) — p,,
Hrbp, = maxs Pr(MPS,,. = true), RAEIME ] FTA I 2 2RI EES .

3.1.5  JURh 4 HARZ A i) 5 &
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BATVTR B 4N 2 Bhs 2 AR R W BB AR, HAsegiskRoniiLinum ae i S
e, WECKRREHESEREP RS HE . PRPZREA R AN b2 4 H
bR, SPT/EPRPHI—/NEH, SPRPEAG RN LN, PRPEZAEMRASPI L4, SPI%L
AR EREPRP 4. SPTER AT, H AR LLPRPHE 47 ) %410 5. A
TIE N E I RS, MPLA DR B A% OS5 2y R 138 e 4r, BRSO RE R A
SUE R, LA LUPRPHISPTHAAR . B2 ANt 42 i i F 1Y 2 A P Rt e MR %2 4, MRA
AR b BRI E AR MTH BB SO E S BellareSd ANUER] 1 SPIRT DA HHVP,
{ERMPANREHE S HHSPT . AT T AUERH T MPR] DAHE S HHMR,  AHSUAS RS . SHSE |, MR%
4= W RMP 22 4 ) — PSR 20, tHat EMP iR 0T 2 K R BON1E 25 s B TS T

3.2 WEiR R

T s AR S TR FH 00 25 A1 AT AR AN [B] A B A2 o AL PR 5 e A 28 0, i e %2 S I
i (ciphertext only attack). T&IIHH i (known plaintext attack) T
7 (chosen plaintext attack) fliEFE25 L7 (chosen ciphertext attack)Zf. #E—
A, ARPE R TS LT EIANFE], AT AR R B AR R AN IE B B A i
P A AR AR 0 VA 3 T S A R i ) ) & RR TR RE 2 SR IR N 2, TR R IE A
Bt 8 vh, B0 35 A5 T U6 In) 2 i 75 25 0 ) ) IR A N 28 . 98, B M G o
ERRE ST VAR F=

TEBTH N 7 B FEEOGEM B A . Rl B PR IE B L (non—adaptive
chosen plaintext attack, f&RIFRCPAL) . &M ik L X (adaptive chosen
plaintext attack, [EFRCPA2). FEi&E N HIEFE% LI (non—adaptive chosen
ciphertext attack, fAJFRCCAL). I&MNPiE$EE% LU H: (adaptive chosen ciphertext
attack, [EIFRCCA2) .

— At e 4 H b5 B B AR 45 6 107 2ok e U&7 Rz ek, iR =
I AR 4 H AR R P BGERBAH S S, witAe 2] 7 IR A& & E 202 etk
Bt unPRP-CPA1, PRP-CPA2, MR-CCA1, MR-CCA2%% ., 1R f#R, PRP-CCA2 B fx & 22 4
TTIMR-CPA L2 {7 B A% 2N 3 e B AR 1) 22 4 1Pk

WERBGEE R e s s LT 200, mA R ERAEE TS L, #ie LT ik
B B . EIXFRFAT, G S SR B R 5 LR A U 0 TS L mT
SR AL T £ U A S TR R, D ST RS R e 3 B S Ui Rk AR A, B
PRP-CPAL; AHJHh, 45 so v Bods 3 i 7o M 5 i i) & 0 45 SR 4h N — IRE W 1Y )
B, L5 ST 3 AR B B S BT R AR A, REPRP-CPA2.

AR IA R T CPARGE LA I, W R ELA B CCA L A brifE, IR RA AL Fha] DA
TR — MBI PR, HATPEPRE, ot 3 AR 2 Mloracle (Dec)
FH T BB T IR W . Wb = 1, TS Hloracle (Dec) LAR BEAS N 77 &
W NP3 SO T2 R R s anSb = 0, %15 HlOracle (Dec) LAREMLZE B 5 =X
B RPN 2 SCHAT R R B FEIX PRGOS, a0 SR BE SR VR 0 TS AL
AT, MAVEN SIS VLT AW, RN ESR R E A LIRE RIS e
HIRC L I AE 25 0T BT A S A WD 1) 8, T ST i B P e 6 85 S B e e s A, )
PRP-CCA1; AHJ#h, 4ni so v Body s 7o M iy i i) & 1 45 SR 25 N — IRE S 1Y i)
A, B HE T I8 N LB R Y, EJPRP-CCA2.

PRP @ 77" > Pl > MP <7 — MR
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4. F ¥ FPE fnzs kA

55 2 BTSN 3 M FPE U7 RAMAE — B RERE b g ok 7R K FPE R, T

HECoN i FPE BRI R AR T L, AREEATANEHHT FESEM. RtE AT FRX & =AM B AR
1) FPE ALY, 5o i SeAi Y (A i e s HEATHF AT, T BRI B 5, 61 5¢ FPE i
S B AR BB E Y, s X =AY FPE B AT VE AN B A4

4.1 FFSEM #&%)

Jil s

FRSEM"" &3t F Feistel W& (K3 F T3 %0ek 1 (1) FPE J5 %, FFSEM 3 %t jg #4441

1) V17 Feistel PI2%, it 638 4 4K A6 FR 250

2) Cycle-walking, FRSZEUEH 2m A7 170 4205 5888 55 KN A n(n<2m) 1 #4504
BT () %

FESEM #5224 () 55032 AT LA IR A «

B setup:

FESEM #J4a 0] B 7 0 72 -

o  FFSEM-PRF, BJ-F-ff Feistel W% s FH I OhBENL R %L, FRSEM Fi| FH #8743 4 %
5 AES % i 177 st FFSEM-PRF;

o XIAREEEH k. THET IR/ n FESIREL ¢ 2

B encryption:

BN x, i R A BRI X .

&SRR DR A B, B x gt A 1=[1og.n] +1 AL —HE % ([x]FR

AKRT x BIEm KRB ; A5, PUT Cycle—walking i #2, #iR Cycle-walking #HAT r
4 Feistel }iaf, HEFASER RIS, &g, B k)% SO i B 25 (A
WHIEEE y, v BN REE L,

B % decryption:
fif 2 B NS encryption BT RE
hn () & A2l 4. 1 frss

K 4.1 FFSEM &7y

FIlT, FESEM RAY O 36 [ [H ZXbr e 5 BORBIE T B (NIST) SR4H, JEHA Voltage &

F V2 N . SR FRSEM A SEE T B ¥ 1Y FPE W)/, FEASGEAE Ayl AR AL 72 1)
. T H Cycle-walking & Z IRIGAPAT a5k, R B A A @ P gE
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4.2 RtE fE#Y

Bellare %8 NFEH ) REE J& —FhAHXS L@ PR, RE (A AR R eH T G
T, a5 2% in) fs L 1¥) FPE W] A N2 7 e 2 5 R 51 X 20 2 L B4 FPE (7] 8
R T SEB TR BIHET T EA IR B S 6], RS ES BT AL, B 1977
EICHR AR AR, CEFFR T AR S 2 S rank BEIERIREST. H, Bellare
25 NAEal H IENAE = #R I B 23518, 4H T @20 rank Ml unrank 895, 45 HE
IR NP RS a] A I UE S AR 7 B2 AU BE A6 IEE = #1998 B
(8o RtE J7 V%% IEE 5 #d pgvE 2238, A AR H 3L DFA SRHE IR R N 16 R
5, HNE T ZEO B rank il unrank Hyk, ZEVERERC .
RtE 777k B EE T DA IR A -
1 setup:
RtE 7775 BIWIGE ALY BEAf 2 -
* rank fll unrank P&, €SS E X _EHET RS rank, 57 X S5EEUST
WLt rank: x—Z U { L}#IS rank FIEAREW R TR x EX MU AREAE x H Y
Rl i€Z,, WH xeX, W rank(x)=1. MHMNE, KHFEE unrank: N—X
U { L} Res— N (REME €7, ) M A X HHICE xEX, Wk i ¢Z
M unrank (i) =1

o HLYFPE )7 % Frz, M HBH, Bellare $#2H 7R T AR P4 Feistel PR 1IH A3
BUFPE 7R M%K%, RtE AL IFAPR il 4 A HoAth 22 4= %850 FPE 5%, Ul FFSEM

.
&

B encryption:

NN x, BEECFPE 559% Fr,, SRR k AR 7 t &5, M % y.

x Fly #BJ@ 78 B 25 A X

IR DR N : B eHAT rank 53, BEISC x EX BENE B2 X AR
SI1€Z 5 SREIATELL FPE 53k Fro ¥ 1 BN JEZ) 1, BJaH unrank FikL, ¥
J B EE B X F TR yEX, MIMAEIE L y.

B % decryption:

fift 2 B N B encryption T AR .

RtE J7¥5E0000 () 2t #24n 0 A .

|®wse

/N [o] |
| mEE ——] WA
ER | i || SMFPE
ﬁr_‘ wrankHHE  —— Wb | WE
| 1 S !
E n-2 . )
| rank Runrankid 8 ™! | mRrPENE |

4.2 RtE HiE
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RtE VLM %2 4 E VA2 T 88 FPE 500k Fr, % astt, WSR2 410 Fr, RtE 5t
pikeac Syt

RtE J7VERIRCR R B T B2 _EHT 8, R R R 222958 rank A
unrank FLVERS AP AT . Bellare FEHHEFHL, A T IENNRE S 099 B 23 H S
R . MaKinen $& W FHEP BRI B SCRERME S #T7HY . 74h, m LA A
Lucas-Lehmer Zifid$e (i1 @4k rank &%, 78R &Ik X, (X 2 H n NMoRET B E
&) Bngg . HAhRE TE A M ER. BRI, Dyck S, AW, JHFIHMEERW BN
AP RER IS B rank A1 unrank %%, Bellare Z8 AFEH, FEMEURSZPR A RS, REMSSK
A TR EE rank S E3K FPE 5 S4B RSB A 1R SEER R A 5T (1 T80PE i)

4.3 FFX f&#Y

Bellare £ A7E 2010 G432 H T FEX LAY, 1Z AR} FRESEM A 7E JH 8 25 ] \Feistel
WX 282605 AT 79 F8 o FEX M BUAd F 1 3E-F 4 Feistel M4, REi kb33 B 4% 6] Chars”
[ FPE [, Chars" MR (R0 N n AT R RTIEE S

FEX B AL [l 2 AR 5 H R IR BUFES) @MU R R, BFHFEHRIE
N ER R BB, B AT Feistel MBS, M SZHUN I 2 238 Chars'”
AR A =

FRX 70 () By v DL IR A -

B setup:
FFX A2 A1 an AL b B 2
e FB}E Chars={char,, char,, -+, char..} XIHIEE radix;

o HiEIE T4 Feistel MY,

o JHEZAS[E] Chars" HFRF R KE (FRF1E0 n:

o Feistel MZfEHMIEEIREL v\ DABENLEREL £ IS H A, MR+ ¢ &5

B % encryption:

NN SCFRFER xo XFREH k AR 7 v, BN SCERA Ry, TR x
My [[J& T8 22500 Chars', #& H 7 BFK Chars TR FZRFH K E N n B2/ H

st R AR A

#2377 BFF% Chars 55 Chars’ ={0, 1, 2, -, radix—1} BRI, M58 TR
FANFLF char YabS AR FEE 1 N, 1R Chars” RN ECFERTINAY 0 A1 H A=
TF—FE AN KE . 8. Chars={a, b, c, =+, z}, x=acz, FFFLE x gmidH 010326,

WG, PAT r BIAEFHT Feistel M : OB FRFH x MgmLIERNRIN, FF
SrEURPES S LR, L1 # IR s QPATOIBENLEREL £, XF LA £ (R) $AT T M A
FKMFEHEAF L . (1)C=(atb)mod radix, 4 radix=2 i, Zia& NREEHE, (ii)
Ycradix"'=(Xaradix"'+Xbradix” )mod radix; @& L S REZR WL L IR, I
YENT —RisERIRIN . &5, FAETH Feistel M43 A2 SCH ) 507 s B 5[]
FRERP R FEE, MR y.

B decryption:

fi B B NV encryption HIIE R .

FEX BB TARJE 2 40 0 P o
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EILS |
Feiste] P 8%

4.3 FFX JE7R

5 FFSEM ALY, FRX #57 BT /& Ve, 1 B4 Cycle-walking, HA
I RCR

4.4 WHIERER

O HL ) FPE #7323 2002 48 HE 1 FPE = A 7 gk AT i H Ay, 4
HH A 32 B Bl 2R e R A 7 vk L 0

R A-1 GRER AN A B0 %

FPE A4 Jjik

IR [7) FPE (M ul Jj % JITFA A 1) 10 L ek

Prefix  Cycle-Walking  Generalized-Feistel ~ HAll
2008 A2 5 i FPE Jy % e J v
2008 FFSEM!® TR J J
5000 7 RE! F 2 E G & v
JE T Feistel [ ¢ 14 4 34 FPE™! AR J
2009 FFX! chars” J
2009 JL+ Thorp Shuffle () %27 NI HE A J
2010 Bpstl chars” J
- 3 |- Type-2 Feistel [ #5 ] 445y FPERY AR J
H 0 7T LAE oK

1) JEHIM Feistel A2 THLZMIGE. KZ% FPE B8, 40 FFSEM. FFX Al
BPS ZEERMTH T Feistel MIZSHIIEXTHRERY (RCE J7 VA RN AR FH 1) R
FPE 7 RN A FEFE T Feistel PGS, XA H T Feistel M4 HA 5 &1
WS, I HAE W5k 2 FPE BRI UKk .

2) TEfRRE AH B2 6] L FPE MRS, % 25 Cycle-walking HiE45 A
TRENE I B2 B A, AR MEFR 205 ARV S 25 18] 1) FPE 38 FH g e ik
Cycle-walking J5¥Z i {R B SCRNEE SCAE [R] — V8 J2. 2 TB) PO St 1730 FH ) i e 8L
P, WL Feistel WIZERIE N2 BRI FI Cycle-walking 456 F LAk
{EEA BRI /Y FPE 7] @,

3D BEARK v U ) &R A M L2 N FPE AR AR R R JE 5 1Al B84 FFX AR 7Y
BSE REE J7ik, A AR W S 250 L BBk FPE [0 @, 1 2% FPE jn) i
A R 2 R o i PR AR A M 1) LB 1 A U AR % i) Rk
1 FPE [a) @ )48 R0 7T F B

5. FPE prefEfb it e
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DR B A% N5 (1 IR Bt R 2 A 0 i LR, R T AR bR A IR 2,
Bl [27] [28] 41 T Fifi s W & 52X ECB. CBC. CFB. OFB Al CTR, [FIf45H 12
Hok e —te i, HAT ik, 26 NIST tikAf 7 3T 0 H B i TAERR, #
Hopktn R AP hn#s R BCB. CBC. CFB. OFB A CTR [SP800-38AY, — iy 284 31
5450 CMAC [SP800-38BY, — 4l N 45 xC CCM [SP800-38CY , — Fift =y 7 I 1) 5 73
#AL I GCM [SP800-38DY, —F & Fl T A7t e & YN A3 XTS [SP800-38E]Y , — Fihss
PR KW (key wrapping) [SPS00-38F Y, Wi fit B #% X i #% #i = FF1 A1 FF3
[SP800-38G1.

5.1 NIST SP800-38G f&jf

7E NIST SP800-38G 1, /48T 2 F FPE B, FF1 Fl FF3, #SZHET Feistel [N
R, T FR2 v R I AN 2 BAEE Y 128bit M2k, [RfE bRt
W &—A FPE Bl /£ — AN KBy FRX IAEZE . FF1 Al FF3 Z [Alk% 0o [
ANFGERH T ARG E, FFLRA T 104, FF3RAT 84, M T 7 B4R NI M
TN, FR1 AT FFS 86 — NEAMOUBIANSE,  “tweak” (AFFHISE); tweak 7]
DA AR A B H I T AR 4y, RRARATT IRI I e e 1 10 %6 i 2 ek 4

Xt FPE, W AMEEIET DIIEN TS, RES 22N R, Bl SHmik
P T et HE L N TPk Al AHIE (meet—in—the—middle) Bk, FF1 A1 FF3
BRI AR radix™" " A/NF 100, {HRZEH #WIHEE DN —F .

5.2 XF NIST SP800-38G [ T a&n¥:

Bellare Z¢[20] £ CCS 2016 L, 45 tH X FE T Feistel 45MJ 1 FPE 5 £ Bk B
ATFEH, 4T B RN, AT EEEKE HE S, o TR E N 8 LhRFITH R, %
F 8 #& General-Feistel &5 FF3 HE, WEIHBMELEN 232, XFRH 10 #
General-Feistel 541 FF1 H &, B I4fE ~240,

fE CRYPTO 2017 F, F.Betiil 5 Serge Vaudenay[21]&idk T %} FF1. FF3 J7 R
dr, FH TR S HHSOET S, FEHSRA FFLL FF3 J7 0% 3H SIS
I, FF1. FF3 7 RIiERAE 128 LUiri e th, BB AREM 8 BN 4 ¢, 1EH
[) I B T 5 B B FRS 7 = AR ) tweak [ BE R IR & FF3 7 B2 4. 1E N
WX —ANBri 45 A B R, NIST 78 2017 4F 4 H 12 5 & AG 1 (Recent Cryptanalysis of
FE3) & 7 FF3 A& & 1F 93 FH i FPE &%: “NIST has concluded that FF3 is
no longer suitable as a general-purpose FPE method. 7,

fE CRYPT02018 I, [22]Heath 7wk E B ERITT %R, FHHERSEH 7E*
T4k Feistel &5#1 FPE Xt o

XA Feistel MMBEEEAEWT: He, WEEHAN{0,1}22(n = 3), %
BHCNr, N=2", pRRHERH, HFEME N - 1/N,

Wi IR
Running time 0(n?N""2 + N"2np)
Total ciphertexts O(n?N""2 + N"3np)
Time per target O(n-N"72)
Ciphertexts per target O(n-N"73)
Ciphertexts per tweak O(n-N)

1 EUROCRYPT 2019 I+, Viet Tung Hoang. David Miller FfINi Trieu Z£[25] N
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— Dol T [21] % FF3 BVAMI M 45 R, @ — DR 7T B R 445 . BAkuik, [21]
BB FE KLY 2750 YO TR RIKE 6 MR PIN 69, 1 (25142 H i B AN 75 2
2730 AT, FREAH T BARPIIIRRZE ROk IE A Hres 8. (211 R0 [25] e AR A T
FF3 5P AL R 7 (Tweak) “FBORIBHIMEE 7015 B 7 8051140 (Round Index)
W, AT DL AR RSy Hh A R S LT s 5 v SR AR PR A e =

7F EUROCRYPT 2021 _I, Amon 543 | X% 7 R0 = Fhig sh B 77k (311, FhRIH
ﬁ%%m%%@ﬁﬁﬁﬁﬁﬁ%\N@E%Eﬁﬂ%ﬁ,%%%mwwﬂﬂow?)@
FCRAT FF3 5 R SLBrBH AS C B B B . JRIRFE T, — 5, X B ASF TR
REAY, WSO SE I FF3 5 RN N 55— 7T, ZACRIEE R
R A, FRATTAT LB A (tweak) (R4S FH VR, B 4230 40 3 Fih 5 1 1 A o
£ CRYPTO 2021 _= Beyne W] A By 2 42 5l 18 2 188 77, RIS M 20 B 0 7 28 % FF3-1
(R 7H JE 5 Bt R A 2 AR M BRI R O(N2) [32]

5.3 NIST SP800-38G —FRMEIT

NIST SP800-38G AW ity H Wi Jmilil J5, NIST 7E 2019 4F 2 A 28 5 kA T FPE
WERMEIERR (Draft NIST Special Publication 800-38G Revision 1 Recommendation
for Block Cipher Modes of Operation Methods for Format—Preserving Encryption),
KR SR AE ERTR SR YT G, S IMEIEE R FFL A FF3 Bk 45H .

NIST SP800-38G Revisionl H{&4 B 2 FF1 Hik 4 M s Hid e, HE%f FRI
SVEERVEEA T ER . ZaiIbsdES FRL BVEMEH &2 radix™ ™ >=100,
Revisionl HUEiZ3E B & A& IE A radix™"" >=1000000, J52ekRidEd PR3 [3&E FH 36 B
M radix™™" >=100 /& 1E A Revisionl ' FF3-1 [ radix™™" >=1000000. [ 7 & H 30
W2 Ak, R PR FR3 SR THE RN 7%, B Uik JE JebrdE b FF3 Bk
64 LU A F (Tweak) 7E FF3-1 i %84 56 LR, 1X— @tz 1 et 72
RIS E T LA T RAME TR M FF3 g T L= T[0..31], T R = T[32..63] %
KNTL=TIL0..27] || 0000, TR=T[32..55] || T [28.. 31] || 0000,
T AR BSR4, FF3 Bkt E 444 4 FE3-1.

6. F&T SM4 HyEW) FPE it

NTST 800-38G Fx#fEH FF1 A1 FF3 A (%6 ek i+ 1Y PRF 2442 2% T~ AES-128 Skt i
(1), BT SM4 5y AES-128 51yk HA MR HAK AT, AR 1
128 LUARFI 2 A s, FF HARYE o 2505 o A ) st Je ml i, B BT HAAEAEATATT 43 Hr
J7EXT AES-128 B3 SM4 Byki& plis i, [RIETE FR1 A0 PR3 iFe R &t , AT BAH SM4 X
AES-128 Sk AT 805 e, A MM FPE SA M 24k, (291t — Pk 1
SRR i 2t BRI T —Fh IR E R o AL R S SM4 Y B A B O R B A% 2
R, IR R E AR AT BU B fE, R P Feistel S5HIERAEFf
Feistel G5t Tiiz HABLE S, fERRFCIEHE TR SMA s # b se Il F s hig,
FEXF o B s g5 FAH A J5 1) 55 SO AT RO A5 2N I B PR B A% U S0, s i Rk
IERSEEL R RN, IR T S BN, ZetEairRl, IRENEES SMe Z 4
PR
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N TN B R R e SN FES (3, [33] 42 S % 1) FPE: TE-FPE,
B SRR A2 I S N TR 2 AT g b5 J5 A0 0 BN 3 -5 M 2% 0, eI 2%
CHR A BARAE NS IR 2, 15 Mot 3 ek i B R 2 80, RIKPi4tE o
Mre B, Bk h 2y, TE-FPE %} FE3 (R E s D B[S
7R 128 LLRED, X D #tAT B3RS 2 3 7, SRS 7 WIS B AR A %e BR 2L
W2, EERBEE X REUR S B, KPT32] 58 2) b N<2™ [%dE,
FHEC R BOAZSHARIE N2 56 LhRE, By RE 8 LRy, DA @E 16 1Y
Feistel &5itt; 3) WIS H G NI SCK BEAIZES, HRPToeHa st (3115 4
EEXTAE/INEOH BN, SR AT AR RC R T 28 SIS SRR N ) s BE 2 A0 B e i, §
BOE TR 1200 JE B Bds 5 4 1 K T3 N U 2 A1 B S A& 28 1RR /D, TR 1%
KWt 5) anlE FR3-1, R [21] 8777k, S8 gmis i o ar 2 ds X R oAt 8 2 H i
A, ER R RIS MA—EAFE, {RIE Feistel $REURTIEEEF B 6) X
AHKERHEE, EdE BB HEERERTASEE, B AIs R E B
M
SM4 vk E R o B hg sk hrnite, HERR IR, 24/ TPt H i 24
Bt A RBRZRTURE, CLE R HFMARHER L SMA 2L, KA NIST
SP800-38G Revision 1 1) FF1 A1 FF3-1 &z,

6.1 SM4-FF1 &

JeiR AR BEAD L SMA;
EH K
# radix, radix € [2, 21°];
T HRHTE B K2 < minlen < maxlen < 23?;
radix™™me" > 1000000;
Tweak B KA FZTKE1C N maxTlen.

6.1.1 SM4-FF1-Encrypt (K, T, X)

AN : 7 X K En € [minlen.. maxlen];
FATH Tweak, RN T. FHHEMPKEN t, te[0..maxTlen].

i - BEH# Y, H LEN (Y) =n.
B 1. Au=|In/2]; v=n—u.
2. AA=X[1..u];B=X[u+1..n]
3.  4b=[[v-LOG(radix)]/8].
4. Ad=4[b/4] + 4.
5. A& P=[1]"I[2]"I[1]*I[radix]*|I[10]*]| [u mod 256]" [|[n]*|I[¢]*
6. XTiM0E9

1) 4 Q = T||[0]¢t=b=1mod16||[[]1]|[NUM, 445 (B)]P.

2) 4 R = PRF(P||Q).

3) & S TH[d/1614 5 4HHET d A~775, R

R|[SM4 (R @ [1]*®)[ISM4x (R ©® [2]*°) ... SM4, (R @ [[d/16] — 1]*°).
4) & y = NUM(S).

5 WHE i Z2MEE, Pm=u, HN4m=yv.
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6) 2 c = (NUM,4qix(A) + y)mod radix™
7) 4C = STR™ ;. (c)

8) 4A=B
9) 4B=C
7. 1% [F]A]|B.
6.1.2 SM4-FF1-Decrypt K, T, X)
BN 7 H X K Zn € [minlen.. maxlen];
FATE Tweak, Ron N T HFPHEKEN te [0..maxTlen].
fa - ¥y s Y, HLEN (V) =n.
A Au=|n/2]; v=n-—u.

AA=X[1..u];B=X[u+1..n]

4b = [[v - LOG(radix)]/8].

%od = 4[b/4] + 4.

4 P = [1]*I[21*1[1] | [radix]*|[[10]*|[[u mod 256]* |[[n]*|I[t]*
T 1 M9 EIO

D 4 Q= T|[0]Ct-b-Dmod16|| [;]1]|[NUM,qq (A)]P.

2) 4 R = PRF(P||Q).
3 A S R NH[d/1614 7 AT d Ay, B
R|ISM4g (R @ [1]*°)[ISM4k (R @ [2]*°) ... SM4g (R & [[d/16] — 1]*°).
4) & y = NUM(S).
5) W T 2ME%, 4m=u, HNSm=yv.
6) % c = (NUM,,qix(B) — y)mod radix™
7) 4C = STR®4ix(C)

S O = W DN —

8) 4B=A
9) A =C
7. IR[HA]|B.

6.2 SM4-FF3-1 H:
S SF A B SM4;
K
H radix, radix € [2, 2°];
Y FH B2 < minlen < maxlen < 2|10G,q4ix (2°0) ]
radix™mem > 1000000;
Tweak i KHIFETKE LN maxTlens

6.2.1 SM4-FF3-1-Encrypt (K, T, X)
AN 8 X K En € [minlen.. maxlen];
FURFHE Tweak, FoRA T, HEURFR KN t, H t=56.

. Bge Y, HLEN (Y) =n,
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s
IS

Au=|n/2]; v=n-—u.

%A =X[1..ul;B=X[u+ 1..n]
4T, = T[0..27] ]|0* Tg = T[32..55] ||T[28..31]||0*
XFF i M0 F 7

1) ﬁn%l%ﬂ%iﬁ7 é\m=U1 W=TR; @mu; /&\m=v, W=TL

S W DN

2) 4P =W @ [i]*|[NUM, quix (REV(B))] .

3) 4S = REVB(SM4ggyex)(REVB(P))).
4) 4y = NUM(S).
5) 4 ¢ = (NUM,44ix(REV(4)) + y)mod radix™.

6) 4C = REV(STR, 4, (€)).

7) %A =B.
8) 4B =C.
5. iR[HA||B.

6. 2.2 SM4-FF3-1-Decrypt (K, T, X)

TP e+ X UK EEn € [minlen.. maxlen];
FLAR R Tweak, FRonoN T, HELRRR KA ¢, H t=56,

B - e Y, HLEN (V) =n,
AR
1. %Au=In/2]; v=n-—u.
2. AA=X[1..u];B=X[u+1..n]
3. AT, =T[0..27] [|0* Ty = T[32..55] ||T[28..31]]|0*
4. XFiNTHEO

1) ﬁﬂ%l%ﬂ%ﬁ: é’\m:u; W:TRJ ému: /&\mZU, W:TL
. 12
2) AP =W @ [i]*|I[NUM,qq:r (REV(4))] .

3) 45 = REVB(SM4rgvec (REVB(P))).
4) 4y = NUM(S).
5) 4 ¢ = (NUM,44ix(REV(B)) — y)mod radix™.

6) 4 C = REV(STR i ().

radix
7) 4B = A.
8) 4A=C.
5. IR[H[A]||B.
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6.3 SM4-TE-FPE &k

JaiR o tE: BAD L SMA;
K
# radix, radix € [2, 219];
Y FEH B2 < minlen < maxlen < 2|10g,q4ix(2°9)];
radix™men > 100;
Tweak i K71 K 1L A maxTlen,

6.3.1 SM4-TE-FPE-Encrypt (K, T, X)
TP B H XK En € [minlen.. maxlen];
EURRER Tweak, RN T, HLHOR B O ED9t, Ht = 56.

i - ¥y, HLEN(Y) = n.

DR

. %u=|n/2]; v=n—u
2. AA=X[1..ul;B=X[u+1..n] .
3.  %h=|n-LOG(radix) + 0.1].
4. WRh =30, 2r=8; KM, Wih =20, %r=10;
B0, fh =15, 4r=12; B, WHL =10, 4r =16;
S, Ar =22
5. 4D = [255]'[radix — 1]2[aid]* [¢]*[T])7 [O]:[n]* [u][F]-. %F SM4, aid = 1.
6. 47 =SMdy(D).
7.  %e = [v=*LOG(radix)].
8. e > 64, AZT = Z[0..63] @ Z[64..127],

T, = ZT[0..27]]|0*%, Ty = ZT[32..59]||0%, d = 4;
A0, 4T, = Z[0..55]]|08, Tr = Z[64..119]]|08, d = 8.
9.  XFiMO0Fr-1

1) ﬁﬂ%l%ﬂ%ﬁ: é’\m:u; W:TRJ ému: /&\mZU, W:TL

2) 4P =W @ [{]4/|[NUM,quir (REV(B))] .

3) 4S = REVB(SM4ggygx) (REVB(P))).
4) 4y = NUM(S).
5) & c = (NUM,qq4ix(REV(4)) + y)mod radix™.

6) 4C = REV(STR, 4 (0)).

radix

) LA
8) @B =
10.  iR[HIA]B.

%A =B8B.
4B =C.
6. 3.2 SM4-TE-FPE-Decrypt (K, T, X)

TP B HB XK En € [minlen.. maxlen];
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ELERH: Tweak, FomoA T, H LB K A, Ht = 56.

it - ¥y, HLEN(Y) = n.

Au=|n/2]; v=n—u.
AA=X[1..u]; B =X[u+1..n].
Ah = |n-LOG(radix) + 0.1].
WRh =30, 2r=28; H{M|, WRh =20, %r=10;
745, ﬁu%h > 15, 2r=12; {0, WHRh =10, 4r = 16;
S0, 4r=22.
4D = [255] [radix — 1]%[aid]*[¢]*[T]7[0]* [n]} [u]}[r]®. *F SM4, aid = 1.
47 = SM4g(D).
%e = [v * LOG(radix)].
e > 64, AZT = Z[0..63] @ Z[64..127],
T, = ZT[0..27]||0%, Tr = ZT[32..59]||0%, d = 4;
&M}, AT, = Z[0..55]||08, T = Z[64..119]]|08, d = 8.
9.  XFiMr—1%]0

1) QD%l%{%ﬁ7 é'\m:u; W:TRJ 7|§JH\U’ /Q\’\m:U’ W:TL

S W DN

PN

2) 4P =W @ [i]%/|[NUM, qqix (REV(4))] .

3) 4S = REVB(SM4ggvp) (REVB(P))).
4) 4y = NUM(S).
5) 4 ¢ = (NUM, 44 (REV(B)) — y)mod radix™.

6) 4C = REV(STR, 4 (0)).

7) 4B = A.
8) 4A=C.
10.  ix[HA]B.

6.4 FT SM4 E ki FPE BRI M E

T J& Tweak ¥ [K ¥, key /2% %H, Round ZFehr5 .
) HAX T FF1 &k
ik eyl ok
PT/ X ZBSCHIAN, Qv Ry S. Y 2P HEE, AL B EE R4 WRMME, CT
S B B S
fRE TR
XAeZ AN, Qv Ry Sy Y 2dmpdfe{E, A, Bef—fR4ERnfE, PT 2
e 25 1) B ST HE
2) XtF FR3-1 5k
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JIIEE By

PT/ X /2B S8, W Py S. Y & #ME, AL B —RaRaME, CT
Fe B JE 1% S

RELRE:

XN, Wo Py Sy Y2t f2{E, A, B 24 /I, PT &
FRE B SCH

6. 4.1 FF1 74
1) HFHRITESH FRL ML E &

Sample #1-1
FF1-SM4

Key is <2b 7e 15 16 28 ae d2 a6 ab f7 15 88 09 cf 4f 3c > (hex)
Radix = 10

PT is <6226090102675688>
FF1. Encrypt ()

X is (6,2 2 6,0 9, 01,0, 2, 6, 7, 5 6,8, 8, ]

T is <39 38 37 36 35 34 33 32 31 30 > (hex)

u is 8

v is 8

A is [6, 2, 2, 6, 0,9 0, 1, ]

B is [0, 2, 6, 7, 5, 6, 8, 8, |

b is 4

d is 8

P is (1, 2 1, o, o, 10, 10, 8, 0, 0, 0, 16, 0, 0, 0, 10, ]
Round #0

Q is [ 57, 56, 55, 54, 53, 52, 51, 50, 49, 48, 0, 0, 0, 40, 211, 232, ]
R is [ 16, 49, 101, 255, 13, 221, 180, 133, 126, 35, 224, 21, 215, 226, 214,
184, ]

S is 103165££0dddb485

Y is 1166825924589368453

m is 8

C is [5 1,6, 2, 9, 3, 5, 4, ]
A is (o 2 6, 7, 5 6,8, 8, ]
B is [5 1, 6, 2, 9, 3, 5, 4, ]
Round #1

Q is [ 57, 56, 55, 54, 53, 52, 51, 50, 49, 48, 0, 1, 3, 19, 205, 42, ]

R is [ 26, 182, 209, 105, 255, 1, 93, 143, 128, 55, 221, 212, 141, 254, 204,
192, ]

S is 1ab6d169f015d8f
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Y is 1924956143927516559

m is 8

C is [3 0 1,9 2 2 4, 7, ]
A is [5 1,6, 2,9 3, 5, 4, ]
B is [3 0 1,9 2 2 4, 7, ]
Round #2

Q is [ 57, 56, 55, 54, 53, 52, 51, 50, 49, 48, 0, 2, 1, 204, 178, 119, ]
R is [ 249, 164, 221, 143, 233, 137, 25, 134, 12, 40, 250, 0, 252, 100, 188,
74, ]

S is  f9a4dd8fe9891986

Y is 17988746421792741766

m is 8

C is [ 4, 4,3, 7, 1, 1, 2, 0, ]
A is [3,0, 1,9, 2, 2, 4, 7, ]
B is [ 4, 4, 3, 7 1,1, 2, 0, ]
Round #3

Q is [ 57, 56, 55, 54, 53, 52, 51, 50, 49, 48, 0, 3, 2, 165, 12, 176, ]
R is [ 228, 246, 47, 173, 30, 110, 7, 159, 226, 73, 57, 238, 53, 3, 68, 178, ]
S is e4f62fadle6e079f

is 16498426705504765855

is
is 8, 1, 0, 2,
, 1, 1, 2, 0,
8 1, 0, 2

) )

9
) 3)
9

)

) ) )

is

)

oo OB =<
s

is
Round #4
Q is [ 57, 56, 55, 54, 53, 52, 51, 50, 49, 48, 0, 4, 2, 21, 107, 22, ]

R is [ 240, 3, 188, 30, 245, 72, 216, 131, 5, 166, 234, 233, 159, 47, 37,
211, ]

— — — OO
W =~ W
U1 3 O
[ R R |

) ) ) ) )

S is £003bclef548d883

Y is 17294873835183069315

m is 8

C is [ 2,7, 4, 4,0, 4, 3, 5, ]
A is (3,49 5 8 1, 0, 2, ]
B is [ 2, 7, 4, 4, 0, 4, 3, 5, ]
Round #5

Q 1is [ 57, 56, 55, 54, 53, 52, 51, 50, 49, 48, 0, 5, 1, 162, 181, 51, |
R is [ 78, 141, 94, 44, 3, 169, 80, 7, 147, 29, 71, 246, 6, 34, 236, 211, ]

S is 4e8d5e2c03a95007

Y is 5660283849807581191

m is 8

C is [ 4, 2, 5, 3,9, 2,9, 3, ]
A is [ 2, 7, 4, 4, 0, 4, 3, 5, ]
B is [ 4, 2,5, 3,9 2,9, 3, ]

Round #6
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Q is [ 57, 56, 55, 54, 53, 52, 51, 50, 49, 48, 0, 6, 2, 137, 25, 29, |
R is [ 79, 29, 183, 225, 27, 111, 94, 164, 172, 153, 35, 29, 233, 158, 43,
236, ]

S is 4f1db7el1b6fbead

Y is 5700914880776724132

mis 8

C is L0, 4, 1, 6, 4, 5, 6, 7, ]
A is (4, 2,5 3,9 2,9, 3, ]
B is [0, 4, 1, 6, 4, 5, 6, 7, ]
Round #7

Q is [ 57, 56, 55, 54, 53, 52, 51, 50, 49, 48, 0, 7, 0, 63, 139, 215, ]
R is [ 166, 167, 205, 82, 6, 8, 74, 208, 213, 75, 8, 174, 60, 155, 226, 182, ]
S is aba7cdb5206084ad0

Y is 12008792683578936016

mis 8

C is (2,1, 4 7,5 3,0, 9, ]
A is [0, 4 1, 6, 4, 5, 6, 7, ]
B is (2,1, 4 7,5 3,0, 9, ]
Round #8

Q is [ 57, 56, 55, 54, 53, 52, 51, 50, 49, 48, 0, 8, 1, 71, 175, 237, ]
R is [ 67, 198, 50, 123, 55, 62, 184, 237, 148, 7, 243, 172, 99, 18, 135,
69, |

S is  43¢6327b373eb8ed

Y is  4883646350719105261

m is 8

C is (2, 3 2 6,9, 8, 2, 8, ]
A is (2,1, 4, 7 5,3, 0,09, ]
B is (2 3 2 6,9 8, 2, 8, ]
Round #9

Q is [ 57, 56, 55, 54, 53, 52, 51, 50, 49, 48, 0, 9, 1, 99, 17, 196, ]
R is [ 168, 149, 249, 207, 215, 176, 237, 136, 47, 4, 141, 241, 30, 109, 219,
250, ]

S is  a895f9cfd7b0ed88

Y is 12147890240974024072

m is 8

C is [9, 5 4,9, 9, 3,8, 1, ]

Ais [2 3 2 6, 9 8, 2, 8, ]

B is [9, 5 4,9, 9, 3,8, 1, ]

A || Bis [2 3 2 6,9 8 2 8 9 5 4 9, 9, 3,8 1, ]

CT is  <2326982895499381>
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FF1. Decrypt ()

X is (2 3 2,6,9 8 2,8 9, 5 4, 9,9, 3,8, 1, ]

T is <39 38 37 36 35 34 33 32 31 30 > (hex)

u is 8

v is 8

A is (2,3 2,6,9 8, 2, 8, ]

B is (9 5 4 9,9, 3,8, 1, ]

b is 4

d is 8

P is (1 2 1, 0, 0, 10, 10, 8, 0, 0, 0, 16, 0, 0, 0, 10, ]

Round #9

Q is [ 57, 56, 55, 54, 53, 52, 51, 50, 49, 48, 0, 9, 1, 99, 17, 196, ]
R is [ 168, 149, 249, 207, 215, 176, 237, 136, 47, 4, 141, 241, 30, 109, 219,
250, ]

S is a895f9c¢fd7b0ed88

Y is 12147890240974024072

m is 8

C is (2,1, 4,7 5 3,0 9, ]

B is (2,3 2,6,9 8, 2 8, ]

A is (2,1, 4,7 5 3,0 9, ]

Round #8

Q is [ 57, 56, 55, 54, 53, 52, 51, 50, 49, 48, 0, 8, 1, 71, 175, 237, ]
R is [ 67, 198, 50, 123, 55, 62, 184, 237, 148, 7, 243, 172, 99, 18, 135,
69, |

S is 43¢6327b373eb8ed

Y is 4883646350719105261

mis 8

C is L0 4, 1, 6, 4, 5, 6, 7, ]

B is [ 2,1, 4, 7,5 3,0, 09, ]

A is [0, 4, 1, 6, 4, 5, 6, 7, ]

Round #7

Q is [ 57, 56, 55, 54, 53, 52, 51, 50, 49, 48, 0, 7, 0, 63, 139, 215, ]
R is [ 166, 167, 205, 82, 6, 8, 74, 208, 213, 75, 8, 174, 60, 155, 226, 182, ]
S is aba7cdb206084ad0

Y is 12008792683578936016

mis 8

C is [4, 2,5 3,9 2,9, 3, ]

B is [0, 4, 1, 6, 4, 5, 6, 7, ]

A is [4, 2,5 3,9 2,9, 3, ]

Round #6

Q is [ 57, 56, 55, 54, 53, 52, 51, 50, 49, 48, 0, 6, 2, 137, 25, 29, ]
R is [ 79, 29, 183, 225, 27, 111, 94, 164, 172, 153, 35, 29, 233, 158, 43,

236, |
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51, 50, 49, 48, 0, 5, 1, 162, 181, 51, ]
80, 7, 147, 29, 71, 246, 6, 34, 236, 211, ]

]
]
]

51, 50, 49, 48, 0, 4, 2, 21, 107, 22, ]

[ 240, 3, 188, 30, 245, 72, 216, 131, 5, 166, 234, 233, 159, 47, 37,

e

51, 50, 49, 48, 0, 3, 2, 165, 12, 176, ]

[ 228, 246, 47, 173, 30, 110, 7, 159, 226, 73, 57, 238, 53, 3, 68, 178, ]

S is 4f1db7el1b6f5ead

Y is 5700914880776724132

m is 8

C is L2, 7,4, 4, 0, 4, 3, 5,
B is [ 4, 2,5 3,9 2,9, 3,
A is [ 2, 7, 4, 4, 0, 4, 3, 5,
Round #5

Q is [ 57, 56, 55, 54, 53, 52,
R is [ 78, 141, 94, 44, 3, 169,
S is 4e8d5e2c03a95007

Y is 5660283849807581191

m is 8

C is [ 3,4 9,5, 8, 1, 0, 2,
B is [ 2, 7, 4, 4, 0, 4, 3, 5,
A is [3, 4 9, 5 8 1, 0, 2,
Round #4

Q is [ 57, 56, 55, 54, 53, 52,
R is

211, ]

S is f003bc1ef548d883

Y is 17294873835183069315

m is 8

C is (4, 4, 3, 7, 1, 1, 2, 0,
B is [3, 4 9, 5 8 1, 0, 2,
A is [ 4, 4, 3, 7, 1, 1, 2, 0,
Round #3

Q is [ 57, 56, 55, 54, 53, 52,
R is

S is e4f62fadle6e079f

Y is 16498426705504765855

m is 8

C is [3, 0, 1,9 2, 2, 4, 1T,
B is [ 4, 4, 3, 7, 1, 1, 2, 0,
A is [3,0, 1,9 2, 2, 4, 17,
Round #2

Q is [ 57, 56, 55, 54, 53, 52,
R is [ 249, 164, 221, 143, 233,
74, ]

S is 9a4dd8fe9891986

Y is 17988746421792741766

m is 8

C is [ 5 1, 6, 2, 9, 3, 5, 4,
B is [3 0, 1, 9, 2, 2, 4, 7,
A is [5 1, 6, 2,9, 3, 5, 4,

51, 50, 49, 48, 0, 2, 1, 204, 178, 119, ]
137, 25, 134, 12, 40, 250, 0, 252, 100, 188,
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Round #1

Q is [ 57, 56, 5b, b4, 53, 52, 51, 50, 49, 48, 0, 1, 3, 19, 205, 42, |

R is [ 26, 182, 209, 105, 255, 1, 93, 143, 128, 55, 221, 212, 141, 254, 204,
192, ]

S is 1ab6d169ff015d8f

Y is 1924956143927516559

m is 8

C is [0, 2 6, 7, 5 6, 8, 8, ]
B is [5 1,6, 2,9 3, 5, 4, ]
A is (o 2 6, 7, 5 6,8, 8, |
Round #0

Q is [ 57, 56, 55, 54, 53, 52, 51, 50, 49, 48, 0, 0, 0, 40, 211, 232, ]
R is [ 16, 49, 101, 255, 13, 221, 180, 133, 126, 35, 224, 21, 215, 226, 214,
184, ]

S is 103165ff0dddb485

Y is 1166825924589368453

mis 8

C is [6, 2 2,6, 0 9, 0, 1, ]

B is [0, 2 6, 7, 5 6, 8, 8, ]

A is [6, 2 2,6, 0 9, 0, 1, ]

A |l Bis (6 2 2 6,0 9 0 1, 0, 2,6, 7, 5 6, 8 8, ]

PT is  <6226090102675688>
2) FT HOHIESH FF1 A R &
Sample #1-2

FF1-SM4

Key is <2b 7e 15 16 28 ae d2 a6 ab f7 15 88 09 cf 4f 3c > (hex)
Radix = 10

PT is <110107197203192876>
FF1. Encrypt ()

is

X is (1, 1, 0, 1, 0, 7,1, 9, 7, 2,0, 3, 1,9 2,8 17, 6, ]
T is <37 38 39 36 70 71 72 73 74 75 76 > (hex)

u is 9

v 1s 9

A is (1, 1,0 1, 0, 7, 1, 9, 7, ]

B is (20 3, 1,9 2,8 7, 6, ]

b 4

d 8

is
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P is (1, 2, 1, o, o, 10, 10, 9, 0, 0, 0O, 18, 0, 0, 0, 11, ]

Round #0

Q is [ 55, 56, 57, 54, 112, 113, 114, 115, 116, 117, 118, 12, 28, 122, 44, ]
R is [ 130, 217, 127, 124, 248, 196, 220, 32, 50, 135, 212, 211, 81, 153,
37, 7, ]

S is 82d97f7cf8c4dc20

Y is 9428707469603167264

m is 9

C is L7, 1, 3, 2, 7, 4, 4, 6, 1, ]
A is (2 0, 3,1, 9, 2,8, 7, 6, ]
B is L7, 1, 3, 2, 7, 4, 4, 6, 1, ]
Round #1

Q is [ 55, 56, 57, 54, 112, 113, 114, 115, 116, 117, 118, 1, 42, 131, 180,
93, ]
R is [ 19, 26, 87, 210, 84, 199, 197, 162, 251, 137, 230, 227, 87, 214, 179,
62, ]

S is 131a57d254c7cha2

Y is 1376509196992234914

m is 9

C is (1, 9 5, 4 2,7, 7,9, 0, ]
A is L7, 1, 3, 2, 7, 4, 4, 6, 1, ]
B is (1, 9 5, 4 2,7, 7,9, 0, ]
Round #2

Q is [ 55, 56, 57, 54, 112, 113, 114, 115, 116, 117, 118, 2, 11, 165, 253,

R is [ 66, 173, 103, 127, 207, 35, 145, 51, 79, 152, 249, 130, 119, 146, 5,

S is  42ad677fcf239133

Y is  4804610176107909427

m is 9

C is [8 2,1, 1,8, 3, 8, 8,8, ]
A is [1, 9 5 4 2, 7, 7,9 0, ]
B is [8 2,1, 1,8, 3, 8, 8,8, ]

Q is [ 55, 56, 57, 54, 112, 113, 114, 115, 116, 117, 118, 3, 48, 242, 69,
R is [ 168, 120, 195, 200, 233, 72, 231, 57, 123, 92, 103, 222, 47, 60, 245,

is a878c3cB8e948e739
is 12139668063251916601

o= OB < W
»
— — — ©
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B~ 00
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© 00 ©
H@H
e



Round #4

Q is [ 55, 56, 57, 54, 112,
7, ]

R is

124, 19, ]

S is  91f87abce31ab186

Y is 10518291469089530246
m is 9

C is [9 1, 0, 7, 1, 4, 1,
A is [ 4, 4, 7, 3, 4, 4, 3,
B is (9, 1, 0, 7, 1, 4, 1,
Round #5

Q is [ 55, 56, 57, 54, 112,
22, 1]

R is

102, ]

S is 3f79fb10c2c5524e

Y is  4573962945977209422

m is 9

C is [ 4, 2, 4, 5, 5, 3, 8,
A is (9 1, 0, 7, 1, 4, 1,
B is [ 4, 2, 4, 5, 5, 3, 8,
Round #6

Qis

R is

192, 101, ]

S is ecbf0f808f61d36b

Y is 17059370958338511723
m is 9

C is [ 2, 4,9 25 2, 5, 8,
A is [ 4, 2, 4, 5, 5, 3, 8,
B is [ 2, 4,9 2 2 5 8,
Round #7

Q is [ 55, 56, 57, 54, 112,
129, ]

R is [ 9, 86, 255, 139, 129,
104, ]

S is  0956ff8b81f01498

Y is  0673006168983999640

m is 9

Cis [ 4, 0, 8 5, 5 3, 4,
A is [ 2, 4,9 2 2 5 8,
B is [ 4, 0, 8 5, 5 3, 4,

Round #8

113, 114, 115, 116, 117, 118, 4, 26, 169, 239,

[ 145, 248, 122, 92, 227, 26, 97, 134, 237, 132, 174, 155, 141, 173,

3, 4, ]
9, 1, ]
3, 4, ]

113, 114, 115, 116, 117, 118, 5, 54, 72, 101,

[ 63, 121, 251, 16, 194, 197, 82, 78, 154, 77, 47, 103, 126, 187, 26,

1, 3, ]

1, 3, ]

[ 55, 56, 57, 54, 112, 113, 114, 115, 116, 117, 118, 6, 25, 78, 45, 85, ]
[ 236, 191, 15, 128, 143, 97, 211, 107, 69, 205, 239, 222, 105, 254,

Ul = o
~N W =
—_ 1 —

113, 114, 115, 116, 117, 118, 7, 14, 218, 226,

240, 20, 152, 219, 7, 74, 105, 151, 147, 186,

o1 o1 O
W N W
[ T T |
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Q1is [ 55, 56, 57, 54, 112, 113, 114, 115, 116, 117, 118, 8, 24, 90, 7, 237, ]
R is [ 156, 176, 21, 87, 195, 166, 33, 194, 237, 89, 158, 61, 181, 129, 174,

S is 9c¢b01557c3a621c2

Y is 11290547732506616258

m is 9

C is [ 7, 5,5 8,4, 2,1, 1, 5, ]
A is [ 4, 0, 8 5, 5, 3, 4, 5, 3, ]
B is [ 7, 5,5 8, 4, 2,1, 1, 5, ]
Round #9

Qis [ 55, 56, 57, 54, 112, 113, 114, 115, 116, 117, 118, 9, 45, 13, 60, 67, ]
R is [ 110, 39, 147, 20, 144, 253, 244, 240, 23, 59, 73, 132, 147, 167, 230,
195, ]

S is 6e27931490fdf4£0

Y is 7937474584804979952

m is 9

C is [2 1, 3, 5 3, 3, 4 0, 5, ]

A is [ 7, 5, 5, 8, 4, 2,1, 1, 5, ]

B is [2 1, 3, 5 3, 3, 4 0, 5, ]

A || B is [ 7, 5 5,8, 4, 2,1, 1, 5, 2, 1, 3, 5, 3, 3, 4, 0, 5, ]

CT is  <755842115213533405>

FF1. Decrypt ()

X is [ 7,5 5 8,4 2,1, 1, 5, 2, 1, 3, 5, 3, 3, 4, 0, 5, ]
T is <37 38 39 36 70 71 72 73 74 75 76 > (hex)

u is 9

v is 9

A is [ 7, 5,5 8 4 2,1, 1, 5, ]

B is (2,1, 3, 5,3, 3,4, 0, 5 |

b is 4

d is 8

P is (1, 2 1, 0, 0, 10, 10, 9, 0, 0, 0, 18, 0, 0, 0, 11, ]
Round #9

Qis [ 55, 56, 57, 54, 112, 113, 114, 115, 116, 117, 118, 9, 45, 13, 60, 67, ]
R is [ 110, 39, 147, 20, 144, 253, 244, 240, 23, 59, 73, 132, 147, 167, 230,
195, ]

is  6e27931490fdf4f0

is  7937474584804979952

is 9

is [ 4, 0, 8 5 5 3, 4, 5 3, ]

O B8 < W
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B is [ 7, 5, 5
A is [ 4, 0, 8,
Round #8

Qis [ 55, 56, 57, 54, 112, 113, 114, 115, 116, 117, 118, 8, 24, 90, 7, 237, ]
R is [ 156, 176, 21, 87, 195, 166, 33, 194, 237, 89, 158, 61, 181, 129, 174,
70, ]

b 87 47 27 17 17 57 :|
5, 5, 3, 4, 5, 3, ]

) )

S is 9¢b01557¢3a621c2

Y is 11290547732506616258

m is 9

C is (2, 4 9 2, 2, 5 8, 5 7, ]

B is [ 4 0, 8, 5 5 3,4, 5 3, ]

A is (2, 4 9 2 2, 5 8, 5 7, ]

Round #7

Q is [ 55, 56, 57, 54, 112, 113, 114, 115, 116, 117, 118, 7, 14, 218, 226,
129, ]

R is [ 9, 86, 255, 139, 129, 240, 20, 152, 219, 7, 74, 105, 151, 147, 186,
104, ]

S is 09561 £8b81£01498

Y is 0673006168983999640

m is 9

C is [ 4, 2, 4, 5, 5, 3, 8 1, 3, ]
B is (2,4, 9, 2, 2,5 8,5, 7, ]
A is [ 4, 2, 4, 5, 5, 3, 8 1, 3, ]
Round #6

Qis [ 55, 56, 57, 54, 112, 113, 114, 115, 116, 117, 118, 6, 25, 78, 45, 85, ]
R is [ 236, 191, 15, 128, 143, 97, 211, 107, 69, 205, 239, 222, 105, 254,
192, 101, |

S is ecbf0f808f61d36b

Y is 17059370958338511723

m is 9

C is [9 1,0 7 1, 4 1, 3, 4, ]

B is [ 4, 2, 4,5 5 3,8 1, 3, ]

A is (9,1, 0, 7, 1, 4, 1, 3, 4, ]

Round #5

Q is [ 55, 56, 57, 54, 112, 113, 114, 115, 116, 117, 118, 5, 54, 72, 101,
22, 1]

R is [ 63, 121, 251, 16, 194, 197, 82, 78, 154, 77, 47, 103, 126, 187, 26,
102, ]

S is 3f79fb10c2ch5H24e

Y is  4573962945977209422

m is 9

C is [ 4, 4, 7, 3, 4, 4, 3, 9, 1, ]

B is (9 1,0 7 1, 4 1, 3, 4, ]

A is [ 4, 4, 7, 3, 4, 4, 3, 9, 1, ]
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Round #4

Q is [ 55, 56, 57, b4, 112, 113, 114, 115, 116, 117, 118, 4, 26, 169, 239,
7, ]

R is [ 145, 248, 122, 92, 227, 26, 97, 134, 237, 132, 174, 155, 141, 173,
124, 19, ]

S is 91f87abce31a6186

Y is 10518291469089530246

m is 9

C is (8 2,1, 1, 8, 3, 8, 8, 8, |

B is [ 4, 4, 7, 3, 4, 4, 3, 9, 1, ]

A is [8 2,1, 1, 8, 3, 8, 8, 8, |

Round #3

Q is [ 55, 56, 57, b4, 112, 113, 114, 115, 116, 117, 118, 3, 48, 242, 69,
144, ]

R is [ 168, 120, 195, 200, 233, 72, 231, 57, 123, 92, 103, 222, 47, 60, 245,
178, ]

S is a878c¢3¢8e948e739

Y is 12139668063251916601

m is 9

C is (1, 9 5, 4 2,7, 7,9, 0, ]

B is (8 2,1, 1, 8, 3, 8, 8, 8, |

A is (1, 9 5, 4 2,7, 7,9, 0, ]

Q is [ 55, 56, 57, 54, 112, 113, 114, 115, 116, 117, 118, 2, 11, 165, 253,

R is [ 66, 173, 103, 127, 207, 35, 145, 51, 79, 152, 249, 130, 119, 146, 5,

S is  42ad677fcf239133

Y is  4804610176107909427

m is 9

Cis (7,1, 3, 2, 7, 4, 4, 6, 1, ]

B is [1, 9 5 4 2, 17, 7,9 0, ]

A is (7,1, 3, 2, 7, 4, 4, 6, 1, ]

Round #1

Q is [ 55, 56, 57, 54, 112, 113, 114, 115, 116, 117, 118, 1, 42, 131, 180,
93, ]

R is [ 19, 26, 87, 210, 84, 199, 197, 162, 251, 137, 230, 227, 87, 214, 179,
62, ]

S is 131a57d254¢7cha2

Y is 1376509196992234914

m is 9

C is (2,0 31,9, 2, 8 7, 6, ]

B is (7,1, 3, 2, 7, 4, 4, 6, 1, ]

A is (2,0 3, 1,9 2, 8 17, 6, ]



Round #0

Q is [ 55, 56, 57, 54, 112, 113, 114, 115, 116, 117, 118, 12, 28, 122, 44, ]
R is [ 130, 217, 127, 124, 248, 196, 220, 32, 50, 135, 212, 211, 81, 153,
37, 7, ]
S is 82d97f7ct8c4dc20
Y is 9428707469603167264
m is 9
C is (1, 1, 0, 1, 0, 7, 1, 9, 7, ]
B is (2 0, 3,1, 9, 2,8, 7, 6, ]
A is (1, 1, 0, 1, 0, 7, 1, 9, 7, ]
A || B is (11,0 1,0 7,1, 9,7, 2,0, 3,1, 9, 2,8, 7, 6, ]
PT is  <110107197203192876>
3) FTFHLSH FRL ) &
Sample #1-3
FF1-SM4
Key is <2b 7e 15 16 28 ae d2 a6 ab f7 15 88 09 cf 4f 3c > (hex)
Radix = 10
PT is  <13687260594>
FF1. Encrypt ()
X is [ 1, 3,6, 8, 7, 2,6, 0,5 9, 4, ]
T is <> (hex)
u is 5)
v is 6
A is [ 1, 3, 6, 8, 7, ]
B is [ 2, 6, 0, 5, 9, 4, ]
b is 3
d is 8
P is (1, 2 1, o, 0o, 10, 10, 5, 0, 0, 0, 11, 0, O, 0, 0, ]
Round #0
Q is (Lo o0 0 0 0, 00 0000 0,0 0,0 0, 0, 0, 3, 249, 242, ]
Ris [ 205, 189, 217, 167, 210, 102, 8, 113, 58, 171, 73, 194, 152, 169, 179,
250, ]
S is c¢dbdd9a7d2660871
Y is 14825244863186208881
m is 5)
C is [ 2, 2, 5, 6, 8, ]
A is [ 2, 6, 0, 5, 9, 4, ]
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B is [ 2, 2, 5, 6, 8, ]

Round #1

Q is (o o o 0 0, 0 0 0 0, 0, 0,0 0, 1, 0, 88, 40, ]

R is [ 18, 65, 187, 228, 42, 220, 225, 163, 58, 238, 132, 83, 34, 126, 27,

S is 1241bbe42adcela3

Y is 1315539154814951843
m is 6

C is (2,1, 2, 4, 3, 7, ]
A is [ 2, 2, 5, 6, 8, ]

B is (2,1, 2, 4, 3, 7, ]
Round #2

Q is (o o 0 0, 0, O, 0,0 00 0,0 0,0, 0,2, 3, 61, 213, ]
R is [ 127, 204, 126, 220, 216, 24, 186, 252, 109, 76, 132, 60, 225, 17, 32,

S is Tfcc7edecd818bafce

Y is 9208874825049225980
m is 5

C is [ 4, 8, 5, 4, 8, ]

A is (2,1, 2, 4, 3, 7, ]
B is [ 4, 8, 5, 4, 8, ]
Round #3

Q is (o o 0 0, 0, O, 0,0 0,0 0, 0O, 0, 0, 3, 0, 189, 164, ]
R is [ 245, 152, 2, 250, 122, 153, 164, 68, 226, 23, 199, 130, 91, 203, 177,

S is £59802fa7a99a444
Y is 17696898010574332996

mis 6

C is [ 5 4, 5 4, 3, 3, ]
A is [ 4, 8 5, 4, 8, ]

B is [ 5 4, 5 4, 3, 3, ]
Round #4

Q is (o 0 0 0, O, O, 0, 0, O, O, O, 0, 4, 8, 82, 153, ]
R is [ 205, 238, 166, 57, 96, 112, 223, 129, 145, 120, 7, 231, 227, 127, 66,

S is cdeeab396070df81

Y is 14838980587593719681
m is 5)

C is (6, 8 2 2 9 |

A is [ 5 4, 5, 4, 3, 3, ]
B is (6,8 2 2 09, |
Round #5

Q is (o, o, 0,0 00 0000000 0,0, 0,0, 5, 1, 10, 133, ]
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Round #7

166, ]
is
is
is
is
is

oo o= 0B < W

is
Round #8
Q is
R is

S is
Y is
m is
C is
A is
B is
Round #9
Q is
R is
59, ]
S is
Y is

[ 11, 114, 100, 106, 115, 209, 24, 140, 203, 72, 96, 64, 107, 135, 139,

0b72646a73d1188c
0824832090134616204

o
—
o
‘C)J
[—

—/ o/ o/ O
— o =
&

o
o
L
~N —

| —

(o o 0 0, O, 00 00 0,0 0,0 O, 0, 0, 6, 2, 119, 101, ]
[ 55, 241, 247, 9, 226, 63, 246, 227, 78, 16, 151, 252, 12, 158, 139,

37f1£709e23ff6e3
4031274763295913699

N}
%

— — — Ol

x =X

= o =
= ©
&
N

L =
| —

(o o0 0 0 0 0 0,0 0,0, 0,0 7, 1, 64, 8, ]
[ 181, 21, 65, 238, 22, 176, 38, 228, 51, 109, 242, 140, 4, 116, 34,

b51541eelb6b026e4
13048407986214545124

, 0, 6, 7, 6 1
717972787]
0, 6 7, 6 1

) ]

) )

ke O
N 00 =

) ]

) ) )

(o o o0 0 0, O, 0,0 00 00 0,0 0,0 0, 8 10, 200, 201, ]
[ 221, 181, 74, 7, 81, 49, 238, 210, 217, 243, 217, 148, 37, 40, 156,

ddb54a075131eed2
15975756648454155986

)

) ]

)

— — — Ol
W 3 W
N O N
O O ©
= N =
= O
L =

)

(o, o, 0,0 00 0,0 0,0 0,0 0, 0,9, 0, 148, 26, ]
[ 21, 253, 136, 134, 110, 205, 184, 227, 120, 47, 173, 60, 244, 64, 145,

15fd88866ecdb8e3
1584572754870253795
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m is 6

C is [ 9, 6, 0, 5, 5, 6, |

A is (3 7,9 1, 4, ]

B is [ 9, 6, 0, 5, 5, 6, |

A ||l Bis (3, 7,9 1, 4, 9, 6, 0, 5, 5, 6, |

CT is  <37914960556>

FF1. Decrypt ()

X is (3 7,9 1, 4 9, 6, 0, 5, 5 6, ]

T is <> (hex)

u is 5

v is 6

A is (3, 7,9 1, 4, ]

B is [9 6, 0, 5, 5, 6, ]

b is 3

d is 8

P is (1, 2 1, o, 0, 10, 10, 5, 0, 0, 0, 11, 0, 0, 0, 0, ]

Q is (o o 0 0, 0, O, 0, 0, O, O, O, 0, 9, 0, 148, 26, |
R is [ 21, 253, 136, 134, 110, 205, 184, 227, 120, 47, 173, 60, 244, 64, 145,

S is 15£d88866ecdb8e3

Y is 1584572754870253795
m is 6

C is L7, 0,6, 7, 6, 1, ]
B is (3, 7,9 1, 4, ]

A is L7, 0,6, 7, 6, 1, ]
Round #8

Q is (o o o0 0 0, 0, 0, 000000 00 00 8 10, 200, 201, ]
R is [ 221, 181, 74, 7, 81, 49, 238, 210, 217, 243, 217, 148, 37, 40, 156,

S is  ddb54a075131eed?2
Y is 15975756648454155986
m is 5)

C is [8 1,09 2 8, ]

B is [7, 0,6, 7 6,1, ]
A is [8 1,9 2 8, ]
Round #7

Q is (o, 0, 0, 0 0, 0,0 0,0 0, 0,0, 7 1, 64, 8, ]
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R is [ 181, 21, 65, 238, 22, 176, 38, 228, 51, 109, 242, 140, 4, 116, 34,
166, ]

S is b51541eel6b026e4

Y is 13048407986214545124

m is 6

C is (1, 6, 1, 6, 3, 7, ]

B is [8 1, 9, 2, 8, ]

A is [1, 6, 1, 6, 3, 7, ]

Round #6

Q is (o o o 0 0 0 0 0, 0, 0, 0, 0, 6, 2, 119, 101, ]

R is [ 55, 241, 247, 9, 226, 63, 246, 227, 78, 16, 151, 252, 12, 158, 139,
243, ]

S is 37f1£709e23ff6e3

Y is 4031274763295913699

m is 5

C is [6, 8 2, 2,9, ]

B is (1, 6, 1, 6, 3, 7, ]

A is [ 6, 8 2, 2,9, ]

Round #5

Q is o, o o0 0 0, 0, 0 0 0, 0, 0, 0, 5, 1, 10, 133, ]

R is [ 11, 114, 100, 106, 115, 209, 24, 140, 203, 72, 96, 64, 107, 135, 139,
9, ]

S is 0b72646a73d1188c¢

Y is 0824832090134616204

m is 6

C is [ 5, 4, 5, 4, 3, 3, ]

B is [6, 8 2, 2,9, ]

A is [ 5, 4, 5, 4, 3, 3, ]

Round #4

Q is Lo o o 0 0, 0, 0,0 0 0,0, 0, 4, 8 82, 153, ]

R is [ 205, 238, 166, 57, 96, 112, 223, 129, 145, 120, 7, 231, 227, 127, 66,
177, ]

S is cdeea6396070df81

Y is 14838980587593719681

m is 5)

C is [ 4, 8 5, 4, 8, ]

B is [ 5, 4, 5, 4, 3, 3, ]

A is [ 4, 8, 5, 4, 8, ]

Round #3

Q is (Lo o 0 0, 0, 0,0 000,00, 0, 0, 0, 3, 0, 189, 164, ]

R is [ 245, 152, 2, 250, 122, 153, 164, 68, 226, 23, 199, 130, 91, 203, 177,
104, ]

S is £59802fa7a99a444

Y is 17696898010574332996
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mis 6
C is L2, 1, 2, 4, 3, 7, ]
B is [ 4, 8 5, 4, 8, |
A is L2, 1, 2, 4, 3, 7, ]
Round #2
Q is Lo o o0 0 0 0, 0,0 0,0 00 00 0,0 0,0 2, 3, 61, 213, ]
R is [ 127, 204, 126, 220, 216, 24, 186, 252, 109, 76, 132, 60, 225, 17, 32,
55, ]
S is TfccTeded818bafc
Y is 9208874825049225980
mis 5)
C is [ 2, 2, 5, 6, 8, ]
B is L2, 1, 2, 4, 3, 7, ]
A is [ 2, 2, 5, 6, 8, ]
Round #1
Q is Lo o o0 0 0 0, 0, 0,0 0,00, O,b 00 1, 0, 88, 40, ]
R is [ 18, 65, 187, 228, 42, 220, 225, 163, 58, 238, 132, 83, 34, 126, 27,
9, ]
S is 1241bbe42adcela3
Y is 1315539154814951843
mis 6
C is [ 2,6 0,5 9 4, ]
B is [ 2, 2, 5 6, 8, ]
A is [ 2,6 0, 5 9 4, ]
Round #0
Q is (o o 0 0 0 0, 00 0,0 00 0, 0, 0, 0, 3, 249, 242, ]
R is [ 205, 189, 217, 167, 210, 102, 8, 113, 58, 171, 73, 194, 152, 169, 179,
250, ]
S is cdbdd9a7d2660871
Y is 14825244863186208881
mis 5
C is [1, 3,6, 8 7, ]
B is [ 2,6 0 59 4, ]
A is [1, 3,6, 8 7, ]
A ||l Bis [1, 3,6, 8 7,2 6,0 5 9, 4, ]
PT is  <13687260594>
6. 4.2 FF3-1 ;4
) ETRATRS FR3-1 B A &
Sample #2-1

FF3-1-SM4
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Key is <ef 43 59 d8 d5 80 aa 4f 7f 03 6d 6f 04 fc 6a 94 > (hex)
Radix = 10

PT is <6226090102675688>
FF3-1. Encrypt ()

X is L6, 2 2,6,0 9 0 1, 0, 2, 6, 7, 5, 6, 8, 8, ]

T is <d8 e7 92 0a fa 33 0a > (hex)

T is <1101 1000 1110 0111 1001 0010 0000 1010 1111 1010 0011 0011 00OOO 1010 >
(bit string)

u is 8
v 1is 8
A is (6, 2,2 6,0 9 0, 1, ]
B is (o 2 6, 7, 5 6, 8 8, ]

T L is D8E79200
T R is FA330AA0
Round #0

W is  FA330AA0

P is [ 250, 51, 10, 160, 0, 0, 0, 0, 0, 0, 0, 0, 5, 72, 206, 212, ]
S is 35EALEIF FBCD55F2 39AA581C ESES5FFF

Y is 71664692247787811548882045628978847743

mis 8

C is (9, 6,9 3 5 7,9 8, ]

A is (o 2 6 7 5 6, 8 8, ]

B is [9, 6,9 3 5 7, 9, 8, ]

Round #1

W is DEE79201
P is [ 216, 231, 146, 1, 0, 0, O, 0, O, 0, O, 0O, 5, 89, 137, 113, ]

S is  FF828820 CFC61FA4 A2DED7C7 705428A6

Y is 339630898524073286041481402494414497958
m is 8

Cis [8 7,5 5 5 1, 3, 0, ]

A is (9 6,9 3 5 7,9 8, ]

B is (8 7 5 5 5 1, 3 0, ]

Round #2

W is  FA330AA2

Pis [ 250, 51, 10, 162, 0, 0, 0, 0, 0, 0, 0, 0, 0, 48, 38, 122, ]
S is  E2334D5A 9FD4FEADE 485FDFCE FE06E423

Y is 300671903112715888917229954439867458595
m is 8

C is (4 6, 5 2, 1, 2, 7, 5, ]

A is (8 7 5 5 5 1, 3 0, ]

B is [ 4 6, 5 2, 1, 2, 7, 5, ]
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Round #3

Wis D8E79203

P is [ 216, 231, 146, 3, 0, 0, 0, 0, 0, 0, 0, 0, 3, 104, 254, 148, ]
S is 4D8942B2 68680568 D44CAOD6 B6AAB48D

Y is 103063253119016757000253279281982649485

m is 8

C is [3 6, 0,0 5, 0, 8 5, 8, |

A is [ 4, 6, 5, 2, 1, 2, 7, 5, ]

B is [3, 6 0, 5 0, 8 5 8, ]

Round #4

is FA330AA4

is [ 250, 51, 10, 164, 0, 0, O, O, O, O, O, O, 5, 29, 72, 7, ]
is AACAD627 32191CB4 CDF8725B EAZ2D23A8
227021946789917862286465062460638176168

o= OB < 0n v =
=
92]

is 8

is (2,3 7,8 8,3, 5 9, ]
is [3, 6,0 5 0,8 5 8, ]
is (2,3 7,8 8,3, 5 9, ]

W is DBE79205
P is [ 216, 231, 146, 5, 0, 0, 0, 0, O, 0, O, 0O, 5, 175, 132, 60, ]

S is  DB11EF80 2C0B25AA 65B2687D 96AC6170

Y is 291194057774222559297674637090277319024
mis 8

C is (7,8 0, 4 2,1, 3, 6, ]

A is (2 3 7 8 8, 3,5 9, ]

B is (7,8 0, 4 2,1, 3, 6, ]

Round #6

W is  FA330AA6

P is [ 250, 51, 10, 166, 0, 0, 0, 0, 0, 0, 0, 0, 3, 195 50, 119, ]
S is  ACB7E51F 44AEFAAE 88967D43 3441963

Y is 229166669000563409131575792960251631971
m is 8

C is (3,0, 7,0, 2,0, 7, 4, ]

A is (7,8 0, 4 2,1, 3, 6, ]

B is [3 0 7,0, 2,0, 7, 4, ]

Round #7

W is D8E79207
P is [ 216, 231, 146, 7, 0, 0, 0, 0, 0, 0, 0, 0, 2, 205, 122, 159, ]

S is 32021778 F1070AE8 FAE38C75 3A98C1C8

Y is  66472260460357650369657041547010032072
m is 8

Cis [9, 5 1, 6, 5 1, 3, 7, ]

A is [3 0, 7,0 2, 0, 7, 4, ]
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B

CT is

is

[ 9, 5

1

)

6, 9,

L, 3, 17, ]

<3070207495165137>

FF3-1. Decrypt ()

=< 2 3o

B

TL is
TR is
Round #7

W
P

= 0O B < W»n

Round #6

=m0 B < n o=

Round #5

W
P

= o O B < W»n

Round #4

is
is
is
is
is
is

is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is

is
is
is
is
is
is
is
is

[
<
8
8
[

3
ds8

3

)

)

e

0
7

0

)

)

L9, 5,
D8E79200
FA330AA0

7’ 0’ 2’ 0’ 7’ 4’ 9’ 5’ 1’ 6’ 5’ 1’ 3’ 7) ]
92 0a fa 33 0a > (hex)

7
1

DSE79207

[ 216, 231,
32021778 F1070AES FAE38C75 3A98C1C8
66472260460357650369657041547010032072

— — — 0
N W 3

co O

S N O

FA330AA6
[ 250, 51,

— — — CO
[NCEEEN I )

w GO W

- o =

DBE79205

[ 216, 231,

—/ — — 0
w DN W

D W O

S N O

)

)

0
6

= O

10,

0 W~ OO

01 G0 O1

)

)

2
5

)

)

0
1

)

)

7
3

)

)

4
7

)

)

]
]

146, 7, 0, 0, 0, 0, O, O, 0, 0, 2, 205,

146, 5, 0, 0, 0, 0, 0, O, 0, O, 5,
DB11EF80 2C0B25AA 65B2687D 96AC6170
291194057774222559297674637090277319024

NS NI ]

o DN OO

S 0 O

166, 0, 0, 0, 0, 0, 0, 0, 0O, 3,
ACOTESIF 44AEFAAE 88967D43 34C41963
229166669000563409131575792960251631971

_ O =

w = W

o W o

W 3 W

o1 W O1

o1 O1 O1

S B~ O

© O O

0 © O

e

—_ 0

—_ —

195, 90,

175,

122,

159, ]

119, ]

132, 60, ]



W is FA330AA4

P is [ 250, 51, 10, 164, 0, 0, O, O, O, O, O, O, 5, 29, 72, 7, ]
S is AACAD627 32191CB4 CDF8725B EA2D23A8

Y is 227021946789917862286465062460638176168

m is 8

C is [ 4, 6, 5, 2, 1, 2, 7, 5, ]

B is [3 6, 0,0 5, 0, 8 5, 8, |

A is [ 4, 6, 5, 2, 1, 2, 7, 5, ]

Round #3
Wis D8E79203
P is [ 216, 231, 146, 3, 0, 0, 0, 0, 0, 0, 0, 0, 3, 104, 254, 148, ]

S is  4D8942B2 68680568 D44CAOD6 B6AAB48D

Y is 103063253119016757000253279281982649485
m is 8

C is [8 7,5 5 5 1, 3, 0, ]

B is [ 4 6, 5 2, 1, 2, 7, 5, ]

A is [8 7,5 5 5 1, 3, 0, ]

Round #2

is FA330AA2

is [ 250, 51, 10, 162, O, O, O, O, O, O, O, O, O, 48, 38, 122, ]
is E2334D5A 9FD4EADE 485FDFCE FEO6E423
300671903112715888917229954439867458595

=m0 B < wn U=
e
92}

is 8

is (9, 6,9 3 5 7,9 8, ]
is [8 7 5 5 5 1, 3 0, ]
is (9 6,9 3 5 7,9 8, ]

W is DEE79201
P is [ 216, 231, 146, 1, 0, 0, O, 0, O, 0, O, 0O, 5, 89, 137, 113, ]

S is  FF828820 CFC61FA4 A2DED7C7 705428A6

Y is 339630898524073286041481402494414497958
m is 8

C is [0, 2 6, 7 5 6,8, 8, ]

B is [9, 6,9 3 5 7, 9, 8, ]

A is [0, 2 6, 7, 5 6 8, 8, ]

Round #0

W is  FA330AA0

Pis [ 250, 51, 10, 160, 0, 0, 0, 0, 0, 0, 0, 0, 5, 72, 206, 212, ]
S is 35EA1EIF FBCD55F2 39AA581C ESES5FFF

Y is 71664692247787811548882045628978847743
m is 8

C is [6, 2, 2,6, 0 9, 0, 1, ]

B is [0, 2 6, 7, 5 6, 8, 8, ]

A is [6, 2 2, 6,0 9, 0, 1, ]
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PT is <6226090102675688>
2) BT HiEs FF3-1 Wik A &
Sample #2-2

FF3-1-SM4

Key is <ef 43 59 d8 d5 80 aa 4f 7f 03 6d 6f 04 fc 6a 94 > (hex)
Radix = 10

PT is  <110107197203192876>
FF3-1. Encrypt ()

X is (i1 1,0 1,0 7,1, 9, 7,2, 0,3, 1,9, 2, 8, 7, 6, ]

T is <37 38 39 36 70 71 72 > (hex)

Tis <0011 0111 0011 1000 0011 1001 0011 0110 0111 0000 0111 0001 0111 0010 >
(bit string)

u is 9
v 1s 9
A is [1, 1,0 1, 0, 7, 1, 9, 7, ]
B is (2,0 3 1,9 2, 8, 7, 6, ]

TL is 37383930
TR is 70717260
Round #0

Wis 70717260

P is [ 112, 113, 114, 96, 0, 0, 0, O, O, 0, 0, 0, 40, 109, 231, 102, ]
S is FO7E4391 C356FDAC F28303D8 C2E50F56

Y is 319670318862536949493040000951757639510

m is 9

C is [ 1, 2, 5,0, 4 3, 9, 4, 5, ]

A is (2, 0, 3 1, 9, 2, 8, 7, 6, ]

B is [ 1, 2, 5,0, 4 3, 9, 4, 5, ]

Round #1

Wis 37383931

P is [ 55, 56, 57, 49, 0, 0, 0, 0, O, 0, 0, 0, 32, 190, 69, 105, ]
S is 6560BBB0 7E12396E C59BB2E0 B241E61E

Y is 134754294866465475109029220322935694878

m is 9

C is [0, 8 1, 6, 8, 9, 3, 1, 6, ]

A is [ 1, 2, 5, 0, 4 3, 9, 4, 5, ]

B is [0, 8 1, 6, 8 9, 3, 1, 6, ]

Round #2
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o= 0B < n Y=

Round #3

T =

éUU:J>>OE§ ~
c
o]
-
=
o~

oo o= 0B < n U=

Round #5

o o= 0B < N U=

Round #6

o= OB < N U=

is
is
is
is
is
is
is
is

0 0 0 0 n n n wn

n 0 0 0 0 0 0 0

is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is

70717262
[ 112,

—/ o/ o O

—_ O =

co OO OO

113,
C6F98438 5EIDOOB6 BAS97897 B378C6CC
264482706827314693381378008809739962060

o1 = Ol

37383933

[ 55, 56, 57, 51, 0, 0, 0, 0, 0, 0, 0, O,
FETE624A 350F2813 76FF3552 ASEAADZS
338280133888990232579571955712565882152

— o o/ O
DO — DO

w GO W

w o1 W

70717264
[ 112,

— — /O
o NN

o1 W O1

113,

w w W

37383935
[ 55, 56, 57, 53, 0, 0, 0, 0, 0, 0, 0O, 0, 49, 218, 34, 216, ]

98A76324 BE2B7032 D5774748 DEBCCF5E
202911779804301806443295508823621291870

— r— o/ O
o NN

S o1 O

DN LW N

70717266
[ 112, 113, 114, 102, O, O, O, O, O, O, O, O, 47, 192, 188, 10, ]

7DBE110A 441AA01E 65043CF1 CEC67C10
167140381490558157461917296169645931536

— /O
o D oo

co O o

o DN oo

D O DN

co DN OO

© 0 O

S O O

o O O

114, 98, 0, 0, 0, O, O, 0, O, O, 36,

S 0 O

S O O

114,

- o =3

S N O

e

w O W

o W o

100, 0, 0, 0, 0, 0, 0, 0, O,
19F3C351 CEB24106 ETE1E372 9A75B0A3
34496389582570143567771327199547076771

w GO W

R

wW = W

O W O

O © O

S O O

e

[N )

co —= 0

-3 00 =3

wWw 3 W

S W O

co O o

D O DN

L

o —= 0

co CO O

B~ 00 >

0

e 0

—_ 0

e 1

49

17, 62,

10,

152,

175,

132,

104, 53, ]

184,

146,

172,

]

]



Round #7
is 37383937

is [ 55, 56, 57, 55, 0, 0, 0, 0, 0, 0, 0, 0, 28, 191, 122, 232, ]
is EE0539E5 967D2595 D97A9D47 B24A731D

is 316383398768273320493445539643056091933

is
is

is

o= 0B < n U=
—/ o/ O
o1 oo Ot
w oo w
— 00
OO N
o1 = o1
DO W N
~N N
o1 o o1
X0 &~
1t —J -

is

CT is  <888013284531252758>

FF3-1. Decrypt ()

X is (8 8 8 0,1, 3, 2,8, 4,5, 3,1, 2, 5 2,7 5,8, ]
T is <37 38 39 36 70 71 72 > (hex)

u is 9

v is 9

A is [8 8 8, 0,1, 3, 2, 8, 4, ]

B is (5 3,1, 2, 5, 2, 7, 5 8, ]

T L is 37383930

T R is 70717260

Round #7

W is 37383937

P is [ 55, 56, 57, 55, 0, 0, 0, 0, 0, 0, 0, 0, 28, 191, 122, 232, ]

S is  EE0539E5 967D2595 D97A9D47 B24A731D
Y is 316383398768273320493445539643056091933
m is 9

C is (2,0 2 0 6,1 1, 0, 8, ]

B is [8 8 8 0, 1, 3, 2, 8, 4, ]

A is (2,0 2 0 6,1 1, 0, 8, ]

Round #6

is 70717266

is [ 112, 113, 114, 102, 0, 0, 0, O, O, O, O, O, 47, 192, 188, 10, ]
is 7DBE110A 441AAO01E 65043CF1 CEC67C10
167140381490558157461917296169645931536

=m0 B < Wn T =
o
n

is 9

is (2,5 3,9 7 3,6, 3, 8, ]
is (2,0 2 0 6,1 1, 0, 8, ]
is (2,5 3,9 7 3,6, 3, 8, ]

Round #5
Wis 37383935

50



P is [ 55, 56, 57, 53, 0, 0, 0, 0, 0, 0, 0, 0, 49, 218, 34, 216, ]
S is 98A76324 BE2B7032 D5774748 DEBCCF5E

Y is 202911779804301806443295508823621291870

m is 9

C is [2 3,3 86,8, 9 7, 1, ]

B is (2 5 3,9 7, 3,6, 3, 8, ]

A is [2 3,3 86,89 7, 1, ]

Round #4

is 70717264

is [ 112, 113, 114, 100, O, O, O, O, O, O, O, O, 10, 184, 146, 172, ]
is 19F3C351 CEB24106 ETE1E372 9A75B0A3

i 34496389582570143567771327199547076771

=m0 B < Wwn T =
=
n

is 9

is [1, 8 5 2,0, 3,9 8, 2, ]
is [2 3 3,8 6,8 9, 7, 1, ]
is [1, 8 5 2,0, 3,9 8, 2, ]

W is 37383933
P is [ 55, 56, 57, 51, 0, 0, 0, 0, O, 0, O, 0O, 17, 62, 104, 53, ]

S is  FE7TE624A 350F2813 76FF3552 ASEAAD28

Y is 338280133888990232579571955712565882152
m is 9

C is (o 8 1,6 8 9 3 1, 6, ]

B is (1,8 5 2 0, 3 09 8, 2, ]

A is (o 8 1,6 8 9 3 1, 6, ]

Round #2

Wis 70717262

P is [ 112, 113, 114, 98, 0, 0, 0, 0, 0, 0, 0, 0O, 36, 152, 175, 132, ]
S is  (6F98438 5E9DO0B6 BA597897 B378C6CC

Y is 264482706827314693381378008809739962060
m is 9

C is [1, 2,5 0, 4 3,9, 4, 5, ]

B is [0 8 1, 6,8 9, 3 1, 6, ]

A is [1, 2,5 0, 4 3,9, 4, 5, ]

Round #1

Wis 37383931

P is [ 55, 56, 57, 49, 0, 0, 0, 0, 0, 0, 0, 0, 32, 190, 69, 105, ]
S is 6560BBB0 7E12396E C59BB2E0 B241E61E

Y is 134754294866465475109029220322935694878

m is 9

C is (2,0 3 1,9 2,8 7, 6, ]

B is [ 1, 2,5 0, 4 3,9, 4, 5, ]

A is (2,0 3 1,9 2, 8 7, 6, ]

Round #0
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Wis 70717260

P is [ 112, 113, 114, 96, 0, 0, 0, O, O, 0, 0, 0, 40, 109, 231, 102, ]
S is FO7TE4391 C356FDAC F28303D8 C2E50F56

Y is 319670318862536949493040000951757639510

m is 9

C is (1, 1, 0, 1, 0, 7, 1, 9, 7, ]

B is (2 0, 3, 1,9, 2,8, 7, 6, ]

A is (1, 1, 0, 1, 0, 7, 1, 9, 7, ]

PT is <110107197203192876>
3) HETTHLT FF3-1 Mlal|a &
Sample #2-3

FF3-1-SM4

Key is <ef 43 59 d8 d5 80 aa 4f 7f 03 6d 6f 04 fc 6a 94 > (hex)
Radix = 10

PT is  <13687260594>
FF3-1. Encrypt ()

X is [1, 3, 6,8 7 2, 6,0 5 9, 4, ]

T is <39 38 37 36 35 34 33 > (hex)

Tis <0011 1001 0011 1000 0011 0111 0011 0110 0011 0101 0011 0100 0011 0011 >
(bit string)

u is 6

v is 5)

A is [ 1, 3, 6, 8 7, 2, ]
B is [ 6, 0, 5, 9, 4, ]

TL is 39383730
TR is 35343360
Round #0

W is 35343360

P is [ 53, 52, 51, 96, 0, 0, 0, O, O, O, O, 0, 0, 0, 193, 98, ]
S is 18735433 82540EED AFBA670A 50BBBA47

Y is 32500293840947152638063345389839039047

m is 6

C is [8, 7, 6, 7, 1, 3, ]

A is [ 6, 0, 5, 9, 4, ]

B is [8, 7, 6, 7, 1, 3, ]

Round #1

W is 39383731

52



P is [ 57, 56, 55, 49, 0, 0, 0, 0, O, 0, 0, 0, 0, 4, 216, 238, ]
S is 35735E39 1C4ELHF50 AF3C14E6 33B7ADO1

Y is 71048108986600379613379867093507747073

m is 5)

C is (9 7, 5 6,9, ]

A is [8, 7,6, 7, 1, 3, ]

B is (9 7, 5 6,9, ]

Round #2

is 35343362

is [ 53, 52, 51, 98, 0, 0, 0, O, O, O, O, O, O, 1, 121, 67, ]
is 3A39E05F 377A8015 62441C4D 9CA905BB

i 77395735480058031980073295393453573563

| —

o= OB < n Y=
= =
107] wn

— o/ O

— O =

s

SIS

— oy

© © ©

co — CO

| —

W is 39383733
P is [ 57, 56, 55, 51, 0, 0, 0, 0, O, O, O, O, O, 13, 153, 105, ]

S is  FEA9B824D 746D246A 8062F866 7A226351

Y is 311846799876592406880835694258330690385
m is 5

C is [ 4, 6, 9, 6, 8, ]

A is [ 1, 4, 2, 1, 9, 8, ]

B is [ 4, 6, 9, 6, 8, ]

Round #4

Wis 35343364

P is [ 53, 52, 51, 100, 0, 0, 0, 0, 0, 0, 0, O, 0, 1, 83, 180, ]
S is  4C72C709 6C8CE92B 58D2435B 77C6D543

Y is 101617286467685897787587288391896978755
m is 6

C is (6,9 9 9, 6, 8, ]

A is [ 4 6, 9, 6, 8, ]

B is (6,9 9 9, 6, 8, ]

Round #5

Wis 39383735

P is [ 57, 56, 55, 53, 0, 0, 0, 0, 0, 0, 0, 0, 0, 13, 70, 108, ]
S is  BD3750EC 795AD233 B05D2149 OF1D9776

Y is 251511308858740643161008070194850797430
m is 5)

C is [ 4, 9, 3, 4, 8, ]

A is (6,9 9 9, 6, 8, ]

B is [ 4, 9, 3, 4, 8, ]

Round #6

53



Wis 35343366

P is [ 53, 52, 51, 102, 0, 0, O, O, O, O, O, O, O, 1, 73, 170, ]
S is ABE246CA 0B559742 BBF471FA 0BE220A4

Y is 224485198158163629301282985216214966436

m is 6

C is [ 2, 3, 4, 6, 3, 8, ]

A is [ 4, 9, 3, 4, 8, ]

B is [ 2, 3, 4, 6, 3, 8, ]

Round #7

Wis 39383737

P is [ 57, 56, 55, 55, 0, 0, 0, 0, 0, 0, 0, 0, 0, 12, 195, 80, ]
S is 21A2FF3C 2D9A5438 87B2985D OBDCDBZD

Y is 44710852734236945653227390986125892397

m is 5

C is (1, 9 7,6, 7, ]

A is [ 2, 3, 4, 6, 3, 8, ]

B is (1, 9 7,6, 7, ]

CT is  <23463819767>

FF3-1. Decrypt ()

X is (2, 3,46, 3,8 1,9, 7, 6, 7, ]

T is <39 38 37 36 35 34 33 > (hex)

u is 6

v is 5

A is [2, 3, 4, 6, 3, 8, ]

B is (1, 9 7,6, 7, ]

T L is 39383730

T R is 35343360

Round #7

Wis 39383737

P is [ 57, 56, 55, 55, 0, 0, 0, 0, 0, 0, 0, 0, 0, 12, 195, 80, ]
S is 21A2FF3C 2D9A5438 87B2985D OBDCDB2D

Y is 44710852734236945653227390986125892397

mis 5)

C is [ 4, 9, 3, 4, 8, ]

B is [2, 3, 4, 6, 3, 8, ]

A is [ 4, 9, 3, 4, 8, ]

Round #6

Wis 35343366

P is [ 53, 52, 51, 102, 0, 0, 0, 0, 0, O, O, O, O, 1, 73, 170, ]
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is ABE246CA 0B559742 BBF471FA 0BE220A4
is 224485198158163629301282985216214966436

| —

o Ao
© © ©
© w ©
© B~ o
o 0o
0o — oo

=0 OB < W»n
=
n

—m o O

| —

W is 39383735

P is [ 57, 56, 55, 53, 0, 0, 0, 0, O, O, O, O, 0O, 13, 70, 108, ]
is BD3750EC 795AD233 B05D2149 0F1D9776
is 251511308858740643161008070194850797430

= 0O B o< W»n

=

n
—/ — — Ol
%@%
@“QDCD
@p@
@“QDCD
OO\@OO
L1 00 L

L

W is 35343364

P is [ 53, 52, 51, 100, 0, O, O, O, O, O, O, O, O, 1, 83, 180, ]
S is 4C72C709 6C8CE92B 58D2435B 77C6D543

Y is 101617286467685897787587288391896978755

m

C

B

A

| —

—
0

—/ o/ O

=

o

NIERN

- o =

© o ©

co — OO

| —

W is 39383733
P is [ 57, 56, 55, 51, 0, 0, 0, 0, 0, O, O, 0, O, 13, 153, 105, ]

S is  FEA9B824D 746D246A 8062F866 7A226351

Y is 311846799876592406880835694258330690385
m is 5

Cis [9, 7,5 6, 9, ]

B is (1, 4 2,1, 9, 8, ]

A is [9, 7,5 6, 9, ]

Round #2

is 35343362

is [ 53, 52, 51, 98, 0, 0, 0, O, O, O, O, O, O, 1, 121, 67, ]
is 3A39E05F 377A8015 62441C4D 9CA905BB
77395735480058031980073295393453573563

=m0 B < Wn T =
o
n

is 6

is [8 7,6, 7, 1, 3, ]
is (9,7 5 6,9, ]

is (8 7,6, 7, 1, 3, ]

Round #1
W is 39383731
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P is [ 57, 56, 55, 49, 0, 0, 0, 0, O, 0, 0, 0, 0, 4, 216, 238, ]
S is 35735E39 1C4E5F50 AF3C14E6 33B7ADO1

Y is 71048108986600379613379867093507747073

m is 5)

C is [ 6, 0, 5, 9, 4, ]

B is [8, 7,6, 7, 1, 3, ]

A is [ 6, 0, 5, 9, 4, ]

Round #0

Wis 35343360

P is [ 53, 52, 51, 96, 0, 0, 0, O, O, 0, 0, 0, 0, 0, 193, 98, ]
S is 18735433 82540EED AFBA670A 50BBBA47

Y is 32500293840947152638063345389839039047

m is 6

C is [1, 3, 6, 8 7, 2, ]

B is [ 6, 0, 5, 9, 4, ]

A is [ 1, 3, 6, 8 7, 2, ]

PT is  <13687260594>
6.4.3 TE-FPE /~f)

1) 2 F4RAT7 RS TE-FPE [l 7 &
Sample #3-1

Key is <ef 43 59 d8 d5 80 aa 4f 7f 03 6d 6f 04 fc 6a 94>
Radix = 10

PT is <6226090102675688>
TE-FPE. Encrypt ()

X is (6 2, 2,60 9 0 1, 0, 2, 6, 7, 5, 6, 8, 8, ]
T is <d8 e7 92 0a fa 33 0a > (hex)

is <8> v is <&

is <b63>

is <8>

is FF00090140DS8E7920AFA330A00100808
Z is D9592ABF65D0584CBC31F358445BC20A
T L is D9592ABF65D05800

T R is BC31F358445BC200

Round #0

W is BC31F358445BC200

P is [188, 49, 243, 88, 68, 91, 194, 0, 0, 0, 0, 0, 5, 72, 206, 212]
56
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S is 8289ED64902CBF33CEC316B8948CF06B

Y is 173515799020170588812945517102270050411

m is 8

c: 80956637

Round #1

W is D9592ABF65D05800

P is [217, 89, 42, 191, 101, 208, 88, 1, 0, 0, 0, 0, 4, 211, 76, 221]
is F5751D8B95257456ED5D1B05F530FD34

is 326268956948504605191898034221647723828

is 8

36381448

Round #2

W is BC31F358445BC200

P is [188, 49, 243, 88, 68, 91, 194, 2, 0, 0, 0, 0, 2, 43, 35, 8]

S is 44B4C9E44C80BB14465EA0C1DC5DOED2
Y

m

c:

o B8 < Wn

is 91326211999938422276489297004095934162

is 8

76890799
Round #3
W is D9592ABF65D05800
P is [217, 89, 42, 191, 101, 208, 88, 3, 0, 0, 0, 0, 4, 149, 66, 175]
is C5EQOFC7F8090B808B354999BDE07D945
is 263026110934926023534444129268261181765
is 8
97563213
Round #4
W is BC31F358445BC200
P is [188, 49, 243, 88, 68, 91, 194, 4, 0, 0, 0, 0, 5, 208, 178, 77]
S is FBAC715C89C62893ABA4E7CF1ACD21DC
Y
m
c

0o B < Wn

is 334531601245597043678546712110790681052
is 8
: 67571851
Round #5
W is D9592ABF65D05800
P is [217, 89, 42, 191, 101, 208, 88, 5, 0, 0, 0, 0, 4, 7, 16, 139]
S is 34F94B701FDF790889DCFBE388FD2DD1
Y is 70414267762729470269477898327244484049
m is 8
c: 42047262
Round #6
W is BC31F358445BC200
P is [188, 49, 243, 88, 68, 91, 194, 6, 0, 0, 0, 0, 2, 129, 151, 30]
S is 6D4DBF4286EB2969FEBEC016148F9EBS
Y is 145289537609711319740368995679212641976
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m is 8

c: 80213827

Round #7

W is D9592ABF65D05800

P is [217, 89, 42, 191, 101, 208, 88, 7, 0, 0, 0, 0, 4, 199, 247, 67]
is F8A23A2A188394C345FCF8BC922F4ACB

is 330490874760668327982432395547953285835

is 8

95333097

o B8 < Wn

CT is<728312087903335 9P

TE-FPE. Decrypt ()

u is <8> v is <&

h is <b3>

r is <8

D is FF00090140DS8E7920AFA330A00100808

Z is D9592ABF65D0584CBC31F358445BC20A

T L is D9592ABF65D05800

T R is BC31F358445BC200

Round #7

W is D9592ABF65D05800

P is [217, 89, 42, 191, 101, 208, 88, 7, 0, 0, 0, 0, 4, 199, 247, 67]
S is F8A23A2A188394C345FCF8BCI922F4ACB

Y is 330490874760668327982432395547953285835

m is 8

c: 42047262

Round #6

W is BC31F358445BC200

P is [188, 49, 243, 88, 68, 91, 194, 6, 0, 0, 0, 0, 2, 129, 151, 30]
S is 6D4DBF4286EB2969FEBEC016148F9EBS

Y is 145289537609711319740368995679212641976

m is 8

c: 675718561

Round #5

W is D9592ABF65D05800

P is [217, 89, 42, 191, 101, 208, 88, 5, 0, 0, 0, 0, 4, 7, 16, 139]
S is 34F94B701FDF790889DCFBE388FD2DD1

Y is 70414267762729470269477898327244484049

m is 8

c: 97563213

Round #4

W is BC31F358445BC200

P is [188, 49, 243, 88, 68, 91, 194, 4, 0, 0, 0, 0, 5, 208, 178, 77]
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S is FBAC715C89C62893ABA4E7CF1ACD21DC

Y is 334531601245597043678546712110790681052

m is 8

c: 76890799

Round #3

W is D9592ABF65D05800

P is [217, 89, 42, 191, 101, 208, 88, 3, 0, 0, 0, 0, 4, 149, 66, 175]
is CHEQOFC7F8090B808B354999BDE07D945

is 263026110934926023534444129268261181765

is 8

36381448

Round #2

W is BC31F358445BC200

P is [188, 49, 243, 88, 68, 91, 194, 2, 0, 0, 0, 0, 2, 43, 35, 8]

S is 44B4C9E44C80BB14465EAO0CIDC5DOED2
Y

m

c:

o B8 < Wn

is 91326211999938422276489297004095934162

is 8

80956637
Round #1
W is D9592ABF65D05800
P is [217, 89, 42, 191, 101, 208, 88, 1, 0, 0, 0, 0, 4, 211, 76, 221]
is F5751D8B95257456ED5D1B05F530FD34
is 326268956948504605191898034221647723828
is 8
88657620
Round #0
W is BC31F358445BC200
P is [188, 49, 243, 88, 68, 91, 194, 0, 0, 0, 0, 0, 5, 72, 206, 212]
S is 8289ED64902CBF33CEC316B8948CF06B
Y
m
c

0o B < Wn

is 173515799020170588812945517102270050411

is 8

: 10906226
PTis<62260901026756388>

2) FTFHLS TE-FPE Ak &
Sample #3-2

Key is <ef 43 59 d8 d5 80 aa 4f 7f 03 6d 6f 04 fc 6a 94>
Radix = 10

PT is <13687260594>
TE-FPE. Encrypt ()
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— <

o = o c

Z

is [1, 3, 6, 8 7, 2, 6, 0, 5, 9, 4]
is <d8 e7 92 0a fa 33 0a > (hex)

is <b> v is <6>

is <36>

is <&

is FF00090140DS8E7920AFA330A00100808
is D9592ABF65D0584CBC31F358445BC20A

T L is 3ABAF096AE071900
T R is 2AC919905ABAC900
Round #0

W
P
S
Y
m
¢

is 2AC919905ABAC900

is [42, 201, 25, 144, 90, 186, 201, 0, 0, 0, 0, 0, 0, 7, 141, 214]
is EOD4D7998F24D5A9F190A8470E7C8199

is 298852210874105075512211715948046746009

is b

24640

Round #1

W
P

S
Y
m
c

is 3ABAF096AE071900

is [58, 186, 240, 150, 174, 7, 25, 1, 0, 0, 0, 0, 0, 0, 96, 64]
is 71FCE133EC10E71B82AE4ECID77615D5

is 151515789987902276558933941952657626581

is 6

: 121643

Round #2

W
P
S
Y
m
c:

is 2AC919905ABAC900

is [42, 201, 25, 144, 90, 186, 201, 2, 0, 0, 0, 0, 0, 1, 219, 43]
is F92C9A079F937CI9F64ECAA40916F5DB6

is 331209356107282101896624725544135515574

is b

40214

Round #3

W
P
S
Y
m
c

is 3ABAF096AE071900

is [58, 186, 240, 150, 174, 7, 25, 3, 0, 0, 0, 0, 0, 0, 157, 22]
is FDEA6B94FDB18D2524FA9AADE379BDC3

is 337511862420590862243336967892057570755

is 6

: 692398

Round #4

W

P
S
Y

is 2AC919905ABACI00
is [42, 201, 25, 144, 90, 186, 201, 4, 0, 0, O, 0, 0, 10, 144, 174]
is F6D62DDEF6123750D348CEO6ATELS5916

is 328102168230230034526504064715130493206
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mis b

c: 33420

Round #5

W is 3ABAF096AE071900

P is [58, 186, 240, 150, 174, 7, 25, 5, 0, 0, 0, 0, 0, 0, 130, 140]
S is 9B95A29813DA6F10C8E04B38ACB46101

Y is 206807289377764428863112833054880850177

mis 6

c: 542575

Round #6

W is 2AC919905ABAC900

P is [42, 201, 25, 144, 90, 186, 201, 6, 0, 0, 0, 0, 0, 8, 71, 111]
S is E3C42E1684EB588F87356173DB752295

Y is 302753380002446609734915791111780115093

mis b

c: 48513

Round #7

W is 3ABAF096AE071900

P is [58, 186, 240, 150, 174, 7, 25, 7, 0, 0, 0, 0, O, 0, 189, 129]
S is ABF1126D3F3D13C1C36DCD5A0B24C242

Y is 220574336586231985665492593163408556610

mis 6

c: 99185

CT is <3 1584581990

TE-FPE. Decrypt ()

u is <b> v is <6>

h is <36>

r is <8

D is FF00090140DSE7920AFA330A00100808

7 is D9592ABF65D0584CBC31F358445BC20A

T L is 3ABAF096AE071900

T R is 2AC919905ABAC900

Round #7

W is 3ABAF096AE071900

P is [58, 186, 240, 150, 174, 7, 25, 7, 0, 0, 0, 0, 0O, 0, 189, 129]
S is ABF1126D3F3D13C1C36DCD5A0B24C242

Y is 220574336586231985665492593163408556610

m is 6

c: 542575

Round #6

W is 2AC919905ABAC900

P is [42, 201, 25, 144, 90, 186, 201, 6, 0, 0, 0, O, O, 8, 71, 111]
S is E3C42E1684EB588F87356173DB752295
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Y is 302753380002446609734915791111780115093

mis b

c: 33420

Round #5

W is 3ABAF096AE071900

P is [58, 186, 240, 150, 174, 7, 25, 5, 0, 0, 0, 0, O, 0, 130, 140]
S is 9B95A29813DA6F10C8E04B38ACB46101

Y is 206807289377764428863112833054880850177

mis 6

c: 692398

Round #4

W is 2AC919905ABAC900

P is [42, 201, 25, 144, 90, 186, 201, 4, 0, 0, 0, 0, 0, 10, 144, 174]
S is F6D62DD6F6123750D348CE06ATE15916

Y is 328102168230230034526504064715130493206

mis b

c: 40214

Round #3

W is 3ABAF096AE071900

P is [58, 186, 240, 150, 174, 7, 25, 3, 0, 0, 0, 0, 0, 0, 157, 22]
S is FDEA6B94FDB18D2524FA9AADE379BDC3

Y is 337511862420590862243336967892057570755

mis 6

c: 121643

Round #2

W is 2AC919905ABAC900

P is [42, 201, 25, 144, 90, 186, 201, 2, 0, 0, 0, 0, 0, 1, 219, 43]
S is F92C9A079F937CIF64ECAA40916F5DB6

Y is 331209356107282101896624725544135515574

m is b

c: 24640

Round #1

W is 3ABAF096AE071900

P is [58, 186, 240, 150, 174, 7, 25, 1, 0, 0, 0, 0, 0, 0, 96, 64]
S is 71FCE133EC10E71B82AE4ECID77615D5

Y is 151515789987902276558933941952657626581

m is 6

c: 495062

Round #0

W is 2AC919905ABAC900

is [42, 201, 25, 144, 90, 186, 201, 0, 0, 0, 0, 0, 0, 7, 141, 214]
is EO0D4D7998F24D5A9F190A8470E7C8199

is 298852210874105075512211715948046746009

is 5

58 < w»n g
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c: 78631
PT is<1368726059 4>

63



L PN

[1] X3, PIEAM, AL, ORISR T, BT 74k,
2012, 23 (1) : 1527170

[2] Spies T. Format Preserving encryption. Unpublished Voltage White Paper.
2008.

[3] Spies T. Feistel finite set encryption mode. 2008.

[4] Bellare M, Ristenpart T, Rogaway P, Stegers T. Format-Preserving
encryption. In: Jacobsn MJ, eds. Proc. of the Selected Areas in Cryptography
(SAC 2009). LNCS 5867, Calgary: Springer—Verlag, 2009. 295-312.

[5] Bellare M, Rogaway P, Spies T. The FFX mode of operation for
format—-preserving encryption. 2010.

[6] Liu ZL, Jia CF, Li JW, Cheng XC. Format-Preserving encryption for
datetime. In: Chen W, ed. Proc. of the Intelligent Computing and Intelligent
Systems 2010, Vol. 2. Xiamen: IEEE Press, 2010. 201-205.

[7] Stttz T, Uhl A. Efficient format—-compliant encryption of regular
languages: Block-Based Cycle—Walking. In: De Decker B, ed. Proc. of the 11th
IFIP TC 6/TC 11 Int’ 1 Conf. LNCS 6109, Linz: Springer—Verlag, 2010. 81-92.

[8] JR/T 0008—2000 #RAT K RATH IR & ~5 [S].

[9] JR/T 0098. 8—2012 T EH RIS T R 56 8 &7 > A& BRI [S].

[10] RA&[2011]117 5 ANRARAT R TRAT W SR TS N e Rfs SR TAE
1) 388 01

[11] GB 11643-1999 AR G55 [S].

[12] FEAER+—5 (P NRILAEE R S ik

http://www. gov. cn/zhengce/2011-10/29/content 2602263. htm

[13] TolAME BG4S 5 24 5 CRRASAIE B A 2 A NG BARSHE )

http://www. miit. gov. cn/n1146285/n1146352/n3054355/n3057724/n3057729/c47
00145/content. html

[14] GB/T 35273-2017 {5 R ZEHA PNANELEZEME.

[15] rhde N BN [ P 25 22 421

http://www. cac. gov. cn/2016-11/07/c_1119867116. htm

[16] Hfe NERFLAEE S P4 56 697 5 (PRisE1T54401)

http://www. gov. cn/zhengce/content/2018-03/27/content 5277801. htm

[17] Black J, Rogaway P. Ciphers with arbitrary finite domains. In: Preneel
B, ed. Proc. of the Topics in Cryptology—CT-RSA 2002. LNCS 2271, San Jose:
Springer—Verlag, 2002. 114  130.

[18] Liskov M, Rivest RL, Wagner D. Tweakable block ciphers. In: Advances
in Cryptology—CRYPTO 2002. LNCS 2442, Santa Barbara: Springer—Verlag, 2002.
31-46.

[19] M. Dworkin. Recommendation for Block Cipher Modes of Operation: Methods
for Format—-Preserving Encryption. NIST Special Publication 800-38G, Mar. 2016.
http://dx. doi. org/10. 6028/NIST. SP. 800-38G.

64


http://www.gov.cn/zhengce/content/2018-03/27/content_5277801.htm
http://dx.doi.org/10.6028/NIST.SP.800-38G

[20] M. Bellare, V. T. Hoang, and S. Tessaro. Message-recovery attacks on
feistel-based format preserving encryption. In ACM CCS 16, pages 444 {455. ACM
Press, 2016.

[21] F. B. Durak and S. Vaudenay. Breaking and repairing the FF3 format
preserving encryption over small domain. In CRYPTO 2017, pages 679{707. Springer,
2017.

[22] Hoang V.T., Tessaro S., Trieu N. (2018) The Curse of Small Domains:
New Attacks on Format-Preserving Encryption. In: Shacham H., Boldyreva A. (eds)
Advances in Cryptology - CRYPTO 2018. CRYPTO 2018. Lecture Notes in Computer
Science, vol 10991. Springer, Cham.

[23] Recent Cryptanalysis of FF3. April 12, 2017.
https://csrc. nist. gov/News/2017/Recent-Cryptanalysis—of-FF3

[24] Methods for Format-Preserving Encryption: NIST Requests Public
Comments on Draft Special Publication 800-38G Revision 1. February 28, 2019.
https://csrc. nist. gov/News/2019/nist-requests—comments—on-draft—-sp—-800-38g-
rev—1

[25] Viet Tung Hoang and David Miller and Ni Trieu. Attacks Only Get Better:
How to Break FF3 on Large Domains. EUROCRYPT-2019
https://eprint. iacr. org/2019/244

[26] Z=f CREAME INBEH AN A RS LA e 2012

[27] GB/T 17964:2008 (f5E 22 a4iAR 433505 1) TAERI)

[28] ISO/IEC 10116:2017 Information technology-Security techniques—Modes
of operation for an n-bit blokc cipher

[29] BffE, S2KAREE, SMA-FPE: 2T SM4 %5 B30 Or BR A% =Un & 3%, Journal
of Chinese Computer Systems[]], 2009

[30] FM. 2 RHHRE IR A& A HOR B 78 5 5L D] . Ak 5Tl F R 2, 2017.

[31] Ohad Amon1, Orr Dunkelman, Nathan Keller, Eyal Ronen, and AdiShamir. Three
Third Generation Attacks on the Format Preserving Encryption Scheme FF3.
EUROCRYPT-2021

[32] Tim Beyne. Linear Cryptanalysis of FF3-1 and FEA. CRYPTO 2021.

[33] IRYNBEIPAE B2 BB ARGIRAR. %X OREE 1% 7 % TE-FPE K AEHhFE A7 B %5
PR IR T, BRI, 2022

65


https://eprint.iacr.org/2019/244

