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5l

T

(JSON Web % fith b FH 18 1 BV ) & 76 LA B 7= g FH 28 05 B0 D A0 SR AR TE B0 AL 2% 1 0 S 2 1 L 38
FHF JSON Web %565 i FH 7™ & i A7 & 58000 Al A A TSON B3040 38 e 4% 5 i 22 4 b, il S 5l .
(JSON Web % fith i FH 15 74 RIS ) e 09 A5 2044 B .

5 1 RS BAERRIR . B X T JSON Web %565 13 F A9 82 R .

2 TS . IR T T TSON Bl 45 4 ok PR B T BN 2 I B0 4 4 BT B Y

(A8 T BT 45 AR R 1) 2 R 96 E A

55 3 EBA B I . IR T B S 0 RN 2 ok i O B B ML I A o R A R R

AR . s LTI JSON Bd 45 # FoR ik .

A SCAF R CISON Web %55 1 HITE L LRSS 4 3845, 8 LT % 410 TSON Bl 4514 3R 7 i .
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JSON Web Z 5 N A& £ e
F 4885 . 2458

1 SeHE

AR SR ST B BRI TSON 48 25 ¥ 2R 7 ik .
ASCARE T JSON Web 85 BT 7™ fi 59 BF 4 5 K600 At T TSON B 415 52 4 6 59 22 42
LI S W

2 HMEMESIAXH

B0 SO TR P 2 S S R | TS AR SR AN T A i S, Hob T H IR 51 S
1 A% H T L B RRUAR T8 AR SCPF 5 ASTE H 00 51 SCPF  H i 8 RAS CRLEE Bir A (948 P 38
AR

GB/T 16263.1 (5 E AR  ASN.1 Ga G0N 55 1 355 JE A 4 6% A0 0] (BERD | 1F W 2 A5 21 00
(CER) 13 #7425 i B 0] (DER) B 515

GM/T 0125.1 JSON Web %t 5 HIEERE 25 1 35 Bk Rl

GM/Z 4001 G ARIE

3 REBEBHMEX

GM/Z 4001 B 5 9 L BB HIAR T F5E 3 T A S
3.1

JWK &£& JWK set

FR—4 JWK B JSON X £ .
3.2

base64url 45f3 base64url encode

base64url Zif & URL FISCH 4% % 4 W ih5% . basebdurl 4 il 2 Jc 44 B8 base64 Za Ty H0 0] 1 17 A 32
FEGHS IR base6d B A5 R I+ AP S HON AR5 S AT S BN AT

4 EREIE

T 5 A S T A S

DER : 0] #f 1) 4% #5 38 )] ( Distinguished Encoding Rules)
JSON ; JavaScript Xf £ #5ic (JavaScript Object Notation)
JWK.JSON Web %4 (JSON Web Key)
PEM ; & FA 4 5 Ml 4 (Privacy Enhanced Mail)
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5 JSON Web Z$A#& ¢

51 &N

JSON Web 4] (JWK) J& £ R B85 B 1 JSON X 4. %3 2SR e R Sam B, A
SO ST S RO S B A A O 1 S50, Y DER e A% B, 1 75 A GB/T 16263.1, JWK
7R L BE SR AL

JWK S 502 BRIV ME—  JWK ff T8 R4 & EE SRR JWK. & S 808 L% 1.

x1 JWKEHSH

ZHUH g i R
kty TR E w2 Wik
use TR AN nJ ik
key_ops g A ERAE CIE3
alg TR H Sk ] i
kid TR 4 1D nJ ik
x5u FAF iF - URL G-
x5¢ Ll TE A5 6 nJ ik
x5t# sm3 FRF e HES SM3 4% ] e

5.2 “kty” (EBHEE)SH
5.2.1 ZRkutHA

“kty"Z BN TARRE SR T X2 R/NE 785 I UK R X S b it .
ARICAFE LT PIFp“kty" SR fH . W% 2.

®2 ktyS¥

“kiy" SRl o
e ECC %41
et R B 1 o
5.2.2 SM2 %4
5.2.2.1 A kistE
RSCHEHER T SM2 5 5 I 280 T AU P 4% 0 2 1 2 1 L SM2 T B RO 3.
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x3 SM2ZHSH

S8 B .
kty TR E WAL, N A EC
cry TR e ML Wl sm2p256v1
X TR E SM2 A1 = AR, BRI 5.2.2.2
y TR SM2 A4 y Akdr, BRI 5.2.2.3

5.2.2.2 SM2 Hj“x”
X SM2 B xPFoR B I 2Ry o AR, AEH o A8AR A2 95 3 B9 base64ur] 4ifiS KR
5.2.2.3 SM2Hj“y”
YT SM2 00k y RN B I 2 G Ay AR AR LTy AR BR /AL T BRI base64ur] SRR
5.2.3 SM9 %4
5.2.3.1 Bkt

ARSCAFIR T SMO BT C B S 80 FT AR IR P 28 4 80 28 19 2 9145 8. SMO BT i LI 280
L WK 4,

x4 SMOEZHSH

ZH KR e 1
kty TR H WA, B EC
crv FRF FLWL M2 B sm9curve
id FAF F P AR HAR DL 5.2.3.2
hid £ 34 2 44 3O % AL AR AR B RR BRI £ L HLR DL 5.2.3.3
x_pub FRF R 2w E AP o AdR . BRI 5.2.3.4
y_pub TR H BAEINE EAAMN v bR, BAKI 5.2.3.5

5.2.3.2 SM9 j“id”
“id” R m FL P BRI HAE AL 519 B Y base64url it KR
5.2.3.3 SM9 KJ“hid”

“hid” 278 FAB] A= iR BOR BT A o — A0 HE A 5 B RGs . R A YT & By
B 44 N LA 85 44 BRI AR TG RRBCIRUN AT 5 G R 2 A ke D I ok I g o AL B A S e B A

5.2.3.4 SM9 Hy“x_pub”

“x_pub”FR EAYIN o Mhr . WERAYIRIE N BT S M RO EAY] o s R A BT
3
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WA NN KRN AN« ks HAE ML F T Y base64url Gt F£ s .
5.2.3.5 SM9 Hy“y pub”

“y_pub” IR EAPIN v AeAR. WERAPIE BT XN B4 AN y bR, WERA
B g xR e EAH v Aadr . HAE AL T $3 1 base6durl ihh KR

5.2.4 X#REP
5.2.4.1 B{kiiEA

RSP T B 00 5 50 T AR BRI . e R BTG S B A alg” B
BOABEIK . SRR S 1 L F B 5L W26 5.

x5 WNRBHSH

A i

k FAY R X i 41

W
&

5.2.4.2 XWEZBHHK”
“k” 2% 7R X FR 2 AH ol H b 2% B 1 ER L HE T AL T B Y baseb4url iiB RN
5.3 “use” (‘N$HAER S

“use"ZHN TARR A G B A & . AR X 0 KNS B 777 8 IS 80T 3 . 1% 2 80E L
{EA -

“sig”(%% );

“enc”(j][]%;—:) .

5.4 “key_ops” (ZHIRIE)SH

“key_ops"Z R TARPUEPIERAE AL, ERERE — HEPARME N P S BHE . ZSBIE T
(U

“sign” (P HUF 28 2 50 B )
“verify” (9 UEE 45 44 BUH 2 500 1) 5
“encrypt” (I N ;
—“decrypt” (it % N 28 I B0 IE A 2 A0 2R IE HD 5
—“wrapKey” (B EH )
“unwrapKey” Cfff % %5 B B 5 T 50 UE AR 25 WRE HD 5

—“deriveKey” (JR &4 % 4H) ;

—“deriveBits” (JRA= AN HAFEE WA .

I A AR R X 2 KNG 1A A5 e T S S SRR A RE E IUAE B . “key_ops” S5
A,

ARERFTEE Z A A B HRAE . TR “sign” 5 “verify”, “encrypt” 5 “decrypt”,
“wrapKey” 5 “unwrapKey” B4 & .

“use” Fl“key_ops” ZHUANH—EAE A L WR P AR BLAE L B AT R AR 0905 BN — B, v AR R B
T 45 7 (i FH MR LE 24,

4
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5.5 “alg”(BH B

“alg"ZHON TR E I G B . HBUE R X 0 ROANS P A7 80 %S 800 3 BUE VAT
GM/T 0125.1,

5.6 “kid”(Z4$ ID) &%

“kid"ZHON TUCECR E B8] . HAE R X KNG B 775 e e S 80T ik
e JWK S il ] “kid "B I JWK AR5 of 891 6] 2 91 R0 TS [ B9 “ kid " (H . 24145 JWS 5
JWE — & IS, “kid” B n] VL BC JWS 50 JWE“kid” 2 81 .

5.7 “x5u”(iEH URL) &%

“x5u”Z B T AR IR BT IR A SR A BE R B HE R — > URT U747 8 o %58 IO 4R AL AT
# PEM Jﬁﬁ%ﬂ/iﬁﬁ’hﬂi%ilﬂi%&, BEASUEA I LAR 23 B A5 B T«

B — N EB s SN LR JWK S HBOR R A .. IS 50T it
5.8 “x5c”(IFH$E) S

“x5¢”Z BN T AR IR B HIA G BT IE B B0 A BE LR — A JSON FAF s 8. B TR
JERCFUES DER i i1 base64 i 547 f o KL SR — > J0 5 N VB Bie % 91 A9 B3 ik 45 . )5 BT R
MRUCR 0] B — D TC R B IE B B CA B mMIE+ . LSBT k.

FUxbu" SR x5 SR T’“TT‘%‘%&%’T‘%EFHH&\ﬁ&ﬁ,ﬁ\ﬁﬁ%%E‘Jﬂﬁ JWK &
Beo WRAT A A 2B 0k B8 2 B0 P9 8 A T S 5 5 — SRS P B A O T B —

5.9 “xbt#sm3”(IEH SM3 FEE) S

“x5t#sm3"BHE D FHAHE N TR RECFIE P A9 SM3 Fear, o] JH R UC e %40 . % E A it
T2 eI BUCFIE S DER w47 SM3 2% J5 B E 4T base64url g, SM3 5k 09315 5 1 Fi 4k 0%
R4A GB/T 39205, S H0] ik

6 JWK £&4#X

6.1 Z{kiuihA

JWK £ 4 & —4 JSON Xt 4, Em—4 JWK, JSON Xf % R 7876 — 4 “keys” S 8, Hiff J&2 — 4
JWK 304 . 1t JSON XF g nl & 2546 /7 FE AT 45 .

JWK EG TSR ME— JWK S M4 5 HE S04 RN JWK £4 . JWK £
B LR S AL

6.2 “keys”Z ]

“keys"Z R IWK [E A B . BOANEOLT B JWK B B R IF A R & B AT Z 18] A9 1
JEliFr . JWK £ 5 (49 R FH AR Py il AR 408 7 28 5 TPy 45 5 5 3L
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7 FRHBELEEHN

AbHE WK B B 2T AT RS TSON X R A i) 3k 38 2 8044 BRI Sk 0 2 SO E AT HE B0 7™ 4% IX
Iy KNG S Z B E T — B 5 T T A JSON 45 B it . 243k 328000 52 W af 35 i 2
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Mt X A
(HERM
JWK Rl

Al &R

AR s ISR AT UTE-8 4
AKE R RR T SM2 B 45 44 59 P A 815 B SM2 s i 59 P A 8145 B SMO i i 19 T bR
PUE R P A B SM2 GEB 15 B AR 9145 B TWK SES 1R .

A2 SM2 % &Z/~%H

s Bl Rl SM2 B0 28 44 BT P 22 BIAE B T AR U P AR RSP 25 44
{
"kty":"EC",

crv":"sm2p256v1",

"use":"sig",

"x":"TnSVmMedmal KTK20gMTimZGylhJ{2]gI8LsYpHosAEg",
"y":"VOBn7{BeiPIA66Nzde08dx9cull.Ljds76 HdlalwvygU"

)

A.3 SM2 mnZ /%A

R B S i SM2 i i B T 2 B4R UL T A R D E X ) £ 2 AL
{
”kty” H "EC” .

crv":"sm2p256v1",

"use":"enc",
"x":"yJxuylugb24nw_VpAMFMP0ZtryQexPUwYhKt790e0Jw",
"y":"dEK3QylcrFnVjlINlac-Tx_CnkJoXhyBB8Y1Jm-FzKKE"

y
A.4 SMO jnz A FRiR

R ) JE 7 A T SMO i %% B 9 P AR U S T A U 2 RGeS X 7 1 e 2 AL B L id R
P& FR Alice 1Y) base64url gifis .
{
"kty":"EC",

n n n n
crv' :"smYcurve",

" non "
use : enc .

l|id|v . ”QWXpYZU”
)

A5 SM2iFH

R B R TP A B SM2 IR B 45 B IR O T AR U P MBS IE R 45 4
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)

“kty” . "EC" ,

"

crv":"sm2p256v1l",

n n n M n
use : sig ,

" n

x5¢":
["MIIBqzCCAU+gAwIBAgIUfuH5LnZVH2mvK2Qr8MXN]JHc7svOWwDAYIKoEcz1 UBg3U
FADAIMQswCQYDVQQGEw]DTIEWMBQGAIUEAwwNU20yX1]Jvb3RfVGVzdDAeFw0y
MDAyMjUwMzQwMDdaFw0zNTAyMjUwMzQwMDdaMCAxCzAJBgNVBAYTAKNOMR
EwDwYDVQQDDAhRTTTIgU2InbjBZMBMGByqGSM49AgEGCCqgBHMIVAYItAOTABES0]
ZjHnZmtSkyttIDE4pmRspYSX9iYCPC7GKR6LABIVOBn7{BeiPIA66Nzde08dx9cull.ljds76
HdlalwvygWjYDBeMBS8GA1UdIwQYMBaAFKolLLInBIYnHh5BMWrD84Tx0t]3r5 MBOGA1
UdDgQWBBQcPQghGArysGLq7AXU6WE6VyqG+DAMBgNVHRMBAISEAJAAMA4GA1
UdDwEB/wQEAwWIGwDAMBggqgRzPVQGDdQUAA0gAMEUCIQC3]Joxo7p5nfP40a6Gsl4
BPIWu9sPDS8Lv/xxHtHrikfnAlgVb55YLDbzIMk{l1 TCaGlewUMDLelsGVHHBudnXOWrl

"

YAV

A6 XRE

2R B 8 A fil FH 2R T SMI3 1 i JEL 28 ) 500 I A S X PR s B 45 L

{

)

”kty” H "OCt" I}

"alg"."SGD_SM3_HMAC",

"K', "MzEZzMjMzMzQzNTM2MzezODMxMzIzMzM0MzUZNjM3MzgzM TMyMzMzNDM1 Mz
YZNZM4MZzEzMjMzMzQzNTM2MzczOA"

A7 JWK&ESH

PR B N AL S M BRI AT SM2 3B 24> TWK B9 AR 89 TWEK A R 59 kid R bRil

{

" keys " .

[

”kty” : "OCt" ’

"alg"."SGD_SM3_HMAC",

"k" . "MzEzMjMzMzQzNTM2MzczODMxMzIzMzMOMzUZNjM3MzgzM TMyMzMzNDM1M
Y 2NzM4MzEzMiMzMzQzNTM2MzczOA"
"kid"."CISEAGAE-2ECF-423F-9AA6-102EE5BID73A"

nktyll . "EC" ,

"

crv":"sm2p256v1",
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" non

use";"sig",
"x":"TnSVmMedmal KTK20gMTimZGylhJ{2]gI8L.sYpHosAEg",
"y":"VOBn7{BeiPIA66Nzde08dx9cull.Ljds76 HdlalwvygU",
"kid" : "E5841F06-CF2A-4E8C-9654-2B9542E60FA5"






