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1 SEHE

AR SCPF IR T B 03 26 ) RO 8 A DR B0 AL S 4 A S8 B A AR 2K
AR T JSON Web 2565 137 H 7 i 849 BF & 55 460 00 o JFC Al 4 TSON % 4fs 52 i s =X Y 22 42 7
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1 A3z BT R A AR A TS T A SO s AN B B0 51 SO 5 B iAS CRL 4 Pir A7 1 4% ek B0 38 H 7
AR

GB/T 16263.1 {528 AR ASN.1 GifB #0025 1 %45« B 4 A% 80 0 (BERD | 1F W 2 A% A1 1)
(CER) il #1712 % L ) (DER) #iL1i5

GB/T 32905 fFEZA2HAR SM3 B kA Ik

GB/T 32907 fFR %A AR SM4 4320 %57k

GB/T 32915 fFRZA2HAR  ZITIv I HEHLPER I 77 %k

GB/T 32918 A4 (5 ELEEA  SM2 i #h 4 A HH %655 1%

GB/T 35276 {544 SM2 %5k

GB/T 36624 {5 B4R ZaBAR w4500 0% L

GB/T 38635(IrA#4r) (FEHELAEA  SMI pRilH Ak

GM/T 0080  SM9 % fith 5532 {i FH HH 3

GM/T 0125.1 JSON Web %50 iG55 1 3845 . Bk iniR

GM/T 0125.4 JSON Web %5 5 FIEE ML 25 4 384 . %4

3 ARNIFMENX

T INARE R ik T A SO,
3.1
HESMNIIER AT LS ME  authenticated encryption with associated data; AEAD
i WY SC AT 8 S A0S 0 AT A B L O X684 ORI A T S 0 S A S e A T Y
i A AL B B AR AEAD B35 AEAD B2 P 0 L W SCRIER A1 T S 50 B8 O 7= A P A i L 409l
BB SO B bR .
3.2
FNATLRIEHE  additional authenticated data; AAD
AEAD Bk A 32 58 BV DR3P (8 0 % 1) B
3.3
Y 5I4RE authentication tag

AEAD 5035 i o T8 DR 2 ORI RT3 531 R0t 9 o B A
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3.4
RZEMZEZ4  content encryption key; CEK
AEAD S35 X FR 2 B T 0 %% W SC LA™ A 285 SORTSE Sl AR A&
3.5
JWE Z$8% X JWE encrypted key
it FH %25 BH 4% %5 A Sk 4% CEK 5 3045 1 %5 SC{E
3.6
JWE #1#&4¢ m= JWE initialization vector
o4 SR A FH 04 ) Ak 1) 1A
3.7
JWE SisSpATE 51 83  JWE AAD
JWE B 4fs 4544 (4 400 41 7T 255 50 8080 . A 78 JSON JP 9L A77E
3.8
JWE 223X JWE ciphertext
PR 25 o Bk i o 4 R I S A
3.9
JWE #:7E JWE authentication tag
PR o4 SR i 1 A SR AR AR A TR AR TWE %5 SR TWE %41 AT %6 590 B8l 1) 56 Bk
3.10
JWE {£3P 3. %8 JWE protected header
JSON Xt 4 A & 58 B VR R B 1Y Sk B8 S 850, b AT S8 1) 4 # A DR 4 3 2 3 3R S 00 5 B 1k
. XEBHGE T JWE BTF Bl . 3T JWE BB F 8k, B &8 A JOSE L# . X F JWE JSON 74
b, H 2 JOSE 3k 38— 38 5%
3.11
JWE # =L {R473LE JWE shared unprotected header
JSON XJ % A & A 32 S8 B MR 1 Sk T S8
e X EESHEE T JWE B9 BT A #2008 31 AN 2 58 80 40  (H JWE JSON B 3L R fE7E
3.12
JWE B8 —32if & TR B LE  JWE per-recipient unprotected header
JSON XF 4 4 & AR 2 58 B ME OR3P 1 Sk 3 S 40 )2 TWE B R ICE e A i S50
FE . XL S HUE A Z MR JWE JSON 4L 7775 .
3.13
JWE £EF %54t JWE compact serialization
JWE ffi ] %% 1) URL %255 8 IE A KR Foli.
3.14
JWE JSON F 54 JWE JSON serialization
JWE fifi Ff| JSON 254 7R 19 )7 514k .
. 5 IWE 2% 554 AR R L JSON FIb T L #2830 .
3.15
Z4ANNZ  key encryption
Xof 5 B HE AT I ) i A
e X I E RIS AN % H CEK,
2
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4 HEERIE

T 5 A v s T A S

CA EFINIENLI (Certification Authority)

CCM :iff 45 %5 3C 43 2 i 12 18 2 28 3 A5 11 11 45 £ X (Counter with Cipher Block Chaining-Message
Authentication Code)

DER : 7] #f 51| 4 % #8 )] ( Distinguished Encoding Rules)

GCM: % K/ H 8 #3X (Galois/Counter Mode)

IV . 9t 4k 17] & (Initialization Vector)

JOSE:JSON % 4 #f)in % (JSON Object Signing and Encryption)

JSON : JavaScript ¥f £ #5ic (JavaScript Object Notation)

JWE.JSON Web 4 in# (JSON Web Encryption)

PEM . (& #A 3 5@ HiF£2F (Privacy Enhanced Mail)

URL: 4t — % Ji & {if (Uniform Resource Locator)

AN T A S

ASCIICX) : $ s X Xt hi 1y ASCIT 2 5
base64url(X) : X} % $E X 347 base64url Zghd
IV )46 1 o)

T %5 5l hr &

UTF8(X) : 4 X Xt 1 i) UTF-8 i i

|+ F4F R T AT S

6 JSON Web ##E 02 (JWE)

6.1 #Eik

JWE R Af F JSON J5 2R 2275 B0 in 4% 1 KOs 454

JWE 1 JOSE k& JWE #4149 3C JWE w) a4k i JWE & oh nl 50 848 JWE % 3CH JWE 2%
bR A 2H A

JWE Jin 43 4 Wb 7 510 4k 202 508 7 51 A6 A JSON J7 3 4k, 5535 )7 9 b B 30 45 — A4 i 45 42 0
# JSON FEHIAL AT 3245 — A sl 24 i

JWE i ] AEAD 5332 R 5 08 W SO BRI AL 1 S8 B DA R JWE SR 3k 38 A JWE 41 il 4 531
By se et . 1 e dE E BUE L CEK . i 1 58 B 4 15 S A Jon 42 530 32 im 5 B SCBCHE AR 4 b T 26 531 #)
Hi6 o -3 O R BRI CEK S8 U AR %

6.2 JOSE LB
6.2.1 @MW

JOSE 3k & —4~ JSON Xt 4, JSON X 2 i RS HH AR T JWE L3 S8, JOSE k& 9k
WS FRNME—, JWE 1§ JOSE k¥R JWE {47353 JWE L= e 5 3L 58 JWE —2ikcs
3
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PRAP Sk B AL AL

JWE Stz o fp 4 3k A JWE B — 3200 Jo A 43k 38 A AE JSON JE 9L B0 T A Fe e . AR S
il A9 DER g R0, 4545 GB/T 16263.1,

JWE LSS BAFRA =2 B & LS AR YR MS LA M A E KBS AR

S FHL A AT R Ak B L S SCR Sk S O AT A 6.2.2 20K

6.2.2 BEXLMBSH
6.2.2.1 #Rik
CLAE SR S A PR AR 1

x1 JWELISH

ZHUH A Wi TR
alg TR H RS Wik
enc TR H s vk Wk
jku FAEH WP BEP URT EE:s
jwk JSON %} 4 JSON Web %54 T
kid FAFH %9 1D Al
x5u FAY e IEF URL LIS
x5¢ A TE T8 I3
xbt# sm3 EXGES HEAS SM3 24 Al ik
zip FAFH B ST 4 Lk Al
typ T A TWE [ 15 A 5 A 3tk
cty FAY e JWE A 30381 i A2 7 Al
crit A o7 e Ak B 1 OGS S 48 % I3

6.2.2.2 “alg”(EiX) LHMSH

“alg” 3 WS BOR — A FAF B T AR RUE SR WY A %k WS B0 Bt U LA &
GM/T 0125.1, 40 2R“alg” {E 2 AN S5 Bk - sl F MO A T 53 00k — & P B9 4% 911 00 25 A9 7Y
BAAHL.

“alg”fH 2 ASCIL FfF 8 IXJr R/NE o IR B S & B A 0k Sk i S B ik

6.2.2.3 “enc”(MBREH LIS H

“enc” kMBS B TARRM AN B IRk . 2k S BABUE DT & GM/T 0125.1, 4R “enc”
FROAEL R AN SR RS, I3 i NS AT
“enc”fH it ASCIL FAFef . X 73 KNG %k S M ik

6.2.2.4 “jku”(JWK Set URL) 3k # S %

“ku” Sk TS HOR > URT 245 8 B 51— 20 JSON S5 44 19 2285 H b A A 2 8 0 4 i S JWK
et /T T2 i JWE B BORAET . ZSk i SR0onT i i 3 B R4 Sk T S8
4
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6.2.2.5 “jwk”(JSON Web % 48) L S %

“Gwk”3k IS HIE— JSON X%, H FAR IR TWE N /9 2 $H i o @ i B AL EH . 1%k &40
9% BUE N 4 GM/T 0125.4,

6.2.2.6 “kid”(Z$H ID)LESH

“kid” 3k TS EON T AR IR JWE I 09 2 8 80br U 3 RO AL . 1 Sk R 2 T ot H(E DA 45 83 78
KFER KRG 45 WK — &6 AR “kid "B H] T IEE JWK B kid" S50 .

6.2.2.7 “x5u”(iEF URL) LS #

“x5u” 3k TS BN T FR IR B YT E  PIAH SR I IE - URL . HAE = — A4 URT B K 745
BTN AR AEAT 5 PEM g % 12 209 U8 5 sk A5 8% » B0 A3 LAS 20 B AT B T -

S — M UEB N JWE % 81 %85 25 AR SC AN e 45 o 12k WS 80T 2k 1 B B R AR S i S 8
6.2.2.8 “x5c”EH ) LFBSH

“x5¢” 3k WS BT T AR FII A 8 HIAH O B 8k A3 suE A 6 L AR R — > JSON T2 45 88 5o
B IR 2 BT IR DER i3 19 base64 4 5475 & . B2 — Ao R N2 JTWE % 4100 % % 4]
AH G Y I GIE 43, J5 T Y 0 R R UGS BT — DT R WU IE B CA Frfe A BIE4 . kS8l ik .

6.2.2.9 “x5t#sm3”(iEH SM3 EE) LS H

“X5UE sm3” Sk ME B HOR A FH R LR 1A 0 0B 1 3 15 SM3 4L, BT 3K U L
W R R O IR 5 DER 435 8E4T SM3 2% V85 F3E 73 base6durl 475, SM3 $ipk
B3 5 e R RN A5 A GB/T 32905, % 3k 3 2 80T %

6.2.2.10 “zip” (JE4) L5 %

“zip” kWSO TFA L TAR IR SRS . %2 B AR I L 3R B SCHE I i 2 i
JE 405 4 B Ak B b S 8 S HORT e B TE AR AP Sk B . SRR 2.

®2 “2ip"SYIE

“zip” B B il
DEF DEFLATE JE 458 4=

6.2.2.11 “typ” (%E) LB
“typ” kM B ROR— T T AR A TWE (058 L %3k 3

6.2.2.12 “cty” (HBLEE) LIS H

W

Bon ik,

“ety” Rk WS HOE A TAF L H AR JWE B SCRY AR E R 1% Sk 3 S 5T ik
6.2.2.13  “erit” (k) KM H

“erit” S B T AR UL AR AT AR BE S S R B ISON K4l 51 1 JOSE Sk v b

o
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Ab PR Sk RS B AR IS RS BT
6.2.3 ¥RHLIBSH

AR E SRS S S 8. O 1 B Ik R AR B E RSk IS B A B S B E LSk iR 44
PRAE . LG TACHT 93k 3820 ke 5 B JWE Z 8] 0 ik B R A

6.2.4 BHEXXEMBSHY

JWE B X7 T 2495 HAEAE R SR S B4R . 5 2 LS EAPRA R AR B A E Xk #B
SR FRATRE 2 R A w8, AT

7 JWE ZEmMEZAEZE

7.1 #Eid

JWE B4 5 415002 T %) CEK gE47 %% sl 2 9 3005 . 30kl it JOSE Sk i “alg” 3k
RS RO AR R AR IRBUE N 7T & GM/T 0125.1,
ASCEILE T SM2 21 F1 SMO il W o 25 871 o o8 8 41 3k i S B 2K

7.2 SM2 NAMBE X

AR T SM2 A F1n ok A S 20K

SM2 23 BT 5035 B e i ROT ik NEAT 5 GB/T 32918, 58 Z0 33k SM3 53k . SM3 k22
BB IR R AT S GB/T 32905,

TR N A5 AL A R A U AF S GB/T 35276, JWE %5 9% SCH A o I % 45 51 i i i

7.3 SM9 mnZ &k

AR T SMO i % Bk A DG E R

SMO il 45 409 B Jin % A 2% i BRI 45 & GB/T 38635, 15 E 24574 N SM3 vk, SM3 Z4 Ak
W38 507 B B RN AR A GB/T 32905, 48 2 14 B I UERS ok 2K 1) 25 4 K 5 256 i,

TR R 5 R B RO AR R AT S GMY/T 0080, JWE 254185 SCHAE A N 35 45 5 i i 1

8 JWE A&EmMEHZX

8.1 #Ei&

PRI Sk AEAD Bk s AR L2 TWE (i Fi0) 58 B VAL 0 0 % 53005 » b 1 A i 2
fige s TWE F9 31 S I AR IR 5 SORIVAR ZM 8 2 AT 4 00 850 1 S8 B v . 20 ikl ad JOSE Sk i “enc” 3k
WS HORIRIR.

P T B 2 R B A P R A A RN . RN B I e S SR — A 2
W0, — ARSI JWE %30 JWE bRk

RSO RE SCT PR30 Bk e P i S T 5010 4 o L o) Bk R S B EESK

8.2 TAIAHY N MLH B %

PN 255 o 225 S 3k AT 268 1) 1 o 8 ML sk 3k I N e 2 s BT IR R AR IR LAY A GB/T 36624, SM4 4y
H Y By AL RN £5 A GB/T 32907,
6
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Qi SR HT S AL CCM Bk JWE % S E8 CCM Bk & Bl thmy G [ Gy ] -
IC,, 853 TWE $r 8 i A fin s Kot i b g U B4y
QAR AT S BN ALH GCM 332 JWE B S0y GCM s Bl thpy G [ Co ] -
IC, #84r. JWE Fr s 518 A i s Bodis i iy ) T 3893

8.3 SHEKX

RSO SE SCT NI S W S BOCEOR Lx U A 280 KX N A4 500k 1) CEKL A S 8TV
XF LA B TT AR A B i A S B A GF I AR Ah AT Sl R L a2 T X JWE ARAE . S RCESR L

% 3,
R3 NEMEEZINSHER
A SRR 2R i th 280 K B 2R
AR
M K v A T
SGD_SM4_CCM NT 27 AR 128 HAF | 64 HAF AT 27 LR 128 Hoy
SGD_SMA4_GCM | /NFa % F 27-256 LAE | 128 WAE | 96 WHE | /NFo%T 201 oy 128 4%

9 JWE mZMEH

9.1 #Ei&

ARBEFTRER T IJWE s fig 2l 82 . 3% o008 58 2 65 48 B R 41E o B BE HLEBCR: A 48 A2 LR
K AL 5N 5 & GB/T 32915,

9.2 HEmMEIR

1A

a)
b)
o)

d
e)
D

)

h)
v

D)

k)

T 1 W SR S ML B S R AT

A8 107 FH 3% B A Sk B 8, A i TWE SR 363819 TSON 4544,

R 07 FH 15 8 ) e 2 TR 3 Sk A S 800, AR B JWE R0 47 33 1% JSON 4544,

AR S TSON J7 514k o AR 418 107 FH 34 1 A 12 WO R A 100 TG AR 40 3k 38 2 880 Xt B A 1 M0 A o
— U E AR LR JSON 254y

WA A MS B HNE L /E JOSE k3% & “enc” L ¥ Z 501 .

R 2 5 0 %5 5 4H 10 B0 L 7E JOSE Sk #8i% & “alg” 3k %5 S 501

M B JOSE Sk 58 45 9 s M AR L5 L.

R AR P25 I 4 1k SR 3 B B 1l FH B ML % A 4 2 B ML o Bl AL B0 o P 45 0
W8] CEK. {fi % 8105 % Bl o in % CEK, I8 2 4 th 45 45 8 TWE %5419 53¢,
WS4 TSON P a4k, st~ R it B[R o ~g) ],

R AR P25 I 4 0k SR %) 00 46 Ak 1) K RE S 8 FH B LR A 2 2B s Bl ML, s Bl LR
JWE %)tk ki & 1V,

B JWE {47 3 M4 8% H base64url (UTFS(JWE {47 3 380 ) o A7 40 Sk AR A7 7 . JWE i
Pk M gm A i B S AR

WA A JSON JP 5146 I HL & T 4070 o] S8 00 508 (8 A" K P9 28 4% 3803k vl 25 0 88 A
P&y ASCIIWE {403k 384 ) || 7.7 || base64url (37 FH 4 B 1 %7 41 1T % 580 AL L 75 1)
W P9 0 B S T S R A B R ASCITO WE {97 3k 3 4 i) .
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9.3

D s B zip” kS8 AR R A8 SR R 4 WSO B MO A R 4 S A M7, 1 B SO
B M M,
m) MG AN % A CEKLJWE ¥1as 4k 1n] & TV A Sh a] % 508008 A X5 B SO 8 M k17
hnE i JWE % SCH JWE $rak .
n) iy Al A g
D BEHBEFIL RIE LT T base64url (UTFS8 (JWE £ 470k E8)) || 7.7 |
base64url (JWE %404 3) || 7.7 || base64url (JWE #j#5fkm&) || .7 || base64url (JWE
B || 7.7 || base64url(JWE $r) 5
2) JSON JFFIfbgs R I 12.3,
TH B %% B s 48] LI S AL

HEMELRE

T B o R 5 2 1 R AR S o A R T A il 25 R T D) e 2 R
A Z A FECE I R P DR MR 6 F A0 B 0 6 PN AR I D A 5 D 4 52 JWE . 7R 5L 24 B

& U 25 A SR 0 A BE A I i 4 A UE I L JWE AR A RO L R WA o TRk, e
ULt BT 5 3R e 2 R S0 R SR R A R T 32 TWE,

h TS B 2 B S ML f AR R .

a)  GARJE JWE R )pHlfk . @i . o BRI A5 2 TWE f 473k 38 JWE % $7 % 3C . JWE
WAL i JWE % SCH TWE #2050 i B 2 T, D) g 48 % 0

b) WL JWE JSON Jp4ilfb . #i2 B8 12.3 (AR i .

o KAl A base6durl fi#fS JWE {57 3% 3 . JWE 2 81% 3C . JWE ¥ 4h 1k i) & . JWE %% 3C . JWE
P A JWE %540 ] %6 50 550008 2 5 B 2 o 4 2 e % 2 D o DO fe 285 2

& KR JWE $R47 k3R B R G UTE-8 G fith  an SR A 50 2 0, D0 fige 2% 2 I

e) MR BT Ak K JWE 5 L /E S JOSE Sk, w2k ] JWE JSON J7 314k, ¥
JWE 4713 % JWE L2 IE 9 S 3 ADE 1 1 TWE B — B0 5 TE R 3 3k 38 2 500 I 4k
B — A EH 1Y JOSE L3, Fir A 3 2 3K B0k 56 24 201 JSON X4, JOSE 3L %44 i
ANREE A, QAR A AR T KSR W i 5 R

0 # JOSE Sk F8AH I crit” Sk #5008 - AR I 2 BB 8 SUIROH R b 31

g) M JOSE kR B enc” S 3 S50, B iE 8 28 04 3 1

h) M JOSE 3k # 4R B alg” 3k 8 S 500 1 o 25 9 2 4% BBk

D M JOSE 3k #4K B PR DG 25 B Fdr U5 2.

D OREEAINEE AR MR JWE 5% 0 8] CEK, CEK B9 K BN A7 & P25 5503 i
BRI . AL 2 AU i B A CH R %5 B OO JWE 25419 3C.

k) W IEAEMH JWE JSON Filfk, mE b B % b~ 1.

D RS g S N base64url[UTFS(JWE #4713k ], Wi JWE (R4 3k 3 AR 77 16, %
BT,

m) P AR A A T S AR e A 152 O ASCITCRR 97 3k 3 A (D) . an SR ff ] JSON
JP AL BLAFAE TWE 8541 R %8 500 B0 (8 530725 10 450 A1 mT 256 300 50 00 i A\ 152 1O - ASCITCPR 47 3%
ARALAED || 7.7 || base64url(JWE %ii 4 AT % B 5035 .

n)  MRYEN AN E L CEK JWE #ta 1k nl & JWE 8050 v] % 55150808 1 JWE $r 3 Sy 83 4
AS R JWE % 30, 5 A i 3e MO 50 3F TWE AR5 WR JWE 38 560 3F R 155, )
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figk 2 L
0)  ANSRARAF S FRAFAE  2ip” o MR i T 47 03 00 fi 8 19 W S ML A il T 4 » 2 SRR T 47 4 W S
p) AT I B WO i JWE B JEAL

10 FHRBLERN

AbFE TWE B B2 B AT A5 8 5 JSON X R b 14 3k 58S 8048 PR A Sk i S BUE HEAT LLBOF 46 IX 73
RN IZ BRI T — e 00 T X5 BT Ay JSON 47 B i He 85, 24 3k i S 5y 2 SO 95 Hh 220X
S T 2 B AN [ 14 BE R DU B, 7 38810 Sk 35 2 iy BLAR G S

11 ZAFMHIRIA

ASCAF BB IR TWE 510 ) 5 B G A ). W 090 B T T
BB 1 EHOR BRI A5 BIITAE 6.2.2 TR A0 S W55 HOT I BRI

I B T 5 ™ wk ™ Kid ™ x5 ™ x5 e x5 2 smd R

5 LR I I B0 0 8 4 5 2 701 0 5 0 0 2 07K 8 2 O 1 2 5
F35 6 R LT T 31 90 LT 50 U 2

12 F3lk
121 #EiR

JWE & W Fp Bl 228 T8 20, 43 512 B2 P 5046 F JSON 3 54k B 28 7 410 Ak S — 1> Jin 2 45 1
# JSON FEHIAL AT 32 45— 2 el

122 RZFZFIK

JWE B2 p 908 s WA Rom 8 B URL a5 558 . H—BEAah .

base64url(UTF8(JWE f#4713k3)) || 7.7 ||

base64url(JWE #41% 30 || 7.7 ||

base64url (JWE #IG L i) || 7.7 |

base64url(JWE 30 || 7.7 ||

base64url (JWE #r )

JWE B85 S A S — D A JWE M2 0 0 4 3k 38l JWE 83— 300 s T 4k
. EXFENT L JOSE LA JWE {47 3k 38 2 A 5] 9 o

12.3 JSON F 54k

JWE JSON JFFI ALK s A 2 m y JSON X 42

JWE JSON J5 5 A6 A P Rl ik o 43 1) 02 38 o 75 FUR P AR i i

a) i JSON FHlbif .
W JSON JF 51 ik & — 4~ JSON %f %, i1 “ protected” “ unprotected” “iv” “aad” “tag”
“ciphertext”fl“recipients” LR 4 A - 8 F JSON F 3L 4H B S L 3% 4. “recipients” LR 4
e S IR
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x4 EAISON FIKARSH

ZHUH By P 2% 1 Bk
JWE 847363619 JSON 25 H) 45 5 & J& el UTF-8 4
protected T i, B HEAT base6durl Hi it J5 3R 13 09 F4F 8. R B E TR | ik
P13k LS BN AR
unprotected JSON x4 JWE Byt Z A 3 & — A JSON X 4 nJ ik
iv TR JWE Jin % i F 140 46 AL 17 8 19 base64url 4 i Wik
aad - JWE fin % i I /9 45 4 T 58 500 808l base64url Gt . a0 2R 0w Tk
WA E LSBT
tag FIF JWE Jin %5 J5 % 5 bR 25 B base64url 25 Wik
ciphertext TR R JWE Jii % %% 3C 14 basc64url 4% Wik
recipients el JWE Byfin & gl 8 B A B A TR AR - EREX R | Bk
= 5 recipients AN TEABSH
ZHUHE S P 25 1 B TR
header JSON %}%: JWE f He o A k3 2 — 4> JSON X 4 Wh
encrypted_key FAFH JWE #9)1% % 911 base64url i W i

TE 7 A 25 ¥ H “header” “ protected” #ll “unprotected” i & D HFTE— NS 8L IR X & T
“alg”Mi“enc” KM SHUE . TWE fr¥F kA 19 Sk 3 2 80H TWE St 52 T 08 4 3k 38 2 B0 7 Fir
AN Z A5, “protected”“unprotected”“header” 3k ¥ Z B iy I A L T JOSE 3k &6 .
I MITR A PRI AER . A ZCE AR B JWE £f47 3538 JWE 9145 fk m) & . JWE
A JWE #rik .

i M JSON JF A ik anr

"protected" ;" (integrity-protected shared header contents)",
"unprotected" ; (non-integrity-protected shared header contents) .,
"recipients" ;[

{

"header" ; (per-recipient unprotected header 1 contents) ,

non

"encrypted_key":"{(encrypted key 1 contents)"

"header" ; {per-recipient unprotected header N contents) ,

non

"encrypted_key" :

b

"aad" " (additional authenticated data contents)",

(encrypted key N contents)"

n:_omon

iv".:"(initialization vector contents)",

10
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non

"ciphertext" ;" {ciphertext contents)",

"

"tag":" (authentication tag contents)

}
b) Ak JSON ol iF i .
Jei “F-AE JSON J¥ 4 4k 1 v 25 T3 JH i T3R8 RA — A JWE I #elics . His kT -
{
"protected" ;" (integrity-protected header contents)",
"unprotected" ;: (non-integrity-protected header contents),
"header" ; {more non-integrity-protected header contents),
"encrypted_key":"(encrypted key contents)",
"aad" ;" (additional authenticated data contents)",

n:onmon

iv":"(initialization vector contents)",
n "

"ciphertext" ;" {ciphertext contents)",

"tag":"(authentication tag contents)"

11
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M O A
(ERE
JWE =l

Al &k

AR B SR b T U R R BROR A FH R

AR s B SR ) UTF-8 g,

AR s b BEAL R AR T 16 BEdIE R R .

A B s S TSI s ) 0 TE B T L 4 R IOE ) SM2 RA B Y J S, T 1T base64url Zi i E R .

TE 52 Priz

FH R W B0 ] o R AR R A B A7 A S R B

A.2 EF“SGD_SM2_3”F1“SGD_SM4_CCM”Hy JWE JF 5l 4t 7= 5l

A.2.1

iR

o B R FH“SGD_SM2_ 378 e K B %540, “x5t # sm3” AR RIE 5, “SGD_SM4_CCM” &
N BN AR JWE 28 pad 72 U 45 5
12 5 A A A1 T S 0 B (R e A AR AN S RRAR A1 AT S 00 B i E A .

A22 BWANBH

WMASHATEL TN,

a)

b)
c)
d)

e)

12

fFma % & M: message encryption
16 gEiil R /m R :6D65737361676520656 6372797074696 F6E
JinE BB 5 SGD_SM2_3”
P 25N B3k . “SGD_SM4_CCM”
P E ) SM2 %4
AT JWK 4% 20k s
{
"kty":"EC",
"erv":"sm2p256v1",
"x":"y]xuylugh24nw_VpAMFMP0ZtryQexPUwYhKt790e0]Jw",
"y":"dEK3QylcrFnVjlNlac-Tx_CnkJoXhyBB8Y1Jm-FzKKE"
}
XNy R A 5 ph £ A A AR B T H R AT base64url Zihd .
Bl F B ALEA d:“sNPitpyTsL_kJAG55gVIEUu-9MKR_saPkesvUI5RQMY”,
SM2 JiEA5
1 SM2 B IIEAS base64 b T .
MIIBqjCCAU6gAwIBAgIUMEzO577ZywenFSJMKtKRFFgyNVEwWDAYIKoEczl UBg3UFA
DAIMQswCQYDVQQGEw]JDTiEWMBQGAITUEAwwNU20yX1Jvb3RfVGVzdDAeFw0OyMD
AyMjUwMzQxMjVaFw0zNTAyMjUwMzQxMjVaMB8xCzAJBgNVBAYTAKNOMRAwDg
YDVQQDDAdTTTIgRW5MFkwEwYHKo0ZIZj0CAQYIKoEcz1 UBgi0DQgAEy]xuylugh24n
w/VpAMFMP0ZtryQexPUwYhKt790e0] x0QrdDLVysWdWOU2Vpz5PH8KeQmheHIEH xj
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Umb4XMooaNgMF4wHwYDVR0OjBBgwFoAUqgvWcEhiceHkExasPzhPHSOnevkwHQYDV
ROOBBYEFPmJEyELhHTKVBtn7CEILAGIE/MiMAwGA1UdEWEB/wQCMAAwDgYDVR
0PAQH/BAQDAgQwMAwGCCqBHMIVAYNIBQADSAAwWRQIhAN]JueZ6 FVPM1+3Cuv
N9xs7el TVBJTH5XIfSdAHUtw/yOtAiA74Tgt AAyHNKQ2q3+qlfoClckVZYpHZ+fs9gcG
atYfhA==

A23 itEIRE
A RBERE T NE
a) i SM3 F kit 5 SM2 JiE 45 DER %% 85 1) 4% 25 {8, ¥ 2% 183 {5 #F 17 base64url i i 25 24 .
AnRj74ySDd5C48{UuSnwCYUu7A5E0CfigFeepoz_b9A
by MR N % A A SGD_SM2_3” Fl N 75 fin % 55 12 “ SGD_SM4 _CCM” 4= it fr 47 3k 8 /1 JSON
Z5RE
{
"alg": "SGD_SM2 3",
"enc": "SGD_SM4 CCM",
"x5t#sm3": "AnRj74ySDd5C48fUuSnwCYUu7A5Eo0CfigFeepoz_b9A"
}
JSON 25y iy #4573 i 1] UTE-8 4 hi , 47 base64url Hihty, 2 B PR 3k 38 i b5 oy
eyJhbGciOiJ TRORfU00yXzMiLCJIbmMiOiJ TRORfUO00XONDTSIsIngl dCNzbTMiOiJBblJq
NzRS5UORKNUMOOGZVdVNudONZVXU3QTVFbONmMmaWdGZWVwb3pf{YjlBIn0
o) FEMUSGD_SM4_CCM” 51 iy B 2R, 774 16 A5 R LEL CEK, A AT 16 #E1 RoRh -
DDCCCB861885EFB57ECCAO05ED862AFC7
d) MRHE SM2 B8 . 4 I8 SM2 i 2 5 SR i CEK L N %% 25 R 9847 base64url 4 i, 4 il %
B SC b R
MHgCIEPi3dA4M]JD6CEm75iINVP2rupd7MXCcLU35yxPDR2kfvAiAW9aahxfnY-mJaQWo
UopqzlsRjPJsXj6-w6 BMU2MRapAQgGdx1 XNINpO;LiWIFvPrLbUQ-xY-kLvA-pkfmHB8v
9UMEEMOIBkOYapOiAUCX2K8eU-o
e) FEMR“SGD_SM4_CCM”HE MW H 1k 1) 1 2 25K, 77 A 64 ALp BEALE TV, HAE i ] 16 3F
] #2784 . 3C2E4B85ECAICAS7 HE4T baseb4url 4% J5 - 4 b 4k ] 1 4 5% 4 . PC5LheypxFe
0 B AR R R S B A A RN
eyJhbGciOiJ TRORfU00yXzMiL.CJIbmMiOiJ TRORfUO00XONDTSIsIngl dCNzbTMiOiJBblJq
NzR5UORKNUMOOGZVdVNudONZVXU3QTVFbONmMmaWdGZWVwb3pfYjlBIn0
g) &M SMA4 vk CCM AT il m & AL TV, A F1 CEK XF 48 M AT i .
W I 2% 5 SCRN S AR R 04T base64ur] gif 5
JWE B 4td . UK2 3k2Q3P0yxqx]MMBD6 G
JWE #r&E4if K : 1xyaAMLVoSioY1SIItZH8g
A24 HHER

AR L T B A DR A Sk 3 4 L R 0 S T L 0 B Ak 1] B 4 5 L JWE 85 SC SRS JWE AR 7 G B
i B8 P AR AN TSON R8I 45 SR 4 i an R o

a)

BB

eyJhbGciOiJ TROR{U00yXzMilL.CJ1bmMiOiJ TROR{U000XONDTSIsIngldCNzbTMiOiJBbl] q

NzR5UORKNUMOOGZVdVNudONZVXU3QTVFbONmaWdGZW Vwb3plYjlBIn0. MHgCIEP
13
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b)

13dA4M]JDE6CEm75INVP2rupd7MXCcLU35yxPDR2kfvAiAW9aahxfnY-mJaQWoUopqzlsR;j
PJsXj6-w6 BMU2MRapAQgGdx1XNINpOjLiWIFvPrLbUQ-xY-kLvA-pkfm HB8vOUMEEMO
IBkOYapOiAUCX2K8eU-0.PC5LheypxFe._ UK2_3k2Q3P0yxqx] MMBD6_G.1xyaAMLVoSi
oY1SIltZH8g

JSON JF314L :

{

"protected" : "eyJhbGciOiJ TRORTU00yXzMiLL.CJIbmMiOiJ TROR{fU0O00XONDTSIsIng1dC
NzbTMiOi]BblJgNzZR5UORKNUMOOGZVdVNudONZVXU3QTVFbONmaWdGZWVwb3plY
jIBIn0O",

"encrypted_key":"MHgCIEPi3dA4MJD6CEm75iNVP2rupd7MXCclLU35yxPDR2k{vAi
AW9aahxfnY-mJaQWoUopqzlsRjPJsXj6-w6 BMU2MRapAQgGdx1 XNINpOjLiWIFvPrLLbU
Q-xY-kLvA-pkfmHB8vOUMEEMOIBk0OYapOiAUCX2K8eU-0",

"iv":"PC5LheypxFc",

"ciphertext" ;" UK2 3k2Q3P0yxqxJ]MMBD6 G",

"tag":"1xyaAMLVoSioY1SIltZH8g"

}

A3 EF“SGD_SM2_3”F1“SGD_SM4_GCM” i JWE FF 514k 7= i

A.3.1

1Bt ik

1% Bl JR 78 A FH * SGD_SM2_3 753k K N 4 B “ x5t 8 sm37 K ARPIE 15 . “SGD_SM4_GCM” i
BB NN JTWE A il ik F2 Fn i 45

A32 BWASH
WASEAIELU T WA

14

a)

b)

c)
d

e)

Fm# % & M. message encryption
16 FEHi Fe /R A :6D65737361676520656E6372797074696 F6E
N B Sk “SGD_SM2_3”
2SI 5% . “SGD_SM4_GCM”
HWE 1 SM2 %4
AT JWK 4% 20k F5 «
{
"kty":"EC",
"erv":"sm2p256v1",
"x":"yJxuylugh24nw_VpAMFMP0ZtryQexPUwYhKt790e0]Jw",
"y"."dEK3QylcrFnVjlNlac-Tx_CnkJoXhyBB8Y1]Jm-FzKKE"
}
XNy R AR 8 it £ A AR Y Y HR R AT base64url Zihd .
BE AL d:“sNPitpyTsL_kJAG55gVIEUu-9MKR_saPkesvUISRQMY”,
SM2 iEH45 :
fii F SM2 %55 Ak 45 base64 g unF .
MIIBqjCCAU6gAwIBAgIUMEzO577ZywenFSJMKtKRFFgyNVEwDAYIKoEcz1 UBg3UFA
DAIMQswCQYDVQQGEwW]DT;EWMBQGATUEAwwNU20yX1Jvb3R{VGVzdDAeFwOyMD
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AyMjUwMzQxMjVaFw0zNTAyMjUwMzQxMjVaMB8xCzAJBgNVBAYTAKkNOMRAwDg
YDVQQDDAdTTTIgRW5MFkwEwWYHKo0ZIZj0CAQYIKoEcz1 UBgi0DQgAEy]xuylugh24n
w/VpAMFMP0ZtryQexPUwYhKt790e0] x0QrdDLVysWdWOU2Vpz5PH8KeQmheHIEH xj
Umb4XMooaNgMF4wHwYDVRO0jBBgwFoAUqgvWcEhiceHkExasPzhPHSOnevkwHQYDV
ROOBBYEFPmJEyELhHTKVBtn7CEILAGIE/MiMAwGA1UdEWEB/wQCMAAwDgYDVR
0PAQH/BAQDAgQwMAwGCCqBHMI9VAYNIBQADSAAwWRQIhAN]JueZ6FVPMI1+3Cuv
N9xs7el TVBJ TH5XIfSdHUtw/yOtAiA74Tgt AAyHNKQ2q3+qlfoClckVZYpHZ+{s9gcG
atYThA==

A33 HHEE
HHEBROE TN
a) ffH SM3 kit SM2 iEH5 DER i % 19 4% %3 B 2% 143 {H £ 47 base64url % 1 45 2R Oy
AnRj74ySDd5C48fUuSnwCYUu7 A5EoCfigFeepoz b9 A ;
b) AR A0 % B B SGD_SM2_37 I N 28 AN %5 R “ SGD_SM4_GCM” 4 jl AR 4 Sk 1Y JSON
iR IR
{
"alg":"SGD_SM2_3",
"enc":"SGD_SM4_GCM",
"x5t# sm3":"AnRj74ySDd5C48fUuSnwCYUu7A5EoCfigFeepoz b9A™"
}
JSON 2544 i 4% H3 i 1] UTF-8 i fith . 4T base64url Hifith . A= iy P47 3k B 4 154
eyJhbGciOiJ TRORfU00yXzMiL.CJIbmMiOiJ TRORfU000X0dDTSIsIngl dCNzbTMiOi]JBblJgN
zR5UORKNUMOOGZVdVNudONZVXU3QTVFbONmaWdGZWVwb3pfYjIBIn0
o ZI“SGD_SM4_GCM” I i % 12K .77 8 16 71 B BEHLEL CEKL AT 16 BEfI 7R h -
029C34C2F114E59F8ABSC7DF12B79B42
) HRYE SM2 # L $ IR SM2 i 55 2R i CEK B i % 45 R 54T base64url 4 i , A L%
B SRS
MHgCIBuBvS07jcCnMOZg4mW{Bhah4oEe3hiY YNb7B3xRtEbjAiAwbMORPgluHTK-6uB
vF398gKNbJoRIkkG8wmBSYGcKKQQgSs2ytBO_DsUZ1DvelL7sSCnFCatLNFYGDINSGV
BQ4VdkEEIO5kUtyQeGIl-6 XE6D_rAr4
e) FZM“SGD_SM4_GCM” LI W) Ak il 1 2 JEoR L )™ A 96 (2 i BENLE TV, HAEfEH 16 i
il £ 8 M 405E24 AF23CBE84CB575A285 #E4T base64url 43 )5 , 1 i5 4k 1a] & m 5 H
QF4kryPL6EyldaKF
0 BB A AT SR S RSk T A A . A RIE D
eyJhbGciOiJ TRORfU00yXzMiL.CJIbmMiOi] TRORfU000X0dDTSIsIngldCNzbTMiOiJBblJgN
zR5UORKNUMOOGZVdVNudONZVXU3QTVFEFbONmaWdGZW Vwb3p{YjlBInO
g) i SM4 Bk GCM AT 50 fn & ALl . f ) TV, A Fl CEK X $cdls M #E 47 in % .
W in % 2 SCRSE R AR B AT base64url il 5
JWE B X452~ :ex9LBe] QDo5xIWmFhzd]h7yy
JWE #rE4 1% 4 : PoorThT6qAdIVWUCV]uzQQ
A34 HHER

AR L T B A DR A Sk 0 4 ) L R ) S T L 0 R Ak 1] B 4 5 L JWE B SC GRS L JWE AR 7 G B

15
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it BB P SN AL R TSON JE B4 3430 an T

a)

b)

BB
eyJhbGciOiJ TROR{U00yXzMiLL.CJIbmMiOi] TROR{U000X0dDTSIsIngldCNzbTMiOi]BblJgN

zRSUORKNUMOOGZVdVNudONZVXU3QTVFbONmaWdGZWVwb3pfY;jIBIn0.MHgCIBuB
vS07jcCnMOZgdmW{Bhah4oEe3hiY YNb7B3xRtEbjAiAwbMORPgluHTK-6uBvEF398gKNb
JoRIkkG8wmBSYGcKKQQgSs2ytBO_DsUZ1Dvel.7sSCnFCatLNFYGDIN8GVBQ4 VdJkEEI
05kUtyQeGIl-6 XE6D rAr4.QF4kryPL6EyldaKF.ex9LBe] QDo5xIWmFhzd]Jh7yy.Poor7hT6q
AdIVWUCV]uzQQ

JSON 7514k«

{
"protected" ;" eyJhbGciOi] TRORfU00yXzMiLCJIbmMiOi] TROR{fU000X0dDTSIsIng1dC

NzbTMiOi]JBblJgNzR5UORKNUMOOGZVdVNudONZVXU3QTVFbONmaWdGZWVwb3plY
jIBIn0",
"encrypted_key":"MHgCIBuBvS07jcCnMOZg4dmW{Bhah4oEe3hiYYNb7B3xRtEbjAiAwbM
ORPgluHTK-6uBvEF398gKNbJoRIkkG8wmBSYGcKKQQgSs2ytBO_DsUZ1Dvel.7sSCnFCa
tLNFYGDIN8GVBQ4VdkEEIO5kUtyQeGIl-6 XE6D_rArd",

"iv":"QF4kryPL6EyldaKF",

"ciphertext":"ex9L.Be]QDo5xIWmFhzdJh7yy",

"tag":"Poor7hT6qAdIVWUCV]JuzQQ"

)

A4 EF“SGD_SM2_3"F1“SGD_SM4_CCM” ) JWE &I E 7R

A4

PR 7R T8 (R — A BN i 6 25 TR A ST B e Wi o A SML2 i B0 ok 2 ol P A 1
W 45 A A A SMA X FRE B (il x5t 2 sm3” ke 2 BIAR R A U BOIE S . fETH3Y SM2 Ji % 58
BUE S A# FH SMA 83 CCM 1] 5 B ALl 25 314 8 I 45

Ad2 BWANBH

WMASBALTEL TN,

a)

b)

c)

d)
e)

16

R In# % P& M: message encryption
16 Yt F R :6D65737361676520656E6372797074696F6E
BAN A] S E g AAD:aad data
16 gElFR/m H:6161642064617461
N AR " SGD_SM2_3"
P804 Bk . "SGD_SM4_CCM"
WG 1) SM2 #
fEHIT IWK # 2K FEw .
{
"kty":"EC",

"

crv":"sm2p256v1l",

" non

use":"enc",

"x":"y]xuylugh24nw_VpAMFMP0ZtryQexPUwYhKt790e0]Jw",
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"y":"dEK3QylcrFnVjlNlac-Tx_CnkJoXhyBB8Y1Jm-FzKKE"

}
XNy R R AR 8 £ A AR Y Y HR SR AT base6durl Zihd .
B icE A d il base64url Zihdh .
sNPitpyTsLL_kJAG55gVIEUu-9IMKR_saPkcsvU15RQMY

D A HEE SM2 IES .
i Jl SM2 A IAE S base64 Zifh T .
MIIBqjCCAU6gAwIBAgIUMEzO577ZywenFSJMKtKRFFgyNVEwDAYIKoEcz1 UBg3UFA
DAIMQswCQYDVQQGEw]JDTJEWMBQGAITUEAwwNU20yX1Jvb3RfVGVzdDAeFwOyMD
AyMjUwMzQxMjVaFw0zNTAyMjUwMzQxMjVaMB8xCzA]BgNVBAYTAKNOMRAwDg
YDVQQDDAdTTTIgRW5]MFkwEwYHKo0ZIzj0CAQYIKoEcz1 UBgi0DQgAEyJxuylugh24n
w/VpAMFMP0ZtryQexPUwYhKt790e0] x0QrdDLVysWdWOU2Vpz5PH8KeQmheHIEH xj
Umb4XMooaNgMF4wHwYDVR0OjBBgwFoAUqgvWcEhiceHkExasPzhPHSOnevkwHQYDV
ROOBBYEFPmJEyELhHTKVBtn7CEILAGIE/MiMAwGA1UdEWEB/wQCMAAwDgYDVR
0PAQH/BAQDAgQwMAwGCCqBHMIVAYNIBQADSAAWRQIhAN]JueZ6 FVPM1+3Cuv
N9xs7el TVBJ TH5XIfSdHUtw/yOtAiA74Tgt AAyHNKQ2q3+ qlfoClckVZYpHZ+{s9gcG
atYfhA==

g B IAEENCE R SM2 .
AT WK 4% 2k 05
{

"kty":"EC",

"

crv':"sm2p256v1",
"use":"enc",
"x"."EVIj}XSs9YhjUsHcGOuyVyYbIF8wFQ2wCp9SIBn5292Y",
"y" "2fANOVw]QkGKpGkZRNQfi__ JxIpf2IBs3UDo3MQ5ZXQ"
}
XNy R R AR 9 it £ A AR Y Y HR SR AT base6durl Zid .
B A ICE BT dd £ base64url 4t .
nBy-Ofbm-O0nTdQbPvGyiWY3MR3]V;XzziuOJ4T8gRo
h) BB ZANEENCE R SM2 GIES
i F SM2 B IAE S base64 Hifh N T .
MIIBqzCCAU+gAwIBAgIUQrP4x64Mf+Jagd RUbjlt2NGU8d8wDAYIKoEcz1 UBg3UFAD
AIMQswCQYDVQQGEwWJDTIEWMBQGAIUEAwwNU20yX1Jvb3RfVGVzdDAeFwOyMD
AzMDIxMjA3NTJaFw0zNTAzMDIxMjA3NT]JaMCAxCzAJBgNVBAYTAKNOMREwWDwY
DVQQDDALTTTIgRW5iMjBZMBMGByqGSM49 AgEGCCqBHMIV A YTt AOTABBFSI10rP
WIY1LB3BjrslemGyBfMBUNsAqfUIAZ+ dve22f ANOVw]QkGKpGkZRNQfi/ /] xIpf21Bs3U
Do3MQ5ZXS;YDBeMB8GA1UdIwQYMBaAFKoL1nBIYnHh5BMWrD84Tx0t]3r5 MBOGA1
UdDgQWBBTcsHJ0G94B7iReffFL.T17X5qZUajAMBgNVHRMBA{SEAJAAMA4GA1UdDw
EB/wQEAwWIEMDAMBggqgRzPVQGDAQUAA0gAMEUCIAPx{USG3BKV2mg] VE4nMIIf
124KGIgOKX5Ka70DQYhkAIEATrrtg3gyvSUSEOr34dkMxMRUWmM7v8m1X61.W/bai7 +GYo=

A43 HETTE

R REEUTNE.
17
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a)

b)

c)

d

18

e)

D

g)

M5 SGD_SM4_CCM™ L AR A AR 37 JSON S5F340°F
{
"enc":"SGD _SM4 CCM"

}

JSON 258 i 45 B ffi i) UTF-8 i fih . 47 base64url Gfith , A AR 4 3k 0 G 5 A

eyJIbmMiOi] TRORfU000XONDTSJ9

R4 SGD_SM4 _CCM” 55 12 1y 3 4 LR L 77 4R 256 (o 1Y B AL &% CEK, H (B ] 16 3 il 3=

RN

183931D67B44A69F72950 AE4DBOF2A0D

B — WO A AR BT

D A SM2 A ] SM3 FvETHHHIE 4 DER S i% ) 22 B {8, 4 22 B2 (E 4T baseb4url %
1,25 38 F . AnRj74ySDd5C48fUuSnwCYUu7 A5EoCfigFeepoz b9A

2) AR N B A S AR IR SGD_SM2_3” A iU W TL ORI Sk AR TSON 2549 40 °F -

{
"alg"."SGD_SM2_3",
"x5t#sm3":"AnRj74ySDd5C48fUuSnwCYUu7A5Eo0CfigFeepoz_b9A"
}

3) AR SM2 B IR SM2 I 5k EOR X CEK % % hn % 45 R 9517 base64url 4 i,
A U BH B SR
MHkCICVOQI9b9QgGiIKH1sW5ajNjQR_64xGVI92GeFidDFadOed AiEAjuG47wEyijtZdF
TtQkkQfxw5eO3wROTk2VQ85fj1 XrOEIErOGdVBXTRaQDO0e YEIgXqQ9TGLmxnH
nNN3-hvhRrnyBBALav22M30OtRXivxOn_zHNI

5 AN HWCE ARG BT

D i SM3 535 SM2 1E45 DER 2t (14 2% B8 B A2 3517 baseb4url Fihith , 4528y
filNwzSZ4rSOINKYpo821KYZeIN8bk3uMWANLS8U71qw

2) MR N 2 B SGD_SM2_37 2k AR W JL AR 3k TR JSON Z5 A 4 F
{

"alg"."SGD_SM2_3",
"x5t# sm3": "[ilNwzSZ4rSOINKYpo821KYZeIN8bk3uMWANLSU71qw"
}

3)  AR#E SM2 2B i B SM2 i 5k SR X CEK N %5, hn % 45 R 947 base64url 4,
A B B SO A N
MHkCIC3vpLe7X-DSYOPHSsEpyhxyjZ-ol iZTC8NmNewZTKJ{AIEAzOI4QglyKs7yA
cMmlboUERdAnZ19yy9usrnTyY-VigyUEIE]LyhkgiBDkPlphAffeQmlHLpNevE-PdMvq
CAzKvvRTBBC2bK-R0qOg]mfMpOunlgzO

2 W SGD_SMA_CCM” B3k i) i A 1) B ZHCER L 77 2R 64 AR REPLEL TV, HAE AT 16 BE| 2%

7~ A 3C2E4AB85ECAICAST7 #4T baseb4durl guft J , #1 4R 4k In] = 4w 5 A : AOD6F3C3BE182616

AN TS EE AAD #E4T base64url Zfith , & Ab ] S50 B4 G i : Y WFKIGRhdGE

TR T ) o 2 B 1 T S R A N A= ORISR AR A | | 7L | A T S E A g A

A B1E R ey]IbmMiOiJ TRORfUOOOXONDTS]J9. YWFkIGRhdGE

iz i SM4 1 CCM AT S50 hn &5 AL i 1Y TV VAN CEK X 15 b8 #odls M A7 im & .

K i 23 SO AR A VEAT base64url Fiith )5

JWE 2 9% 8 :nQzvzuKXvNr92Z WWMvT1Q6U
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JWE #4154 : ecbQ8imfdkePMxKowOGg2w
Ad4.4 HHER

AR b T+ 5 0 PR A Sk A 4 i % A 5 S A ) B Al 1] 5 g B L JWE %5 SCH A% JWE B ik g B
fi th JSON FP o4k (2 NN A LR B FF SO 25 R4k -
{

"aad":"YWFkIGRhdGE",

"ciphertext":"nQzvzuKXvNr92Z WWMvT1Q6U",

"iv":"oNbzw74YJhY",

"protected" ; "eyJ1bmMiOi] TRORfU000XONDTSJ9",

"recipients" :[ {"encrypted_key" :"MHKCICVOQ9b9QgGiKH1sW5ajNjQR_64xGV9I2GeFidD
FadOe4 AiIEAjuG47wEyijtZdFTtQkkQfxw5eO3wROTk2VQ85{j1 XrOEIErOGdVBXTRaQDO0OeY
ElgXqQ9TGLmxnHnNN3-hvhRrnyBBALav22M30OtRXivxOn zHNI", "header":{"alg":"SGD_S
M2 3","x5t#sm3":"AnRj74ySDd5C48fUuSnwCYUu7A5Eo0CfigFeepoz_ b9A"}}, {"encrypted_
key":"MHkCIC3vpLe7X-DSYOPHsEpyhxyjZ-ol_iZTC8NmNewZTKJfAIEAzO14QglyKs7yAcM
mlboUERdnZI9yy9usrnTyY-VigyUEIE]LyhkgiBDkPlphAffeQmIHLpNevE-PdMvqCAzKvvRTB
BC2bK-R0qOgJmfMpOunlgzO", "header" : {"alg" :"SGD SM2 3","x5t# sm3":"filNwzSZ4rS09
NKYpo82IKYZe9N8bk3uMWANLIU71qw"}} ],

"tag":"ecbQ8fmfikePMxKowOGg2w"

}

A5 ETF“SGD_SM2_3"F1“SGD_SM4_GCM”Hj JWE £ 4~ it & 'R i
A5.1 #Rik

R 7R T4 [R) — S T IR J5 2 4 T A S A B W AT SIVI2 in 3 B 12 R e ) Jon T A
We 45 A A 9 SMA XS BRG] 6 x5t # sm3” A 73 BIAR R P A ECH BUE 5. 73155 SM2 fin 5e
BUR S AHF SMA B GCM A 4 51 AL i in 2 3 2 25

A5.2 WINBH

WASBAIELUT N
a)  FFhN#%E M:message encryption

16 #EH|F7m K :6D65737361676520656E6372797074696F6E
b)  HiAATSEHEHE AAD aad data

16 HElFmH:6161642064617461
o) INEEARL . "SGD_SM2_3"
& WEMEF L "SGD_SM4_GCM"
e) B MEWCER SM2 .

I IF JWK k2 %5 .

{

"kty":"EC",

"

crv":"sm2p256vl",

non

"
use

"x":"yJxuylugh24nw_VpAMFMP0ZtryQexPUwYhKt790e0]Jw",

"
enc .
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D

g)

h)

A.5.3

"y":"dEK3QylcrFnVjlNlac-Tx_CnkJoXhyBB8Y1Jm-FzKKE"
}
XNy R AR 8 it £ A AR Y Y HR IR AT base64url Zihd .
B CE RS d il base64url Zwhdh .
sNPitpyTsLL_kJAG55gVIEUu-9MKR_saPkcsvU15RQMY
B — A HEIE SM2 HIES
fdi il SM2 %4 Y3IE 45 base64 Z BT .
MIIBqjCCAU6gAwWIBAgIUMEzO577ZywenFSJMKtKRFFgyNVEwDAYIKoEcz1 UBg3UFA
DAIMQswCQYDVQQGEwW]JDT;EWMBQGAITUEAwwNU20yX1Jvb3RfVGVzdDAeFwOyMD
AyMjUwMzQxMjVaFw0zNTAyMjUwMzQxMjVaMB8xCzA]JBgNVBAYTAKNOMRAwDg
YDVQQDDAdTTTIgRW5]MFkwEwYHKo0ZIzj0CAQYIKoEcz1 UBgi0DQgAEy]xuylugh24n
w/VpAMFMP0ZtryQexPUwYhKt790e0]x0QrdDLVysWdWOU2Vpz5PH8KeQmheHIEH xj
Umb4XMooaNgMF4wHwYDVR0OjBBgwFoAUqgvWcEhiceHkExasPzhPHSOnevkwHQYDV
ROOBBYEFPmJEyELhHTKVBtn7CEILAGIE/MiMAwGA1UdEWEB/wQCMAAwDgYDVR
0PAQH/BAQDAgQwMAwGCCqBHMIVAYNIBQADSAAwWRQIhAN]JueZ6 FVPMI1+3Cuv
N9xs7el TVBJ TH5XIfSdHUtw/yOtAiA74Tgt AAyHNKQ2q3+qlfoClckVZYpHZ +1s9gcG
atYfhA==
B ZAMRICE 1 SM2 HH
T JWK Rk £
{

"kty":"EC",

"

crv'":"sm2p256v1",

" non

use";"enc",

"x":"EVIXSs9YhjUsHcGOuyVyYbIF8wFQ2wCp9SIBn5292Y",

"y":"2fANOVw]QkGKpGkZRNQfi__JxIpf2IBs3UDo3MQ5ZXQ"
}
XNy R R AR 9 it £ A AR Y Y HR SR AT base64url Zihd .
5 ZARICE FAEH dd ] base64url Fih o
nBy-Ofbm-O0nTdQbPvGyiWY3MR3]JVjXzziuOJ4T8gRo
5 ZANRICE 1 SM2 IE
i F SM2 A BAIEF base64 il T -
MIIBqzCCAU+gAwIBAgIUQrP4x64Mf+Jagd RUbjlt2NGU8d8wDAYIKoEcz1 UBg3UFAD
AIMQswCQYDVQQGEw]DTJEWMBQGATUEAwwNU20yX1Jvb3RfVGVzdDAeFwOyMD
AzMDIxMjA3NT]JaFw0zNTAzMDIxMjA3NT]aMCAxCzAJBgNVBAYTAKNOMREwWDwY
DVQQDDARTTTIgRW5iMjBZMBMGByqGSM49 AgEGCCqBHMOV A YTt AOTABBESI10rP
WIY1LB3BjrslemGyBfMBUNsAqfUIAZ+ dve22f ANOVw]QkGKpGkZRNQfi/ /] xIpf21Bs3U
Do3MQ5ZXS;YDBeMBS8GA1UdIwQYMBaAFKoLInBIYnHh5BMWrD84Tx0t]3r5 MBOGAL
UdDgQWBBTcsHJ0G94B7iReffFL.T17X5qZUajAMBgNVHRMBASEAJAAMA4GA1UdDw
EB/wQEAwWIEMDAMBggqgRzPVQGDIQUAA0gAMEUCIAPx{USG3BK V2mg] VF4nM/I{1
24KGIgOKX5Ka7ODQYhkAIEATrrtg3gyvSUSEOr3dkMxMRUWmM7v8m1X6L.W/bai7+GYo=

EERE

A BRAFEUTNA.
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a)

b)

c)

d

e)

D

g)
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HRE“SGD_SM4_GCM” B AR AE AR JTSON Z545 4n°F -
{
"enc":"SGD_SM4 GCM"

}

JSON 2548 i 45 B i i) UTF-8 i fith . #E4T base64url Gifith , A PR 4 3k 0 G B Ay

eyJIbmMiOiJ TROR{U000X0dDTSJ9

IR SGD_SM4_GCM” 1.3 11y %% B 25K 7= A 256 A iy B HL A CEK, AR ] 16 #F il o

A :4D2EFA31D1BC99BE2AFA4DDSDISEA363

B — N H W AR OCAE BAH A

D M4 SM2AEAS, ffi il SM3 5k H5E 45 DER 9 i1 (19 2% 22 (8, 44 2% B (H 54T base64url 4
T, 25 8 Fy . AnRj74ySDA5C48fUuSnwCYUu7A5EoC figFeepoz b9A

2) RIS S B AR SGD_SM2_37 A i i e E AR Pk JSON 45 F U F .

{

"alg":"SGD_SM2_3",

"x5t# sm3":"AnR;74ySDd5C48fUuSnwCYUu7A5EoCfigFeepoz b9A"
}

3)  AR#E SM2 ZH 4 IR SM2 N ik R X CEK N %5 o hn %% 45 R 17 base64url 4%,
e L B SO A N
MHoCIQDgzRxlstZez2nk3JJJ7RdsEmAew9uytuvW6hVzT6xKJwIhALZYKS1z271KYN
mRC9exhHmBK] HEw RKvyGBAS8-k6rdBCCZ14wc5aHZGpo70emqgh_fup3e5tHI1Jv6s6
ttrODGH] DwQQu_0iEC3j1xPmXdwW9SpSOg

B AN FRWCE AR BT

D fdi] SM3 5k 15 SM2 IE 45 DER 2 A5 i) 444 (8 B A4 R AT base64url Zifith, 45584 «
filNwzSZ4rSOINKYpo821KYZeIN8bk3uMWANLSU71gw

2) AR I A A " SGD_SM2_3" A R W L AR SL FR Y JSON S5 A F
{

"alg"."SGD_SM2_3",
"x5t# sm3": "filNwzSZ4rSOINKYpo82IKYZeIN8bk3uMWANLEU71qw"
}

3) AR SM2 2B 7 IR SM2 I 5k EOR X CEK % % hin % 45 R 517 base64url 4 i .
M B B R SO TSR
MHoCIQD4dazgtperMhiUv_8G80GIne9dIxu5bSZ3mqR6KemUgjglhAKarINqgw2RgEWK
ZFjz9SS6Ny-ifs8N75UxFLz1 hCiIEnBCBNbe8pDDt4 TmUSWL]Jwi-2AlxbQS6ro-EW_V
O-hBkr-HgQQmGTdu9jbrwgZMxn2M2uRrA

B SGD_SM4_GCM”H1 1 ) iy A 1] 5 22 08K L 77 AR 96 ALy BEALER TV, HAE A ] 16

il #& 78 Ky . D2572C4DIB179C2B0189B251 47 baseb4url 4ifit 5 , W) 4 Ak 17 o 4 % H -

0lesTZsXnCsBibJR

EAN TS G AAD #E4T base64url Zifith , & Ab ] 4 500 B 48 i 15 : Y WFKIGRhdGE

TR T ) o o B 1 T S R A N A= ORISR SR | | 7.7 | AR T S E A g A

A B1E R :ey]IbmMiOiJ TRORfU000X0dDTSJ9.0les TZsXnCsBibJR

iz i SM4 51 GCM ] S5 m & ALl A TV A Fi CEK X 735 % &cdls M A7 In% .

K i 2 SO AR VEAT base64url G5

JWE %5 35 45 : L2SvwwGSYOR-gbN4LVgCPApH
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JWE #5E4i 15 % . ObSyN69IBVRqig] YEOHNrw
A5.4 HHER

AR b T T 00 DR A Sk 3 G A% B BH R SC A L ) IR A 1) i S RS L JWE 2% S0 G 5 JWE R 75 4 B
f th JSON FP o AL 45 R nF -
{

"aad" ;" YWFkIGRhdGE",

"ciphertext" : "L2SvvwGSYOR-gbN4LVgCPApH",

"iv" . "0lesTZsXnCsBibJR",

"protected" ; "eyJIbmMiOi] TRORfU000X0dDTSJ9",

"recipients" ;[

{"encrypted_key" :"MHoCIQDgzRxlstZez2nk3JJJ7RdsEmAew9uytuvW6hVzT6xKJwIhALZ
YKS12271KYNmRC9exhHmBK] HEw_RKvyGBA8-k6rdBCCZ14wc5aHZGpo70emgh_fup3e5tHIJv6
s6ttrODGt]DwQQu_0iEC3j1xPmXdwW9SpSOg", "header": {"alg":"SGD_SM2 3","x5t# sm3":"An
Rj74ySDd5C48fUuSnwCYUu7A5EoCfigFeepoz b9A"}},

{"encrypted key":"MHoCIQD4dazgtperMhiUv_8G80GIne9Ixu5bSZ3mqR6KemUgjglhAKa
rINgw2RqEujKZFjz9SS6Ny-ifs8N75UxFLz1 hCiEnBCBNbe8pDDt4 TmUSWL]Jwi-2 AlxbQS6ro-EW_V
O-hBkr-HgQQmGTdu9jbrwgZMxn2M2uRrA", "header" : {"alg" . "SGD_SM2_3","x5t# sm3" . "filN
wzSZ4rS0INKYpo821KYZeINSbk3uMWANLSU71qw" } } ],

"tag":"ObSyN69IBVRqig] YEOHNrw"
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