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[l

Bl

ARSCPFH I GB/T 1.1 2020€ b AL TAE 0 25 1 580« s v A0 S 19 45 4 RIS 5500000 ) (9 L 7
A,

T TR AR SR LS N A AT RS M L R AR SO B R A LA R AR IR A TEAE

ARSI i AT AR A B 22 By R IR IR T,

AR SO B AT - R 38 AR R BRI AU (R 2 i 28 R A IR W] L A BURC GIE B A7 FR
O T AU SR AR 7 BB e A7 PR 7] o [ B AR SR AT AR AT BRZS 7] AU 503 PR B AT BRZS = (5 B
FHE R A BRAH .

ARSCE L BGR FON SRBEE A AT AR R L SR SR | 5K R BE L 20T L BT ML X At L R T
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X 5T A B IE B HE A e

1 SeHE

ARSCPFRLE T 30 B0 2% SM2 B3 Uk A5 W T4 1L 13 1 A6 S [l A B30 3 1 T A 30 0 0 v 0
TIE 5 07 32 10 o B RO 2 R AN 2 B E L

RSO P 00 W A Al B T A AR L S SM2 B0k 5 B 0 Y R I A T A L 2 i B
i A W L A AGE DN AR W] ] T AR S B8 =0 R R A [ ¢S B g b SM2 BCF IR Y SR RITT &

2 HEMESIAXH

B S R P e SR B RS T S R RS AR S R T A B . e T H G 51 R SC
1 ALz H BT B A9 RR A TS T A SO s AN H BI 5 1R SO He 8 R AR CRL 48 Jir 09 1% ek ) 38 H
A

GB/T 20518 fFRZAHEAR AHAREMKE BFE14

GB/T 32918.2 fRR LA SM2iBIM& A HBHLEDL 6280 BFEREE

GB/T 33560 fgB &4 BN HFRRE

GB/T 35275 fFR&ZAHAR SM2 %G5 P % % 41 BiEE G

GM/T 0016 % fig % A5 BH AL % 65 7 FH 42 11 v

GM/T 0100 A T A B 550 - 28 44 %% 0 o FH 36 R 22K

GM/Z 4001 iSRG

3 RIBIMEX

GM/Z 4001 FtE 0 LA B T H0 AR FE SCiE T A S0,
3.1

SM2 Zf3 &% SM2 cryptographic algorithm

M GB/T 32918.5 & XL H) A HI I H 1k
3.2

H=FIFH digital certificate

WA, HIEBIANEIL (CAOZEXR MU E AT EHBEAEEE AT EH SR EFE A
BOW DL K A5 B — R B 45 0 . #R 2R AN AT 43 A NGRS LA IR A AN A UE A L $— TR ] A3 2 44
UE 5 R e S
3.3

%% digital signature

2 24 3 1 RABH X 197 28 24 B A0 0 i AR B I 25 S iz a5 R HE & 24 8 A ST 36 E . T
BN 25 22 B0 10 S0 B P L2540 5 B A 110 LS RN 28 24 47 R B BT HE A 1
3.4

IEH ET3C  certificate context

— P g A5 A T ORAF ARG IE R R IE R E R EEIAEFEL A TFEH ZELEFER AR
WKy A5 B4
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3.5

IEBE#ER certificate storage

— PR A T T R BRSSP R A AR AIE A S AN [R] 28 B Y UE AT L AR IR S A 6k
XA o7 B AN AMOE SC s R S BAREE LTI T R A AT SC B
3.6

IEH7FfE ETX certificate store context

— P ECE 254 TR AEE A R SCRIE 5 X R %) SKE {5 B . SKF {5 B #§F SKF #2 0 4k ik &
2 NIV B S

iE: SKF H GM/T 0016 & X 4 0 #L3E .

4 GERRIE

T 51 4 W 1 3 A SO

ATA  #ZAUE B 15l (Authority Information Access)
API. Jij FH 4 F2 4% 11 (Application Programming Interface)

CRL . {iF B #44%] 3 (Certificate Revocation List)

DER : 1] #f 5] 4 #5 38 )] ( Distinguished Encoding Rules)

LDAP. % & H #i A (Lightweight Directory Access Protocol)
OCSP: 7E 6 3F F Rk & W31 (Online Certificate Status Protocol)
PEM : [2#A 3% 5 SCAS (Privacy Enhancement Message)

PIN . ™ A &4y iR 5% (Personal Identification Number)

5 RBRRARIEZR

D) B 4% 507 E A5 B 4 F R B AR BORAE R AN 1 PR

SRR P R B S B A . B =5 R

[]

SSFE: O

G B8 Bl H N D

]

SKF#: . SKF#: [

CE e TR TS R B 0D CB e B T4 R SRS B B D
] ]
8 RS -, KRR

B MESREFIEBEAZEONSERRIESR

AR SR B 42 10067 T SCRF SMLZR B35 7 T A 30 WE 4% 268 =07 W JH A SKF 22 1 2 ], N J= i ik
SKEF % 1117 7] 28 i 4% A% B4 5 1208 SMZR BV 0 SE A% L 5% = J7 I A £ {4t 42 11, 52 B 300 0 48 18070k 43
B o HAZ DR XA A R G0 b0 SM2 IR 5 476 5 98 B4 BEAL A . 40 SM2 B0k 15 78 2% o 52
V2G5 0 B0 A vh B A RO SRR L 5 % S % B 17 ) 0 O AR A5 N A R (D00 BE 4% 5 5 =T
AEDRBE M A 2 R4 R G0 4R B SM2 K07 ik 45, I 3R M SM2 By i B 56y SKF £ DR B . A3
PFRLTE A 122 100 LR P 42 100 P2 D CORI) 8 45 F 42 o 7 P4 B o S 5 A SM2 BGIE S L OF HOW R T A B Y
AR S BS 98 F Or e R C iR e Bt



6 HERIASHEXRE

6.1 HEiX#RiR

AR SO A Y R R U SCH I GB/T 33560 $1AT S

6.2 EAHFEXRE

GM/T 0118—2022

AR SO R A R S R L RO B DL 6 1Y AR BT (Big-Endian) 77 sUFF 8 FISS e . AR K 2 1)

JE XN 1 PR,

®1 EAXREEXRD

B3P i i

INTS HIAFT 8 M H

INT16 AAFS 16 [ 85

INT32 A5 32 RLBHL

INT64 HAFS 64 FIBEL

UINTS ToAT5 8 B AL

UINT16 L5 16 hid s

UINT32 TAFS 32 AR

UINT64 TAFS 64 LR

BOOL i /R A Bl TRUE 5§ FALSE

6.3 EEEX

W0l W AR R E ST A B v O B A A U

BOE bR R AT E LN 2 FrR

x2 BEEX

w4 A il &
TRUE 0x00000001 A IR A g A
FALSE 0x00000000 A5 IR AH 9 1R
SSF_CERT ALG _FLAG RSA 0x00000001 RSA i 45
SSF_CERT_ALG_FLAG_SM2 0x00000002 SM2 iE
SSF_CERT_ALG_FLAG OTHER 0x00000004 HAbE P
SSF_CERT_TYPE_SIGN 0x00000001 & AU
SSF_CERT_TYPE_CRYPT 0x00000002 Jin % UE 45
SSF_CERT_VERIFY_FLAG_TIME 0x00000001 6 JIF 5 8] A 30
SSF_CERT_VERIFY_FLAG_CHAIN 0x00000002 IR TIE A5 BE DL 2 25 44
SSF_CERT_VERIFY FLAG CRL 0x00000004 B AiE B 51 %
SSFAPI Windows &4t : stdcall Windows Z& 4t : stdcall ## 7 =

HitRmg . =M Hib &5
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WA A ik
SSF_OCSP_STATE_GOOD 0x00000000 JE 452 1) OCSP R4 iE B
SSF_OCSP_STATE REVOKED 0x00000001 UE A5 8% f 85
SSF_OCSP_STATE_UNKNOWN 0x00000002 WE 5 5 H
SSF_CERT _STATE _GOOD 0x00000000 JEFIE
SSF_CERT_STATE_OUT_TIME 0x00000001 WE AN FE A 50
SSF_CERT_STATE_NO_CHIAN 0x00000002 I ok & IAE Bk
SSF_CERT_STATE_IN CRL 0x00000003 UE A5 85 3 85
SSF_CERT_STATE_INVALID SIGN 0x00000004 U1
SSF_CERT_STATE_FAIL 0x00000005 TIE A5 oAb 4 15
SSF_CERT_CA_ROOT_STORE 0x00000001 WE A5 FE G X AR sl |] CA F7 6 X
SSF_CERT_USER_STORE 0x00000002 UE 377 i XA P A7 i X
SSF_CERT_FIND FLAG_ALG_TYPE 0x00000001 TE A5 2 AR PR L S A
SSF_CERT_FIND _FLAG_USAGE_TYPE 0x00000002 JIE A5 2 $R AR R & 2 A
SSF_CERT_FIND FLAG STORE TYPE 0x00000004 E 5 A5 R AR PUAF i 25 Y
SSF_CERT_FIND FLAG_SUBJECT 0x00000008 TE A5 2 R Aw 1R 3 R
SSF_CERT_FIND FLAG ISSUER 0x00000010 UE A5 2 R bR PR k&

SSF CERT_FIND FLAG PUBKEY 0x00000020 E A5 2 FR AR R 32 U
SSF_CERT_FIND_FLAG_SN 0x00000040 UE 5 25 AR U 51
SSF_CERT_FIND_FLAG_SUBJECT_KEYID | 0x00000080 UE 5 25 4R AR U & % 41 1D
SSF_CERT_FIND _FLAG_ISSUER_KEYID 0x00000100 TE A5 2 AR AN & & %4 1D
SSF_CERT_FIND FLAG_VENDOR 0x00000200 JEB AR AR R P A SO
SSF_CRL_FIND_FLAG_ISSUER 0x00000001 B 4 91 3 A R AR IR &
SSF_CRL_FIND _FLAG_EFFECT_TIME 0x00000002 i B 91) 36 A b TR AR 0 T

6.4 EEHEXRD
6.4.1 EAHE
6.4.1.1 ZEKBFENX

typedef struct _SSF Data

{
UINT32 uilength;
UINTS8 * data;
}SSF_Data;

6.4.1.2 HIEIUHE A
Bs A i 3 pros .
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® 3 HIEDURE

Bl 0 2Rl B &
uiLength UINT32 K B B
data UINTS x i) B E

6.4.2 iFHEM
6.4.2.1 ERBENX

typedef struct _SSF_Certificate Attr
{
SSF Data stCommonName;
SSF_Data stSubject;
SSF Data stlssuers;
SSF_Data stPublicKey;
SSF_Data stSerialNumber;
SSF_Data stSubjectKeylID;
SSF Data stlssuerKeylID;
SSF_Data stSubjectAltNamej;
SSF_Data stVendorData;
SSF_Data stExtKeyUsage;
UINT32 uiCertAlgType;
UINT32 uiCertUsageType;
UINT32 uiVerify;
UINT64 ulNotBefore;
UINT64 ulNotAfter;
}SSF_CertificateAttr;

6.4.2.2 HIBRTUH A
B R k4 Pros .

F 4 HIEmHR
B 1t ER B #IE
stCommonName SSF_ Data #HH 4 M4 GB/T 20518
stSubject SSF_Data Byl M54 GB/T 20518
stlssuer SSF_Data Wik M54 GB/T 20518
stPublicKey SSF_Data INER AT A GB/T 20518
stSerialNumber SSF_Data SiIR= M AF4E GB/T 20518
stSubjectKeyID SSF Data 18 FH # % PR IR M54 GB/T 33560
stlssuerKeyID SSF_Data WL R AR R4 GB/T 33560
stSubjectAltName SSF Data Wi A 3 1) H At 24 B M fF 4 GB/T 20518

(S
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x4 HEIMIR (B

7

A€/ FH =94 B/
stVendorData SSF_Data H A OB M54 GB/T 20518
stExtKeyUsage SSF Data B () AL NFEE GB/T 20518
uiCertAlgType UINT32 TE A3 5L A M4 GB/T 20518
uiCertUsageType UINT32 E 5 % R FF 4 GB/T 20518
uiVerify UINT32 U6 E 45 R M4 GB/T 20518
ulNotBefore UINT64 A s I 1] M4 GB/T 20518
ulNotAfter UINT64 1k B ) M 454 GB/T 20518

6.43 EHEXEM

6.4.3.1 EBFENX

typedef struct SSF_ CertificateFindAttr

{
UINT32 uiFindFlag;
UINT32 uiCertAlgType;
UINT32 uiCertUsageType;
UINT32 uiStoreType;
SSF_Data stSubject;
SSF Data stlssuers;
SSF_Data stPublicKey;
SSF_Data stSerialNumber;
SSF_Data stSubjectKeylD;
SSF Data stlssuerKeylID;
SSF_Data stVendorData;

}SSF_CertificateFindAttr;

6.4.3.2 HIETUH IR
BAE A N 5 PR .
x5 HIEIRE

B4 T Byl =94 /U

B R LT 368 20 422 67 B - 24 22 A b U7 08 1S L 5 A TR 6 B Y T
A 3 A B[R] s
SSF_CERT_FIND FLAG_ALG_TYPE;
SSF_CERT_FIND_FLAG_USAGE_TYPE;
SSF_CERT _FIND_FLAG_STORE_TYPE;
SSF_CERT_FIND_FLAG_SUBJECT;

uiFindFlag UINT32 | #r 4k k7iR - - - -SUBI

SSF_CERT_FIND_FLAG_ISSUER;
SSF_CERT_FIND_FLAG_PUBKEY;
SSF_CERT_FIND_FLAG_SN;
SSF_CERT_FIND FLAG_SUBJECT KEYID;
SSF_CERT_FIND_FLAG_ISSUER _KEYID;
SSF_CERT_FIND _FLAG_VENDOR;
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®5 HIRmRR (20

7

B i sy} =X BIE
uiCertAlgType BUfli: SSF_CERT ALG_FLAG_RSA.SSF_CERT
ALG_FLAG_SM2.SSF_CERT ALG_FLAG_OTHER;
iCertAlgT UINT32 | §iF 550 1 2 A - - - — -
i ertaig Lype A kR 1 uiFindFlag %% T SSF_CERT FIND FLAG ALG TYPE i .4
A5 % AT %L
uiCertUsageType B fli: SSF_ CERT _ TYPE _SIGN, SSF_CERT _
TYPE_CRYPT;
iCertUsageType | UINT32 | iiF 5 i i& -
Hiertisage Lype UL iR 7t uiFindFlag % % T SSF_CERT_FIND_FLAG_USAGE_TYPE i .
AR RITAT L
uiStoreType B fli SSF_CERT _CA_ROOT_STORE.SSF_CERT _
USER_STORE;
iStoreT UINT32 44 - :
toretype fr ik 1 uiFindFlag %% T SSF_CERT_FIND_FLAG_STORE_TYPE i,
AR AR IA KL
-  wiFindFlag %% T SSF_CERT_FIND_FLAG_SUBJECT i,
stSubject SSF Data | 3 i3 #E uiFindFlag 3 1 SSF_ - - -SUBI TR
FIAT R
- wiFindFlag % % T SSF_CERT_FIND FLAG_ISSUER i, 7 %5
stlssuer SSF Data | il &% ﬁ ule g BT - - - - ARRE R
A 3L
 wiFindFlag % % T SSF_CERT_FIND_FLAG_PUBKEY Hf .
stPublicKey SSF Data | N4 ﬁ o 12 g WE T - - - - A
AT 2L
stSerialNumber | SSF_Data | J£ 41 % 1E uiFindFlag 1% % T SSF_CERT_FIND_FLAG_SN i} . 7% 75 $ 77 45 %k
| £ uiFindFlag %% T SSF_CERT_FIND_FLAG_SUBJECT KEYID
stSubjectKeyID |SSF Data BREHHRIR R} N - - - - -
stSubj y _Da {i}:ﬁ%m ﬂ*fT/ Hj‘!ﬁﬁ}k"@iﬁi&
| #¢ uiFindFlag % % T SSF_CERT_FIND_FLAG_ISSUER KEYID
stIssuerKeyID SSF_Data | i & & % 5 b5 0 . , - - - - -
suerhey - L e
iFindFlag % % T SSF_CERT_FIND FLAG VENDOR Hf, 4 7
stVendorData SSF Data | JH P HE X ¥ & uiFindFlag B 1 - - - - TR

A

6.4.4 EBAF

6.4.4.1 FKAEFEX

typedef struct _SSF_CertificateData

{

UINT32 uilength;
UINTS8 x datas

} SSF_CertificateDataj

6.4.4.2 HBTHIK
B WA a2 6 Bk

B4 T B B U
uiLength UINT32 K data K B
data UINTS * & (e
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6.4.5 EFHET

6.4.5.1 EBFENY

typedef struct _SSF_CertificateContext

{

SSF_Certificate Attr stAttr;
SSF_CertificateData stContent;
}SSF_CertificateContext;

6.4.5.2 HIETIHIR

Hn AR 7 s .

R7 HELHER
B 4l T B3] B
stAttr SSF_Certificate Attr &
stContent SSF CertificateData N
6.4.6 SKF &4
6.4.6.1 FEBENX
typedef struct SSF_SKF
{
SSF Data stName;
SSF_Data stPath;
UINT32 uiSignType;
UINT32 uiPinMode;
}SSF_SKF;
6.4.6.2 FEIUH A
R iR R n 3 8 iR .
* 8 IR
B4 1o Byl =94 #E
stName SSF_Data | SKF 42 [ JE 4 fx
) R O 32 ok
stPath SSF Data | SKF %
stPat SSF Data | S B R BE A 64 37 B X B
LTSN

uiSignType | UINT32

0= X5 28 44 Bt i) 20 BRE T R B 40 B 2 A AT & GM/T 0016

LSO 2 BT B2 B O A5G GM/T 0100, 1 IR 28 35 55 T ¢ 7

A N T A B 5 4 4 T 1) T T A e B R B R R B R

2: 37 FF SKF ¥ R E MR 2 24 3 00, 0 iy B0 48 44 3 DR IR S 4
i A RS 5 Sl TR A Y 2 B0 i 28 4 RO I R TR 2 44 O Y 2

B H

TE T 4 41 Kol
[ 2% e (0, ff &
& B I AT SM2
2% 4 WAL B T Ak
S NP U R I VA E
GB/T 32918.2
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® 8 HURmMAR (20

7

K H 51

B
e

X #E

PIN 18545 55 45 5K

0: ¢ b JZ N FH 3 PIN A2 3 SC B AL 36 FH P PIN A 91 fg 5

1. EJE N FAAR A SKF A5 PIN B3 5% $ . b 20 % 05 3% 4 ) mi7e 7 2
B 85 A 36 PIN R HE 568 3 [ A9 28 43 38 3F 47 H P 2500 D Be L 4
WA 2 A B B e BT R A 4 O K

2. %5 SKF ¢ e S 5 X sl S B O, o B A i 4% T 1
i [ SR S50 Ty 3k S 4 0 R AT P S B0 T Rg 0 an B 1 | A
£ H TR 80U Bt 55 4 50 O X

uiPinMode | UINT32

6.4.7 SKF g%k
6.4.7.1 FEBENX

typedef struct _SSF_SKF_NODE

{

SSF_SKF x ptr_data;

struct SSF_SKF NODE x ptr_next;
}SSF_SKF NODE;

6.4.7.2 ¥IETUH IR
BTG ARINZE 9 i,
K9 HIEmH IR

B T B =94
ptr_data SSF_SKF SKF &
. T 455k, M % 95 61 10 5 9 NULL B, % %
ptr_next struct _SSF_SKF _NODE
SKF i & 45H

6.4.8 SKFiFHXM{EE
6.4.8.1 FEBENX

typedef struct _SSF_SKFCertRef
{
SSF Data stSKFName;
SSF Data stDeviceName;
SSF Data stApplicationName;
SSF_Data stContainerName;
} SSF_SKFCertRef;

6.4.8.2 HIETIH A
R i iR 2k 10 Pros
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F 10 HiEDH 4

54 T Ze Ay B
stSKFName SSF_ Data SKF $2 1 4 Fi
stDeviceName SSF Data £ 44 FR
stApplicationName SSF_Data W FH 44 FR
stContainerName SSF_Data K% TR

6.4.9 IERBFEMLETX
6.4.9.1 HEBENX
typedef struct _SSF_StoreContext
{
SSF_CertificateContext stCertContext;
SSF_SKFCertRef stSKFCertRef;
UINT32 uiStoreType;
} SSF_StoreContext;
6.4.9.2 FHIEIH IR
BAPEmG AR MR 11 iR,
F 11 BEIHER
B s I Ay B &
stCertContext SSF_CertificateContext WEPB EF
stSKFCertRef SSF_SKFCertRef SKF ik 45 5t 1 {5 &,
SSE_CERT CA_ROOT STORE;
. UE A3 77 X A AR ol ] CA 77 X
iS T UINT32 e 74 it A Al
uistoretype TR R AP 2R SSF CERT USER STORE,
UE A3 76 XA FH P A7l X

6.4.10 IEHEFELETXH#ER
6.4.10.1 FEEEW

typedef struct _SSF_StoreContext NODE
{

SSF_StoreContext * ptr_data;
struct _SSF_StoreContext NODE * ptr_next;
}SSF_StoreContext. NODE;

6.4.10.2 HIETIH A

KR U AR R 12 R .
10
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x 12 HiEDHIE

o 10 eyl

i
<

ptr_data SSF_StoreContext

TE A7k 1T 3

T —IEF Ak LT SR B %8 B E Y

ptr_next struct _SSF_StoreContext NODE x .
NULL i, 7R IE A5 fFfiff B T SCHE R 45
6.4.11 CRL £#3
6.4.11.1 FEBEFE X

typedef struct _SSF_CRL

{
UINT32 uil.ength;
UINTS8 * data;

} SSF_CRL;

6.4.11.2 EIEIHH iR

Bn s A N2 13 fros

F 13 HIETHRA
B34 35 A =94 &
uil.ength UINT32 KE
data UINTS x {H
6.4.12 CRL %X
6.4.12.1 FEBTENX
typedef struct SSF_CRIL_NODE
{
SSF_CRL * ptr_data;
struct SSF_CRL_NODE x ptr_next;
}SSF_CRIL._NODE;
6.4.12.2 EIBEH A
BT AR N SR 14 PR
F 14 BRI IR
H 4l 1o A A BX &
ptr_data SSF_CRL CRL 18
. =Y , N 74 ‘3‘;‘ 1=} 4 Y )\ L I,
ptr_next struct _SSF_CRL_NODE = F . mE, HHH MK NULL B
F R CRL 4 F 45
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6.4.13 CRL &= B

6.4.13.1 FEBEF X

typedef struct _SSF CRLFindAttr
{

UINT32 uiFindFlag;

SSF Data stlssuer;

SSF_Data stEffectTime;
}SSF_CRLFindAttr;

6.4.13.2 HIBTTH A
BRI AR IR 15 iR,

* 15 BB K
B 10 il X H/IE
BUE A DL B8 30 4% A0 5% . 24 22 A Fn R0 9 % B . 5 hR 1R A7
X VL B T A A R e 1 IR A
uiFindFlag UINT32 AR PR IR f L
SSF_CRL_FIND FLAG_ISSUER;
SSF_CRL_FIND _FLAG_EFFECT_TIME
stlssuer BUH : B &4 0L GB/T 20518;
stlssuer SSF_Data ik 1t uiFindFlag & & 7 SSF_CRL_FIND_ FLAG_ISSUER #f,
AR AR AT 5k
stEffectTime B A #1 8] K . B4R # 20 0L GB/T 20518;
stEffectTime SSF_Data A U 1] 1€ uiFindFlag ¥ % T SSF_CRL_FIND FLAG_EFFECT _
TIME B . A% 25 2 7004 3%

7.1 #fif

AR SO 1 B R AR R SURLAF A GB/T 33560, 85 1R 5 W A4F & B st A (B E .
D0 B 45 50 R A5 B 4 A v S 2 ek LR AR A

a) R AR XA HE O

TIE A5 A7 it XA A 11 52 B0 SML2 JIE 45 K A7 il DX B0 A8 B L A0 3 TR 5 B9 77 Bl A28 L A 4R N B 2 2

e, CRL BUFEAG M2 . & R T e UL Bl i OCSP Ml LDAP $RBULE B AR S F 6.

SM2 ¥k BN 74 GB/T 20518,
b Ul#n

UT #0445 B uE B AR FIE 54 10 .

Hrp

W RAE A4 O S R SM2 IE B IEAE B .
e FEUE A5 45 1 S B /s 22 9K UE A5 e FE A L 1k P B AH B S

c) SKF & O

SKF 45 B 45 1 52 B SKF 75 P YT &% £ 7 0 45 B 2 10 o (0 e W L T 8 5 s
TE P A7 DA LR 11 VU 4 1 SKIF A8 B2 11 = 12 11 R B0 TR A3k 16 i

12
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F: 16 BORFENERE
P45 S B 02K {3
1 SSF_CreateCertCtx BIEEIEAS 1R3¢
2 SSF_FreeCertCtx RERGIE A3 7R 3¢
3 SSF_AddCert TIN5 ) UE 5 77 i X
4 SSF_DelCert MIE 5 £k DX v A Bk TIE 43
5 SSF_ClrAllCert T8 B UE A5 A7 DX b oA s S AL i T A R A
6 SSF_FindStoreCert AEE P 77 i X A A R4S
7 SSF_EnumCert FEIE 5 £ A DX o [ F 43
8 SSF_FreeStoreCertCtx PEHOE B 174 £ F 3¢
9 SSF_FreeStoreCertCtxLink FEHWOUE 1 774 b F SCiE &
10 SSF_CreateCRL A3 CRL X4
11 SSF_FreeCRL Bk CRL X4
12 JE g X | SSF_AddCRL #m CRL FIE A5 77-fi% X
13 HHEHEN SSF_DelCRL DAAIE 45 74 X I B CRL
14 SSF_FindCRL TEIE B X A 8 CRL
15 SSF_EnumCRL TEUE A5 7% X ik J77 CRL
16 SSF_FreeCRLLink Feil CRL £ 3
17 SSF_GetCertStateByOCSP it OCSP K BUE 15k %
18 SSF_GetCertStateByOCSPResponse i3 OCSP i Jb 35 BGIE 45k 74
19 SSF_GetCertStateByCRL it CRL 3K HUIE R 7S
20 SSF_GetCertByLDAP it LDAP $RBGIE 45
21 SSF_GetCRLByLDAP i1 LDAP 3KH CRL
22 SSF_GetCertByHTTP Wit HTTP 75 238 BUF
23 SSF_UpdateChainBy AIA W E AR ATA B0 B 4%
24 SSF_VerifyCert B UEAE 5 A R
25 SSF_ViewCert IR UE S
Ul #0
26 SSF_SelectCert P FEIE
27 SSF_RegisterSKF FEME SKF 24 HL 30 8 i RGBT
28 SKF % 3l SSF_UnregisterSKF MAFRIE E S REABE P RS SKF
29 #A SSF_EnumSKF MO AN R S F G PR B8 SRR 9 SKE
30 SSF_FreeSKFLink B SKF %%

7.2 EREGFHEEEEND

7.2.1 QIBIEBET

PRZLE A UINT32 SSFAPI SSF_CreateCertCtx(const UINTS8 * pCertificate,
UINT32 uiCertificatel.en,SSF_CertificateContext * * ppCertCtx) ;
IRk Qe 1 3.

2 pCertificate

[IN IE N2 E 288 37 #F X509 #% 20, 2 #F PEM Ml DER %
i, 454 GB/T 20518,

13
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uiCertificatelen [INDFHKE,

ppCertCtx LOUT 48 [ UE 45 I F Sk (8 % .
R EM{E ERR_SSF OK. Y .

oA R,

7.22 BMIEHETX

PRAZ R UINT32 SSFAPI SSF_FreeCertCtx(const SSF_CertificateContext * pCertCtx) ;
iRtk BEAGIESS L 3.

2 pCertCtx CINTGE A5 |- F Sc it
R ERR_SSF OK: I,
oAl . R

7.2.3 HRMMIEBEHEPFMHEEX

PRZ R UINT32 SSFAPI SSF_AddCert(const SSF_CertificateContext * pCertCtx,
const SSF_SKFCertRef * pSKFCertRef, UINT32 uiStoreType) ;

e R R INIE 2EBAEE X . 24 uiStoreType Jy SSF_CERT_CA_ROOT_STORE i, 3 A4
HEATE CA A [A]E A5 23 A5 4768 X WIS A ARIE 5 S A 45 110 F 4245 A9 AR TE 43
28 pCertCtx CINJE$ B3,
pSKFCertRef [IN]SKF JEB X MA{E R .
uiStore Type CINE R Ak X AEA# 2, g SSF_CERT_CA_ROOT_STORE &
SSF_CERT_USER_STORE
RE{E ERR_SSF OK: .
HoAlr - FEDRAS

7.2.4  MAE 774 X o BRAE B

PRZE T UINT32 SSFAPI SSF_DelCert(const SSF_StoreContext * pStoreCertCtx) ;
DIREF A MAAIE A5 77 fitf DX 5 48 5 UE5 o

S8 pStoreCertCtx [INBEFHA6E EF 3.
& E{E  ERR_SSF OK. 'R
HoAth ARIRT

7.25 BRIEBFHRPEEXBNAAIES

R BB UINT32 SSFAPI SSF_ClrAllCert(UINT32 uiStoreType) ;
DIReiiR 5 BRIE B AEE X b 48 @ KA R T A e

S8 uiStore Type CINTSIE B A6 X AEAig 2540, S SSF_CERT_CA_ROOT_STORE &,
SSF_CERT USER_STORE
R  ERR _SSF OK. I,
HoAth . R

7.2.6 MEBFHEREKIEH

PRBUR A UINT32 SSFAPI SSF_FindCert(
const SSF_CertificateFindAttr * pCertificateFindAttr,
SSF_StoreContext NODE #* x ppStoreCtxNodeHeader) ;
RES A 7EUE B A7 fiff X P A R IE S
S5 pCertificateFindAttr [IN 2 4% Jm
ppStoreCtxNodeHeader [OUTJ$5 [k 1577 b T SCEER 19465

W =

14
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ZF{E ERR_SSF OK. W) .
HAth . FERN

7.2.7 @HIEHFiEX R EE S

PRBUF A UINT32 SSFAPI SSF_EnumCert(UINT32 uiStoreType,
SSF_StoreContext NODE #* x ppStoreCtxNodeHeader) ;
Ui ee ik #6F 5 A DX bl Dy ik 5 . 8 % R 8, T ARASIE B AR LT SCEE R L IF N e &R 15 IE
PAFAH X 48 B A T A UE S .
S uiStore Type CINE B AEGE X A% 25, SSE_CERT _CA_ROOT _STORE &,
SSF_CERT USER_STORE
ppStoreCtxNodeHeader [ OUT J4§ [a]iiE 5 2 b T S0 R A9 F5 5.
RE{E ERR_SSF_OK: M.
HAth . TR

7.2.8 BHMIEHEFEMHLETX

PRZLE A UINT32 SSFAPI SSF_FreeStoreCertCtx(const SSF_StoreContext * pStoreCertCtx) ;
DIRe A BEHOIE A7 LT SC.

e pStoreCertCtx CINJE A5 A7 b F 3C, RIS 1) UE A5 77 45 49 1 48 4
B E{E ERR_SSF OK. ) .
HoAth - FETRAD

7.29 EBHIEBEFMEETXHEER

R R A UINT32 SSFAPI SSEF_FreeStoreCertCtxLink(
SSF_StoreContext NODE * pStoreCtxNodeHeader) ;
Drfedtiid BEBOE A6 LT SCeER .,
ZH pStoreCtxNodeHeader [IN 45 [a] i 45 A7 fiff b T SCHE R F5 41
RMEfE  ERR_SSF_OK: .
HoAh . R,

7.2.10 f# CRL X%

PR E A UINT32 SSFAPI SSE_CreateCRL(const UINT8 % pCRLData, UINT32 uiCRLDatalen,
SSF_CRL % * ppCRL);
Tiaediif Ald CRL X4,

e pCRLData [INJCRL % . % PEM f1 DER %if5 .
uiCRLDatal.en [IN]JCRL K J .,
ppCRL COUT 48 m CRL X £ 1454t .

ZF{E ERR_SSF OK. )
HoAth . FETREY

7.2.11 FEM CRL &

PR 7 UINT32 SSFAPI SSF_FreeCRL (const SSF_CRL * pCRL)
UIRetiiR B4ty CRL,

ey pCRL [INJCRL %4,
& EfE ERR SSF OK. .

HoAt . BEIRAD .
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7.2.12 H0 CRL BE EE#EK

PR AR UINT32 SSFAPI SSF_AddCRL(const SSF_CRL * pCRL) ;
iBEdE R W CRL FE-BAEA4 X,

28 pCRL [INJCRL %%,
RE{E ERR_SSF_OK: iR
oAy - FEIRTD

7.2.13  MIE$ 7F68 X M Bx CRL

PR HIUR R UINT32 SSFAPI SSF_DelCRL(const SSF_CRL * pCRL) ;
rfediad MR F77 5% XM Bk CRL.

ZH pCRL [INJCRL X} 4.
RIEME  ERR_SSF OK: B
HoAth . TR

7.2.14 FIEBFHEXFEK CRL

R A UINT32 SSFAPI SSF_FindCRL(const SSF_CRLFindAttr * pCRLFindAttr,
SSF_CRL_NODE % % ppNodeHeader) ;
haefliiR MAE 3776 X £ $6 CRL,

SR pCRLFindAttr LIN]#E R m .
ppNodeHeader LOUT J#8 m CRL 8 R MFE %N,
BME  ERR_SSF OK. B .
HoAl - FE IR

7.2.15 FIEBFHEXFiEH CRL

BRB R UINT32 SSFAPI SSF_EnumCRL(SSF_CRL_NODE * * ppNodeHeader) ;
DIREFH IR FEIE BAAE X i 7 CRL, P8 % sR %L, 7T 315 CRL 88 3% , 3 B 23015 & ) CRL,

ZH ppNodeHeader [OUT4E 1) CRL % # 454t .
R EM{E ERR_SSF OK. Y .
HoAth - FETRAY

7.2.16 FE# CRL $E3%

PR JE I UINT32 SSFAPI SSF_FreeCRLLink(SSF_CRL_NODE * pNodeHeader) ;
TiREH A Bt CRL #55% .

SR pNodeHeader [INJ#5 1 CRL % n0454t .
B EfE  ERR SSF_OK. LI
HoA IR

7.2.17 @it OCSP 3k BUE K&

R UINT32 SSFAPI SSF_GetCertStateBy OCSP(
const UINT8 * pOCSPHostURL,UINT32 uiOCSPHostURLLen,
const UINTS8 % pUsrCertificate, UINT32 uiUsrCertificatelen,
const UINT8 % pCACertificate, UINT32 uiCACertificateLLen, UINT32 * puiState) ;
fedid 8t OCSP FRBGE FIRE .
ZH pOCSPHostURL LINJOCSP E#LHhEa F 4L URL,
16
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uiOCSPHostURLLen [INJOCSP E#HLHshE s F 41 URL KB,

pUsrCertificate
uiUsrCertificatelen
pCACertificate

uiCACertificateLen

puiState

R ERR_SSF OK.

HoAt .

CINJH P UEA , 32 #F PEM 1l DER i,

CINJHPIEBKE.

[INJCA UE A5 5 iE 15 N 45, 2 +F PEM fil DER 44,

Mt ACHIEBEERT, B 5 A GB/T 35275,

CINJCA GEAS S E P85 B

LOUTREARIRA BUE N F ¥ 2 —: SSF_OCSP_STATE _GOOD,
SSF_OCSP_STATE REVOKED, SSF_ OCSP _STATE _
UNKNOWN,

B

FETRET

7.2.18 i@3E OCSP M Kz 35 BUGE Bk 75

PRZL T UINT32 SSFAPI SSE_ GetCertStateByOCSPResponse(const UINT8 * pUsrCertificate,
UINT32 uiUsrCertificatelen, const UINT8 % pOCSPResponse, UINT32 uiOCSPRe-
sponselLen, UINT32 x puiState) ;

T RE ik
OCSP 1 )i ,

S5 pUsrCertificate
uiUsrCertificatelen
pOCSPResponse
uiOCSPResponsel.en
puiState

B ERR_SSF_OK.

7.2.19

LY

18

HoAt .

¥ CRL X BUEBIRE

i i g A OCSP mi iz 3R BCUE otk &5 . il an k OCSP 2% 4T COCSP Stapling) 128 U

CINJH FHEAS , 32 4F PEM Fll DER 45,

CINTH P E B R,
CINIDER %ifi3 OCSP i Ji 4 %5 .
CINJOCSP 1 )i £ JiE

LOUTREARIRA BUE N F ¥ 2 —: SSF_OCSP_STATE _GOOD,
SSF_OCSP STATE REVOKED.SSF_OCSP_STATE
UNKNOWN,

B .

FETRES

PR A UINT32 SSFAPI SSEF_GetCertStateByCRL(
const UINTS8 « pCertificate, UINT32 uiCertificatel.en,
const UINTS8 % pCRLData,UINT32 uiCRLDatal.en, UINT32 % puiState);

CINTH P EF . 38 PEM Hil DER %ifid
CINJH P IEB K,

[INJCRL %, %+ PEM il DER %if5 .
[INJCRL K.

e Wt CRL ARBGEFBIRE .
ZH pCertificate
uiCertificateLen
pCRLData
uiCRLDatal.en
puiState

EEE  ERR_SSF_OK.

7.2.20

LY

B

HoAth .
& LDAP 3% BUE B

LOUT [EARZE BUE R F 52— SSF_CERT_STATE _GOOD,
SSF_CERT_STATE OUT_TIME,SSF_CERT _ STATE _
NO_CHIAN,SSF_CERT_STATE IN_CRL.SSF_CERT _
STATE INVALID SIGN.SSF CERT STATE FAIL,

I

R,

BB JE A UINT32 SSFAPI SSF_GetCertByLDAP(
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const UINTS8 % pLDAPHostURL,UINT32 uiLDAPHostURLLen,
const UINT8 % pQueryDN,UINT32 uiQueryDNLen,
const UINT8 x pOutCertificate, UINT32 * puiOutCertificatelen) ;
iRtk Wit LDAP J5 2R BUIE S
%% pLDAPHostURL [INJLDAP £ HLH Ak P %
uiLDAPHostURLLen [IN]JLDAP E#HLHHEK)F

pQueryDN [IN]DER 4@tk DN,
uiQueryDNLen [IN]JEF DN K JFF
pOutCertificate [OUT ]DER %t 3iE 5 .

puiOutCertificateLen [IN/OUT J45 o] iE F K & 38 51 s ABF R pOutCertificate
S0P X AR B IS A E S A SE PR K
R ERR_SSF OK. A .
HoAlh . FE TR

7.2.21 i#it LDAP 3% BUE H 3 M A CRL

PR E A UINT32 SSFAPI SSF_GetCRLByLDAP(
const UINTS8 % pLDAPHostURL,UINT32 uiLDAPHostURLLen,
const UINTS8 x pCertificate, UINT32 uiCertificatel.en,
const UINTS8 % pCRLData,UINT32 % puiCRLDatal.en) ;

DR id Wt LDAP J7 AR BGIE A3 X5 W 1) CRL,

ZH pLDAPHostURL [INJLDAP FE#LHbHE %5 .
uiLDAPHostURLLen [IN]JLDAP F#LHHE

pCertificate LINEF , ¥ #F PEM f1 DER if4 .
uiCertificatelen [INJERKE,
pCRLData [OUT]DER %t CRL H %,
puiCRLDatalen LIN/OUT 45 ) CRL K B B9 45 £ . g A B2 pCRLData 2 pff [X
B BE i S CRL N 25 B9 S bR B,
BEME  ERR_SSF OK: IR
HoAth - FETRAY

7.2.22 @yt HTTP 3R EUEH

PR R A UINT32 SSFAPI SSE_ GetCertByHTTP (const UINT8 % pHTTPURL, UINT32 uiHTT-
PURLLen,const UINT8 % pOutCertificate, UINT32 % puiOutCertificatelLen) ;
Draesiid Wt HTTP 77 AR BGIEAS .

SR pHTTPURL CINJHTTP Hisik N %5
wiHTTPURLLen [INJHTTP Huhik 2 .
pOutCertificate [OUT]DER %5 5.

puiOutCertificateLLen [IN/OUT |48 [a] 9iF & F B8 41, %y A Bt A pOutCertificate
S i K 8 0 00 9B 1

REME  ERR_SSF_OK. B
oAt . FERAY

7.2.23 BiLiEH AIA EFTIEH &

R R A UINT32 SSFAPI SSEF_UpdateChainBy ATA (
const UINTS8 x pCertificate, UINT32 uiCertificatelLen) ;
Dyagdtid 8ok i AGEB 0 ATA 7 B IR B EE 300 . X TARYE ATA {5 B4R B IE 15 75 250 30E
18



AR EETIEBIE L.
[INJEH, 74 PEM il DER 445 .

B8 pCertificate
uiCertificateLen
R EME  ERR_SSF OK:
HoAth .
7.2.24 EFE B

CINTEF KB
R
FERAG .

PRZLE T UINT32 SSFAPI SSF_VerifyCert(
UINT32 uiFlag,const UINT8 =« pCertificate, UINT32 uiCertificateLen) ;

Dyfediig

24

i[9 {EL

7.3 UIL#0O

7.3.1

uiFlag

pCertificate
uiCertificatelen
ERR_SSF OK.:
HoAlh -

ERIER

M A AT SO A E S 56 R W 56 A A

GM/T 0118—2022

CIN 53R L 4 B IR A5 46 E 5wt

W X SSF_CERT_VERIFY_FLAG_XXX

B Wk 2

CINTEF N % %+ PEM #l DER 4if4 .
CINJEF K B

W

BEDRED

PR R A UINT32 SSFAPI SSE_ViewCert(const UINTS  pCertificate, UINT32 uiCertificatelen) ;
iRtk BoniEds .

ZH pCertificate LIN 5 AUEH N A . X £ PEM fll DER 2§15,
uiCertificateLen [INJ#EI AE P NAEKE.
iR [ ERR_SSF_(’)K: .
REs xﬁﬁﬂtrﬂ%&t ﬁuﬂﬁﬁ,ﬁ%{m B % Windows IE 4 s, S0 4% 2 HE B 4% s, I
BN UEFEE AT I IE A FEIE A S E IE A AW SIS IR B R E E X
E‘J OID i EFH B, B R E e 2 fras, He UL XK TR JE 8 1E R 4
B AN [ A5CRE 7 385 B .
Eiaw = EiEs = EEs >
xHE wEme EBRE i HERE  FhME R WERR IPHEE
5 =] G-Hufém
—_—— B SRS ‘ ) e
FH i o ’
ERNR. L] 2020-08-09 14:2 102 o
PEE  CNsserversign
w4 04 E2 DE 86 4A 62 FF B9 E4 CC D
EWAE Dvg-ulS»qnuue Nen Repudiafi..
EMEE  Digital Si , Mon Repudiati_ ~ |
et REREsERERE RS :
maa o Erymemzcnnmawes ||| —
WHME 200 7-06-20 W 2020-04-0% j:: ,5,3 :: : g el B I S A b f:::;'
WRERD... SERREE MMEN .. MR, .. |
TREFMEEe TREFNSERANPSAS TREFNENES AN
(L T L
K2 EEERFA®

19
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7.3.2 EHIES
PRE R A UINT32 SSFAPI SSF_SelectCert(
const SSF_CertificateFindAttr * pCertificateFindAttr,
SSF_StoreContext * % ppStoreCertCtx) ;
e R MOIE A3 776 XA R UE P
=R pCertificateFindAttr [ IN |2 3% J& 14

ppStoreCertCtx LOUT 46 ] JH P e B A UE A5 76 L T ST 85

&M ERR_SSF_OK: .
Hofty « FE R

#E SR FH BH 2458 2o KA AR P R AR SR BOHT P 8 4% ) B3 5 LAIE A3 7 6 18 SCHY
B 3R [l

7.4 SKF &m#O
7.4.1 EB SKF BIAMEEX W RFZINEH

BRI UINT32 SSFAPI SSF_RegisterSKF (const SSF_SKF * pSKF) ;
UifediiR ¥ SKF FEMRIA MG E X RGEHEE .

28 pSKF [INJSKF %t4,
REE ERR_SSF_OK: .
oAl - FERAG

¥

G RO S I SKE VEMEIA L S R SR, SCIL0 R LI B,
7.4.2 MAKETE X R GG TR SKF

R R A UINT32 SSFAPI SSEF_UnregisterSKF (const SSF_SKEF * pSKF) ;
TR ¥ SKF WA & LI RGBT i .

ey pSKF [INJSKF %% .
&M ERR_SSF OK. .
HoAl . IR,

7.4.3 MEARHEE XK RFIFEXFH SKF

PR BB UINT32 SSFAPI SSF_EnumSKF(SSF_SKF NODE * » ppNodeHeader) ;
DIfediiR Mo AR & L) REA R SKF,
e ppNodeHeader SKF  [OUT Jig [nl 4§ [7] SKF % 3% () 45 £
R  ERR_SSF_OK. P
HoAth . IR,

7.4.4 ¥EH SKF $#E R

R E R UINT32 SSFAPI SSF_FreeSKFLink(SSF_SKF NODE # pNodeHeader) ;
DIREH IR B SKF 4%,

ZH pNodeHeader [IN 485 SKF % 1364t
RE{E  ERR_SSF OK: .
HoAl FEIRA

7.5 EHEHM#EOMCHXER

XFF GM/T 0019, H 32 %8 [ A e i 1 58— 565 00 IR 55 42 11 1 % 05 12 55 J2= R SE 2= 2 B3k 43 A A ik
20
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FINUE A5 B AL P o 4 1 A 1] 73 A 25 10 P 7 0 A 55 oK% b ) ) B AR 55 34 R e 1 Sy B AR £ i

fih 27 A AR T oK Ll At 4 —
XFF GM/T 0020, H5E v F Wi FH 2R 45 Fl

TR 5 O IE RS B AP S8 B A i 7
g o) T A R 542 11 ﬁﬁﬁﬁﬁ%ﬁﬁ%ﬂlﬁ%%EIﬂFFJ?FEF“E‘J%‘ﬁ%ﬁ%ifﬂﬁﬁiE@%‘ﬁ%i%%ﬂ%@ﬂﬁ%ﬂf

X T AR AR

LR 5 B B R B A O A T 0 BE 4% 15 58 =7 It

F1% 5 5 IO 4 11 081 RV ) 3 ) 35 i 552 B RS 1) %86 1) ds R R 8 A 1R A
T 0 A 55 42 11 22 1) 1] 7 FH )2 AR AR IR 15 15 B A L2
PR AT i G I 55 o K L AR A A e 55 3 oK

fiE DL B M AE 2 i

BAE R GE LR F SM2 BUFiE 5, IR S SM2 BUFiE B A5G SKEF #2115 &

1E LR R e P, T84 pR A
Tt hAppHandle 4 5 4 3C 1 oh Jo 7 46 i
SSF_GetCertStateByCRL 2 O f#i A puiState 2803 [0l 3k LAY IR 25, GM/T 0019 38 i

BORA . 4% GM/T 0019 Ry pRELSN R 1K 17 FiR,

£ 17 EBXGM/T0019 &

YT GM/T 0019, HFZXGNET £ GM/T 0019 HE 0S5
E AW X T A SC A SSF_GetCertStateByOCSP il

PR IR [ {EL 2K

UINT32 uiQueryDNLen,
const UINTS8 x pOutCert,
UINT32 * puiOutCertlen) ;

A= s GM/T 0019
int SAF_AddCRI(
1 UINT32 SSFAPI SSF_AddCRI.( void * hAppHandle,
const SSF_CRL * pCRL); unsignedchar * pucDerCrl,
UINT32 uiDerCrlLen) ;
UINT32 SSFAPI o o . o
I . int SAF_GetCertificateStateByOCSP(
SSE_GetCertStateByOCSP( .
. void * hAppHandle,
const UINT8 x pOCSPHostURL.,
L BYTE % pcOcspHostURL,
UINT32 uiOCSPHostURLLen, .
o UINT32 uiOcspHostURLLen,
2 const UINT8 * pUsrCertificate, <
. o BYTE * pucUsrCertificate,
UINT32 uiUsrCertificatelen, . R
. . UINT32 uiUsrCertificateLen,
const UINT8 % pCACertificate, o e
"~ A~ BYTE % pucCACertificate,
UINT32 uiCACertificatelen, o
N UINT32 uiCACertificateLen) ;
UINT32 x* puiState) ;
UINT32 SSFAPI R o .
e . int SAF_VerifyCertificateByCrl(
SSF_GetCertStateByCRI.( .
. void * hAppHandle,
const UINT8 x pCert, <
. BYTE % pucUsrCertificate,
3 UINT32 uiCertlen, . <
. UINT32 uiUsrCertificatelen,
const UINT8 % pCRLData, . .
A unsignedchar % pucDerCrl,
UINT32 uiCRLDatal.en, i . .
. UINT32 uiDerCrlLen) ;
UINT32 % puiState) ;
int SAF_GetCertFromldap(
UINT32 SSFAPI SSF_GetCertByL.DAP( - P
void * hAppHandle.
const UINT8 x pLDAPHostURL,
. char % pcl.dapHostURL,
UINT32 uiLDAPHostURLLen, - .
) UINT32 uilLdapHostURLLen,
4 const UINT8 * pQueryDN,

BYTE % pucQueryDN,
UINT32 uiQueryDNLen,
BYTE % pucOutCert,
UINT32 % puiOutCertlen) ;

[S2]

UINT32 SSFAPI SSF_GetCRLByLLDAP(
const UINT8 * pLDAPHostURL,
UINT32 uiLDAPHostURLLen,

const UINTS8 * pCertificate,

UINT32 uiCertificatel.en,

const UINT8 % pCRLData,

UINT32 * puiCRLDatal.en) ;

int SAF_GetCrlFromLdap (
void * hAppHandle,

char % pcL.dapHostURL,
UINT32 uiLdapHostURLLen,
BYTE * pucCertificate,
UINT32 uiCertificatelen,
BYTE * pucCrlData,
UINT32 * puiCrlDatal.en) ;

21
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M R A
(B
B 1R A E X F0 st AR
BRI SCRIBT AN AT B
R A1 BIREEE X iR

AR il AH 1t 1A
ERR_SSF_OK 0 )
ERR_SSF_BASE 0xF0010000 AE IR e R
ERR_SSF_DLL_PATH 0xF0010001 3R B BRI B M il 5% g
ERR_SSF NO_APP 0xF0010002 A N
ERR_SSF CREATE STORE 0xF0010003 B EE A7 X2
ERR_SSF_OPEN_STORE 0xF0010004 FT I A X 2 g
ERR_SSF_NO_CERT_CHAIN 0xF0010005 BEAUE A B
ERR_SSF _EXPORT PUK 0xF0010006 TR I
ERR_SSF_VERIFY CERT 0xF0010007 B iEE 15 4% 4 4%
ERR_SSF_VERIFY_TIME 0xF0010008 5 E G 5 AT A8 2k e
ERR_SSF_INVAILD CERT 0xF0010009 E | ST S (BT bE i g R
ERR_SSF_CREATE_CERT_CONTEXT 0xF001000A B EIE A B F Sk
ERR_SSF_ADD_CERT 0xF001000B WINIEF BT Sc e g
ERR_SSF DELETE CERT 0xF001000C B I 45 TR Sk K
ERR_SSF_ADD_CERT_TO_STORE 0xF001000D IR INAE A5 30 5 77 i X2 W
ERR_SSF_DEL_CERT_FROM_STORE 0xF001000E MAUE 45 774 DX B E 45 25 1K
ERR_SSF_NO_RIGHT 0xF001000F WA AR
ERR_SSF SET CERT_CONTEXT_PROPERTY | 0xF0010010 WOE R M A
ERR_SSF NO_MEM 0xF0010011 WIEAR R
ERR_SSF_BUFFER_TOO_SMALL 0xF0010012 B XN R
ERR_SSF_INVALID ARG 0xF0010013 SR R
ERR_SSF_NO_CERT 0xF0010014 A EE
ERR_SSF_PARSE CRL 0xF0010015 CRL i #7 2& ik
ERR_SSF_ADD_CRL 0xF0010016 i CRL 2k ik
ERR_SSF_DELETE_CRL 0xF0010017 MK CRL 20K
ERR_SSF_REGISTERSKF 0xF0010018 B SKF 2 it
ERR_SSF_UNREGISTERSKF 0xF0010019 44 SKF 2 i
ERR_SSF_USERCANCEL 0xF0010020 FH P 38 T “BONHe s
ERR_SSF_GENERAL FAIL 0xFO01FFFF i R
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Mt & B
(ER
{3 2 #05E 2 O B9 61 72

B.1 Mt SKF WU RiE B 6%

A5 451 A S BAE 5 1T L A 5B ) B (9 SSF 422 114 : SSF_RegisterSKF ,SSF_AddCert,
A S AR
a) (M SKF
b)  EHL SKF LA K& SKF 42 F s iR 9 0E 15 5
o UL
# define STORE _TYPE USER 2
int testdemo()
{
UINT32 uiRet = 0;
SSF _Data stName = {strlen("SKFName"), (UINTS8 % )"SKFName"}; // &
SSF_Data stPath = {strlen("c:\\SKFName.dll"), (UINTS8 % )"c:\\SKFName.dll" }; // &
//Linux F1E F=#:4/E 24 SKF &4~ usr/lib/libSKFName.so
SSF_SKF pSKF = { stName, stPath, 0, 0};
SSF_SKFCertRef % pSKFCertRef =NULL;
SSF_StoreContext NODE % header = NULL;
SSF CertificateContext % pCertCtx =NULL;
SSF_CertificateFindAttr * pCertificateFindAttr = NULL;

// Lo A Tk BN B R ge v
//1.1 TN SKF #:0
uiRet = SSF_RegisterSKF (&.pSKF) ;
if (ERR_SSF OK ! = uiRet)
{
return uiRet;
b //1.2 44 SKF 5 B, sh & 4% SKF # 1 J% LoadLibrary X dlopen
HINSTANCE ghlnst = DEV_LoadLibrary("c:\\SKFName.dll");
if (! ghlnst)

{
uiRet = ERR_SSF DLL PATH;
return uiRet;

}

while (1)

{

//1.3 #g2& SKF Xif Jij i)E 5
//i8 3t SKF 322 0 £ T 3R BGE 35, B stCertCtx, stSKFCertRef 254
//stCertCtx 45k SSF_CertificateContext,
//typedef struct _SSF_CertificateContext
/ /4
//SSF_CertificateAttr stAttr;
23
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//SSF_CertificateData stContent;
//}SSF_CertificateContext;

//HH stAttr,stContent 76 SKF ZRBGIE S f& » AT RABRIBOG R P %5 .
//stSKFCertRef R 45#y{& SSF_SKFCertRef, 5 ¥ {& th

// typedef struct _SSF_SKFCertRef

/74

//  SSF _Data stSKFName;

// SSF _Data stDeviceName;

// SSF_Data stApplicationName;

//  SSF_Data stContainerName;
//}SSF_SKFCertRef . #f 1] LLil i SKF 2 3R If PR 17

/)14 K Moz B B UE A5 A7 il BI0UE A3 A7 A X

uiRet = SSF_AddCert(pCertCtx,pSKFCertRef, STORE_TYPE_USER);
if (ERR_SSF_OK ! = uiRet)

{

return uiRet;

// FABAEAS b B L B A IE AR R

//
[/ H A B IR

//1.5 #ik4E SKF {5 B, B it SKF 42 1 &
Dev_Freel.ibrary(ghlnst) ;

return uiRet;

ALY T AR AR & an &l B.1 Fros .

C ¢ )

VN SKF{E 2

i

A INEL SKF

!
BRI BT
1

PRI BE 1577 i X
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PR SKF P
1

( R )

B.1 IT{EimEHE
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B.2 SKF 3L ¢t

AR E LT SKF 42 1) R B85S £ 2880, DL R B8R 5T A8 S i e B, /s AR RS an R
typedefl ULONG(DEVAPI * pSKF_RSASignData) (HCONTAINER hContainer, BYTE * ph-
Data, ULONGulDatal.en, BYTE % pbSignature, ULONG * pulSignlen);
/ /7 B AR B SKF ek B8 5175 5 X
#if defined(WINDOWS) || defined(WIN32)
# else
# include <dlfcn.h>
typedef void * HINSTANCE;
# define GetProcAddress dlsym
# endif
# define FUNC_NAME_DECLARE (FUNC_NAME_PREFIX, FUNC_NAME.FUNC_NAME_
SUFFIX) \
pSKF_# £ FUNC_NAME FUNC_NAME_PREFIX £ # FUNC_NAME £ # FUNC_NAME_
SUFFIX=NULL
# define FUNC _NAME INIT (FUNC NAME PREFIX, FUNC NAME, FUNC NAME
SUFFIX) (FUNC NAME PREFIX# # FUNC NAME # £ FUNC_NAME SUFFIX) = (pSKF_#
# FUNC_NAME)GetProcAddress(ghlnst,"SKF_"# FUNC NAME); \
if(NULL == FUNC_NAME PREFIX# £ FUNC NAME# # FUNC NAME SUFFIX) \
A\
ulRet = ERR_SSF DLL_PATH; \
goto err; \
M\
else \
A\
}

B.3 iR SKF ZhisE

A E LT SKF B8 PEAEARR RGN M B AR . RS F .
HINSTANCE DEV_LoadLibrary(char * pszDIlPath)
{
HINSTANCE ghlnst = NULL;
if (NULL == ghlnst)
{
#if defined(WINDOWS) || defined(WIN32)
ghlnst = LoadLibraryA(pszDIlIPath) ;
# else
ghlnst = dlopen(pszDIlPath, RTLD LAZY);
# endif
}
return ghlnst;
}
void DEV_FreeLibrary(HINSTANCE ghlnst)
{
#if defined(WINDOWS) || defined(WIN32)
FreeLibrary(ghlnst) ;
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£ else
dlclose(ghlInst)

# endif

}

B.4 {EHER

AR B, T A F AT A AE At Db & A G R A5 09 08 I AR L A 401 B2 ] 3 9 SSFE R A : SSF_
EnumCert,SSF_FindCert,SSF_ FreeStoreCertCtxLink,
AR A 2 g SKE #: 1 A : SKE_VerifyPIN,SKF_GetContainer Type,SKF_ExportPublicKey.
SKF _Digestlnit \SKF_Digest,SKF_ECCSignData,SKF_RSASignData,
A5 i S B AE N
a) M (EHOUE
by AERAE
o) BEHCIE R AAAE B SCEER .
N7 KRV LRI A
int testdemo2(char * pszPIN, ULONG * puiRetryCount)
{
UINT32 uiRet = 0;
SSF_StoreContext NODE  x header = NULL;
SSF_CertificateFindAttr * pCertificateFindAttr = NULL;
UINT32 ulContainerType; //Z&#s 2K
HAPPLICATION hAPP = NULL; //M HBIHA
HCONTAINER hCon = NULL; //Z&#sm]HH
int uiSignType; //Z KA
//
// 2.8 FHE S
/PR g A — R BOIE 5 LA B AT UE 45, 2 AR 4 A5 1 A 4R E 1S
//2.1 Mz A RS
uiRet = SSF_EnumCert(STORE_TYPE_USER, &.header);
if (ERR_SSF_OK | = uiRet)
{

return uiRet;

}

//2.2 R4 SR AR A AT

uiRet = SSF_FindCert(pCertificateFindAttr, &header);

if (ERR_SSF_OK | = uiRet)

{
return uiRet;

}

if (NULL ! = header)

{
//2.3 $RE)FH P B IEAS L AR 38 UE A3 AR BGIE 5 A R SKF 4845 &
//header->>ptr data->>stCertCtx; //IEPE B
//header->ptr_data->stSKFCertRef; //SKF g &,
//2.4 i SKF {5 2, sh &5 m#k SKF 42 0 f
//2.5 ¥ SKF $: 0, 3T F 0 (SKF_OpenApplication) F1 %5 #% (SKF_OpenContainer)
/AR DR S 2 44 0 A A

26
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// W H SKF_VerifyPIN
// 0, brifE PIN &% fd
/)1 e WAL S PIN #2101
// 2, PIN JoRL A 75 98 AL 55 PIN $: 0
// P SKF_GetContainerType 3R BUA #5250, UL 44 1&
if (2 == ulContainerType) // SM2 &4,
{
if (0 == uiSignType) // % Hash %44
{
// V8 SKF_ECCSignData % % , £t 1545 1%
}
else if (1 == uiSignType) // X}JE &4
{
// WA GM/T 0100 & X #) SKFE_SignData #4725 44 , AA5% 4 g

}
else // RSA %%
{
// V8 SKF_RSASignData %5 44 , ft 15 45 s

}
//2.6 W SKF 4% 1, S22 44 (SKF_ECCSignData)
SSF_FreeStoreCertCtxLink( &-header) ;
// HABTE PERET....
//2.7 #45 SKF {5 B, Bt SKF 42 1 2
return uiRet;
}
AR TAE R R B a0 B.2 frk,
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