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CSP i 4% i 45 45 i # ( Cryprographic Service Provider)

DER : 0] [X 43 4% %5 8 W ( Distinguished Encoding Rules)

ECB.: i F# B4 ( Electronic Code Book)

IV ¥ i {k 0] Bk Cinitialization vector)

LDAP #8594 H s 3 o] i  Lightweight Directory Acecess Protocol)
MAC ;i £ % 5173 ( Message Authentication Code)

OCSP: fELRE B B B ( Online Certificate Status Protocol)

OID: & SR FF (Object Identifier)

RSA ; k% ¥ in 8 35 i ( Rivest-Shamir-Adleman Algorithm)

5 il ¥ A0 PR 5 4 O 2

5.1 BAFEERSENELAHEDERAEAGRERTMUR

O 0 W 0 P AR A R HE ek 1 DU L 2K R S AR L T S DR Ll 4
HAET6 S 6 R 55 A . A P 0 I A 4 00 T T S 0 1 D S e R R % g Y
5 T MR 95 22 R0 07 FHD U2 B O 30 45 BT A 15 A IE (5 B 00 P HE 8 PR B AT 5 DA 1l PH % 5 IR 5 8 1
V2 17 PR 95 605 R 9 1 SR A A Ay L 4 o R ) 4 S 480 1 R il S — ) W W A5 1 PR A 10 R )
%18 i 9 L0 Y 5 B9 0 S0 0 65 5RO L O H 9 0 IR AT 20 01 5 0 FE B R HE 42 09 0 6 R 0 O R
GM/T 00942020 AY% 4 3%,

5.2 il FI W0 AR %5 1 O 48 AL F0 3 BE AR AR
5.2.1 iR

30 FED 0 0 TR 9 4 10 gy AR 3 S ELAR

a) PRI R R

b)) iE A5 2 ol B

¢) EWEW ARG

d) HEEHE.

il ) % MR 9 4% 11 PR RGBT TR WL R AL A SR P A A OGHE 1L BRI C B AU L fE
hE%,

522 HEXEH

025 o S0 B 00 R R BB A () o B A 0 e R L 15 80 R TR R ) o R s AT
[ A~ 2 WA 3 U7 o) o T T % . PR S G I 0 8 AL D T Y R A L R R A A
AN ) Pt 7, FRBE S ol MO 98 76 ] P 5 95 0% 0 4 2 (6] 0] A0t R0 N P4 1R, BT G R
VR e 24 T 0% 7 ] 0 A — A 0 FE 0 S TR Y 9 O A RO P R 0 R L LB 1
L A& P T P 0N (R « 2 SR BT L 0% 2 U Y R PH 0 A b b I R P R A LB L A
PG O] B T 0 T

o FE B A {0 e R 9 4 1 e N ) e 1 R R B CSAF _Inivialize) 81 81 R ) B 1k
LAY ) 8 i S0 PRI TR R O AT £ D AR 95 e I i ks
175 02 42 0T R JH 2 S WL ot 3 AR 2 E T DA RE Y 75 3« 9 A7 4 fuf R B B0 2 i 057 0 9 R

2



GB/T 43578—2023

T 5k bR BUCSAF _Login) o 81 57 FHE 0100 . 25 7 7 08 I o 0% R 5 o 8t 17 16 R T 495 8 % R B0 CSAF
Logout) TE #4241 fa] 4 M, B ok o 690 i o gk i il 2% b 07 90 0 22 W . 7 880 D i 63 O i ol
(SAF_Finalize) . | S & A0S IO RN 20 RIFSm .k h TR RGN
WA,

523 EHEXHEM

5 25 pR 380 07 D6 25 205 207 R 15 15 0 0 0 4 11 22l FR AT b S BUE 15 4K IR L CRL 4K CA BUIE
P54 0 P S 0 FH A {5 L AR IR B L 06 P sk i P T 2 e R S B TR Y
G Gr A GE FZHCHE A U7 4 U AR SCPE P P B 698 E T RS AT S GB/T 20518 69 BLSE .

5.2.4 WEIENERM

o B T 246 oA TR U 5 o T U o 0 T 9 B DB BT L O 9 W U Y SR [ R RO
I PR Y 52 B0 0 L 1 S AR ) 7 A S 4 L Y 2R R L

0% 32 286 o WO DL AL 4% Basc64 2 il 5% | Bl AL %02k i | W 0 % 0 LA B o o 08 R 0 A X B s
WL WIS T R MR R RO A S R 0 s L T S O e 18 RO e B0y b
PP X T A S A B B A O R L 0 B A T L IR AL Y o OO B AT R A B Y
AN Ak 0 S5 AR YD L IO ) R AR A A R S YD 0 R A S A ) % T

525 HBXEHY

it 0, 286 o 00 ) R A6 MCAR 0 PO £ e 7 3 5 L 9 T R AR S 0K G 3 L A
RSA Wit M8 PKCS = 7. HIH & Rk 8 § GB/T 35275,

i 20 R U (I A A ) L 2 S 4 0D R O 5 R 0 GBS A 1 AR B I
Yotk L | S8 A T 25 A e A 1

6 MATEERSEOSBEN

6.1 HERIAMBIEEN
6.1.1 WERASEREN

A S B P HE S L L5 B IL bR LR Uk 15 A B R AR BLICE LS GB/T 33560,
6.1.2 BAEBRSEOMIWMENELIRE

6.1.2.1 BEBEX

SO A BRROE ST Y MR
O A ik B DY E SRR M MLUE L

®1 WEREX

(8 & e {0 il &
SGD_MAX _COUNT 64 HCRS i 0 S I R R

SGD_MAX_NAME_SIZE 256 ok 45 HE U {7 0 A R 0 i I




GB/T 43578—2023

6.1.2.2 APIEBTIE

M PIEBF]RE LT R P E &R 554 .
P UE A 9 e LA 2 iR,

£2 BPRIEHEIE

FHOK & X
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containerName ISR
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typedefl struct SGD_USR_CERT_ENUMLIST _ |
unsigned int certCounts
unsigned char * certificatel SGD_MAX_COUNT];
unsigned int certificatelen[ SGD_MAX_COUNT ;
unsigned char * containerName[ SGD_MAX COUNT];
unsigned int containerNamelLen[ SGD MAX COUNT];
unsigned int keyUsage[ SGD_MAX_COUNT

} SGD_USR_CERT_ENUMLIST;
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unsigned char * comtainerName[ SGD MAX COUNT];
unsigned int containerNamelen SGD_MAX_COUNT |;
unsigned int keyUsage[ SGDD_MAX_COUNT];
unsigned int keyType[ SGD_MAX_COUNT]:

! SGD_ KEYCONTAINERINFO_ENUMLIST;
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int SAF_Login (

void * hAppHandle.

unsigned int willsrType.
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int SAF_ChangePin (
void * hAppHandle.
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unsigned char * pucContainerName.
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unsigned int uilMdPinlen.
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int SAF_Logout(
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int SAF_AddTrustedRootCaCertificate(
void * hAppHandle.

I unsigned char # pucCertificate,

unsigned int uiCertificatelen.
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int SAF GetRootCaCertificateCount(
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int SAF AddCaCertificatet
void * hAppHandle.

Bt K unsigned char * pucCertificate,
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int SAF GetCaCertificate(
void # hAppHandle.
unsigned int uilndex.,
unsigned char # pucCertificate.

unsigned in1 # puiCertificatel.en)
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int SAF_AddCrl(
i void * hAppHandle.
unsigned char * pucDerCrl.
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int SAF_VerifyCertificateByCrl(
void * hAppHandle.
unsigned char * pucUsrCertificate.
unsigned int uiUsrCertifieatelen,
unsigned char * pucDerCrl,
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unsigned char # pucRevokeDate)
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int SAF_GotCertilicateState ByOUSP(
void # hAppHandle.
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unsigned char # pucUsrCertificate.
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void * hAppHandle.
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void * hAppHandle.
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int SAF_GetCertificatelnfo(
void * hAppHandle.
unsigned char % pucCertificate.
unsigned int uiCertificarelen.
unsigned int uilnfoType.
unsigned char # puclnfo,

unsigned int * puilnfolen)
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int SAF_GelExtTypelnfo (
void * hAppHandle.
unsigned char * pucDerCert,
unsigned int viDerCertLen.
unsigned int vilnfoType.
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int SAF_EnumCertificates(
Jigi, %y void * hAppHandle.
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int SAF_EnumCertificatesFree(
K void * hAppHandle.
SGD_USR_CERT_ENUMLIST = usrCerts)
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unsigned char  * puclnData,
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int SAF_Basefid_DecodeUpdate(
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int SAF_GenSm2KeyPair(

void * hAppHandle.

unsigned char #* pucContainerName.
it %4 unsigned int wiContainerlen.
unsigned int uiKeyBits.
unsigned int viKeyUsage.

unsigned int uiExportFlag)
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int SAF_GetSm2PublicKey(

void * hAppHandle.

unsigned char # pucContainerName.
I K9 unsigned int uiContainerlen.
unsigned int uiKeyUsage.
unsigned char * pucPublicKey.

unsigned int * puiPublicKeyLen)
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int SAF_Sm2Sign (
void # hAppHandle.
unsigned char * pucContainerName.
unsigned int uiContainerNamel.en,
Jgi %9 unsigned int viAlgorithm1D.
unsigned char # puclnData, ,
unsigned int uilnDatal.en.
unsigned char # pueSignData,

unsigned int # puiSignDatal.en)

il i fli ] SM2 T80 Bl it {7 B Hia

hAppHandle[ in] 13 48 01 21 6§

pucContainerNamelin ] (E#HER &)

uiContainerNamelen[in]CEH S 7 K1)

wiAlgorithmIDLin] ¢85 2 F ik 5 )

% 4 = =
pucInDatalin ] C8 & 30O
wilnDatalen[in] ¢ % # Bicay e me)
pucSignDatal o JCH HH 09 DER i §% i 25 4 846)
puiSignData Len] in.out O H 09 % 2 45 5 808 £ )
o

i [T

A 00K W G 1R CL1 52 SCOY R ACES L 1% It C Y LD

6.4.26 SM2 BiF
SM2 $51iF ol B0E XN T & % 54 IHUE .,
F54 SMZBIESEBMENX

int SAF_ Sm2VerifySign(

void * hAppHandle.

unsigned char * pucPublicKey.

unsigned int uiPublicKeylLen,
8. unsigned int wiAlgorithmlD.
unsigned char # puclnData.
unsigned int uilnDatal.en.
unsigned char # pueSignData,

unsigned int uiSignDatal.en)
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int SAF_Sm2PublicKeyEnel
void ® hAppHandle.
unsigned char * pucPublicKey.
unsigned int uiPublicKevl.en.
unsigned int viAlgorithmlID,
unsigned char # puclnData,
unsigned int uilnDatal.en.
unsigned char * pucOutData,

unsigned int * puiQutDaral.en)
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int SAF_SmZPublicKeyEncByCert(
void * hAppHandle.
unsigned char # pueCertificate.
unsigned int uiCertificatel.en,
B wd unsigned int wiAlgorithmID.
unsigned char * puelnData.,
unsigned int uilnDatal.en.
unsigned char # pucOutData,

unsigned int # puiQutDatal.en)
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int SAF_SmZPublicKeyDecByCeri(
void * hAppHandle.
unsigned char * pucCertificate,

unsigned int viAlgorithmID,

iR
unsigned char # puclnData.
unsigned int vilnDatal.en,
unsigned char * pucOutData,
unsigned int * puiQutDatal.en)
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int SAF_Sm2VerifySignByCert(
void * hAppHandle.
unsigned int  uiAlgorithmlD,
unsigned char = pucCertificate,
unsigned int  wiCertificntelen,
unsigned char  # puclnData,
unsigned int  vilnDatal.en.
unsigned char  # pucSignData.

unsigned int  wiSignDatal.en)
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int SAF_CreateSymmAlgoOhj(
void # hAppHandle.
void # # phSymmKeyOhj.
unsigned char  # pucContainerName,
unsigned int wiContainerl.en.
unsigned char  * puclV.
unsigned int ullVLen.
unsigned int wiEneCrDec.

unsigned int uiCryproAlglD)
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int SAF_GenerateKeyWithEPK(
void * hSymmKey(bj.

unsigned char * pucPublicKey.

JE A unsigned int uiPublicKeyLen.
unsigned char # pucSymmEey.
unsigned int uiSymmBeylen.
void # * phKeyHandle)
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int SAF_ImportEncedKey(
void #* hSymmKeyObj.
unsigned char * pucSymmKey.
unsigned int  uiSymmKeyLen.

void * # phKeyHandle)
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int SAF_GenerateAgreementData WithSM2 (
void #* hSymmKey(bj,
unsigned int uilSKIndex.
unsigned int viKeyBits.
unsigned char * pucSponsorlD,
unsigned int viSponsorlDLength.
unsigned char * pucSponsorPublicKey .
unsigned int * puiSponsorPublicKeylLen,
unsigned char % pucSponsorTmpPublicKey,
unsigned int * puiSponsor TmpPublicKeylLen.

void * % phAgreement Handle)
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int SAF GenerateKeyWithSM2(
void * hAgreementHandle.
unsigned char * pucResponsell),
unsigned int viResponselDLength,
unsigned char # pucResponsePublicKey.
unsigned int viResponsePublicKeylen.
unsigned char # pucResponse TmpPublicKey.
unsigned int viResponse TmpPublicKeyLen,

void * * phKevHandle)
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int SAF_GenerateAgreementData AndKeyWithSM2
void * hSymmKeyObj.
unsigned int uilSKIndex.
unsigned int uviKeyBits,
unsigned char * pucResponsell),
unsigned int uiResponselDLength,
unsigned char # pueSponsorlD,
unsigned int viSponsorlDLength.
unsigned char # pucSponsorPublicKey.
unsigned int  uiSponsorPublicKeylen,
unsigned char * pucSponsorTmpPublicKey.,
unsigned int  uiSponsorTmpPublicKeyLen,
unsigned char # pucResponsePublicKey.
unsigned int  * puiResponsePublicKeyvl.en.
unsigned char * pucResponseTmpPublicKey
unsigned int % puiResponscTmpPublicKeylLen.

void * * phKeyHandle)
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int SAF_DestroySymmAlgoOhbjt

B void * hSymmKeyOhj)
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int SAF_DestroyKeyHandle(

I void * hKeyHandled
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int SAF_SymmEncrypi(
void * hKeyHandle.
unsigned char * puclnData.
unsigned int uilnDatalen,
unsigned char * pueOutData.
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int SAF_SymmEncryptUpdate(
void * hKeyHandle,

i unsigned char * puelnData.
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unsigned int uilnDatal.en.

unsigned char # pucOutData.

unsigned int * puiOQutDatal.en)
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int SAF_SymmEncrypi Finall
void # hKeyHandle.
unsigned char * pucOutData,
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int SAF_SymmDecrypt(
void * hKeyHandle,
unsigned char * puclnData.
unsigned int uilnDatal.en,
unsigned char # pucQOutData.

unsigned int = puiQutDatal.en)
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int SAF_SymmDecrypt Update(
void * hKeyHandle.
unsigned char * puelnData,
unsigned int uilnDatal.en,
unsigned char * pucOutData.

unsigned int # puiOutDatal.en)
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int SAF_SymmDecryptFinal(
void # hKeyHandle.
s unsigned char * pueQutData.
unsigned int # puiQutDatal.en)
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int SAF_Mae(
void * hKeyHandle,
unsigned char # puelnData.
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unsigned char # pueQutData.
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it SAF_MacUpdate(
void # hKeyHandle.
i unsigned char * puclnData.
unsigned int * puilnDatal.en)
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int SAF_MacFinal(
void * hKeyHandle,
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unsigned char * pueOutData,
unsigned int uviQuDatal.en)
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int SAF_Pkes7_EncodeData(
void # hAppHandle.
unsigned char * pueSignContainerName.,
unsigned int uiSignContainerNamel.ens
unsigned int uiSignKeyUsage.
unsigned char * pucSignerCertilicate,
unsigned int uiSignerCertificatelen.
unsigned int uiDigestAlgorithms.
unsigned char # pucEncCertificate,
unsigned int viEncCertificatelen.
unsigred int viSymmAlgorithm.
unsigned char # puclata.
unsigned int wiDatal.en.
unsigned char * pucDerP7Data,
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15 6.4.20 | SAF_RsaVerilySign RSA BiEEHIEW
16 6.4.21 | SAF_RsaVerilySignFile O S IE LR A T RSA S0 1
A7 | 6.4.22 | SAF_VerifySignByCert I FiiF 1589 RSA 2818 ik
48 6.4.23 | SAF_GenSm2KeyPair % SM2 8]t
19 | 6.4.24 | SAF_GetSm2PublicKey {EH SM2 2440
50 6.4.25 | SAF Sm2Sign SMz EH
51 6.4.26 SAF_Sm2VerifySign SM2 B iE
52 6.4.27 | SAF_Sm2PublicKeyEnc SM2 A8 mE
53 6.4.28 | SAF_Sm2PublicKeyEncByCert AT 15 A SM2 448 i s
54 6.4.29 | SAF_Sm2ZPublicKeyDecByCert T k458 SM2 2 Bl E
55 £.4.30 | SAF_Sm2VerifySignByCert 6T E A5 iy SM2 2 8186 GiF
56 | 6.4.31 | SAF_CreateSymmAlgoObj AEdHRE RS
57 6.4.32 | SAF_GenerateKeyWithEPK e il 2 375 o BT P D o
58 6.4.33 | SAF_lmportEncedKey G AT B £
50 6.4.24 SAF_GenerateAgreement Data WithSM2 il T A WO
60 6.1.35 | SAF_GenerateKeyWithSM2 iR &l
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FA EBERTEREFEOSKCE (2
xX¥ | FEH| WHE s EA S I e
61 6.4.36 | SAF GenerateAgreementData AndKeyWithSM2 | 7= 2k b il 8 iF B &5 & 8
62 | 6.4.37 |SAF_DestroySymmAlgoOhbj I Pk R
63 | 6.4.38 |SAF_DestroyKeyHandle Y S 2 0 8 ] )
64 6.4.39  |SAF_SymmEncrypm MLk i s B
5 6.4.40 | SAF_SymmEncryptUpdate B0 s ¥
@@ | 66 | 6.4.41 |SAF_SymmEncryptFinal 25 s B

BHE | 67 | 6.4.42 |SAF_SymmDecrypt PHREEN
68 6.4.43 | SAF_SymmDecryptUpdate EMWMEIEN
69 6.4.44 |SAF_SymmDecryptFinal HAMEEN
70 6.4.45 |SAF_Mac A gL CAE T L % Y A B
71 6,446 |SAF_MacUpdate A 41 SOIE i 8 % 0 5E B
72 | 6.4.47 |SAF_MacFinal £ ST L 0 W E Y
73 6.5.2 |SAF_Pkes7_EncodeData W PKCS # 7 Rl i % 7 00 80r (0 B8l
74 6.5.3  |SAF_Pkes7_DecodeData B PKCS 2 7 Rl 8 4 09 80r (T 0 Bl
75 6.5.4 |SAF_Pkes7_EncodeSignedData WS PKOS #7 a0 % & BiE
6 6.5.5 | SAF_Pkes7_DecodeSignedData MRS PKCS # 7 ReaUiy 4 4 3
id 6.5.6 |SAF_Pkes7_EncodeEnvelopedData MW PRCS #7 fali8er (5 3 8l
78 6.5.7 | SAF_Pkes7_DecodeEnvelopedData S PKCS £ 7 BeaUa) 8 (5 M i
79 6.5.8 |SAF_Pkes7_EncodeDigestedData MW PRCS # 7 K L 4 % $oile

W | 80 6.5.9 |SAF_Pkes7_DecodeDigestedData fEES PKCS 27 #2L ir 4 2 Ml
81 6.5.10 |SAF_SM2_EncodeSigned AndEnvelopedData| 8§ 05 4 T SM2 51 % 093 3% 4 09 807 (7 8 08
82 6.5.11 |SAF_SM2_DecodeSigned AndEnvelopedData | #f 8336 T SM2 5850997 35 4 09 80 7 B8R
83 | 6.5.12 |SAF_SM2_EncodeSignedData HMES AT SM2 Wik a) s &t
84 6.5.13  |SAF_SM2_DecodeSignedData S A T SM2 W04 4 Bl
85 | 6.5.14 |SAF_SM2_EncodeEnvelopedData WP T SM2 Wik ECr i
86 6.5.15 |SAF_SM2_DecodeEnvelopedData BRISIET SM2 B0 BCE (G
B7 6.5.16 |SAF_Parse_Pkes7_SignedData i BT PRCS £7 Kealiy %8 & 8ol
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W ® B
(MEH)
SMOEHRZUWENNBEDRY
B.1 SMO BEHEXMIBLEY
B.1.1 SM9 =R AHIELEHN

SMO F R SRS B 448 B BMUE .,

£B1 SMIERPHBEHN
TE &M i KB CE D X
bits 4 8 AY S B e
s SMOrel_ MAX_LEN B
C i 75 iy 8dls &5 H e
£ define SMirel MAX_BITS 256

= define SMirel_MAX_LEN
typedel struet SM9refMasterPrivateKey_st
!
ULONG  bits;
BYTE s[SM9rel MAX_LEN]:
t SM9MasterPrivateKey;
ik :SM9 ERFIETAT SM9 B2 ERH A SMo n# 9

((SMOrel_MAX_BITS+7) / 8)

B.1.2 SMO EZERTNHBIESH
SMO BH FAHEIRG WG R B2 MRE,
FB2 SMOEZEEFNAUIREH

TRAR 8T A o GRS
bits 1 o 9w 7 1%
xa SMorel_MAX_LEN HHEE | o5 X 4 b i ot
xb SMOrel_MAX_LEN 28 1= g8 X 4 b ik HE
va SMOrel_MAX_LEN M E A Y b
vh SM9rel_MAX_LEN HHEE 1 25 Y 4 b5 K 4
Cili B A E X .

typedel struct SM9refSignMasterPublicKey_st

i
ULONG  bits;
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BYTE xa[ SM9ref MAX LEN]:

BYTE xb[SM9rel MAX_LEN];

BYTE ya[ SM9rel MAX_LEN]:

BYTE yh[SM9rel MAX_LEN]:
I SMoSignMasterPublicKey;

B.1.3 SMOmMFEAHMIESN
SMO I £ 24 BARA TS & B3 0 BE.
£B3 SMOMEEASHYIESN

FEAWH Yl CE YD &y
bits 1 B 0 B 7 4
x SMoref_MAX_LEN Mk B X b
v SMorefl MAX_LEN MER Lsi Y b5
C i iR SS X
typedel struct SM9relEncMasterPublicKey_st

{
ULONG  bits;
BYTE x[ SM9ref MAX LEN];
BYTE y[ SM9ref MAX_LEN]:
! SM9EncMasterPublicKey:

B.1.4 SMOBRFREEFAUIESN
SMO H M % & B BUE S5 M fF & & B4 IRLE.
EB4 SMOBPEEZFBYESN

FEE Bl < HE CFEAD 4
bits i HL B 1Y 4 i o 4
X SMorel MAX_LEN ek Lsi X B
y SM9rel MAX_LEN Mk sl Y 4 bR
C it A m B L.

typedef struct SM9refSignUserPrivateKey_st

{
1

ULONG  bits;

BYTE x[ SM9ref MAX_LEN]:

BYTE y[SM9rel_ MAX_LEN];
! SMOSignUserPrivatcKey:

B.1.5 SMI FFPmMERGBUESEN
SM9 R P i 8 F6 B BOHE S5 49 0 7 & % BS M HLE .

=]
o
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E£BS SMIRPMERAMBEN

TRARK SO CE D &
bits 1 By R i 1
xa SMorel MAX_LEN Mk | g X dediidg HE
xb SMorel MAX_LEN sk 120 X 4 65 R
ya SMoref_MAX_LEN M 4 Y A bR iR
yb SMorel_MAX_LEN M2k 1 Y 4 by 4
Clh o S S e L

typedel struct SM9refEncUserPrivateKey_st

i

ULONG  bits;

BYTE xa[ SM9ref_MAX_LEN];
BYTE xb[SM9rel MAX_LEN J;
BYTE ya[ SM9rel_MAX_LEN];
BYTE vb[ SM9refl MAX_LEN];

} SMIEncUserPrivateKey;

B.1.6 SM9 mnBHIBEH

SMO i RO 55 1 0 75 5 3R B.6 AL,

FB6 SMIMEHMIBEN

FEAWH B K CFEAD W
EncType 1 SMO i o Wik L
& SMorel_MAX_LEN B O £ 1 X
y SMrel MAX_LEN B a5 Y b
h 32 MAC i
L | 5 SCRUE I
C L. S

Cifi 5 BB e XL,
typedel struct SM9relCipher_st

i

76

ULONG  encTypes

BYTE x[SM9rel MAX_LEN];
BYTE y[ SM9rel_MAX_LEN]:
BYTE h[32];

ULONG Ls




BYTE C[1]
} SM9Cipher;

B.1.7 SMO LTSN

SMo S 7 BRSNS R BT MONGE.

£ B7 SMIEEHIBLEY
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FRAW Yl e 1 CF D T
h SMiref MAX_LEN EAKER H S
x SMorel_MAX_LEN MR E sl X 485
5 SMOref_MAX_LEN 2% b A8 Y R
C 7 0 8O 25 H s
typedel struct SMIrefSignature_st
1
BYTE h[SM9refl MAX_LEN]:
BYTE x[SM9refl MAX_LEN]:
BYTE y[SM9rel MAX_LENT;
! SMO9Signature;
B.1.8 SMI EHHERESN
SM9 8] H R HAR ST R 7T 6K B.8 pRlE .
X B8 SMIERAHRMBGH
TERAK RO I D £

SMOrel_MAX_LEN

HEMmcRE LML Ea X &5

SMOrel_MAX_LEN

By R Y AR

Cifi 5 iy AR E 3L

typedel struct SM9refKeyPackage_st

{

BYTE x[SM9rel_MAX_LEN];
BYTE y[ SM9rel_ MAX_LEN];

! SM9KeyPackage;

B.1.9 SMO BPRmMEFEHAMNFEIPEH
SM9 JTI P i o o B 0 R AP S5 B R 7 4 3 B9 Y ILGE .

=1
e |
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E£BI SMIRPMEFHAMNRIPEH

FHR Y YR D ax

version 4 A5

ulSymmAlglh 1 HEREER BRE ECB #X

bits 1 FE P oo o 0 0 S
o ERREk w09 % L. o oY B
s

: dPrik SMOrel_MAX_LEN* 4

R o = SMOEncUserPrivateKey 44 B (4 o g
F Fc 1 0 B 4 6 G

encMasterPubKey SMYEneMastPublicK ey 35 51 KGC 049 ¥ 28

impMasterPubKey SMY9EneMasiPublicKey 35751 i:ﬁﬁiﬁﬁﬂqﬁﬁﬂﬁﬁﬂm =
iy

userlDLen 1 MRtk

FP il 5 BR AT BT O use

78

tvpedel struet SM9refEncEnvelopedKey_st

i

ULONG  version;
ULONG  ulSymmAlglD;
ULONG  bits:

BYTE encryptedPriKey[ SMOref MAX_LEN % 47;

SMYEncMastPublicKey encMastPubKey:
SMYEncMastPublicKey tmpMastPubKeys
ULONG userlDlLen:

BYTE userID[ 256];

ULONG  keylen:

SM9KeyPackage kevPackage;:

i SM9EncEnvelopedKey;
B.1.10 SMO BRELZZANRPLEN
SMO Fl F 2 2 % 81 0 5 90 55 W0 75 & & B0 i RLE .

userl) 1024
riDLen
keyLen 1 o L1
kevPackage SM9KeyPackage %5 gﬁi;gﬁﬂsmm e
C i 7 oy BUe 55 Wy e X,
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B0 SMORREREANRPERNCESTHHBERNEX

FRAER YR I HECF D 4
version 4 LA
ulSymmAlglD 1 R B3 B L RUE ECB B
bits 1 FHI P o 0 0 B I

encrypted PriKey

SMOref MAX_LEN 2

o B Sk o w09 W 0. o # ag IR
L H

SMOSignUserPrivatcKey & #4 (% o
S K 9 2 0 4

signMasterPubKey

SMUSignMastPublicK ey 35K

KGC 9% % £ 2§

impMasterP'ubKey SM9EneMasiPublicKey 5§ FENSERRRES RN
o
userlDLen | P b e
HpPmil. A RKEEY use
userll) 256
rllLen
keylLen | B B W 0 A 0 B
Do 7 I B O 0 o B 0 04 o
keyPackage SMIKeyPackage
i IR 1 44 B

typedef struct SM9refSignEnvelopedKey st

{
\

ULONG  version:
ULONG  ulSymmAlglD:
ULONG  bits;
BYTE encryptedPriKey [SMOrel MAX_LEN * 47
SMoSignMastPublicKey signMastPubKey:
SM9EncMastPublicKey tmpMastPubKey
ULONG userlDLen;
BYTE userID[256];
ULONG  kevlLen; SM9KeyPackage keyvPackage;

! SM9SignEnvelopedKey:

[ BRI BUE ECB BEsC

B.2 SMOWZEOSEE
B.2.1 BASMI 44

A SMO =208 R BOE SO R & & B AYHELE

79



GB/T 43578—2023

FBI F|ASMI ELAMNBHEN

int SAF ImportSMiMasterPublicKey(
void * hAppHandle.

o I.Ill:i:lgllr.'d i.nl u:ll'icylnd-.-x-

unsigned int uiKeyType.

unsigned char  * pucMasterPublickKey .

unsigned int uiMasterPublickKeylen)

i if B A SMo ELHBRERT

hAppHandlelin]C R FHAE 1 %] 65

viKeylndexlin [{ E&H S ARTD

uwiKeyTypelin 2 B3R,
2% 1LEEEAH
2. E D

pucMasterPublickKey [in JCDER 4 #93i 3 2 8] 8

uiMasterPublickKeylLen [inJCDER 4509 0% & 2 91 804 )

OCEL )

iR 6] fff

A 00 W R B C.1 5 SCAYRESEICES . 2 107 2 B it C g s

B.2.2 A SM9 BAEHY
A SMO A EH W0 REOE LTS B2 M.
£B.12 BASMIBREAMMHENENX

int SAF_ImportSM9UserKev(
void * hAppHandle.
unsigned char  # pucContainerName,
(R unsigned int uiContainerLen.
unsigned int uiKeyType.
unsigned char  * pUserKey.,
unsigned int uillserKevhen) s

i it A SMO TP IR R ) A0 e A RS

hAppHandlel in €57 B & 11 4] 85

pucContainerNamelin] (¥ 8 F 88 7

uiContainerLen[in (S E R A K E)

viKeyTypelinJCH P @R E W30,
5% 1% A EUIE R A
2.8 A HCE (G MR P AT .
3o T 5 o 4 o O R TR B
4o I o 0 HOF (S MR D

pUserKey [in](DER % # 9 /1 r o 8 (1 3045/ 8ol

uillserKeyLen [in[(DER & 59 &0 F 5 5 050 40 8% Wy Sl 1 i)

OC L3 )

i ¥ fi

A 00 BRI F C.1E SR HERICHE . RS I C By

a0
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B.2.3 SM9 %%
SMO % 2 i ol B0E LR FF O B i ELE .,
£B.13 SMOEEZHNEHEN

int SAF_SMSign(
void * hAppHandle.
unsigned char  # pucContainerName.
unsigned int wiContainerlens
I A4 unsigned int wiMasterPublicKeyIndex.
unsigned char  # puclData.
unsigned int uilatal.ength.
unsigned char  * pucSignData.

unsigned int  * puiSignDatal.en)

L R SMO B AR U HEHITERIER SMO R B EIE GB/T 11389

hAppHandle[ in] 1 F14E O 4] )
pucContainerNameLin | (HEHER &)
uiContainerLen[in ] CHF 81 % 25 4 11D
uiMasterPublicKeyIndex [in] (% 4 £ 24 @083 D

%
pucDatal in ] (5 % 4 ¥048 09 SM3 Z9 D
uiDataLengthlin]CFF % 2 BB 09 SM3 e iR, 0 0 32)
pucSignDatal o | O pp X 87§ 500 8 DER S 8000 % & (1 Bl
puiSignDataLenl in out DOl A8 5 2 (08I S8 o 0K HE 8 0 00 55 45 (R0R0I 5 B 12 1)
O 1)
1 [o] it

A OCH W, I8 [l e CL1 52 SLOY RV R AT R . B0 T 45 B b C B9 B )

B.2.4 SM9 E£&iF
SM9 % 2 80 0F /Y R BOE LR S % B4 fYELE
B4 SMIZEABEMEBEN

int SAF_SMYVerily(
void * hAppHandle,
unsigned int uiMasterPublicKeyIndex.
unsigned char  # pucUserlD.

K] unsigned im uilUserlDLen.

unsigned char  # pucData,

unsigned int uiDatalength.

unsigned char  # pucSignData.

unsigned int uiSignDatal.en) ;

] {4 SM9 P B AR R 38 5 B A SR0H SIS B T 28 A MRk s 3T . SMY i B B B B GB/T (1388

81
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£B14 SMIBERIEMBSHEX (2D

hAppHandlel in] €5 FHAE 11 %] 5

uiMasterPublicKeyIndex [in (5 % £ 28109 %51 ()

pueUserID[in [(DER #8364 1 P bs i i

uillserIDLen[ in | (DER S5 (9 F 1 b 19 8048 1210

2%
pucDatal in | OB % 2 B4 09 SM3 J0k (D
uiDatalength[ in OB % 4 SR 09 SM3 (G (1 b 32)
pucSignDatalin JCDER o8 05 0 % 2 (6 808
uiSignDatalenlin J( DER 4550 % % (B K15
OCILH B 90 Ak )

i 1 i

A 00K W8 B ¥ C.1 O YRR IURS . B 7 I R O g alED

B.2.5 SM9 ZF§ %
SMO S H M ECE LIV SR B IE.
£B.15 SMOFEHHEMEHENY

int SAF_SMOKeyEncapsulatel
void # hSymmKeyObj.
unsigned int uiMasterPublicKeyIndex.
unsigned char % pucUserlD.

[HE:] unsigned int uillserlDLen.

unsigned int niKevbits

unsigned char  * pucKeyPackage

unsigned int * pulKeyPackagelen.
void # ® phKeyHandle)
Ly fEH sMo HE PRI B A ETE I M EER . SMo EZ 50 B GB/T 11389

hSymmEeyObj [in] ¢ B EE 40

uiMasterPublicKeyIndex Cin]Chnds £ 42900 R 316D

pucUserlDin [CDER 4 85 0% J1) 5 b5 10 8046

uillserlDLen[in JCDER 88 8509 FH P f5 o0 806 150

=% uiKeyBits [in]CEE S S0 ()

pucKeyPackage [out]CEE W <3 # . 56H DER 865 04 8 6 538 8

pulKeyPackageLen [invout ] C6i A 8 01 B 3 BOIR S b IO B2 86 8 9 DER 4515 6 % 81 3 % 80l

LR
phKeyHandle[ out |48 H 2530 % 8 09 51450
Of i3 )

i 1# i

A OCK W R L C.1 5 SR RESR LR . 6T & B R C 093D




B.2.6 SM9 ZEEHE
SMO 5 8 it B2 0 ol B0 U FT & & B16 aY LE

£ZB16 SMOEHRHENEHEN
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Ay

int SAF_SM9KeyDecapsulate(
viid = hSymmKev(hj.
unsigned int uiKeyBits
unsigned char % pucKeyPackage
unsigned int ulKeyPackagel.en,
void # # phKeyHandle) ;

L

fiEFHl SM9 P o 100 47 9 TR M 855 0T . SMD 2 T BRI I GB/T 41389

B0

hSymmEeyOhj [in] 8BRS 4

pucUserlD[in JODER % 69 H  $r it 80l

uillserlDLenl in JCDER 48 8% % 11 F b5 0 80 e i

uiKeyBits [in]CH % 8109 62 (<0

pucKeyPackage [inJ(DER #8859 04 85 8] £ 3 S04

ulKeyPackagelen [inJCDER #5554 5 08 1)

phKeyHandle out | Ol HY 2265 % 8900 %) )

i [ i

00

4E oC e, ] & C.1 5E SCRYRY IR IR IS . 0 7 & B o C i)

B.2.7 SM9 In#

SM9 Jil 9 0 o B0 SN FF A 4 BT BYHELE .

& B.17  SM9 I RY & 8E X

int SAF_SMY9Encrypid

void * hAppHandle.
unsigned int uiMasterPublicKevindex.
unsigned char # pucUserlD.
unsigned im willzerlDLen.
A unsligm-.d int ul AlglD,
unsigned char = plV.
unsigned int ullVLen.
unsigned char * pucData.
unsigned int uilatalength.
unsigned char # pucEncData,
unsigned int = pulEncDatalen) s
g FEFE SMO P bt AL SO 2t 7 i 5 L SMLO i T R TR G/ T 41389

83
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FB17 SMIMBHRYEN ()

hAppHandlel in] € FHE 17 5] 85

viMasterKeyIndex[in 1O £ 28810 R 9l D

pueUserlDlin JCDER #i #4569 ) P b 0 8l

wniliserlDLen[in [CDER 85 #5049 i P it S g 4 1)

ul AlglD{in ] CSMO I 8 i 65 0

£ 3. pIVEin IV S8 25 % NULL. W b 8 @8 k)

ullV6Len[ in ]IV S48 )8 )

pucDaral in JCf I 84)

uiDatalength[in]CH¥ i s 846 1< 190

pucEncData [out 1C2E M ECHT #F . T figs 1 DER #8895 09 % ¥

pulEncDatalen in.our JOHR A 28 ol 119 48 8 DER Si85% 040 % L8 e

OCHE )

i o Y

4E 00K PR C.1 5 SCRY R BT L NE 7T O Bt C RS

B.2.8 SMOR¥E
SMO fif S Ay AR B U FF O D18 ML .
£B.18 SMOBENSEHEN

int SAF_SMiDeerypu(
void = hAppHandle.
unsigned char  * pucContainerName,
i K unsfgnul int uiContainerlen,
unsigned char  * pucEncDara,
unsigned int ulEnc¢Datal.en.
unsigned char  * pucData,

unsigned int # puiDataLength) ¢

4 H] SMO H P b 8 80 CRLES JH P BB R P B ) ook e T B L SMO E B ok T e

LA
i GB/T 11389

hAppHandlelin )0 FHE O 5] 45

pucContainerNamel in JCH 8] FE 88 #0

uiContainerLenl in] (8 B % 8 4 121

s pucEneData [in [(DER & 5% 0% 9 2 8

ulEneDataLenl in ] CDER # 8% i) # 3 84 1<)

pueDatal ow ] CER K 45§ . BT iR & B

puiDatalengthl in.out JCHE A 298 o 1 0E 5808 S B Bl R i)

O LI )

i [ A

ook, Rl Co1 a8 LAY HHR AT . R 10 Bk C M)
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B.29 4£p#EhESNIHLY
A B P S MO B PR BE U A A BL1Y B,
£B.19 SHEHMGSUHBHMNEHEY

int SAF_SMYGenerare AgreementData (
void * hSymmKey(Ohj.
unsigned int  uiMasterPublicKeylndex.
unsigned int uiKeyBits,
i A9 unsigned char  # pucResponsorll.
unsigned int uiResponsorlDlen.
unsigned char = pucSponsor TmpPublicKey .
unsigned int % puiSponsor TmpPublicKeyLen.

void = = phAgreementHandle) s

FERT SMO 8 1 By 10 I Bk 0 1O 2 0 8 U A B R B W SR R e SMO 8 B R 8y 2
A ] M By i 6 B . SMO 2 W BN GB/T 41380, b il £ 595 B b il 09 2R 7 8 A A&
W oA

hSymmEKeyObj [in] G0 $ ¥ i 31 42

viMasterKeyIndexin]Cm @ 4 2 809 % 31 i

uiKeyBits[in ] CE R by iff 44 & §1H<

pucResponsorID [inJ(DER &4 % 049 18 4 #7850

A% uiResponsorIDLen [ in |(DER 438504 %) 15 4 b5 55 D)

pucSponsor TmpPublicKey [out ] (O mp 3% §F . F (87738 B DER #6895 0 %2 8 5 dind 2 91

puiSponsor TmpPublicKeylen [incou [C A S8 s BOICEE 58 1 2938 0] 09 DER S8 6% 09 % & 7 i
R R

phAgreement Handlel our ] € B % 8 s 400D

oI
iz [ il

AE 0CK W R 1 .1 SE SCAYF IR P . 57 0 B R C LD

B.2.10 HH2SEEH
S 220 6 81 0% oR B0 SURE TR R BL20 Y RLE .
£B2 HESETHMEMEN

int SAF_ SM9GenerateKey (

void # hAgreement Handle.

A unsigned char  * pucResponseTmpPublicKey .
unsigned int uiResponse TmpPublicKeylen.
void = # phKeyHandle) ¢

e 1 SMO 6 B B ol T . B D T S B o R 0 B S T 3E £ S o D TR IR D £ i

W B4 4 . SMO 2 W0 G R GYT 41389
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£8B20 HESEFETHNEBEN D

hAgreementHandle [in] ¢ 6 8 B il B 40

pucResponse TmpPublicKey[in (¥ #5H A A% DER 4§ 6% 0% %1 57 J7 5 04 254

B
uiResponse TmpPublicKeyLen[in ¢ #F #E8 A 09 DER 4§ &5 0% 6 0 05 G0 2 # 4 80)
phKeyHandle[ ou | (& (o] f#) 8 81 6 )
0CHL )

i o] {ff
Ak 0CKR WGB3 C.1 5 LAY HEIR TS 50 19 & B % C Ry e

ik oI O A2 R Oy K R el A B B S M R LY 2

B.2.11 FEhBUEBHITESEES

17 A B A I B 2 0 00 oR O SO R B2 AR

B2 FEBBEEFATHSETANEREY

R

int SAF_ SMOGenerate AgreementData AndKey (
void * hSymmKeyObj,
unsigned int  uiMasterPublicKeyIndex.
unsigned int  uiKeyBits.
unsigned char % pucSponsorlD.
unsigned int uiSponsorlDlength.
unsigned char  * pucSponsorTmpPublicKey.
unsigned int  # puiSponsarTmpPublicKeylLen.
unsigned char  * pucResponse TmpPublicKey .,
unsigned int uiResponse TmpPublicKeyLen.
void # # phKeyHandle)

Ly

WHsSMoEHBERE. LBl SR AT RSN EH. FMER >N EERnEHE
5. SMO 52 ¥ B SIS GB/T 41389

3 4

hSymmEeyObj [in] (0 BR300 §

uiMasterKevIndex in] O £ 23 8 69% 51 {fD

uiKeyBits[in | CBR Bl 09 o 471 1€ 1D

pucSponsorlD [inJCDER %6404 % & i i if)

uiSponsorlDLength [inJ(DER #8509 % & J fr i {6 1)

pucSponsorTmpPublicKey [in](#F {5 A 69 DER S84 69 % frigat 28D

puiSponsor TmpPublicKeyLen [in]¢ 474 A0 DER #8804 % & b nl 2> g EE

pucResponse TmpPublicKey[ in | C8 sb K4 8 N T8 4648 B DER 48 84 8% w1 12 Jy i i 25 8D

uiResponse TmpPublicKeyLenlin. out ] CH A g €8 IS HE 48 10 038 91 08 DER 48 595 0% 0 52 5 i i
ot H S

phKeyHandle[ our ] CIE [ () 8 8 &1 45

i [ {ff

0L

A0k W LR PR C1SFE LAY RYIRFCIT. N 1T R C )

ik

A< o Bk oy

8
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fAEBESEORRKBEY
] o 4 1R 4 45 1 R AR RS GE L& CL.

RC1 WHRRBEX

Al it B i i
SAR_OK 0 1 2
SAR_UnknownErr 0X02000001 AR
SAR_NotSupportYetErr 0X02000002 A HIF W %
SAR_FileErr 0X02000003 31 R
SAR_Provider TypeErr 0X02000004 MR 4 42 6t % S E R
SAR_LoadProviderErr 0X02000005 AR 1R 0L 4 1 R
SAR_LoadDevMngApiErr 0X02000006 A AT L 1 R
SAR_AlgoTypeErr 0X02000007 B 2 R
SAR_NamelenErr 0X02000008 & R
SAR_KeyUsageErr 0X02000009 & LS R
SAR_ModulusLenErr 0X02000010 BEOY IR
SAR_NotlnitializeErr 0X02000011 ES ULl
SAR_OhjErr 0X02000012 L0 R g
SAR_MemoryErr AX02000100 RN
SAR_TimeoutErr 0X02000101 LT
SAR_IndamlenErr 0X02000200 b A B R
SAR IndamtaErr 0X02000201 LN 6 T
SAR_GenRandErr 0X02000300 H il i HL R
SAR_HashObjErr (1X02000301 HASH &f % #f
SAR_HashErr 0X02000302 HASH iz 5 1%
SAR_GenRsaKeyErr 0X02000303 ™ RSA 14
SAR_RsaModulusl.enErr 0X02000304 RSA 8 B it
SAR_CsplmpriPubKeyErr 0X02000305 CSP % S5 A28 i
SAR_RsaEncErr 0X02000306 RSA g &5 it
SAR_RSGDecErr 0X02000307 RSA ¥ & 5 i
SAR_HashNotEqualErr 0X02000308 HASH i A~ 1§
SAR_KeyNotFountErr 0X02000309 UL B
SAR_CertNotFoumErr 0X02000310 HEf5 A S A
SAR_NotExporiErr 0X02000311 pOg O s |
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RO WRABEEX 2D

4 i ik il 5 ST e
SAR CertNotYetValidErr 0X02000317 it S
SAR_CertHasExpiredErr 0X02000318 i 45 2 ik
SAR_CertVerifyErr 0X02000319 ik 5 3 Gk i
SAR_CertEncodeErr 0X02000320 i 15 4 1%
SAR_DecryptPadErr 0X02000400 B b T e R
SAR_MacLenErr 0X02000401 MAC 1 H s
SAR_KeyInfoTypeErr 0X02000402 YRR
SAR_NotlLogin 0X02000403 A AT B RN RE
SAR_KeyCompromise 0X02000404 i 15 B L .
SAR_CACompromise 0X02000405 TEF5 9 R R CA R
SAR_AffiliationChanged 0X02000406 P R R SR e
SAR_Superseded 0X02000407 L 15 o O Y T - A AR
SAR_CessationOfOperation 0X02000408 lE 15 8 B I R
SAR_CentificateHold 0X02000409 5 ol 7 0 G A PR
SAR_PrivilegeWithdrawn 0X02000410 il % 9 7 9 LD A 4 L e

SAR_Sm%MasterKeyErr

0X02000500

SM9 8 R

SAR_Sm9UserKeyErr 0X02000501 SMo Hl & &
SAR_Sm9VerilvErr 0X02000502 SMO 5 2 45 F S W
SAR_Sm9KeyExchangeErr 0X02000503 SM9 & 8 b g % W
SAR_SmiDecapsulateErr 0X02000504 SMO S 6 i A 3 ki
SAR_SmiDecErr 0X02000505 SMO fiff & 4wl
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