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mod n . n IBHE.,

SR 1. 23 mod 7=
N AEAEE GG Gy s IR T 2 R B
P B2 ENH.

P BEGHAETT.
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5.2 RHZSHA
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WEEPEXS e MIEICH N B e L6 5 BE G o .

RES BN AR W GB/T 38635.1—2020 H ¢ A,

5.3 MR
5.3.1 #if
AR 53 ML E R T AR UK B A S B eh 9 Bl e R
532 TR EEY
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EWARBEEE H, OB EREE N o LER I B E . A 0 o A 5K %0545 B0 1 e v
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5.3.2.2 HBWEHH,()
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BN UEFER Z B,
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e) XFi M I~[hlen/v PAT:
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ML VE
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7.2.3 WA Ha WBS IS B e 40y BB
£ H# h,=(Ha mod (n—1))+1,

533 KEHH&A4E=E
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5.3.4 SAEEBEE
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LA AT A ] 5% 4 e A B D e o 1Y) 43 A1 S Bk

5.3.5 HEWNIEML & H
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5.3.6 EHAIREFH
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Az bR BRI TE 4 BA A4 i A 2S£ R 485 HURe e B o DA P 77 A i B £ 0 4 BH G — 25 in 8 T R 10
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b) Xt i N 1~ klen/v AT :
1) % Ha,=H.,(Z | ct);
2) ca++,
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W PEAEBNEr S, N1 o PN, €1, N—1]
%3ﬂ5= ﬁ‘ﬁk./\: [l'A]Qn %32&: H’g/(u:[l'n]()/\
WAL WRRIESLHB

WAk Wi
5L i g =e(Ry, dey) gy =e(Ppuse, P2, gy=2,"
8,'=e(Ppuse, Py)™ .g,"=e(Ry, dey), g;'= (g,)" e
SKu=KDI(IDA||IDg||Rn||Ru||g,||2,|Z,, klen)
med:  GEID i 6L GETD i

\ — Hash(0x82||e hio g
S, =Hash(Ox82lg, | Hash(g, g, IWDANDallRalRs) Sy=Hash(0x82|g, | Hash(g, g, ID Dy RyIRy)

W KRy GEIAS,) REHMA

; @
” e (AT it
s

Sy,=Hash(0x83||g,||Hash(g,||g,|[{DllIDg||Ry||Ry))

MBEIA i Sl R 5h

!
B i
SKa=KDIID\|IDy|R||Rsllg, 18, 1185", klen)
wmed: (GEND
Sa=Hash(0x83||g, 1|Hash(g,"|g,|/Dl[/Dg||Rxl| %))
WS R IL B MAZIB I SN R

ABEIA () 1 A R A BB I BT A RN

LS

B3 TmAZHHBRRE

8 THHRNH KRR
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8.1 RGMEXZEHMARAMEZHANTE

KGC = A AR ke € [1, N —1MWERhnss R HE G MIICEK Py, =Lke P fE N EA
B £ B AN N (ke s Poy.) o KGCRERTT ke s ST P e o

KGC 88 I 0 H FH — A1 F78 109 0 %5 BD A 2L 180 R BOR BIAF hid o

JHP A F B BRI 38 IDAF ID . 7= A P A A FhEH den . KGC B e A FRIK Fy |
Wi, =H, (D, || hid, N)+ke % 1, =0 W TR ™ E 02 LR HFRA T INE 048, I 5
B A R BT W o =ke < 0, VRIGIHTE dea =1, 1P, HFEAER B IINE RS dey
KGC ERFEAMRI Fyv B35 t5=H,(IDy || hid , N) +ke #5 ¢ =0 WF5 55 7 A s A9 3157
MAFEME EAH I EHOHHPMERH: ST 1o =ke « 1,7 RIGIHTE des=[1, P,

8.2 EHHEHEZE

BT B RN klen INEHILH P BAENERH AP A TTERITLL N2 L3R

AL GHERE G Pt R Qu=[H, Dy | hid. N)JP,+P 4.

A2 RN re (1, N—11;

ASTERE G PR C=[r]Qu. I GB/T 38635.1—2020  7.2.8 1 7.2.5 A4 C
(10 50 5 R s 49y R R

AR G P ITTE g =e(P s Po)s

AS TR G IR w=g " #& M GB/T 38635.1—2020 11 7.2.6 F1 7.2.5 43 (Y 40758 w BI4L
T 2J T 48 A LU R

A6:118 K=KDF(C | w || IDy, klen) .47 K Jy4= 0 HRFHS IR ] A2

AT Bl (K, O o K Rk n % 9] . C 3%,

8.3 BAHKHEERE

P ER LR A 4 R .

11



GB/T 38635.2—2020

PP AR RSG50
(RASH MEEAWALpoes WHFFhidRIBRRIDy)

B1: WO, = [H, UDy||hid N) 1P +Ppus-c

o FEAEBNIE e[, N—-1]

W3L: HHC=[]10,

B4 Hg=ePpse, Py)

5 hw=g

68 T K=KDF(C|W|IDs, kien)

KR40

5

1L W EHKME R C

B4 BRAHEEZRRE

8.4 MRERKHEX

P BUCE B30 C JF . b T X LR BE N Rlen M3 HIIRESE T2 AT I T B %

B1.#% 8% GB/T 38635.1—2020 # 5.5 4 H AN B C € G275 BT » 45 A 7 W AR 45 18 5

B2 iR G ICE w' =e(C, dey) 4% GB/T 38635.1—2020 1|t 7.2.6 F1 7.2.5 &4y 4015
Wt o BB 28 T A 3y FL R R

B3. 4% 8 GB/T 38635.1—2020 "1 7.2.6 1 7.2.5 45 A 4058 C A9 RCHE 2800 5% ok B R L 1158
HRM B K' =KDF(C | w' | IDy, klen) 3 K' N4 0 Hofref R ESIEIB 11 5

Bi Y K

8.5 MHKHEZXRE

fifp B R FE AR N 5 PR
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F B S e
(RESH. BREXC FRPUDFIME R dey)

W1 RBCeGRBER

3

o HHw=c(Cdey)

#3%: HE :K'=KDF(C||w|IDs, kien)

=2

=

Wap: WmEHK £ P

B5 MEHRHEERE

9 MBEEZERAE
9.1 REMZEZHMBPAMZZTHANTE

KGC 7= FEHLEL ke € [1, N—1E R g ERVH TR G MICEK Py, =Lke [P /E RN EA
B E BN N ke s Py . KGC MBI ke s ANTF P o .

KGC 38828 TP — A 515 28 100 %6 AL AR 26 1 sR BOR AT hid

FPT AR B AR5 ID AR ID . K= H T A BN R den  KGC B A BRI Fy &
P8 ey =H (D, || hid s N)-+ke,#5 t1=0 W7 L8 EFAH THE R A H I £AH, IF 55
AP ISR SN o= ke « 0, VARG dea=[2.]P,. N EMF B N% A #
dey , KGC HHEMEH R Fy FitE co=H (IDy, | hid . N) 4 ke #5 t5=0 W T T A4 % 4.
TR RA TN AW B A T s A EWETHE (o= ke « 1,7 REH dey=[1, P,

9.2 mMETE%

Ve BRI B LR M ymlen S M PR BE K _len R4y A3 S FL %540 K L4y
KB K, _len JoRE MAC (K, . Z) 35450 K, 1 H R K5
H TS M AR BAER &P A RS LR iE B AR
ALAGHERE G PIILER Qu=[H,UDy || hid s N)JP,+P 4. .
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A2 ERERL L re[1. N—11,
A3ERE G TPHITE C=[r]1Qy. %M GB/T 38635.1—2020 {1 7.2.8 1 7.2.5 5 H B 4154 C,
(R S BB 45 0y LU AR R
AL R G MITER g=e(P s P2,
A5 EREG TITTE w=g &M GB/T 38635.1—2020 1 7.2.6 #1 7.2.5 4 H #9456 w BI%K
I R BIFE A5y LA R
A6 N WSO 5 i R AT
a) QR B SR 5 o A T R A RO A AR TN
D i EEE klen=mlen+K,_len KRG8 K=KDF(C, | w | IDy, klen), & K.}
K Bt mlen W Ky MBI R0 Ko_len O 75 Ko 4 0 b d , R [ A2;
2) i+ C,= MPBK,,
by B SRR W SR Uy A R A B PR A pR RO o H R R R L )

D HBEEE blen=K,_len+K,_len,R)5118 K=KDF(C, | w | IDy, klen), %
K\ WK BAEDK K _len tWFF. K. BT K. _len HERA K 4 0 LLERH IR
7l AZ;

2) W C,=I1V | Enc(K,s My IV) ,CoByZERTRT 16 A58 TV (H, HA Y 40 41%
W5 kAR O AE ECBU GB/T 1796 D MIB) AL [ & IV A A%, Horp Enc 77 4% 0%
BB AE GB/T 32907 3585 W s PIRAC BE & — (WSO BE £ mod &) fE . BIE R
SR AR S A B S Ty AR A

HANE WSO 1 5BAKE L it
01 [/ mod k& = k—1

02 02 [ mod kb = k—2

hh oveeees kk / modk = 0

AT 315 C,=MAC(K.,. C.,).
A8 C=Cy [ Cy | Ce

9.3 MZEEZERE
B LR NME 6 .
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JH P AT RS B0
(RGESH ME LA pies WM hid KT Rmien RF I BAMRRRRID, BIgEFIE)

W1 HEL0,= [H, UDy||hid,N) 1P +Ppuse

!

W PAMBECEL, N—1]

!

w3 e, =110,

%4$ : ﬁgk’: e (/’;mﬁ-n I)z)

!

®5L: Hw=g"

!

SR TN WSO T ik KAT T 5T

a)  SETFKDFMF SR b)  GE KD T
1) it¥klen=mlen—+K, len, BRJ5i+5L 1) itStklen=K, len+K, len, )55
K=KDF (C,||w||IDy, klen) , &K K K=KDF(C,||w||IDy, klen), &K NKI I
B mlentths, K, RN TFRIK, lentbds JAK, lentb¥s, KRB FIRIK, lentb s
o K REFHA0 KB40 o
i =

2) WHC,=1V|Enc (K, M, IV)

2) WHC,=MIK,

l |
f

B HHC=MACK,, C,)

8L MHMEXC=C, G,y C,

E6 mEHZERE

9.4 MBEEX
% mlen NEBEXLC=C, || C; | Coth C, 1yt KE K, _len N EZBEEEREH K MR
BE K, _len HEREMAC(K,, Z)HEH K. IR EE .

KT C AT A A W P B RIS LA T s i AP 5R
Bl: M C B AR C) L 3 B8 GB/T 38635.1—2020 1 7.2.4 1 7.2.9 45 B9 40358 C ) A9 Bd 2

I 4 S W T it 2 1 Y L 4% B GB/T 38635.1-—2020 o1 5.5 45t AY AN 5 B ik C, € G 2 B
A A AN AR B IR IR

B2 BB G LK w' =e(C, s dey) %M GB/T 38635.1—2020 1 7.2.6 1 7.2.5 4 H (4015
W o 1B T Ny LU

B3 . $5 in# W SCHY J7 6 Ay Rt AT 5
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a) AR N B SO T iR gk T A UR AR eR R 51 B A AR L DN
1) HEEE klen=mlen+K,_len 35118 K'=KDF(C, || w' | IDy, klen), & K"} K’

I mlen FORE K, AT R Ko _len HOREH7 Ko g4 0 HRRE  IFRAS IR ) 5
2) *H';é; M/:CZ@Kl/c

b) RN W) SCHY 5 A A B IR A eR R 3 2 R R
D HEBEK Hen=K,_len+K,_len, %5118 K'=KDF (C, || w' || IDg, klen), %

K"y KB Ae iy Ko _len R KRR R0 Ko _len WS 27 K42 0 HoeER
st F B i 5

Z) -H‘%:M’:DCC(Kqu Cz)o

B4 w=MACK, . C,) ) C FBUL FEEEH Co o w7=Cy  ARAS B 1 .
B5. B se M,

9.5 MEHIERRE

fE R AR N 7 R

FH P B J5 2 B
(REGBH. HXC=C\||Cyl|Con FFWIDFIIME R P dey)

WP ANCPILHC,

=)
xE

F2w: iHHw=e (C,dey)

1
H3W: HInE WA S I v R AT
o wTKoAEAET |

1 b) G AKDFHA AT

1) it5klen=mlen+K, len, 3R)5 5 1)
K'=KDF(C,||w'||IDy, klen, % K," N Kt
KNI mlentt s, K,"~NF T HIK, lentt$s

¥ klen=K, len+K, len, R J5it5
K'=KDF (C,||w'||IDy, klen, 2 K,"NK" /£
BHIK, lenttds, K,"NFEIFHIK, lentths

=) =)
- -

% &

2) HHM=C,®K,'

2) M =Dec (K", C,)

I I
1

WA HHu=MACK,', C,)

%

chs?/

P

AR 5. kWIS

AR

E7 @EEERE
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Mt R A
(T BRI
8 & = B

A1 #ER

AP SR GB/T 32905 45 Y %5 i 2% 0% iR 4, M A K /N F 2 9 B L Fe i il 2 K E
k256 HLARRY 24 AE .

EN S I e N Uk Q.U o k=R A SRk (1 AN

AP B CR A GB/T 1988—1998 #1744 ,

A2 HFERZE5WIE

W BTN VP =x"+b

FEEASAE g: B6400000 02A3A6F1 D603ABAF F58ECT745 21F2934B 1A7AEEDB E56F9B27 E351457D

TIfFEZH b: 05

B Gy, Gy IIBY N: B6400000 02A3A6F1 D603ABAF F58EC744 49F2934B 18EASBEE E56EE19C D69ECF25

REF cf: 1

ANIREL ke 12

ML 2 p: V=2

¥ G IAERIT Py = (xp, . yp))

HABR xp,: 93DE051D 62BF718F F5ED0704 487D01D6 E1E40869 09DC3280 ESC4E481 7C66DDDD

MAFR yp,: 21FESDDA 4F21E607 63106512 5C395BBC 1C1C00CB FA602435 0C464CD7 0A3EA616

B Gy IERIT Py = (xp,y Vi)

AAKR xp,: (85AEF3DO 78640C98 597B6027 B441A01F F1DD2C19 OF5E93C4 54806C11 D8806141,

37227552 92130B08 D2AABITF D34EC120 EE265948 D19C17AB F9B7213B AF82D65B)
HARE yp,: (17509B09 2E845C12 66BA0D26 2CBEEGED 0736A96F A347C8BD 856DC76B S84EBEBY6,
A7CF28D5 19BE3DA6 5F317015 3D278FF2 47EFBA98 A71A0811 6215BBA5 C999A7CT)

WL HERT TR eid: 0x04

FRETBPNARERBATE S EPORXE:

%4 E RV ks: 0130E7 8459D785 45CB54C5 87E02CF4 80CEOB66 340F319F 348A1D5B 1F2DC5F4

BHERHP, pub-s = [ks] Py = (XPpubs > YPpub-s)

MABE xp,p,: (9F64080B 3084F733 E48AFF4B 41B56501 1CE0711C 5E392CFB 0ABIB679 1B94C408,
29DBA116 152D1F78 6CE843ED 24A3B573 414D2177 386A92DD 8F14D656 96EA5E32)

HARE Yppp: (69850938 ABEAO112 B57329F4 47E3AOCB AD3E2FDB 1A77F335 E89E1408 DOEF1C25,
41E00A53 DDA532DA 1A7CE027 B7A46F74 1006E85F 5CDFF073 OE75C05F B4E3216D)

L RVHAE R BOR BT hid: 0x01

SEAR A BIFRIE IDA: Alice

IDA 1 16 | 7R: 41606963 65

EG BRI Fy Bt 58 1, = Hi(ID||hid, N) + ks
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IDy||hid: 416C6963 6501
H,\(IDy||hid,N): 2ACC468C 3926BOBD B2767E99 FF26E084 DE9CEDS8D BC7DSFBF 418027B6 67862FAB
t: 2ACD7773 BD808842 F841D35F 87070D79 S5F6AF8F3 FO8CI915E 760A4511 86B3F5H9F
FEAMRIK Fy B b=ks- 17!
1h: 291FE3CA C8F58AD2 DC462C8D 4D578A94 DAFD5624 DDC28E32 8D293668 S8AS6CF1A
B HNVEH dsa = [L21P1 = (Xasps Yasy)
ﬁéﬁﬁxﬁA: A5702F05 CF131530 5E2D6EB6 4BODEB92 3DBIAOBC FOCAFF90 523AC875 4AA69820
ﬁéﬁﬁme: 78559A84 4411F982 5C109F5E E3F52D72 0DD01785 392A727B B1556952 B2B013D3
B2 SBHOEXE:
%41 8 M: Chinese IBS standard
M )16 3EHIF 7x: 4368696E 65736520 49425320 7374616E 64617264
TR Grh It E g=e (P1, Ppusy):

(4E378FB5 561CD066 SF906B73 1ACS8FEE 25738EDF 09CADC7A 29COABCO 177AEA6D,

28B3404A 61908F5D 6198815C 99AF1990 C8AF3865 5930058C 28C21BB5 39CE0000,

38BFFE40 A22D529A 0C66124B 2C308DAC 92299126 56F62B4F ACFCED40 8E02380F,

AO1F2C8B EE817696 09462C69 C96AA923 FD863E20 9D3CE26D D8S8IBHSHE 2E3873DB,

67EOE0C2 EED7A699 3DCE28FE 9AA2EF56 83430786 0839677F 96685F2B 44D0911F,

5A1AE172 102EFD95 DF7338DB C577C66D 8D6C15E0 A0158C75 07228EFB 078F42A6,

1604A3FC FA9783E6 67CE9FCB 1062C2A5 C6685C31 6DDA62DE 0548BAA6 BA30038B,

93634F44 FA13AF76 169F3CC8 FBEASSOA DAFF8475 D5FD28A7 5DEB83C4 4362B439,

B3129A75 D31D1719 4675A1BC 56947920 898FBF39 0A5SBF5D9 31CE6CBB 3340F66D,

4CT44E69 C4A2E1C8 ED72F796 D151A17C E2325B94 3260FC46 OB9F73CB 57C9014B,

84B87422 330D7936 EABA1109 FASATAT1 81EE16F2 438BOAEB 2F38FD5F 7554E57A,

AABIF06A 4EEBA432 3A7833DB 202E4E35 639D93FA 3305AF73 FOF071D7 D284FCFB)
FEA ML 72 033C86 16B06704 813203DF D0096502 2ED15975 C662337A ED648835 DC4B1CBE
T Gr TR w=g"

(81377BSF DBC2839B 4FA2DOE0 FSAA6853 BBBE9EIC 4099608F 8612C607 SACD7563,

815AEBA2 17AD502D AOF48704 CC73CABB 3C06209B D87142E1 4CBD99ES8 BCA1680F,

30DADC5C D9E207AE E32209F6 C3CA3ECO D800A1A4 2D33C731 53DED47C 70A39D2E,

S8EAFSHD17 9A1836B3 59A9D1D9 BFC19F2E FCDB8293 28620962 BD3FDF15 F2567F58,

A543D256 09AE9439 20679194 ED30328B B33FD156 60BDE485 C6B79ATB 32B01398,

3F012DB0 4BA59FES8 8DB88932 1CC2373D 4COC35E8 4F7ABIFF 33679BCA 575D6765,

4F8624EB 435B838C CA77B2D0 347E65D5 E4696441 2A096F41 50D8C5ED E5440DDF,

0656FCB6 63D24731 E8029218 8A2471B8 B68AA993 89926849 9D23C897 55A1A897

44643CEA D40F0965 F28E1CD2 895C3D11 8E4F65C9 AOE3E741 B6DD52CO EE2D25F5,

898D6084 8026B7EF BS8FCC1B2 442ECF07 95F8A81C EE99A624 8F294C82 C90D26BD,

6A814AAF 475F128A EF43A128 E37F8015 4AE6CB92 CAD7D150 1BAE30F7 50B3A9BD,

IF96BOSE 97997363 91131470 5BFBYA9ID BBI7F755 53ECIOFB B2DDAE5S3 CSF68E42)
5L h = Hy(M||w, N)
M|w:
4368696E 65736520 49425320 7374616E 64617264 81377BSF DBC2839B 4FA2DOEO FS8AA6853 BBBE9EIC
4099608F 8612C607 8ACD7563 815AEBA2 17AD502D AOF48704 CC73CABB 3C06209B D87142E1 4CBD99ES
BCA1680F 30DADC5C D9E207AE E32209F6 C3CA3ECO D800A1A4 2D33C731 53DED47C 7T0A39D2E S8EAF5D17
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9A1836B3 59A9D1D9 BFC19F2E FCDB8293 28620962 BD3FDF15 F2567F58 A543D256 09AE9439 20679194
ED30328B B33FD156 60BDE485 C6B79A7B 32B01398 3F012DB0 4BA59FES8 8DB88932 1CC2373D 4COC35E8
4FTABIFF 33679BCA 575D6765 4F8624EB 435B838C CA77B2D0 347E65D5 E4696441 2A096F41 50D8C5ED
E5440DDF 0656FCB6 63D24731 E8029218 8A2471B8 B68AA993 89926849 9D23C897 55A1A897 44643CEA
D40F0965 F28E1CD2 895C3D11 8E4F65C9 AOE3E741 B6DD52C0O EE2D25F5 898D6084 8026B7EF BSFCC1B2
442ECF07 95F8A81C EE99A624 8F294C82 C90D26BD 6A814AAF 475F128A EF43A128 E37F8015 4AE6CB92
CAD7D150 1BAE30F7 50B3A9BD 1F96BOSE 97997363 91131470 5BFB9A9D BB97F755 53ECI0FB B2DDAES3
C8F68E42
h: 823C4B21 E4BD2DFE 1ED92C60 6653E996 66856315 2FC33F55 D7BFBB9B D9705ADB
WE 1=(r—h)modN:
3406F164 3496DFF8 385C82CF 5F4442B0 123E89AB AF898013 FB13AE36 D9799108
THEBE G IICE S=[[]dsa = (x5, ys)
AAFR xg: T3BF9692 3CE58B6A DOE13E96 43A406D8 EB98417C 50EF1B29 CEF9ADB4 8B6D598C
AEFR yg: 856712F1 C2E0968A B7769F42 A99586AE D139D5BS B3E15891 827CC2AC ED9BAAOS
HE M4 N0, S)
h: 823C4B21 E4BD2DFE 1ED92C60 6653E996 66856315 2FC33F55 D7BFBBI9B D9705ADB
S: 04 73BF9692 3CE58B6A DOE13E96 43A406D8 EB98417C 50EF1B29 CEF9ADB4 8B6D598C
856712F1 C2E0968A B7769F42 A99586AE D139D5B8 B3E15891 827CC2AC ED9BAAOS

BIESTRPAMECE:
TR G THITTER g=e (Pr, Ppusy):

(4E378FB5 561CD066 8F906B73 1ACSSFEE 25738EDF 09CADC7A 29COABCO 177AEA6D ,

28B3404A 61908F5D 6198815C 99AF1990 C8AF3865 5930058C 28C21BB5 39CE0000 ,

38BFFE40 A22D529A 0C66124B 2C308DAC 92299126 56F62B4F ACFCED40 8E02380F ,

AO1F2C8B EE817696 09462C69 C96AA923 FD863E20 9D3CE26D D88IB5HSHE 2E3873DB

67EO0E0C2 EED7A699 3DCE28FE 9AA2EF56 83430786 0839677F 96685F2B 44D0911F

5A1AE172 102EFD95 DF7338DB C577C66D 8D6C15E0 A0158C75 07228EFB 078F42A6 ,

1604A3FC FA9783E6 67CE9FCB 1062C2A5 C6685C31 6DDA62DE 0548BAA6 BA30038B ,

93634F44 FA13AF76 169F3CC8 FBEA8SSOA DAFF8475 D5FD28A7 5DEB83C4 4362B439 ,

B3129A75 D31D1719 4675A1BC 56947920 898FBF39 0A5BF5D9 31CE6CBB 3340F66D

4C744E69 C4A2E1C8 ED72F796 D151A17C E2325B94 3260FC46 O0B9F73CB 57C9014B ,

84B87422 330D7936 EABA1109 FASATAT1 81EE16F2 438BOAEB 2F38FD5F 7554E57A

AABIF06A 4EEBA432 3A7833DB 202E4E35 639D93FA 3305AF73 FOF071D7 D284FCFB )
PGt E =g

(B59486D6 F3AE4649 ADF387C5 A22790E4 2B98051A 339B3403 B17B1F2B 38259EFE ,

1632C30A A86001F5 2EEFED51 7AA672D7 OF03AF3E E9197017 EDA43143 6CFBDACE ,

2F635B5B 0243F6F4 876A1D91 49EAFAB7 1060EA43 52DE6D4A 83B5F8F3 DF73EFFO

3A27F33E 024339B8 3F16ES8A E524A5FA A3ETEDO0 9568A9FF 23752BC8 DD85B704

08208E26 734BC667 31AEES30 692B3AE2 77EA70D6 BBAF8F48 5295D067 E67B3BAF

1DBDDD78 126E962E 950CEBB3 85C3F7A3 E0AS597F 9C3B9FB3 FS5DAC3DA A85FDO16

189E64A3 COAOD876 11A83AEC 8F3A3688 COABF2F6 4860CF33 1463ACB3 A4AABB04 ,

6E3FA26F 762D1A23 71601BEO ODA702B1 A726273C E843D991 CE5C2EAB AB2EAC6F ,

A5SBCFFD5 40EE56B5 A26CCDA5 66FDSABC 3615CB7D EA8F240E 0BF46158 16C2B23E ,

AO74A0AA 62A26C28 3F11543C ECDEA524 2113FE2E 982CCBDA 2D495EF6 C05550A6
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20

2E3F160C 96C16059 5A1034B5 15692066 S8A7BEESE 82EO0BSBE 06963FDD BDEBSAAE ,

ODCF9EA2 8617B596 5313B917 D556DA0D 3A557C41 12CE1C4A 06B327D7 DC18273D )
5L hy = H\(IDA||hid, N)
ID,|| hid: 416C6963 6501
hy: 2ACC468C 3926B0OBD B2767E99 FF26E084 DE9CEDS8D BC7DS5FBF 418027B6 67862FAB
TWEB Gy IICE P=[M]P2+ Ppus = (xp, yp)
AAFR xp:  (511F2C82 3C7484DD FC16BBC5 3AAD33B7 8D2429AF CF7FSADS B72261B4 E1FFCF79 ,

7TB234E1D 623A172A AA89164A F3E828B4 DOE49CE6 EC5CTFE9 2E657272 250CBAF6 )
ALK yp: (4831DD31 3EC39FDA 59F3E14F EBCFF784 8D11875D 805662D2 6969CF70 5D46ED70
73B542A6 9058F460 1AC19F23 72036863 68FEC436 C13C2B07 61F9F9B6 E14A36E4 )

R G TE R u=e (S, P):

(A97A1713 04A0316F C8BA21B9 11289C43 T1E73B7D 2163AC5B 44F3B525 8SEB69AIL ,

1838972B FOCAS6E1 7147468A 869A3261 FCC27993 AAS0E367 27918ED5 ABD71COC

291663C4 9DF9B4A8 2B122412 B749BF14 4341F2E2 25645061 45E0B771 73496F50

ABB3B115 EO06FAE8 EC3CB133 F411DF05 B32CFA15 7716082D EEDF7BDB 188966DF ,

5FCC7DBD FC714FC8 989E0331 83814227 5EAE6B63 09BADIDE FE28263A D66E6780

48697F5C 62EE4342 325A9EF0 3775A52F 1COB9D5F BOSD99ES D65A436B S8A9AFOSE

5C53DCTE 4D8AOB75 57920B21 FASF2E75 B38C4445 FOCF9153 AC412724 0530F5D5

01BBD7B3 4565F80C CB452809 3CE9FAFD F6AD84FD 620F3B5B C324DA19 BB665151

4AE8D623 18D2BA35 F9494189 100BCD82 F1B1399B 0B148677 00D3D7A2 43D02D3A ,

701409A6 6ED452DE C4586735 CF363137 9501DC75 6466F6F1 8E3BC002 722531AE

TB9A10CE B34F1195 6A04E306 4663D87B 844B452C 3D81C91A 8223938D 1A9ABBC4 ,

753A274B S8E9E35AF 503B7C2E 39ABB32B C8674FC8 EC012DSB EBDFFF2F E0985F85 )
HHB G PR w =u-t:

(81377BSF DBC2839B 4FA2DOE0 FS8AA6853 BBBE9EIC 4099608F 8612C607 S8ACD7563 ,

815AEBAZ 17AD502D AOF48704 CC73CABB 3C06209B D87142E1 4CBD99ES BCA1680F

30DADC5C D9E207AE E32209F6 C3CA3ECO D800A1A4 2D33C731 53DED47C 7O0A39D2ZE ,

8EAF5D17 9A1836B3 59A9D1D9 BFC19F2E FCDB8293 28620962 BD3FDF15 F2567F58

A543D256 09AE9439 20679194 ED30328B B33FD156 60BDE485 C6B79A7B 32B01398 ,

3F012DB0 4BA59FES 8DB88932 1CC2373D 4COC35E8 4F7ABIFF 33679BCA 575D6765

4F8624EB 435B838C CA77B2D0 347E65D5 E4696441 2A096F41 50DSCS5ED E5440DDF

0656FCB6 63D24731 E8029218 8A2471B8 B68AA993 89926849 9D23C897 55A1A897

44643CEA D40F0965 F28E1CD2 895C3D11 8E4F65C9 AOE3E741 B6DD52CO EE2D25F5

898D6084 8026B7EF BS8FCC1B2 442ECF07 95F8A81C EE99A624 8F294C82 C90D26BD ,

6A814AAF 475F128A EF43A128 E37F8015 4AE6CB92 CAD7D150 1BAE30F7 50B3A9BD ,

1F96BOSE 97997363 91131470 5BFBYAID BBI7F755 53ECIOFB B2DDAES3 C8F6S8E42 )
5 hy= Hy(M'||w', N)
M'||w':
4368696E 65736520 49425320 7374616E 64617264 81377B8F DBC2839B 4FA2DOEO F8AA6853 BBBE9EIC
4099608F 8612C607 8ACD7563 815AEBA2 17AD502D AOF48704 CC73CABB 3C06209B D87142E1 4CBD99ES
BCA1680F 30DADC5C D9E207AE E32209F6 C3CA3ECO D800A1A4 2D33C731 53DED47C T0A39D2E S8EAF5D17
9A1836B3 59A9D1D9 BFC19F2E FCDB8293 28620962 BD3FDF15 F2567F58 A543D256 09AE9439 20679194
ED30328B B33FD156 60BDE485 C6B79ATB 32B01398 3F012DB0 4BA59FES 8DB88932 1CC2373D 4COC35E8
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4FTABIFF 33679BCA 575D6765 4F8624EB 435B838C CA77B2D0 347E65D5 E4696441 2A096F41 50D8C5ED
E5440DDF 0656FCB6 63D24731 E8029218 8A2471B8 B68AA993 89926849 9D23C897 55A1A897 44643CEA
D40F0965 F28E1CD2 895C3D11 8E4F65C9 AOE3E741 B6DD52C0O EE2D25F5 898D6084 8026B7EF BSFCC1B2
442ECF07 95F8A81C EE99A624 8F294C82 C90D26BD 6A814AAF 475F128A EF43A128 E37F8015 4AE6CB92
CAD7D150 1BAE30F7 50B3A9BD 1F96BOSE 97997363 91131470 5BFBIAID BBI7TF755 53ECIOFB B2DDAES3
C8F68E42

hy: 823C4B21 E4BD2DFE 1ED92C60 6653E996 66856315 2FC33F55 D7BFBBIB D9705ADB

hy = h, BAFE .

ZRT !

W TTFEN: Y =X +b

FBRAFIE - B6400000 02A3A6F1 D603ABAF F58EC745 21F2934B 1A7AEEDB E56F9B27 E351457D

JifES ¥ b: 05

B G1.G, I N: B6400000 02A3A6F1 D603ABAF F58EC744 49F2934B 18EASBEE ES6EE19C D69ECF25

RATF ef: 1

RANIREL k12

25 p . J-2

B G IERTT Py = (xp, p))

AABER xp,: 93DE051D 62BF718F F5ED0704 487D01D6 E1E40869 09DC3280 ESC4E481 7C66DDDD

HAFR yp,: 21FESDDA 4F21E607 63106512 5C395BBC 1C1C00CB FA602435 0C464CD7 0A3EA616

BE Gy AT Py = (xpys VPy)

AABR xp,:  (85AEF3D0 78640C98 597B6027 B441A01F F1DD2C19 OF5E93C4 54806C11 D8806141 ,
37227552 92130B08 D2AABITF D34EC120 EE265948 D19C17AB F9B7213B AF82D65B )

AABR yp,:  (17509B09 2E845C12 66BA0OD26 2CBEEGED 0736A96F A347C8BD 856DC76B 84EBEB96
A7CF28D5 19BE3DA6 5F317015 3D278FF2 47EFBA98 A71A0811 6215BBA5 C999A7CT7 )

WX IR BIFF eid: 0x04

mEXFBAMA P MEBH~E I RRPAHEXE:

N R ke: 02E65B 0762D042 F51F0D23 542B13ED 8CFA2E9A 0E720636 1E013A28 3905E31F

I E R Ppuse = [kelP1 = (X s > Vepune)

HMABR Xp,p,: 91745426 68ESF14A B273C094 5C3690C6 6E5DD096 78BS6F73 4C435056 7ED06283

HABR Yp,p: HAE598C6 BF749A3D ACCOFFFE DDIDB686 6C50457C FCTAA2A4 ADB5C316 8FF74210

A FAH A R BOR BN RF hid: 0x03

SR A [IFRIE IDA: Alice

IDA 1116 3| % 7R: 41606963 65

A PRIR Fy b5 6.=H\(IDA||hid, Ny+ke

ID||hid: 41606963 6503

H\(IDp||hid,N): 32DEESAA D2DF2DB7 2C087F89 AASFDA45 1B94D31A BDO3FSE3 6A057FE2 CD160014

f;: 32E1CFO5 DA41FDFA 21278CAC FESAEE32 A88F01B4 CB75FF19 8806BAOB 061BE333

1EA PRIk Fy Faits tHh=ke- t]-l

f: 8C6C41DE ECB6FDDA 9E304420 13EF97E8 1FC55EEC 23ECDD47 500B3E30 156438EB

T dea=[61Pr= (Xders Vaer):

AABE xgen: (AC5ECIC8 CASDEBA2 38CC3E50 0458F514 7911F225 1A4BDOAA 903BB5FS D5FD23B4
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0360DBBD D69A0573 0775BB3F 8AD799CC 571DCB88 3D417B8D 239302BD 90097C6B )
MAKE Yaen: (21F05A64 F6592874 00F2D202 72329F2A 80EB6076 7CIFFID2 3CES8046A F5C950D0
68AFFFD5 03C768A7 65731F62 FC3CB7B7 705456D4 0830E868 CCL7ATF9 51855678 )
SE4K B (AR IDg: Bob
IDg [1) 16 il FoR: 426F62
TEA PRI Fy EOFSE 65=H\(IDg|| hid, N)y+ke
IDg|| hid: 426F6203
H,(IDg|| hid,N): 9CB1F628 8CEOE510 43CE7234 4582FFC3 01E0A812 A7F5F200 4B85547A 24B82716
t3: 9CBADC83 9443B553 38ED7F57 99AE13B0 8EDADGAC B667F836 69868EA2 5DBE0A3S5
TERMRIK Fy Fit5 ty=ke - 57"
142 965F05D0 1B5E3284 145DAB2C ACOCIEFO 362FF06A 82A0ECEE A92CA016 C294946F
5L dep=[14]1Pr=(Xaegs Vaey)
MAKE Xgeg:  (TI3E2TFB 1C09A61A 08626545 78D4A645 OE1493EF EC23DBOF 7C428B99 DDFDDDES |
0D9C3B42 2AEBBSAB FC847D8A AB1348B6 F96F103D CEDCD7A5 DC907103 6706AF22 )
MAKE Vaeg: (83FTCEDT 74B11E44 D56FDA81 37TE97ACT 51BDF497 E442DCFE AD941199 8293A4D9 ,
011D5E96 6FEDB249 E02F1A53 9E362C42 CD9E70D0 CE83F33D E494583F 6DD04276 )
ZHE AN E klen: 0x80
BAZTHREE A1~A4 hAIEEE:
5 Os=[H\(IDg||hid, N)IP1+Ppus= (x5, y05)
IDg|| hid: 426F6203
H,(IDg||hid,N): 9CB1F628 8CEOE510 43CE7234 4582FFC3 01E0A812 A7F5F200 4B85547A 24B82716
HAFR Xy 6D5TAED3 264CA6E0 A1E35C94 369142B4 94504FAE E3C2C146 6B1A046D CE6TFE22
HAFR you: 2336CA2B 93CDB461 5BC395AC 9DOF158B 0160F636 C3DD3862 364A15C5 C5218BIB
HUra e 5879 DDID51EL 75946F23 B1B41E93 BA31C584 AE59A426 EC1046A4 DO3BO6CS
T RA=[ralOs=( Xy » Yio)
HEFTR Xgy: T6TA4BED O9FFBB52 29DICAAL 65548FFA 8284A315 BI5FBAS6 4887A9AF A5B755FC
HAFF yry: 02A4E503 51092133 252BA616 09779B45 5DFIC4A0 109ACE24 1485A955 D5B81726
FHAZGSE B1~B7 PRUMEX(E:
W5 Oa=[H\(ID| hid, N))Py +Ppupc=( X4 Y0n)
IDy|| hid: 416C6963 6502
H (IDA|| hid,N): 32DEESAA D2DF2DB7 2C087F89 AA5FDA45 1B94D31A BDO3F8E3 6A057FE2 CD160014
AR xp,: 1CF00974 ABSAE009 7EAFFDDC B2425184 16DF388A 7DEBAFSB D1C2AE23 DA028C26
AR yo: 97D25BT8 50419504 19600AAB B3SE7D2B BACFC13D B28DC48D 371A2651 BB1820DA
HU g y: 018B98 C44BEF9F 8537FB7D 071B2092 8B3BC65B D3DE9ELIE EE213564 905634FE
5 Re=[rs]Oa=( Xk » Vis)
MAKT Xpy: 8168903E 4A56DC41 17387217 COAAS5AB 72A5F6A7 8973E612 ASSAABE2 A5BBCS28
HAKT yrg: TEOTCE2D 3B285A56 148D66FC 64FEOED9 28BA902C 1FDA056C 0083AF2C BE6528AE
5 g,=e(Ra, dep):
(28542FB6 954C84BE 6A5F2988 A31CB681 7BA07819 66FA83D9 673A9577 D3COC134,
5E27C19F CO2ED9AE 37F5BB7B E9C03C2B 87DE0275 39CCFO3E 6B7D36DE 4AB45CDI,
AIABFCD3 0C57DBOF 1A838E3A 8F2BF823 479C978B D1372305 06EA6249 C891049E,
34974779 13AB89F5 E2960F38 2B1B5CSE E09DEOFA 498BA95C 4409D630 D343DA40,
AFEC9347 2DA33A4D B6599095 COCF895E 3A7B993E ESE4EBE3 B9AB7D7D 5FF2A3DI,



647BA154 C3ESE185
73F21693 C66FC237
OF63A071 A6D62EA4
8C8E9DSD 905780D5
861CCD99 78617267
9B1CAO8F 64712E33
6BAS84CE 742A2A3A

ﬁ“ﬁ §%4) =e(P/mh-e» P2)rB:

(1052D6E9 D13E3819
5FFEB92A D8TOF97D
2C5C3B37 EAF2FF83
6CEDIE2D 7CICD3D5
OAE7BF3E 1AECOCB6
98DBC791 DO671CAC
00DD2B74 16BAA911
TEBACO34 9F854446
10CC2B56 1A62B62D
58C9687B EDDCDIE4
20430968 F1608606
934FDDA6 D3AB48C8
T g=g:
(A76B6777 AD87C912
242FA31F F8E139FA
0626D64D CE603F33
53274906 11B2AE6F
ADC269D1 B6233258
B1ED0650 2333B2AB
28F65B36 51E184BC
885C7F92 4CCTCB20
0DA649CB 8A63172F
4A40ACSF C5B7168F
35D89EAE B36F4D31
58D17E44 8F6D5CBC

DFC33657
24DB2638
5B59A194
OE779067
CE4AD978
AEDA3F44
B41C15D3

09DFF7B2
0893114
DB33D98C
AD630DEF
7A034409
A12236CD
T2E89D53
9E60C32F
A36AEFD6
FEDAB16B
1904CE20
571CE235

4C7D7065
E169A169
2E9593F6
849CF779
2D823132
1AE69TEA
ED030661
968AA50E
8FB028CD
A54AD3DO
BB671306
A66BD7E3

C1F128D4
00526223
2DFF5335
F2C4B1C8
9F7TT39E
BD6CB633
EF94EDEB

B41E13C9
DA22A44D
0317BCBB
ABOB8315
06C7DFB3
F8F39E15
09D834F7
6075FB04
0850714F
884D1FE6
18479348
4B79742A

F74808DB
92F5F029
2B67A6B0
B9B74AD9
A9T12754
34F2EF8C
EE4A8D67
8230A3B3
951E7621
B81AOF8F
4CDA8835
3810D270

80F3F7E3
C705DAF6
D1A232C9
F83A8B59
62F2E57B
EOF72221
8EF74A2B

87D0A906
BCYETASB
BBF4AC6D
06218037
BCD4B6EE
AEB96FAE
8C1E31B4
68168147
49170FD9
DFA117B2
11CAOF9E
A498CBSC

2E80371C
162664CE
02DEB6DD
BA6CF397
T7TAOCF1D
6E47B043
OFBAE267
9C2BB5DD
5824A4EE
50C16436
E2AA4529
DD3B9436

TH5 SKs = KDF(IDA||IDg||Ra||Rg|| 1|21 g3, klen)
IDA||IDg|| RA|| Rs||g1]]&211&3:
416C6963 65426F62 767A4BED 09FFBB52 29D9CAA1 65548FFA 8284A315 B15FBA86 4887A9AF ASB755FC
02A4E503 51092133 252BA616 09779845 5DF9C4A0 109ACE24 1485A955 D5B81726 8168903E 4A56DC4 1
17387217 COAAS5AB 72A5F6AT 8973E612 AS8AABEZ ASBBC828 7TE07CE2D 3B285A56 148D66FC 64FEOED9
28BA902C 1FDA056C 0083AF2C B66528AE 28542FB6 954C84BE 6A5F2988 A31CB681 7BA07819 66FA83D9
673A9577 D3COC134 5E27C19F CO2ED9AE 37F5BB7B E9C03C2B 87DE0275 39CCFO3E 6B7D36DE 4AB45CD1
ATABFCD3 0C57DBOF 1A838E3A 8F2BF823 479C978B D1372305 06EA6249 C891049E 34974779 13AB89F5
E2960F38 2B1B5C8E EO9DEOFA 498BA95C 4409D630 D343DA40 4FEC9347 2DA33A4D B6599095 COCF895E
3A7B993E ESE4EBE3 B9AB7D7D 5FF2A3D1 647BA154 C3E8E185 DFC33657 C1F128D4 80F3F7E3 F1680120

F1680120
BA18B763
C5664FAD
D735BB52
48C2FF26
1E344D73
DCDAAECC

8423B769
6CA31A0C
F6B8IECA
EEOF861C
EBB7E371
B39606D5
483BB971
FF013537
4A0010C6
AB821F74
9528F5A9
DDE6BD1F

70471580
78B33332
2E7TD4FAD
F6132612
CCF4B2BF
1831706C
96ESCDB6
4D753D94
28405D3C
6CCDECIC
F4212932
B1BF46B9

8029E194
A68623C8
5D6AF54C
AF35F567
D2E90AT9
EC9BBEBC
09ABA567

480DACCE
F0467265
58268B28
F9B43C78
F0094AD4
B04AC581
85931BAD
DF792FFC
D4B651B6
EOBF7ACD
DOCESFO1
A5946345

BOC7C457
4B3BDB4C
3F33C38F
0777CE46
096D9110
B5AFCD75
6F388ED6
BE5SDD9A4
5E5DFDA6
9A40DCE9
TC6F7ESA
A17C9D11
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34C733BB,
6A632B05,
11418B0D,
30BDESAC,
A1D86B93,
92142765,
981F6437)

6A06F492,
A1FB48C7,
0045E612,
434AEC38,
A816088D,
T46A663D,
TBE1BI9BS,
E024F857,
4F3A3A5E,
A2269859,
5C9AEAT9,
A1A652F6)

AT9EASET,
682BF9B2,
202DE204,
92F85DC2,
F74E2A01,
T54FAT95,
644AF851,
272CF827,
C7CE293F,
FOA31133,
B760654D,
A5A6B148)
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8029E194 34C733BB 73F21693 C66FC237 24DB2638 0C526223 C705DAF6 BA18B763 A68623C8 6A632B05
0F63A071 A6D62EA4 5B59A194 2DFF5335 D1A232C9 C5664FAD 5D6AF54C 11418B0D 8C8EIDSD 905780D5
0E779067 F2C4B1C8 F83A8B59 D735BB52 AF35F567 30BDESAC 861CCD99 78617267 CE4AD978 9F77739E
62F2E57B 48C2FF26 D2E90A79 A1D86B93 9B1CAOSF 64712E33 AEDA3F44 BD6CB633 EOF72221 1E344D73
EC9BBEBC 92142765 6BA584CE 742A2A3A B41C15D3 EF94EDEB 8EF74A2B DCDAAECC 09ABAS67 981F6437
1052D6E9 D13E3819 09DFF7B2 B41E13C9 87D0A906 8423B769 480DACCE 6A06F492 5FFEB92A D870F97D
C0893114 DA22A44D BCIE7TA8B 6CA31A0C F0467265 A1FB48C7 2C5C3B37 E4F2FF83 DB33D98C 0317BCBB
BBF4AC6D F6BS89ECA 58268B28 0045E612 6CED9E2D 7C9CD3D5 AD630DEF ABOB8315 06218037 EEOF861C
F9B43C78 434AEC38 0AE7BF3E 1AECOCB6 7A034409 06C7DFB3 BCD4B6EE EBB7E371 F0094AD4 A816088D
98DBC791 DO671CAC A12236CD F8F39E15 AEBI6FAE B39606D5 BO4AC581 746A663D 00DD2B74 16BAA911
72E89D53 09D834F7 8C1E31B4 483BB971 85931BAD 7BE1B9B5 7EBAC034 9F854446 9E60C32F 6075FB04
68A68147 FF013537 DF792FFC E024F857 10CC2B56 1A62B62D A36AEFD6 0850714F 49170FD9 4A0010C6
D4B651B6 4F3A3A5E 58C9687B EDDCD9E4 FEDAB16B 884D1FE6 DFA117B2 AB821F74 EOBF7ACD A2269859
24430968 F1608606 1904CE20 1847934B 11CAOF9E 9528F5A9 DOCESFO1 5C9AEAT9 934FDDA6 D3AB48C8
5T1CE235 4B79742A A498CB8C DDE6BD1F A5946345 A1A652F6 AT6B6777 AD87CI912 4C7D7065 F74808DB
2E80371C 70471580 BOC7C457 AT9EASET 242FA31F F8E139FA E169A169 92F5F029 162664CE 78B33332
4B3BDB4C 682BF9B2 0626D64D CE603F33 2E9593F6 2B67A6B0 02DEB6DD 2E7D4FAD 3F33C38F 202DE204
53274906 11B2AE6F 849CF779 B9B74AD9 BA6CF397 F6132612 0777CE46 92F85DC2 ADC269D1 B6233258
2D823132 A9712754 7T7TAOCF1D CCF4B2BF 096D9110 F74E2A01 BIED0650 2333B2AB 1AE697EA 34F2EF8C
6E47B043 1831706C B5AFCD75 754FA795 28F65B36 51E184BC ED030661 EE4A8D67 OFBAE267 96ES8CDB6
6F388ED6 644AF851 885C7F92 4CC7CB20 968AA50E 8230A3B3 9C2BB5DD 4D753D94 BESDDIA4 272CF827
0DA649CB 8A63172F 8FB028CD 951E7621 5824A4EE 28405D3C 5ESDFDA6 C7CE293F 4A40AC8F C5B7168F
A54AD3D0 B81AOF8F 50C16436 6CCDEC1C 9A40DCE9 FOA31133 35D89EAE B36F4D31 BB671306 4CDA8835
E2AA4529 F4212932 TC6F7ESA B760654D 58D17E44 8F6D5CBC A66BD7E3 3810D270 DD3B9436 B1BF46B9
A17C9D11 A5A6B148

SKg: 68B20D30 77EA6E2B 82531583 6FDBC633

TSI S = Hash(0x82|| g1 || Hash(g, || g3|| IDA || IDg|| RA|| Rs))

82||&3[[IDA|IDg || R || Rg:

1052D6E9 D13E3819 09DFF7B2 B41E13C9 87D0A906 8423B769 480DACCE 6A06F492 5FFEB92A D870F97D
C0893114 DA22A44D BCIETASB 6CA31A0C F0467265 A1FB48CT 2C5C3B37 E4F2FF83 DB33D98C 0317BCBB
BBF4AC6D F6BS9ECA 58268B28 0045E612 6CED9E2D 7C9CD3D5 AD630DEF ABOB8315 06218037 EEOF861C
F9B43C78 434AEC38 OAE7BF3E 1AECOCB6 7A034409 06C7DFB3 BCD4B6EE EBB7E371 FO094AD4 A816088D
98DBC791 DO671CAC A12236CD F8F39E15 AEBI96FAE B39606D5 B04AC581 746A663D 00DD2B74 16BAA911
72E89D53 09D834F7 8C1E31B4 483BB971 85931BAD 7BE1BI9B5 7TEBAC034 9F854446 9E60C32F 6075FB04
68A68147 FF013537 DF792FFC E024F857 10CC2B56 1A62B62D A36AEFD6 0850714F 49170FD9 4A0010C6
D4B651B6 4F3A3A5E 58C9687B EDDCD9E4 FEDAB16B 884D1FE6 DFA117B2 AB821F74 EOBF7ACD A2269859
2A430968 F1608606 1904CE20 1847934B 11CAOF9E 9528F5A9 DOCESF01 5C9AEAT9 934FDDA6 D3AB48C8
571CE235 4B79742A A498CB8C DDE6BD1F A5946345 A1A652F6 AT6B6777 ADS87C912 4C7D7065 F74808DB
2E80371C 70471580 BOC7C457 AT9EASET 242FA31F F8E139FA E169A169 92F5F029 162664CE 78B33332
4B3BDB4C 682BF9B2 0626D64D CE603F33 2E9593F6 2B67A6B0 02DEB6DD 2E7D4FAD 3F33C38F 202DE204
53274906 11B2AE6F 849CF779 BOB74AD9 BA6CF397 F6132612 0777CE46 92F85DC2 ADC269D1 B6233258
2D823132 A9712754 7T7AOCF1D CCF4B2BF 096D9110 F74E2A01 BIED0650 2333B2AB 1AE697TEA 34F2EF8C
6E47B043 1831706C B5AFCD75 754FA795 28F65B36 51E184BC ED030661 EE4A8D67 OFBAE267 96ES8CDB6
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6F388ED6 644AF851 885CT7F92 4CC7CB20 968AA50E 8230A3B3 9C2BB5DD 4D753D94 BESDD9A4 272CFR27
0DA649CB 8A63172F 8FB028CD 951E7621 5824A4EE 28405D3C 5E5SDFDA6 C7TCE293F 4A40AC8F C5B7168F
A54AD3D0 B81AOF8F 50C16436 6CCDEC1C 9A40DCE9 FOA31133 35DS89EAE B36F4D31 BB671306 4CDA8835
E2AA4529 F4212932 7C6FTESA B760654D 58D17E44 8F6D5CBC A66BD7E3 3810D270 DD3B9436 B1BF46B9
A17C9D11 ASA6B148 4166963 65426F62 76 TA4BED 09FFBB52 29D9CAA1 65548FFA 8284A315 B15FBAS6
488TA9AF ASB755FC 02A4E503 51092133 252BA616 09779B45 5DFI9C4A0 109ACE24 1485A955 D5B81726
8168903E 4A56DC41 17387217 COAAS5AB 72A5F6A7 8973E612 ASS8AABE2 ASBBC828 7TE07CE2D 3B285A56
148D66FC 64FEOED9 28BA902C 1FDA05S6C 0083AF2C B66528AE
Hash(g>||g5||IDal|IDg|| Ra|| Rs):
B6F6F71E FCEAOEO2 DF198422 28AD50A9 EFD7A4B2 F12DAFE2 BE354AD0 107547F1
0x82|| g1 || Hash(ga|| g3 || IDAl| IDs|| R || Rs):
822854 2F B6954C84 BE6ASF29 88A31CB6 817BA078 1966FA83 D9673A95 77D3COCI 345E27C1 9FCO2ED9
AE37F5BB 7BE9C03C 2B87DE02 7539CCF0 3E6B7D36 DE4AB45C D1A1ABFC D30C57DB OF1A838E 3A8F2BF8
23479C97 8BD13723 0506EA62 49C89104 9E349747 7913AB89 F5E2960F 382B1B5C 8EE09DEO FA498BA9
5C4409D6 30D343DA 404FEC93 472DA33A 4DB65990 95C0CF89 5E3A7B99 3EESE4EB E3B9ABTD 7TD5FF2A3
D1647BA1 54C3ESE1 85DFC336 57C1F128 D480F3F7 E3F16801 208029E1 9434C733 BB73F216 93C66FC2
3724DB26 380C5262 23C705DA F6BA18B7 63A68623 C86A632B 050F63A0 71A6D62E A45B59A1 942DFF53
35D1A232 C9C5664F ADSD6AFS5 4C11418B ODS8C8EID 8D905780 D50E7790 67F2C4B1 C8F83A8B 59D735BB
52AF35F5 6730BDES AC861CCD 99786172 67CE4AD9 789F7773 9E62F2ES 7TB48C2FF 26D2E90A 7T9A1D86B
939B1CAO 8F64712E 33AEDA3F 44BD6CB6 33E0F722 211E344D 7T3ECIBBE BC921427 656BA584 CE742A2A
3AB41C15 D3EF94ED EBSEF74A 2BDCDAAE CCO9ABAS 67981F64 37B6F6F7 1EFCEAOE 02DF1984 2228AD50
A9EFD7A4 B2F12DAF E2BE354A D0107547 F1
T Sg: E122B3BF A8965562 AAOA4A92 B671A193 352F2832 8A129BFF 45C4DD26 2EBCBIEE
BEATIRE T AS~AS HEHEEME:
T g1'= e(Ppub-er P2)"™:

(28542FB6 954C84BE 6A5F2988 A31CB681 7BA07819 66FA83D9 673A9577 D3C0C134,

5E27C19F CO2ED9AE 37F5BB7B E9C03C2B 87DE0275 39CCFO3E 6B7D36DE 4AB45CD1,

ATABFCD3 0C57DBOF 1A838E3A 8F2BF823 479C978B D1372305 06EA6249 C891049E,

34974779 13AB89F5 E2960F38 2B1B5CS8E E09DEOFA 498BA95C 4409D630 D343DA40,

4FEC9347 2DA33A4D B6599095 COCF895E 3A7B993E E5E4EBE3 B9AB7D7D 5FF2A3D1,

647BA154 C3ESE185 DFC33657 C1F128D4 80F3F7E3 F1680120 8029E194 34C733BB,

73F21693 C66FC237 24DB2638 0C526223 C705DAF6 BA18B763 A68623C8 6A632B05,

0F63A071 A6D62EA4 5B59A194 2DFF5335 D1A232C9 C5664FAD 5D6AF54C 11418B0D,

8C8E9D8D 905780D5 0E779067 F2C4B1C8 F83A8B59 D735BB52 AF35F567 30BDESAC,

861CCDY99 78617267 CE4AD978 9F77739E 62F2ESH7B 48C2FF26 D2E90A79 A1DS86BI3,

9B1CAO8F 64712E33 AEDA3F44 BD6CB633 E0F72221 1E344D73 EC9BBEBC 92142765,

6BA584CE 742A2A3A B41C15D3 EF94EDEB 8EF74A2B DCDAAECC 09ABA567 981F6437)
T 22'= e(Rs, den):

(1052D6E9 D13E3819 09DFF7B2 B41E13C9 87D0A906 8423B769 480DACCE 6A06F492,

5FFEB92A D870F97D C0893114 DA22A44D BCIETA8B 6CA31A0C F0467265 A1FB48C7,

2C5C3B37 E4F2FF83 DB33D98C 0317BCBB BBF4AC6D F6BS89ECA 58268B28 0045E612,

6CED9E2D 7C9CD3D5 AD630DEF ABOB8315 06218037 EEOF861C F9B43C78 434AEC38,

0AE7BF3E 1AECOCB6 7A034409 06C7DFB3 BCD4B6EE EBB7E371 F0094AD4 A816088D,
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98DBC791 DO671CAC A12236CD F8F39E15 AEBI96FAE B39606D5 B04AC581 746A663D,

00DD2B74 16BAA911 72E89D53 09D834F7 8C1E31B4 483BB971 85931BAD 7BE1B9B5,

TEBAC034 9F854446 9E60C32F 6075FB04 68A68147 FF013537 DF792FFC E024F857,

10CC2B56 1A62B62D A36AEFD6 0850714F 49170FD9 4A0010C6 D4B651B6 4F3A3A5E,

58C9687B EDDCD9E4 FEDAB16B 884D1FE6 DFA117B2 AB821F74 EOBF7ACD A2269859,

20430968 F1608606 1904CE20 1847934B 11CAOF9E 9528F5A9 DOCES8F01 5C9AEAT9,

934FDDA6 D3AB48C8 571CE235 4B79742A A498CBSC DDE6BDIF A5946345 A1A652F6)
T 3= (g2) "™

(A76B6777 AD87C912 4C7D7065 F74808DB 2ES80371C 70471580 BOC7C457 AT9EASET,

242FA31F F8E139FA E169A169 92F5F029 162664CE 78833332 4B3BDB4C 682BF9B2,

0626D64D CE603F33 2E9593F6 2B67A6B0 02DEB6DD 2E7D4FAD 3F33C38F 202DE204,

53274906 11B2AE6F 849CF779 B9B74AD9 BA6CF397 F6132612 0777CE46 92F85DC2,

ADC269D1 B6233258 2D823132 A9712754 77AO0CF1D CCF4B2BF 096D9110 F74E2A01,

B1ED0650 2333B2AB 1AE697EA 34F2EF8C 6E47B043 1831706C B5AFCD75 T754FA795,

28F65B36 51E184BC ED030661 EE4A8D67 OFBAE267 96ES8CDB6 6F388ED6 644AF851,

885C7F92 4CC7CB20 968AA50E 8230A3B3 9C2BB5DD 4D753D94 BE5SDD9A4 272CF827,

0DA649CB 8A63172F 8FB028CD 951E7621 5824A4EE 28405D3C 5ESDFDA6 C7CE293F,

4A40AC8F C5HB7168F A54AD3D0 B81AOF8F 50C16436 6CCDECIC 9A40DCE9 FO0A31133,

35D89EAE B36F4D31 BB671306 4CDA8835 E2AA4529 F4212932 7C6FTE8A B760654D,

58D17E44 S8F6D5CBC A66BD7E3 3810D270 DD3B9436 B1BF46B9 A17C9D11 A5A6B148)
TR S| = Hash(0x82|| g, || Hash(g>'||g3'|| ID || IDs|| R|| R))
&'(|€5'[[IDAl| IDg|| RA || Rs:
1052D6E9 D13E3819 09DFF7B2 B41E13C9 87D0A906 8423B769 480DACCE 6A06F492 5FFEB92A D870F97D
C0893114 DA22A44D BCIETA8B 6CA31A0C F0467265 A1FB48C7 2C5C3B37 E4F2FF83 DB33D98C 0317BCBB
BBF4AC6D F6B8IECA 58268B28 0045E612 6CEDIE2D 7C9CD3D5 AD630DEF ABOB8315 06218037 EEOF861C
FI9B43C78 434AEC38 OAE7BF3E 1AECOCB6 7A034409 06C7DFB3 BCD4B6EE EBB7E371 FO094AD4 A816088D
98DBC791 DO671CAC A12236CD F8F39E15 AEB96FAE B39606D5 B04AC581 746A663D 00DD2B74 16BAA911
T2E89D53 09D834F7 8C1E31B4 483BB971 85931BAD 7BE1B9B5 7TEBAC034 9F854446 9E60C32F 6075FB04
68A68147 FF013537 DF792FFC E024F857 10CC2B56 1A62B62D A36AEFD6 08507 14F 49170FD9 4A0010C6
D4B651B6 4F3A3A5E 58C9687B EDDCDI9E4 FEDAB16B 884D1FE6 DFA117B2 AB821F74 EOBF7ACD A2269859
2A430968 F1608606 1904CE20 1847934B 11CAOF9E 9528F5A9 DOCESF01 5CI9AEAT9 934FDDA6 D3AB48C8
571CE235 4B79742A A498CB8C DDE6BD1F A5946345 A1A652F6 AT6B6777 AD87C912 4C7D7065 F74808DB
2E80371C 70471580 BOC7C457 AT9EASET 242FA31F F8E139FA E169A169 92F5F029 162664CE 78833332
4B3BDB4C 682BF9B2 0626D64D CE603F33 2E9593F6 2B67A6B0 02DEB6DD 2E7D4FAD 3F33C38F 202DE204
53274906 11B2AE6F 849CF779 B9B74AD9 BA6CF397 F6132612 0777CE46 92F85DC2 ADC269D1 B6233258
20823132 A9712754 T7AOCF1D CCF4B2BF 096D9110 F74E2A01 BIED0650 2333B2AB 1AE69TEA 34F2EF8C
6E47B043 1831706C B5AFCD75 754FA795 28F65B36 51E184BC ED030661 EE4A8D67 OFBAE267 96E8CDB6
6F388ED6 644AF851 885C7F92 4CC7TCB20 968AA50E 8230A3B3 9C2BB5DD 4D753D94 BESDD9A4 272CF827
0DA649CB 8A63172F 8FB028CD 951E7621 5824A4EE 28405D3C 5E5DFDA6 C7CE293F 4A40AC8F C5B7168F
A54AD3D0 B81AOF8F 50C16436 6CCDECIC 9A40DCE9 FOA31133 35D89EAE B36F4D31 BB671306 4CDA8835
E2AA4529 F4212932 TC6FTESA B760654D 58D17E44 8F6D5CBC A66BD7E3 3810D270 DD3B9436 B1BF46B9
A17C9D11 A5A6B148 416C6963 65426F62 767A4BED 09FFBB52 29D9CAA1 65548FFA 8284A315 B15FBAS6
4887A9AF ASB755FC 02A4E503 51092133 252BA616 09779B45 5DF9C4A0 109ACE24 1485A955 D5B81726



GB/T 38635.2—2020

8168903E 4A56DC41 17387217 COAAS5AB 72A5F6A7 8973E612 AS8AABE2 ASBBC828 TE07CE2D 3B285A56
148D66FC 64FEOED9 28BA902C 1FDA056C 0083AF2C B66528AE

Hash(g>'||g5"||IDa|| IDg|| Ra|| Rs):

B6F6F71E FCEAOEO2 DF198422 28AD50A9 EFD7A4B2 F12DAFEZ BE354AD0 107547F1

0x82||g1'|| Hash(g>'|| g3'||[ 1Dl IDs || Ral| Rp):

822854 2F B6954C84 BE6ASF29 88A31CB6 817BA078 1966FA83 D9673A95 77D3COC1 345E27C1 9FCO2ED9
AE37F5BB 7BE9C03C 2B87DE02 7539CCF0 3E6B7D36 DE4AB45C D1A1ABFC D30C57DB OF1A838E 3A8F2BF8
23479C97 8BD13723 0506EA62 49C89104 9E349747 7913AB89 F5E2960F 382B1B5C 8EE09DEO FA498BA9
5C4409D6 30D343DA 404FEC93 472DA33A 4DB65990 95C0CF89 5E3A7B99 3EESE4EB E3BIAB7D 7D5FF2A3
D1647BA1 54C3ESE1 85DFC336 57C1F128 D480F3F7 E3F16801 208029E1 9434C733 BB73F216 93C66FC2
3724DB26 380C5262 23C705DA F6BA18B7 63A68623 C86A632B 050F63A0 7T1A6D62E A45B59A1 942DFF53
35D1A232 C9C5664F ADSD6AFS 4C11418B ODS8C8EID 8D905780 D50E7790 67F2C4B1 C8F83A8B 59D735BB
52AF35F5 6730BDES AC861CCD 99786172 67CE4AD9 789F7773 9E62F2E5 7TB48C2FF 26D2E90A 79A1D86B
939B1CAO 8F64712E 33AEDA3F 44BD6CB6 33EOF722 211E344D 73ECIBBE BC921427 656BA584 CET42A2A
3AB41C15 D3EF94ED EBSEF74A 2BDCDAAE CCO9ABAS 67981F64 37B6F6F7 1EFCEAOE 02DF1984 2228AD50
A9EFD7A4 B2F12DAF E2BE354A D0107547 F1

T S,: E122B3BF A8965562 AAOA4A92 B671A193 352F2832 S8A129BFF 45C4DD26 2EBCBYEE

P57 SKa= KDF(IDA||IDg|| R|| Rgl|g:1 |2l g5 klen)

ID||[IDg||RA|| Rel&1'[1€2"llg5":

416C6963 65426F62 767A4BED 09FFBB52 29D9CAAL 65548FFA 8284A315 B15FBA86 4887A9AF ASB755FC
02A4E503 51092133 252BA616 09779B45 5DFIC4A0 109ACE24 1485A955 D5B81726 8168903E 4A56DC4 1
17387217 COAAS5AB 72A5F6AT 8973E612 AB8AABEZ ASBBC828 TEO7CE2D 3B285A56 148D66FC 64FEOED9
28BA902C 1FDA056C 0083AF2C B66528AE 28542FB6 954C84BE 6A5F2988 A31CB681 7BA07819 66FA83D9
673A9577 D3COC134 5E27C19F CO2ED9AE 37F5BB7B E9C03C2B 87DE0275 39CCFO3E 6B7D36DE 4AB45CD1
ATABFCD3 0C57DBOF 1A838E3A 8F2BF823 479C978B D1372305 06EA6249 C891049E 34974779 13AB89IF5H
E2960F38 2B1B5C8E EO9DEOFA 498BA95C 4409D630 D343DA40 4FEC9347 2DA33A4D B6599095 COCF895E
3ATB993E E5E4EBE3 B9AB7D7D 5FF2A3D1 647BA154 C3ESE185 DFC33657 C1F128D4 80F3F7E3 F1680120
8029E194 34C733BB 73F21693 C66FC237 24DB2638 0C526223 C705DAF6 BA18B763 A68623C8 6A632B05
0F63A071 A6D62EA4 5B59A194 2DFF5335 D1A232C9 C5664FAD 5D6AF54C 11418B0D 8C8E9DSD 905780D5
0E779067 F2C4B1C8 F83A8B59 D735BB52 AF35F567 30BDESAC 861CCD99 78617267 CE4AD978 9F77739E
62F2E57B 48C2FF26 D2E90A79 A1D86B93 9B1CAO8F 64712E33 AEDA3F44 BD6CB633 EOF72221 1E344D73
EC9BBEBC 92142765 6BA584CE 742A2A3A B41C15D3 EF94EDEB 8EF74A2B DCDAAECC 09ABAS67 981F6437
1052D6E9 D13E3819 09DFF7B2 B41E13C9 87D0A906 8423B769 480DACCE 6A06F492 5FFEB92A D870F97D
C0893114 DA22A44D BCIOETASB 6CA31A0C F0467265 A1FB48C7 2C5C3B37 E4F2FF83 DB33D98C 0317BCBB
BBF4AC6D F6B8IECA 58268B28 0045E612 6CEDIE2D 7C9CD3D5 AD630DEF ABOB8315 06218037 EE0F861C
F9B43C78 434AEC38 0AE7BF3E 1AECOCB6 7A034409 06C7DFB3 BCD4B6EE EBB7E371 F0094AD4 A816088D
98DBC791 DO671CAC A12236CD F8F39E15 AEBI6FAE B39606D5 BO4AC581 746A663D 00DD2B74 16BAA911
72E89D53 09D834F7 8C1E31B4 483BB971 85931BAD 7TBE1BIB5 TEBAC034 9F854446 9E60C32F 6075FB04
68A68147 FF013537 DF792FFC E024F857 10CC2B56 1A62B62D AS6AEFD6 0850714F 49170FD9 4A0010C6
D4B651B6 4F3A3A5E 58C9687B EDDCD9E4 FEDAB16B 884D1FE6 DFA117B2 AB821F74 EOBF7ACD A2269859
2A430968 F1608606 1904CE20 1847934B 11CAOF9E 9528F5A9 DOCESFO01 5C9AEAT9 934FDDA6 D3AB48C8
5T1CE235 4B79742A A498CB8C DDE6BD1F A5946345 A1A652F6 AT6B6777 AD87C912 4C7D7065 F74808DB
2E80371C 70471580 BOC7C457 AT9EASET 242FA31F F8E139FA E169A169 92F5F029 162664CE 78B33332
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4B3BDB4C 682BF9B2 0626D64D CE603F33 2E9593F6 2B67A6B0 02DEBEDD 2E7D4FAD 3F33C38F 202DE204
53274906 11B2AE6F 849CF779 B9B74AD9 BA6CF397 F6132612 0777CE46 92F85DC2 ADC269D1 B6233258
2D823132 A9712754 77TAOCF1D CCF4B2BF 096D9110 F74E2A01 B1ED0650 2333B2AB 1AE697EA 34F2EF8C
6E47B043 1831706C BSAFCD75 754FA795 28F65B36 51E184BC ED030661 EE4A8D67 OFBAE267 96ESCDB6
6F388ED6 644AF851 885C7F92 4CCTCB20 968AAS0E 8230A3B3 9C2BB5DD 4D753D94 BESDDIA4 272CF827
0DA649CB 8A63172F 8FB028CD 951E7621 5824A4EE 28405D3C 5E5DFDA6 C7CE293F 4A40AC8F C5B7168F
A54AD3D0 B81AOF8F 50C16436 6CCDEC1C 9A40DCE9 FOA31133 35DS8IEAE B36F4D31 BB671306 4CDAS835
E2AA4529 F4212932 TC6F7ESA B760654D 58D17E44 8F6D5CBC A66BD7E3 3810D270 DD3B9436 B1BF46B9
A17C9D11 A5A6B148

SKx: 68B20D30 77EAGE2B 82531583 6FDBC633

TSI IN Sy = Hash(0x83||g1"|| Hash(g>'|| g5 || IDAl| IDs|| Rl Rs)):

2'1|&3" [ 1DA|| IDsg|| Ra|| Ris:

1052D6E9 D13E3819 09DFF7B2 B41E13C9 87D0A906 8423B769 480DACCE 6A06F492 S5FFEB92A D870F97D
C0893114 DA22A44D BCIETASB 6CA31A0C F0467265 A1FB48C7 2C5C3B37 E4F2FF83 DB33D98C 0317BCBB
BBF4AC6D F6B8IECA 58268828 0045E612 6CEDIEZD 7CI9CD3D5 AD630DEF ABOB8315 06218037 EEOF861C
F9B43C78 434AEC38 0AE7BF3E 1AECOCB6 7A034409 06C7DFB3 BCD4B6EE EBB7E371 FO094AD4 A816088D
98DBC791 D0671CAC A12236CD F8F39E15 AEBI6FAE B39606D5 BO4AC581 746A663D 00DD2B74 16BAA911
7T2E89D53 09D834F7 8C1E31B4 483BB971 85931BAD 7BE1BIB5 7EBAC034 9F854446 9E60C32F 6075FB04
68A68147 FF013537 DF792FFC E024F857 10CC2B56 1A62B62D A36AEFD6 08507 14F 49170FD9 4A0010C6
D4B651B6 4F3A3A5E 58C9687B EDDCDIE4 FEDAB16B 884D1FE6 DFA117B2 AB821F74 EOBF7ACD A2269859
2A430968 1608606 1904CE20 1847934B 11CAOF9E 9528F5A9 DOCESFO1 5CIAEAT9 934FDDAG D3AB48C8
571CE235 4B79742A A498CB8C DDE6GBDIF A5946345 A1A652F6 8228542F B6954C84 BE6GASF29 88A31CB6
817BA078 1966FA83 D9673A95 77D3COC1 345E27C1 9FCO2ED9 AE37F5BB 7TBE9CO3C 2B87DE02 7539CCFO
3E6B7D36 DE4AB45C D1A1ABFC D30C57DB OF 1A838E 3A8F2BF8 23479C97 8BD13723 0506EA62 49C89104
9E349747 7913AB89 F5E2960F 382B1B5C S8EE09DEO FA498BA9 5C4409D6 30D343DA 404FEC93 472DA33A
4DB65990 95C0CF89 5E3A7TB99 3EESE4EB E3B9ABTD 7D5FF2A3 D1647BA1 54C3ESEL 85DFC336 57C1F128
D480F3F7 E3F16801 208029E1 9434C733 BB73F216 93C66FC2 3724DB26 380C5262 23C705DA F6BA18B7
63A68623 C86A632B 050F63A0 71A6D62E A45B59A1 942DFF53 35D1A232 CIC5664F ADSD6AFS 4C11418B
O0D8CSE9D 8D905780 D50E7790 67F2C4B1 C8F83A8B 59D735BB 52AF35F5 6730BDES AC861CCD 99786172
67CE4AD9 7T89F7773 9E62F2ES 7TB48C2FF 26D2E90A 79A1D86B 939B1CA0 8F64712E 33AEDA3F 44BD6CB6
33E0F722 211E344D 73ECIBBE BC921427 656BA584 CE742A2A 3AB41C15 D3EF94ED EBSEF74A 2BDCDAAE
CCO9ABAS 67981F64 37B6F6F7 1EFCEAOE 02DF1984 2228AD50 A9EFD7A4 B2F12DAF E2BE354A D0107547
F187A9AF A5B755FC 02A4E503 51092133 252BA616 09779845 5DFIC4A0 109ACE24 1485A955 D5B81726
8168903E 4A56DC41 17387217 COAAS5AB 72A5F6AT 8973E612 AS8AABE2 ASBBC828 TE07CE2D 3B285A56
148D66FC 64FEOED9 28BA902C 1FDA0S6C 0083AF2C B66528AE

Hash (g,'(|g5 || IDa||IDs|| Ra| | Rs) :

B6F6F71E FCEAOEOZ2 DF198422 28AD50A9 EFD7A4B2 F12DAFE2 BE354AD0 107547F1

0x83||g1'[| Hash(g>'||gs || /DAl IDs|| Ra|| Rg):

8328542F B6954C84 BE6ASF29 88A31CB6 817BA078 1966FA83 DI673A95 77D3COCL 345E27C1 9FCO2ED9
AE3TF5BB 7TBE9C03C 2B87DE0Z 7539CCF0 3E6B7D36 DE4AB45C D1ATABFC D30C57DB OF 1A838E 3ASF2BF8
23479C97 8BD13723 0506EA62 49C89104 9E349747 7913AB89 FSE2960F 382B1B5C 8EE09DEO FA498BA9
5C4409D6 30D343DA 404FEC93 472DA33A 4DB65990 95C0CF89 5E3ATB99 3EESE4EB E3BIABTD 7D5FF2A3
D1647BA1 54C3ESE1 85DFC336 57C1F128 D480F3F7 E3F16801 208029E1 9434C733 BB73F216 93C66FC2
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3724DB26 380C5262 23C705DA FEBA18B7 63A68623 C86A632B 050F63A0 71A6D62E A45B59A1 942DFF53
35D1A232 C9C5664F ADSD6AFS5 4C11418B 0DS8CSEID 8D905780 D50E7790 67F2C4B1 C8F83A8B 59D735BB
52AF35F5 6730BDES AC861CCD 99786172 67CE4AD9 789F7773 9E62F2E5 7TB48C2FF 26D2E90A 79A1D86B
939B1CA0 8F64712E 33AEDA3F 44BD6CB6 33E0F722 211E344D 73ECIBBE BC921427 656BA584 CE742A2A
3AB41C15 D3EF94ED EBSEF74A 2BDCDAAE CCO9ABAS 67981F64 37B6F6FT 1EFCEAOE 02DF1984 2228AD50
A9EFD7A4 B2F12DAF E2BE354A D0107547 F1

BT S, : 6CD52312 17E73D80 548A1A65 DED17849 3F4282E6 E471FE3E F62271EA 758470E6
FHAX ST B8 FAYHEX(E:

THSLIEIR Sy = Hash(0x83||g: || Hash(gx||g3|| IDal| IDg|| Ra|| Rs))

22||&3/|IDA||IDg|| Ra|| Rp:

1052D6E9 D13E3819 09DFF7B2 B41E13C9 87D0A906 8423B769 480DACCE 6A06F492 5FFEB92A D870F97D
C0893114 DA22A44D BCIETA8B 6CA31A0C F0467265 A1FB48C7 2C5C3B37 E4F2FF83 DB33D98C 0317BCBB
BBF4AC6D F6BS9ECA 58268B28 0045E612 6CEDIE2D 7C9CD3D5 AD630DEF ABOB8315 06218037 EEOF861C
F9B43C78 434AEC38 OAE7BF3E 1AECOCB6 7A034409 06C7DFB3 BCD4B6EE EBB7E371 F0094AD4 A816088D
98DBC791 DO671CAC A12236CD F8F39E15 AEBI96FAE B39606D5 BO4AC581 746A663D 00DD2B74 16BAA911
72E89D53 09D834F7 8C1E31B4 483BB971 85931BAD 7BE1B9B5 TEBAC034 9F854446 9E60C32F 6075FB04
68A68147 FF013537 DF792FFC E024F857 10CC2B56 1A62B62D A36AEFD6 0850714F 49170FD9 4A0010C6
D4B651B6 4F3A3A5E 58C9687B EDDCD9E4 FEDAB16B 884D1FE6 DFA117B2 AB821F74 EOBF7ACD A2269859
2A430968 F1608606 1904CE20 1847934B 11CAOF9E 9528F5A9 DOCESF01 5C9AEAT9 934FDDA6 D3AB48CS
5T71CE235 4B79742A A498CB8C DDE6BD1F A5946345 A1A652F6 A7T6B6777 AD87C912 4C7D7065 F74808DB
2E80371C 70471580 BOC7C457 AT9EASET 242FA31F F8E139FA E169A169 92F5F029 162664CE 78B33332
4B3BDB4C 682BFI9B2 0626D64D CE603F33 2E9593F6 2B67A6B0 02DEB6DD 2E7D4FAD 3F33C38F 202DE204
53274906 11B2AE6F 849CF779 B9BT4AD9 BA6CF397 F6132612 0777CE46 92F85DC2 ADC269D1 B6233258
2D823132 A9712754 7T7AOCF1D CCF4B2BF 096D9110 F74E2A01 B1ED0650 2333B2AB 1AE697EA 34F2EF8C
6E47B043 1831706C B5AFCD75 754FA795 28F65B36 51E184BC ED030661 EE4A8D67 OFBAE267 96ES8CDB6
6F388ED6 644AF851 885C7F92 4CC7CB20 968AAS0E 8230A3B3 9C2BB5DD 4D753D94 BESDD9A4 272CF827
0DA649CB 8A63172F 8FB028CD 951E7621 5824A4EE 28405D3C 5E5DFDA6 C7CE293F 4A40AC8F C5B7168F
A54AD3D0 B81AOF8F 50C16436 6CCDEC1C 9A40DCE9 FOA31133 35D89EAE B36F4D31 BB671306 4CDA8835
E2AA4529 F4212932 TC6FTESA B760654D 58D17E44 8F6D5CBC A66BD7E3 3810D270 DD3B9436 B1BF46B9
A17C9D11 A5A6B148 416C6963 65426F62 767A4BED 09FFBB52 29D9CAA1 65548FFA 8284A315 B15FBA86
4887A9AF ABB755FC 02A4E503 51092133 252BA616 09779845 5DF9C4A0 109ACE24 1485A955 D5B81726
8168903E 4A56DC41 17387217 COAAS5AB 72A5F6A7 8973E612 AS8AABEZ ASBBC828 7TE07CE2D 3B285A56
148D66FC 64FEOED9 28BA902C 1FDA056C 0083AF2C B66528AE

Hash(g>||g3||IDa||IDg|| Ra| Rs):

B6F6F71E FCEAOEO2 DF198422 28AD50A9 EFD7A4B2 F12DAFE2 BE354AD0 107547F1

0x83||g1| Hash(g|| g3/ IDal| IDs|| Rl Rs):

8328542F B6954C84 BE6ASF29 88A31CB6 817BA078 1966FA83 D9673A95 77D3COCI 345E27C1 9FCO2ED9
AE37F5BB 7BE9C03C 2B87DE02 7539CCFO0 3E6B7D36 DE4AB45C D1A1ABFC D30C57DB 0F1A838E 3A8F2BF8
23479C97 8BD13723 0506EA62 49C89104 9E349747 7913AB89 FHE2960F 382B1B5C S8EEO09DEO FA498BA9
5C4409D6 30D343DA 404FEC93 472DA33A 4DB65990 95C0CF89 5E3ATB99 3EESE4EB E3B9ABTD 7D5FF2A3
D1647BA1 54C3E8SE1 85DFC336 57C1F128 D480F3F7 E3F16801 208029E1 9434C733 BB73F216 93C66FC2
3724DB26 380C5262 23C705DA FEBA18B7 63A68623 C86A632B 050F63A0 7T1A6D62E A45B59A1 942DFF53
35D1A232 C9C5664F ADSD6AFS 4C11418B 0D8CSE9ID 8D905780 D50E7790 67F2C4B1 C8F83A8B 59D735BB
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A4

30

52AF35F5 6730BDE5 AC861CCD 99786172 67CE4AD9 789F7773 9E62F2E5 TB48C2FF 26D2E90A 79A1D86B
939B1CA0 8F64712E 33AEDA3F 44BD6CB6 33E0F722 211E344D 73ECIBBE BC921427 656BA584 CET42A2A
3AB41C15 D3EF94ED EBSEF74A 2BDCDAAE CCO9ABAS 67981F64 37B6F6F7 1EFCEAOE 02DF1984 2228AD50
A9EFD7A4 B2F12DAF E2BE354A D0107547 F1

TR Sy 6CD52312 17E73D80 548A1A65 DED17849 3F4282E6 E471FE3E F62271EA 758470E6
Sy=Sa, M\ A F| B {1 E RN RIS,

ZiRH

A

W R TR 9 VP =X+ b

FEIRAFAE g: B6400000 02A3A6F1 D603AB4F F58EC745 21F2934B 1ATAEEDB E56F9B27 E351457D

JifEZH b: 05

# G\,G> I N: B6400000 02A3A6F1 D603ABAF F58EC744 49F2934B 18EASBEE ES6EE19C D69ECF25

REF of: 1

AR ke 12

Mk Z5 p: V-2

B G AERTT Py = (xpy,¥r)

AABR xp,: 93DE051D 62BF718F FSED0704 487D01D6 E1E40869 09DC3280 ESC4E481 7C66DDDD

ABFR yp,: 21FESDDA 4F21E607 63106512 5C395BBC 1C1C00CB FA602435 0C464CD7 0A3EA616

ﬁ G, E"Jiﬁﬁfﬁ pPy= (x/’;, yl’g)

MAKE Xpy:  (B5AEF3DO 78640C98 597B6027 B441A0IF F1DD2C19 OF5E93C4 54806C11 D8806141,
37227552 92130B08 D2AABITF D34EC120 EE265948 D19C17AB F9B7213B AF82D65B)

AABER yp,: (17509B09 2E845C12 66BA0D26 2CBEEGED 0736A96F A347CSBD 856DC76B S4EBEBY6,
A7CF28D5 19BE3DA6 5F317015 3D278FF2 47EFBA98 A71A0811 6215BBA5 C999A7CT)

MR IR AT eid: 0x04

MEEWAMAREA - ELEPOBEXME:

hn# EFAH ke: O1EDEE 3778F441 FS8DEA3D9 FAOACC4E 07EE36C9 3F9A0861 S8AF4ADS5 CEDE1C22

INE E AV Ppube = [kelPr= (X > Vopue)

MEBR xp,,..: TTEDTB8 A51F3ABS 4E0A6600 3F32DA5SC 720B17EC A7137D39 ABC66E3C 80A892FF

MABE yp,.: T69DE617 91E5ADC4 BOFF85A3 13549008 20287127 9ABC49DC 3F220F64 4C57ATBI

I AL R EGR AN T hid: 0x03

Sk B (06515 IDg: Bob

IDg 19 16 1R IR: 426F62

TEABRIK Fy b5 6,=H,(IDg||hid, Ny+ke

IDg||hid: 426F6203

H,(IDg||hid,N): 9CBIF628 8CEOE510 43CE7234 4582FFC3 01E0A812 A7F5F200 4B85547A 24B82716

fi: 9CB3E416 C459D952 3CADI160E 3FS8DCC11 09CEDEDB E78FFA61 D67A0IFF F3964338

TEARIR Fy FitE h=ke- 1!

fr: 864E4D83 91948B37 535ECFA4 4C3F8D4E 545ADA50 2FF8229C 7C32F529 AF406E06

T deg=[61Pr=(Xdeg» Vien):

MARE Xaop:  (94T36ACD 2C8C8796 CCAT85E9 38301A13 9A059D35 37B64141 40B2D31E ECF41683
115BAES5 F5D8BC6C 3DBD9E5S3 42979ACC CF3C2F4F 28420B1C B4F8COB5 9A19B158)

ABER Vaew:  (TAASE475 TODAT600 CD760A0C F7BEAF71 C447F384 4753FE74 FATBA92C A7D3B55F,
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27538A62 ETF7BFB5 1DCE0870 4796D94C 9D56734F 119EA447 32B50E31 CDEB75C1)

BEE P SE 0100

BRI RDE A1~A7 PRIHEX(E:

T Qs=[H\(IDg||hid, N)IP1+Ppup-~(x 05 Y03)

IDg||hid: 426F6203

H\(IDg||hid,N): 9CB1F628 8CEOE510 43CE7234 4582FFC3 01E0A812 ATF5F200 4B85547A 24B82716
ﬂétﬁxQB: 709D1658 08BOA43E 2574E203 FA885ABC BAB16A24 0C4C1916 552E7C43 D09763B8
ﬂéﬁﬁyQB: 693269A6 BE2456F4 33337582 74786B60 51FF87B7 F198DA4B A1A2C6E3 36F51FCC
FEABENLEL #: 7401 5F8489C0 1EF42704 56F9E647 5BFB602B DE7F33FD 482AB4E3 684A6722
T C=[rQs=(xc . yo)

AAFE x : 1EDEE2C3 F4659144 91DE44CE FB2CB434 AB02C308 DIDC5E20 67B4FED5 AAACSAOF

ﬂétﬁ}%‘: 1C9B4C43 5ECA35AB 83BB7341 74COF78F DE81A533 T4AFF3B3 602BBC5E 37BE9A4C

I g=e(Ppub-e, P2):

(9746FC5B 231CEDF3 6F835C47 893D63C6 FF652BCB 92375CE3 C2AB256D 1FD56413,
232A2F80 CFBAEO61 F196BB99 213D5030 6648AC33 CDC78ESF 8A1563FF BF3BD3EB,
68E8A16C 0AC905F6 92904ABC CO04BIAC F12106BD 0A15B6E7 08D76E72 B9288EF2,
9436A60C 403F4F8B ACADD3E3 93E25419 E634FC2B 3DAF247F 6092A802 F60D5C58,
A140EAEF 3893D574 CB83CO1D 951A53F5 1975760B E57F3BBD 89817498 D2158352
95A2BCCE 25359D03 3FC654BD 6A9E462E 5BD0686F F6DDD745 5F71FFF1 5AFFD3FO,
B0432019 OBIE90CE DF6AC570 147A23AE 6FOEAE45 034E6C62 124DD6E8 978FT78AD,
A504E3B4 3C1DD367 94217FA1 B05AC046 C4131854 C3D3E3A5 B5967A64 A861F0AZ,
897F7B35 DICOE21D 84D75CFF ACO8C73E T744A16A4 TEET6E28 A0B03849 888D10FF,
24443BB4 24B12C41 EAF6D34D 92520590 1F5CBA5S9 CFEBA352 24660DB3 848BOBF5
0825403F B3F681AB 2B036DBB A25483D5 CB98BD56 F3DF95F0 A7TA705A2 F6FD804B,
9CE7BC68 062182CF 5DIF4A98 C5A4EDIF 3B4CE4EA 817D19ED 7EF2CE98 E6F5864D)

tf?i‘w=gﬂ

(8EABOCD6 DOC95A6B BB7051AC 848FDFB9 689ESESC 486B1294 557189B3 38B53BI1D,
78082BB4 0152DC35 AC774442 CC6408FF D68494D9 953D77BF 55E30E84 697F6674,
5AAF5223 9E46B037 3B3168BA B75C32E0 48B5FAEB ABFAIFTF 9BA6B4CO C90E65BO0,
75F6A2D9 ED54C87C DDD2EAAT 87032320 205E7AC7 D7FEAA86 95AB2BF7 F5710861,
247C2034 CCF4A143 2DA1876D 023AD6D7 4FF1678F DA3AF37A 3D9F613C DES05798,
8B07151B AC93AF48 D78D86C2 6EA97F24 E2DACC84 104CCE87 91FE90BA 61B2049C,
AAC6AB38 EA07TF996 6173FD9B BF34AAB5 8EE84CD3 777A9FDO OBBCA1DC 09CF8696,
A1040465 BD723AE5 13C4BE3E F2CFDCO8 8A935F0B 207DEED7 AAD5SCE2F C37D4203,
4D874A4C E9B3B587 65B1252A 0880952B 4FF3C97E A1A4CFDC 67A0A007 2541A03D,
3924EABC 443B0503 510B93BB CD9S8EB70 E0192B82 1D14D69C CB2513A1 AT421EB7,
A018A035 ESFB61F2 71DE1C5B 3E781C63 508C113B 3EAC5378 05EAE164 D732FADO,
56BEA27C 8624D506 4C9C278A 193D63F6 908EES58 DFSFSE07 21317FC6 E829C242)

i+5 K=KDF(C|[w|[IDs, klen)

Cllwl|/Dg:

1EDEE2C3 F4659144 91DE44CE FB2CB434 AB02C308 DIDC5E20 67B4FED5 AAACSAOF 1C9B4C43
5ECA35AB 83BB7341 74COF78F DE81A533 74AFF3B3 602BBC5HE 37BE9A4C S8EABOCD6 DOC95A6B

BB7051AC 848FDFB9 689ESESHC 486B1294 557189B3 38B53B1D 78082BB4 0152DC35 ACT774442

31



GB/T 38635.2—2020

32

CC6408FF
48B5FAEB
D7FEAA86
3DIF613C
61B2049C
A1040465
E9B3B587
510B93BB
3E781C63
908EE558

D68494D9
ABFAIFTF
95AB2BF7
DE805798
AAC6AB38
BD723AES
65B1252A
CD9SEB70
508C113B
DF5F5E07

953D77BF
9BA6B4CO
F5710861
8B07151B
EAO7F996
13C4BE3E
08809528
E0192B82
3EAC5378
21317FC6

55E30E84
C90E65B0
247C2034
AC93AF48
6173FD9B
F2CFDCO8
4FF3C9TE
1D14D69C
05EAE164
E829C242

697F6674
75F6A2D9
CCF4A143
D78D86C2
BF34AAB5
8A935F0B
A1A4CFDC
CB2513A1
D732FADO
426F62

5AAF5223
ED54C87C
2DA1876D
6EA9TF24
S8EE84(CD3
207DEED7
67A0A007
AT421EB7
56BEA27C

9E46B037
DDD2EAAT
023AD6D7
E2DACC84
TT7TA9FDO
AADSCEZF
2541A03D
A018A035
8624D506

3B3168BA
87032320
AFF1678F
104CCE87
0BBCA1DC
C37D4203
3924EABC
E8FB61F2
4C9C278A

B75C32E0
205E7ACT
DA3AF37A
91FE90BA
09CF8696
4D874A4C
443B0503
T1DE1C5B
193D63F6

K: AFF5CF86 D2AD40C8 F4BAC9SD 76ABDBDE OCOE2FOA 829D3F91 1EF5B2BC E0695480
R RS B1~B4 PROEXE:

& w'=e(
(8EABOCD6
78082BB4
5AAF5223
75F6A2D9
24702034

AAC6AB38
A1040465
4D874A4C
3924EABC
A018A035
96BEA27C

C', deB):

DOC95A6B
0152DC35
9E46B037
ED54C87C
CCF4A143
8B07151B AC93AF48
EAO7F996
BD723AE5
E9B3B587
443B0503
ESFB61F2
8624D506

BB7051AC
ACT74442
3B3168BA
DDD2EAAT
2DA1876D
D78D86C2
6173FD9B
13C4BE3E
65B1252A
510B93BB
T1DE1C5B
4C9C278A

5 K'=KDF(C'||w'||IDg, klen)
C'||w'||[IDg:

1EDEE2C3
5ECA35AB
BB7051AC
CC6408FF
48B5FAEB
D7FEAA86
3DIF613C
61B2049C
A1040465
E9B3B587
510B93BB
3E781C63
908EE558

F4659144
83BB7341
848FDFB9
D68494D9
ABFALFTF
95AB2BF7
DE805798
AAC6AB38
BD723AES
65B1252A
CD9BEB70
508C113B
DF5F5E07

91DE44CE
T4COF78F
689E5ESC
953D77BF
9BA6B4CO
F5710861
8B07151B
EAO7F996
13C4BE3E
08809528
E0192B82
3EAC5378
21317FC6

848FDFBY
CC6408FF
B75C32E0
87032320
023AD6D7
6EA9TF24
BF34AABS
F2CFDCO8
08809528
CD98EB70
3E781C63
193D63F6

FB2CB434
DES1A533
48681294
95E30E84
C90E65B0
247C2034
AC93AF48
6173FD9B
F2CFDCO8
4FF3CITE
1D14D69C
05EAE164
E829C242

689E5ESC
D68494D9
48B5FAEB
205E7ACT
4FF1678F
E2DACC84
8EE84CD3
8A935F0B
4AFF3CI7E
E0192B82

486B1294
953D77BF
ABFAIFTF
D7FEAA86
DA3AF3TA
104CCE8T7
TTTA9FDO
207DEED7
A1AACFDC
1D14D69C

508C113B 3EAC5378

908EE558

AB02C308
T4AFF3B3
557189B3
697F6674
T5F6A2D9
CCF4A143
D78D86C2
BF34AAB5
8A935F0B
A1A4CFDC
CB2513A1
D732FADO
426F62

DFSFSEQ7

D9DC5E20
602BBC5E
38B53B1D
9AAF5223
ED54C87C
2DA1876D
6EA9TF24
8EE84(CD3
207DEED7
67A0A007
ATA21EB7
56BEA27C

557189B3
55E30E84
9BA6B4CO
95AB2BF7
3D9F613C

OBBCA1DC

67A0A007
CB2513A1
05EAE164
21317FC6

67B4FEDS
37BE9A4C
78082BB4
9E46B037
DDD2EAAT
023AD6D7
E2DACC84
TT7TA9FDO
AAD5CEZF
2541A03D
A018A035
8624D506

38B53B1D,
697F6674,
C90E65B0,
F5710861,
DE805798,
91FE90BA 61B2049C,
09CF8696,
AAD5SCE2F C37D4203,
2541A03D,
AT421EBT7,
D732FADO,
£829C242)

AAACBAOF
8EABOCD6
0152DC35
3B3168BA
87032320
4FF1678F
104CCE87
0BBCA1DC
C37D4203
3924EABC
E8FB61F2
4C9C278A

1C9B4C43
DOC95A6B
AC774442
B75C32E0
205E7ACT
DA3AF3TA
91FE90BA
09CF8696
4D874A4C
443B0503
7T1DE1C5B
193D63F6

K': 4FF5CF86 D2AD40C8 F4BAC98D 76ABDBDE OCOE2FOA 829D3F91 1EF5B2BC E0695480
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NIAMBEE

BB R R N P =x"+b

FEBRAFIE g: B6400000 02A3A6F1 D603ABAF F58EC745 21F2934B 1ATAEEDB E56F9B27 E351457D

JitEZ ¥ b: 05

B GG IFr N: B6400000 02A3A6F1 D603ABAF F58EC744 49F2934B 18EASBEE E56EE19C D69ECF25

REF cf 1

RN IREL k: 12

LS5 p V-2

B Gy A RTT Py = (xp, . ypy)

AAKE xp,: 93DE051D 62BF718F F5ED0704 487D01D6 E1E40869 09DC3280 ESCAE481 7C66DDDD

MABR yp,: 21FESDDA 4F21E607 63106512 5C395BBC 1C1CO0CB FA602435 0C464CD7 0A3EA616

B G, A8t P, = (Xpys yr2)

AAKER xp,:  (85AEF3D0 78640C98 597B6027 B441A01F F1DD2C19 OF5E93C4 54806C11 D8S06141,
37227552 92130B08 D2AABITF D34EC120 EE265948 D19C17AB F9B7213B AF82D65B)

HAKE yp,:  (17509B09 2E845C12 66BA0D26 2CBEEGED 0736A96F A347CSBD 856DC76B S4EBEB9S6,
A7CF28D5 19BE3DA6 5F317015 3D278FF2 47EFBA98 A71A0811 6215BBA5 C999A7C7)

SUERAEXT (R BN FF eid: 0x04

mEEEHFMA R MBBH LI RRAOHEKE:

N FF0%] ke: O1EDEE 3778F441 FSDEA3D9 FAOACCAE O7EE36C9 3F9A0861 SAF4ADS5 CEDE1C22

I A Pouse = [kelPr= (Xpppe s Vopure)

MABR xp,.: TSTEDTB8 A51F3AB8 4E0A6600 3F32DA5C 720B17EC A7137D39 ABC66E3C 80AS92FF

HABR Yp,: TBIDE617 91ESADCA BIFF85A3 13549008 20287127 9A8C49DC 3F220F64 4C57ATB1

IR A R BOR AN FF hid: 0x03

S4A B kRN IDg: Bob

IDg 119 16 i FRIR: 426F62

TEA BRI Fy L5 o =H\(IDg||hid, N)+ke

IDg||hid: 426F6203

H\(IDg||hid,N): 9CB1F628 S8CEOE510 43CE7234 4582FFC3 01E0A812 ATF5F200 4B85547A 24B82716

f1: 9CB3E416 C459D952 3CAD160E 3F8DCC11 09CEDEDB E78FFA61 D67AOIFF F3964338

AR Fy FitsE b=ke - 1,7

tr: 864E4D83 91948B37 535ECFA4 4C3F8DAE 545ADA50 2FF8229C 7C32F529 AF406E06

T3 deg=[61Pr=(Xdes Vite)

AABR Xgep:  (94T36ACD 2C8C8796 CCAT85E9 38301A13 9A059D35 37B64141 40B2D31E ECF41683,
115BAES5 F5DSBC6C 3DBDIE5S3 42979ACC CF3C2FAF 28420B1C BAFSCOB5 9A19B158)

HARE Yaeg: (TAASE4T5 TODAT600 CD760A0C F7BEAF71 C447F384 4753FE74 FATBA92C A7D3B55F,
27538062 E7F7BFB5 1DCE0870 4796D94C 9D56734F 119EA447 32B50E31 CDEB75C1)

BN 8 M N: Chinese IBE standard

THE M 16 #EH R RN 4368696E 65736520 49424520 7374616E 64617264

HE MK PE mlen: 0xAO

Ky _len: 0x80

K> len: 0x0100
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MBEESE A1~A8 hEIHEXE:
T Op=[H\(IDg||hid, N)]P1+Ppup-e~(X0g » Y05)
IDgllhid: 126F6203
H,(IDg||hid,N): 9CB1F628 8CEOE510 43CE7234 4582FFC3 01E0A812 ATF5F200 4B85547A 24B827
QéﬁﬁxQB: 709D1658 08BOA43E 2574E203 FA885ABC BAB16A24 0C4C1916 552E7C43 D09763B8
ﬂéﬁﬁyQB: 693269A6 BE2456F4 33337582 74786B60 51FF87B7 F198DA4B A1A2C6E3 36F51FCC
FEAEBENLEL #: AACO 541779C8 FC45E3E2 CB25C12B 5D2576B2 129AESBB 5EE2CBE5S EC9E785C
T C=[r10s=(xc, » yey)
ﬂéﬁﬁxcﬁ 24454711 64490618 E1EE2052 8FF1D545 BOF14C8B CAA44544 FO3DAB5D ACO7DSFF
ﬂétﬁ)&h: 42FFCA97 D57CDDCO 5EA405F2 E586FEB3 A6930715 532B8000 759F1305 9ED59ACO
T g=e(Ppubr P2):
(9746FC5B 231CEDF3 6F835C47 893D63C6 FF652BCB 92375CE3 C2AB256D 1FD56413
232A2F80 CFBAEO61 F196BB99 213D5030 6648AC33 CDC78E8F 8A1563FF BF3BD3EB ,
68E8A16C 0AC905F6 92904ABC CO04B1AC F12106BD 0A15B6E7 08D76E72 B9288EF2 |
9436A60C 403F4F8B AC4DD3E3 93E25419 E634FC2B 3DAF247F 6092A802 F60D5C58
A140EAEF 3893D574 CB83CO1D 951A53F5 19757608 E57F3BBD 89817498 D2158352
95A2BCCE 25359D03 3FC654BD 6A9E462E 5BD0686F F6DDD745 5F71FFF1 5AFFD3FOQ
B0432019 OBIE90CE DF6AC570 147A23AE 6FOEAE45 034E6C62 124DD6E8 978F78AD ,
A504E3B4 3C1DD367 94217FA1 B05AC046 C4131854 C3D3E3A5 B5967A64 A861F0A2 ,
897F7B35 DICOE21D 84D75CFF ACO8C73E 744A16A4 TEET6E28 A0B03849 888D10FF ,
24443BB4 24B12C41 EAF6D34D 92520590 1F5CBA59 CFEBA352 24660DB3 848BOBF5 |,
0825403F B3F681AB 2B036DBB A25483D5 CB98BD56 F3DF95F0 A7A705A2 F6FD804B
9CE7BC68 062182CF 5D9F4A98 C5A4EDIF 3B4CE4EA 817D19ED 7EF2CE98 E6F5864D )
Tf‘ﬁ w:g':
(63253798 B7535975 A90F2025 61FC5457 OFEES88BF 69E3B7A5 12697069 E59E1F5D
42D54B98 4AF01D71 OBA0030C 18738F6B 14E4DF47 2ACAF893 99228D85 AF117904 ,
B426DFF0 40C49F9A 43BCD7FD 7D757B7D 1D8D7311 CO8FC3B5 7616C5EE 137785A3
28D19396 DBDFAC50 EEE62B1C 7F994BB6 F9BDIEFB 2221A1BE 1B6EB3ES F71485B4
A3EEF46E 1B99F614 D7BD7F57 574BATEB B502AFOB DABAO787 C5C4DBC5H 6A344A25
A06790B6 05CEAOBB AF34776D 6B1FC019 8A02D05B BAAC6F64 A555AB2C A576FODA ,
B405CBBF 22197B94 FD18D27D AOBOE52C 8754EE94 27963469 1FEA6E13 FFDO584E ,
AA2A94A7 E2259B67 1896302B 4275AE3E 8CF20100 98D5BEAF 19DOA6E6 0354E1C5
5C9TE64F 848B06D3 9BAS828F F59502C0 81D3DAE6 8F35F7E6 448DBI96D 220A0FBA
02BE03C5 1BF062B6 F564AEOB FB42DCA3 6E71D387 512E3BCC CA3379B7 3EC47176
52BE92FB 9E78BA9E 1D80A156 06580493 5742DBD2 B9675430 11AAC533 33909FBF ,
5FADEC14 A2FBD152 48E77467 442A6969 8246FB03 14C7A824 6D952219 DD2144ED )
o hn s W S 5 AT T R
a)  INEHISC T NEET KDF 75 %8
5 klen=mlen+K,_len: 01A0
{8 K=KDF(Cy||w||[Dg, klen)=K,||K>
Ci|lwl|IDg:
24454711 64490618 E1EE2052 8FF1D545 BOF14C8B CAA44544 FO3DAB5D ACO7DSFF 42FFCA97
D57CDDCO 5EA405F2 E586FEB3 A6930715 532B8000 759F1305 9ED59ACO 63253798 B7535975
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A90F2025 61FC5457 OFEESSBF 69E3B7A5 12697069 E59E1F5D 42D54B98 4AF01D71 0BA0030C
18738F6B 14E4DF47 2ACAF893 99228D85 AF117904 B426DFF0 40C49F9A 43BCD7FD 7D757B7D
1D8D7311 CO8FC3B5 7616C5EE 137785A3 28D19396 DBDFAC50 EEE62B1C 7F994BB6 FIBDIEFB
2221A1BE 1B6EB3ES F71485B4 A3EEF46E 1B99F614 D7BD7F57 574BA7EB B502AFOB DABA0787
C5C4DBC5 6A344A25 A06790B6 05CEAOBB AF34776D 6BIFC019 8A02D05B BAAC6F64 A555AB2C
A576FODA B405CBBF 22197B94 FD18D27D AOBOE52C 8754EE94 27963469 1FEA6E13 FFD0584E
AA2A94A7 E2259B67 1896302B 4275AE3E 8CF20100 98D5BEAF 19DOA6E6 0354E1C5 5C9TE64F
848B06D3 9BASS28F F59502C0 81D3DAE6 8F35F7E6 448DBI6D 220A0FBA 02BE03C5 1BF062B6
F564AE0B FB42DCA3 6E71D387 512E3BCC CA3379B7 3EC47176 52BE92FB 9E7SBAIE 1DS0A156
06580493 5742DBD2 B9675430 11AAC533 33909FBF 5FADEC14 A2FBD152 48E77467 442A6969
8246FB03 14C7A824 6D952219 DD2144ED 426F62
K=K||K>: 58373260 FO67EC48 667C21C1 44F8BC33 CD304978 8651FFD5 F738003E 51DF3117

4DOE4E40 2FD87F45 81B612F7 4259DB57 4F67ECE6
i C=M®K,:
K;: 58373260 FO67EC48 667C21C1 44F8BC33 CD304978
C,: 1B5F5BOE 95148968 2F3E64E1 378CDD5D A9513B1C
HE Cy=MAC(K>, C5):
K>: 8651FFD5 F738003E 51DF3117 4DOE4E40 2FD87F45 81B612F7 4259DB57 4F67ECE6
C;: BA672387 BCD6DE50 16A158A5 2BB2ETFC 429197BC AB70B25A FEE37A2B 9DBIF367
5 C=C\||GH| s
24454711 64490618 E1EE2052 8FF1D545 BOF14C8B CAA44544 FO3DAB5D ACO7DSFF 42FFCA97
D57CDDCO 5EA405F2 E586FEB3 A6930715 532B8000 759F1305 9ED59ACO BA672387 BCDEDE50
16A158A5 2BB2E7FC 429197BC AB70B25A FEE37A2B 9DB9F367 1B5F5BOE 95148968 2F3E64E1
378CDD5D A9513B1C
b) W B SR T i N L R Bk
TEMR ] o, 43 20 3RS 084 GB/T 32907, AR CBC, ¥4k & 1V 24 00000000 00000000

00000000 00000000
15 klen= K, _len +K,_len: 0180
5 K=KDF(C\||w||IDg, klen) =K,||K;

Cy||w||IDg:

24454711 64490618 E1EE2052 8FF1D545 BOF14C8B CAA44544 FO3DAB5D ACO7DSFF 42FFCA97
D57CDDCO 5EA405F2 E586FEB3 A6930715 532B8000 759F1305 9ED59ACO 63253798 B7535975
A90F2025 61FC5457 OFEESSBF 69E3B7A5 12697069 E59EIFSD 42D54B98 4AF01D71 0BA0030C
18738F6B 14E4DF47 2ACAF893 99228D85 AF117904 B426DFF0 40C49F9A 43BCD7FD 7D757B7D
1D8D7311 CO8FC3B5 7616C5EE 13778543 28D19396 DBDFAC50 EEE62B1C 7F994BB6 FIBDIEFB
2221A1BE 1B6EB3ES F71485B4 A3EEF46E 1B99F614 D7BD7F57 574BA7EB B502AFOB DABA0787
C5C4DBC5 6A344A25 A06790B6 05CEAOBB AF34776D 6BI1FC019 8A02D05B BAAC6F64 A555AB2C
A576FODA B405CBBF 22197B94 FD18D27D AOBOE52C 8754EE94 27963469 1FEA6E13 FFD0584E
AA2A94AT E2259B67 1896302B 4275AE3E 8CF20100 98D5BEAF 19D0A6E6 0354E1C5 5C97E64F
848B06D3 9BASS28F F59502C0 81D3DAE6 8F35F7E6 448DBI6D 220A0FBA 02BE03C5 1BF062B6
F564AE0B FB42DCA3 6E71D387 512E3BCC CA3379B7 3EC47176 52BE92FB 9E7S8BAIE 1DS0A156
06580493 5742DBD2 B9675430 11AAC533 33909FBF 5FADEC14 A2FBD152 48E77467 442A6969
8246FB03 14C7A824 6D952219 DD2144ED 426F62
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36

K=K||K5: 58373260 FO67EC48 667C21C1 44F8BC33 CD304978 8651FFD5 F738003E 51DF3117
ADOE4E40 2FD87F45 81B612F7 4259DB57

5T Co=1V||Enc(K,, M, IV):

K;: 58373260 FO67EC48 667C21C1 44F8BC33

M7 N 4368696E 65736520 49424520 7374616E 64617264 0COCOCOC 0COCOCOC 0COCOCOC

G: 00000000 00000000 00000000 00000000 EO5BEFAC 6F11B965 268C994F 00DBA7AS 1329574
5B2CACB3 82FBFDI0 6DIBASGA

T C3=MAC(K>, C»):

K>: CD304978 8651FFD5 F738003E 51DF3117 4DOE4E40 2FD87F45 81B612F7 4259DB57

G: 12AF121D E3795AA5 14DOC6E7 949CE479 807ESB03 140DCA09 D18DD075 E47EBO3C

T C=C1(|C5]|Ca:

24454711 64490618 E1EE2052 8FF1D545 BOF14C8B CAA44544 FO3DAB5D ACO7DSFF 42FFCA97
D57CDDCO 5EA405F2 ES86FEB3 A6930715 532B8000 759F1305 9EDS9ACO 12AF121D E3795AA5
14DOC6E7 949CE479 807ESB03 140DCA09 D18DDO75 E47EBO3C 00000000 00000000 00000000

00000000 EO5B6FAC 6F11B965 268C994F 0ODBA7A8 132C9574 5B2CACB3 82FBFD90 6DIBAS6A
REEESE B1~B5 hAHEXE:
T w'=e(C)', dep):

(63253798
42D54B98
B426DFF0
28D19396
A3EEF46E
A06790B6
B405CBBF
AA2A94AT
5CI7TE64F
02BE03C5
52BE92FB
5FADEC14

B7535975
4AF01D71
40C49F9A
DBDFAC50
1B99F614
05CEAOBB
22197894
E2259B67
848B06D3
1BF062B6
9E78BAIE
A2FBD152

A90F2025
0BA0030C
43BCD7FD
EEE62B1C
D7BD7F57
AF34776D
FD18D27D
18963028
9BA8828F
F564AE0B
1D80A156
A8ETT467

61FC5457
18738F6B
7D757B7D
7F994BB6
OT4BATEB
6B1FC019
AOBOE52C
4275AE3E
F59502C0
FB42DCA3
06580493
44276969

Fo I W SCH) iR RAT U B
a) NS E R T KDF ()75 %8
5 klen=mlen+K> len: 01A0

5 K'=KDF(Cy'|w'||IDg, klen) =K||K>

C]’”W'”IDB:

24454711
D57CDDCO
A90F2025
18738F6B
1D8D7311
2221A1BE
C5C4DBC5
A576FODA B405CBBF
AA2A94AT
848B06D3

64490618
5EA405F2
61FC5457
14E4DF47
CO8FC3B5
1B6EB3ES
6A344A25

E2259B67
9BASS28F

E1EE2052
E586FEB3
OFEESSBF
2ACAF893
7616C5EE
F71485B4
A06790B6
22197894
18963028
F59502C0

OFEES8BF 69E3B7A5
14E4DF47 2ACAF893
1D8D7311 CO8FC3B5
FOBDIEFB 2221A1BE
B502AF0B DABAO787
8A02D05B BAAC6F64
8754EE94 27963469
8CF20100 98D5BEAF
81D3DAE6 8F35F7E6
6E71D387 512E3BCC
5742DBD2 B9675430
8246FB03 14C7A824

8FF1D545 BOF14C8B
A6930715 532B8000
69E3B7TAS 12697069
99228D85 AF117904
137785A3 28D19396
A3EEF46E 1B99F614
05CEAOBB AF34776D
FD18D27D AOBOE52C
4275AE3E 8CF20100
81D3DAE6 S8F35F7E6

CAA44544
759F1305
E59E1F5D
B426DFFO
DBDFAC50
D7BD7F57
6B1FC019
8754EE94
98DSBEAF
448DB96D

12697069
99228D85
7616C5EE
1B6EB3ES
C5C4DBCS
A555AB2C
1FEA6E13
19DOAGE6
448DB96D
CA3379B7
11AAC533
6D952219

FO3DAB5D
9ED59ACO
42D54B98
40C49F9A
EEE62B1C
574BATEB
8A02D05B
27963469
19DOAGEG
220A0FBA

E59E1F5D,
AF117904,
137785A3,
F71485B4,
6A344A25,
A5T6FODA,
FFDO584E,
0354E1C5

220A0FBA,
3EC4T7176,
33909FBF,
DD2144ED)

ACO7D8FF
63253798
4AF01D71
43BCD7FD
TF994BB6
B502AF0B
BAAC6F64
1FEAGELS
0354E1C5
02BE03C5

42FFCA97
B7535975
0BA0030C
TD757B7D
F9BDIEFB
DABAO787
A555AB2C
FFDO584E
5CITE6AF
1BF062B6



b)
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F564AE0B FB42DCA3 6E71D387 512E3BCC CA3379B7 3EC47176 52BE92FB 9E7SBAYE 1DS0A156

06580493 5742DBD2 B9675430 11AAC533 33909FBF 5FADEC14 A2FBD152 48E77467 442A6969

8246FB03 14C7A824 6D952219 DD2144ED 426F62

K=K'||K>': 58373260 FO67EC48 667C21C1 44F8BC33 CD304978 8651FFD5 F738003E 51DF3117

4DOE4E40 2FD87F45 81B612F7 4259DB57 4F67ECE6

i M=C, 8K,

Ky': 58373260 FO67EC48 667C21C1 44F8BC33 CD304978

M':  4368696E 65736520 49424520 7374616E 64617264

HE =MACK,', Cy') -

K>': 8651FFD5 F738003E 51DF3117 4DOE4E40 2FD87F45 81B612F7 4259DB57 4F67ECE6

u : BA672387 BCD6DE50 16A158A5 2BB2E7FC 429197BC AB70B25A FEE37A2B 9DBIF367

u=C5y', WISCEIN: Chinese IBE standard

IE B ST 7 N oy U

i+ klen=K,_len+K,_len: 0180

5 K'=KDF(C,'|w'||IDg, klen)=K,'|K>'

Cy'|w'|IDg:

24454711 64490618 E1EE2052 8FF1D545 BOF14C8B CAA44544 FO3DAB5D ACO7DSFF 42FFCA97

D57CDDCO 5EA405F2 E586FEB3 A6930715 532B8000 759F1305 9ED59ACO 63253798 B7535975

A90F2025 61FC5457 OFEESSBF 69E3B7A5 12697069 E59EIF5D 42D54B98 4AF01D71 0BA0030C

18738F6B 14E4DFAT 2ACAF893 99228D85 AF117904 B426DFF0 40C49F9A 43BCD7FD 7D757B7D

1D8D7311 COSFC3B5 7616C5EE 137785A3 28D19396 DBDFAC50 EEE62B1C 7F994BB6 F9BDIEFB

2221A1BE 1B6EB3ES F71485B4 A3EEF46E 1B99F614 D7BD7F57 574BATEB B502AFOB DABA0787

C5C4DBC5 6A344A25 A06790B6 05CEAOBB AF34776D 6BIFC019 8A02D05B BAAC6F64 A555AB2C

A576FODA B405CBBF 22197B94 FD18D27D AOBOE52C 8754EE94 27963469 1FEA6E13 FFD0584E

AA2A94AT E2259B67 1896302B 4275AE3E 8CF20100 98D5BEAF 19DOA6E6 0354E1C5 5CITE64F

848B06D3 9BA8S2SF F59502C0 81D3DAE6 S8F35F7E6 448DBI6D 220A0FBA 02BE03C5 1BF062B6

F564AE0B FB42DCA3 6E71D387 512E3BCC CA3379B7 3EC47176 52BE92FB 9E7SBAYE 1DS0A156

06580493 5742DBD2 B9675430 11AAC533 33909FBF 5FADEC14 A2FBD152 48E77467 442A6969

8246FB03 14C7A824 6D952219 DD2144ED 426F62

K'=K'|K>': 58373260 FO67EC48 667C21C1 44F8BC33 (D304978 8651FFD5 F738003E 51DF3117
4DOE4E40 2FD87F45 81B612F7 4259DB57

THE M'=Dec(K,', C'):

K': 58373260 FO67EC48 667C21C1 44FS8BC33

M': 4368696E 65736520 49424520 T374616E 64617264 0COCOCOC 0COCOCOC 0COCOCOC

i =MACK,', C,'):

K>': CD304978 8651FFD5 F738003E 51DF3117 4DOE4E40 2FD87F45 81B612F7 4259DB57

u: 12AF121D E3795AA5 14DOC6E7 949CE479 807ESB03 140DCA09 D18DD075 E47EB03C

u=C3', WICEIA: Chinese IBE standard




