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(BRI R

HEOSERBE CIEEXIAG

E.l XASM3IWshFOLEREZRAG

Zinclude <<stdio.h™>
Zinclude <"string.h™>
Zinclude <<math.h™>
Zinclude "sm3.h"

Zinclude "sm_dpwd.h"

Zifdef __cplusplus
define INLINE inline
else
define INLINE

= endif

o

"

INLINE bool IsBigEndian()
{

union T

/
h)

char ¢[2];

short s;

d e
t.s = 0x0031;
if (t.c[1] == 0x31)

J
A

return true;
}

return false;

INLINE bool IsLittleEndian()

¥
\

return ! IsBigEndian() ;
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INLINE uint32 Reverse32(uint32 x)
{
return ((x & 0x000000ff) <<<C 24)
| ((x & 0x0000f00) << 8)
| ((x & 0x00ff0000) >>> 8)
| ((x & 0xff000000) =>=> 24);

INLINE uint64 Reverse64(uint64 x)

{
uint32 nTemp[3] = {0}
memepy(nTemp+1, &.x. sizeof(uint64));
nTemp[0] = Reverse32(nTemp[2]);
nTemp[ 1] = Reverse32(nTemp[1]);

return * (uint64 * )nTemp;

INLINE sm_word ML (byte X. uint8 j)

{
if (IsBigEndian())
{
return (sm_word) (X <<<Z (j%32));
}
else
{
return Reverse32((sm_word) (X <<<Z (j%32)));
}
)

INLINE sm_word SUM(sm_word X, sm_word Y)
{
if (IsBigEndian())
{
return (X + Y);

return Reverse32(Reverse32(X) + Reverse32(Y));
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int TruncateSM3(IN byte pSrc[32]. IN int nSrcl.en. OUT byte pDst[4]. IN int nDstSize)
{
if (nSrcl.en ! = 32 || nDstSize << 4)
{
return —1;
!

memset(pDst. 0. nDstSize) ;

byte * S = (byte * )pSrc;

sm_word S1 = ML(S[ 0], 24) | ML(S[ 1], 16) | ML(S[ 2]. 8) | ML(S[ 3], 0);

sm_word S2 = ML(S[ 4], 24) | ML(S[ 5], 16) | ML(S[ 6]. 8 | ML(S[ 7], 0);

sm_word S3 = ML(S[ 8], 24) | ML(S[ 91, 16) | ML(S[10], 8) | ML(S[11], 0);
sm_word S4 = ML(S[12], 24) | ML(S[13], 16) | ML(S[14], 8) | ML(S[15], 0);
sm_word S5 = ML(S[16], 24) | ML(S[17], 16) | ML(S[18], 8) | ML(S[19], 0);
sm_word S6 = ML(S[20], 24) | ML(S[21], 16) | ML(S[22], 8) | ML(S[23], 0);
sm_word 87 = ML(S[24], 24) | ML(S[25], 16) | ML(S[26], 8) | ML(S[27], 0);
sm_word S8 = ML(S[28], 24) | ML(S[29], 16) | ML(S[30], 8) | ML(S[31], 0);

sm_word OD = SUM(SUM(SUM(SUM(SUM(SUM(SUMC(S1, S2), S3), S4), S5), S6),
S7), S8);

memepy(pDst. & 0D, sizeof(sm_word)) ;

return 0;
}
= define SM_DPWD_KEY_LEN_MIN (128/8)
£ define SM_DPWD_CHALLENGE_LEN_MIN (4)
= define SM_DPWD_LEN_MAX (10)
= define SM_HASH_OUT_LEN (32)

int SM3 _DPasswd (IN byte ¥ pKey, IN int nKeylLen., IN uint64 * pTime, IN uint64 *
pInterval, IN uint32 * pCounter,
IN char ¥ pChallenge. IN int nGenl.en, OUT char * pDynPwd. IN int nDyn-
PwdSize)
{
if (pKey == NULL || (pTime == NULL &.&. pCounter == NULL &-&. pChallenge =
= NULL)
|| pDynPwd == NULL || nKeylLen << SM_DPWD_KEY_LEN_MIN || nGenlen >
SM_DPWD_LEN_MAX
' (pChallenge ! = NULL &.&. strlen(pChallenge) << SM_DPWD_CHALLENGE _
LEN_MIN)
30
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|| nDynPwdSize << nGenl.en + 1)

return SM_DPWD _PARAM_ERROR:
}
memset(pDynPwd. 0. nDynPwdSize) ;

// T=To/Tec
if (pTime ! = NULL &.&. pInterval | = NULL &.&. * pInterval | = 0)
{

* pTime = ( * pTime) / ( * pInterval) ;

// Convert to big—endian.

if (1 IsBigEndian())

{
if (pTime ! = NULL)
{
* pTime = Reverse64( * pTime) ;
}
if (pCounter ! = NULL)
{
* pCounter = Reverse32( * pCounter) ;
}
/
int offset =05
byte ¥  sm_i = NULL:
byte sm_o[SM_HASH_OUT_LEN] = {0};
int sm_i_len = 0;
int sm_o_len = sizeof(sm_o);
uint32 pwd = {0};

// ID(T|C|Q) Length at least 128 bits
sm_i_len = (pTime 7 sizeof(uint64) : 0) + (pCounter ¢ sizeof(uint32) ; 0) + (pChallenge
? strlen(pChallenge) : 0);
if (sm_i_len << 16)
{
// Fill ID to 128 bits with 0 at the end.
sm_i_len = 16;
}

sm_i_len + = nKeyl.en;

31
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// Allocate IN—Data memory.
sm_i = new byte[sm_i_len];
if (sm_i == NULL)
{
return SM_DPWD_NO_MEMORY ;
}

memset(sm_i. 0. sm_i_len):

// 1. KEY|ID(T|C|Q)

memcepy(sm_i. pKey. nKeyl.en) ;

offset = nKeyl.en;

if (pTime ! = NULL)

{
memcpy(sm_i+offset. pTime. sizeof(uint64));
offset += sizeof (uint64) ;

}

if (pCounter ! = NULL)

{
memcpy(sm_i+offset, pCounter, sizeof(uint32));
offset += sizeof(uint32);

)

if (pChallenge ! = NULL)

{
memcpy(sm_i+offset, pChallenge, strlen(pChallenge)) ;

// 2. SM3
SM3(sm_i, sm_i_len, sm_o, sm_o_len);

// 3. Truncate
TruncateSM3(sm_o. sm_o_len. (byte * ) &pwd. sizeof (pwd));

Zifdef __SM_DBG_OUT

___DInitO);

___DAdd(" K :[%s]\r\n", ___S2M(pKey. nKeylen));

__DAdd(" T :[%016s\r\n", ___S2M(pTime, 8));

___DAdd(" C :[%08s]\r\n", ___S2M(pCounter, 4));

___DAdd(" Q :[%s]\r\n", ___S2M(pChallenge., pChallenge == NULL 2 0 : strlen
(pChallenge))) ;

___DAdd("SM3—1IN [ %s\r\n", _ S2M(sm_i, sm_i_len));

___DAdd("SM3—OUT:[ %s]\r\n", ___S2M(sm_o, sm_o_len));
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___DAdd(" Cut :[ %s]\r\n", _ S2M(&.pwd. sizeof(pwd)));
£ endif //__SM_DBG_OUT

// 4. MOD
if (! IsBigEndian())
{

pwd = Reverse32(pwd) ;
3

J

pwd = pwd % (int)pow(10, nGenlen) ;

// Output

char szFmt[32] = {0};

sprintf(szFmt, "% %0%dd". nGenLen);
sprintf(pDynPwd. szFmt. pwd);

delete [ ] sm_i;

return 0;

E2 FASMAMZHEOSERE LR

Zinclude <stdio.h™>

Zinclude <<string.h™>
Zinclude <<math.h>

Zinclude "sm4.h"

Zinclude "sm_dpwd.h"

Zifdef __cplusplus
define INLINE inline
£ else

£  define INLINE

= endif

W

£ ifndef max

£ define max(a.b) (((a) = (b)) ? (a) : (b))
£ endif

£ ifndef min

£ define min(a.b) (((a) << (b)) 2 (a) : (b))

Z endif

INLINE bool TsBigEndian()
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union T

{
char ¢[2];
short s;

}s

A B o
t.s = 0x0031;
if (t.c[1] == 0x31)
{
return true;
}

return false;

INLINE bool IsLittleEndian()
{
return ! IsBigEndian() ;

INLINE uint32 Reverse32(uint32 x)
{
return ((x & 0x000000ff) << 24)
| ((x & 0x0000ff00) <<<C 8)
| ((x & 0x00ff0000) =>=> 8)
| ((x & 0xff000000) =>=> 24);

INLINE uint64 Reverse64(uint64 x)

{
uint32 nTemp[3] = {0};
memepy(nTemp+1. &x. sizeof(uint64));
nTemp[0] = Reverse32(nTemp[2]):
nTemp[ 1] = Reverse32(nTemp[1]);
return * (uint64 *x )nTemp;

)

INLINE sm_word ML (byte X, uint8 j)
{
if (IsBigEndian())
34



GB/T 38556—2020

{
return (sm_word) (X <<<Z (j%32));
)
else
{
return Reverse32((sm_word) (X <<<< (j%32)));
}

INLINE sm_word SUM(sm_word X. sm_word Y)

{
if (IsBigEndian())
{
return (X + Y);
}
else
{
return Reverse32(Reverse32(X) + Reverse32(Y));
}
}

int TruncateSM4(IN byte pSrc[16]. IN int nSrcl.en. OUT byte pDst[4]. IN int nDstSize)
{
if (nSrcllen | = 16 || nDstSize << 4)
{
return —1;
)

memset(pDst, 0, nDstSize) ;

byte * S = (byte * )pSrc;

sm_word SI = ML(S[ 0], 24) | ML(S[ 1], 16) | ML(S[ 2], 8) | ML(S[ 3], 0);

sm_word S2 = ML(S[ 4], 24) | ML(S[ 5], 16) | ML(S[ 6], 8) | ML(S[ 7], 0);

ML(S[ 8], 24) | ML(S[ 9], 16) | ML(S[10], 8) | ML(S[11], 0);
ML(S[12], 24) | ML(S[13], 16) | ML(S[14]. 8 | ML(S[15]. 0);

sm_word S3

sm_word S4

sm_word OD = SUM(SUM(SUM(S1, S2), S3), S4);
memepy(pDst, & 0D, sizeof(sm_word)) ;

return 0;
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% define SM_DPWD_KEY_LEN_MIN (128/8)
% define SM_DPWD_CHALLENGE_LEN_MIN  (4)
£ define SM_DPWD_LEN_MAX a0

% define SM_HASH_OUT_LEN (32)

int SM4 _DPasswd (IN byte * pKey. IN int nKeyl.en, IN uint64 * pTime., IN uint64 *
pInterval. IN uint32 * pCounter,
IN char ¥ pChallenge, IN int nGenlLen, OUT char * pDynPwd, IN int nDyn-
PwdSize)
{
if (pKey == NULL || (pTime == NULL & & pCounter == NULL &.&. pChallenge =
= NULL)
| pDynPwd == NULL || nKeylLen << SM_DPWD_KEY_LEN_MIN || nGenlLen >
SM_DPWD_LEN_MAX
' (pChallenge ! = NULL &.&. strlen(pChallenge) << SM_DPWD_CHALLENGE _

LEN_MIN)
' | nDynPwdSize << nGenlLen + 1)
{
return SM_DPWD_PARAM_ERROR;
}

memset(pDynPwd, 0, nDynPwdSize) ;

// T=To/Tc
if (pTime ! = NULL &.&. pInterval | = NULL &.&. * pInterval | = 0)
{

¥ pTime = ( * pTime) / ( * pInterval) ;

// Convert to big—endian.
if (! IsBigEndian())
{
if (pTime ! = NULL)
{
¥ pTime = Reverse64( ¥ pTime) ;
}
if (pCounter ! = NULL)
{

* pCounter = Reverse32( * pCounter) ;
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int offset = 0;

byte* sm_buf = NULL;
byte * sm_k = NULL;
byte *  sm_i = NULL;
byte sm_o[16] = {0};

int sm_k_len = 0;

int sm_i_len = 03

int sm_o_len = sizeof(sm_o0);
uint32 pwd = {0};

// Tf length of Key is not multiple of 128 bits. extend it to multiple of 128 with 0.
sm_k_len = nKeylen;
if (sm_k_len % 161 = 0)
{
sm_k_len += 16 — sm_k_len % 16;

// T length of TD(T|C|Q) is not multiple of 128 bits. extend it to multiple of 128 with 0.

sm_i_len = (pTime ? sizeof(uint64) : 0) + (pCounter 7 sizeof(uint32) : 0) + (pChallenge
? strlen(pChallenge) : 0);

if (sm_i_len %5 161 = 0)

I
i

sm_i_len += 16 — sm_i_len % 16;

// Allocate SM4 buffer(KEY and ID) memory.
sm_buf = new byte[ sm_k_len+sm_i_len];
if (sm_buf == NULL)
{
return SM_DPWD_NO_MEMORY;
}
memset(sm_buf, 0, sm_k_len+sm_i_len);
sm_k = sm_buf;

sm_i = sm_buf + sm_k_len;

// KEY
memcepy(sm_k, pKey, nKeylLen) ;

// 1D = T|C|Q
if (pTime ! = NULL)
{
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memcpy(sm_i. pTime. sizeof(uint64)) ;
offset += sizeof (uint64) ;
}
if (pCounter ! = NULL)
{
memcpy(sm_i+offset. pCounter. sizeof(uint32));
offset += sizeof(uint32);
}
if (pChallenge ! = NULIL)
{
memcpy(sm_i+offset. pChallenge, strlen(pChallenge)) ;

int k_ent = sm_k_len/16;
inti_ent = sm_i_len/16;

int _ent = max(k_cnt. i_ent);

Zifdef __SM_DBG_OUT

— Dump(" K :[ %s]\r\n", ___S2M(pKey. nKeyLen));

___Dump(" T :[%016s]\r\n", __ S2M(pTime. 8));

___Dump(" C :[%08s\r\n"., __ S2M(pCounter, 4));

___Dump(" Q :[%s]\r\n", ___S2M(pChallenge., pChallenge == NULIL ¢ 0

(pChallenge)));
Zendif //__SM_DBG_OUT

for (inti = 0; 1 < _ent; ++1)

{
int rc = SM4_Encrypt(sm_k, 16, sm_i, 16, sm_o, sm_o_len);
if (rc < 0)
{

return rc;

zifdef __SM_DBG_OUT

__ _Dump("SM4—1IN [ %s]\r\n", _ S2M(sm_i, 16));
___Dump("SM4—OUT.[ %s\r\n", ___S2M(sm_o. sm_o_len));

£endif //__SM_DBG_OUT

intj, k;

uint8 overflow;

38
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// ‘out + next 16 bytes key.
overflow = 0;

k = minG+1, k_ent—1);
for (j = 15; ) >= 0; ——j)

{
uintl6 sum = sm_o[j] + sm_k[16 * k+j] + overflow;
sm_k[j] = (uint8)sum;
overflow = (uint8) (sum =>>> 8);

}

// out + next 16 bytes ‘in.
overflow = 0;
k = minGGi+1, i_ent—1);

for j = 155 ) >=0; ——))

{
uintl6 sum = sm_o[j] + sm_i[16 * k+j] + overflow;
sm_i[j] = (uint8)sum;
overflow = (uint8) (sum =>>> §);

}

TruncateSM4(sm_o. sm_o_len. (byte * ) &pwd. sizeof (pwd));

zifdef __SM_DBG_OUT
___Dump("  Cut ;[ %s]\r\n",
Zendif //__SM_DBG_OUT

__S2M(&.pwd, sizeof (pwd)))

if (1 IsBigEndian())
{
pwd = Reverse32(pwd);
}
pwd = pwd % (int)pow(10. nGenl.en) ;

char szFmt[32] = {0}
sprintf(szFmt, "% %0%dd", nGenLen);
sprintf(pDynPwd. szFmt. pwd);

delete [ ] sm_buf;

return 0;
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Mt R F
(RSE B R
HEOTERBETEEN G L A G

F.1 #ASM3 HEhEO<SERMEHBNEG HRAH

KRI#MFEH.T. B1s.T =T, H UTC B FTRGBAIFEF.C HFEFRF.Q IPMEIE.P
IR e i KESEODS, BARREF.,

RI1 SM3FEFEHESOSHBABHIZOR

K T L8 Q P(SM3)
1234567890abedef1234567890abcedef 1313998979 1234 5678 814095
1234567890abcdefabedef]1234567890 1313998995 5621 3698 959691
1234567890abedef0987654321 abedef 1313999014 5621 3698 063014
1234567890abedefabedef0987654321 1313999047 2053 5984 302593
87524138025adcfe2584376195abfedce 1313999067 2058 3024 657337
87524138025adcfeabfedc2584376195 1313999098 2056 2018 345821
adcfe87524138025abfedc2584376195 1313999131 2358 1036 629660
58ade3698fe280cb6925010dd236caef 1313999155 2547 2058 479821
58ade365201d80cbdd236caef6925010 1313999174 65031 2058 893826
65201d80ch58ade3dd236caef6925010 1313999189 6580 1047 6507614

F.2 RASMIMEZHBEOCERMZHANGHAG

KA#MFEH.T. H1s,T =T, K UTC B EFRABEEEF.CHFEFRF.Q HHME. P
MK BRI 6 i KESENS, BKREF.2,

®F2 SMARHEFEHEOLSHBNG HEHIR

K iT & Q P(SM41)
1234567890abcedef1234567890abedef 1340783053 1234 5678 446720
1234567890abcdefabedef1234567890 1340783416 5621 3698 049845
1234567890abcdef0987654321abedef 1340783476 2584 2105 717777
87524138025adcfeabfedc2584376195 1340783509 2053 65984 037000
87524138025adcfe2584376195abfedce 1340783588 2058 3024 502206
1234567890abedefabedef0987654321 1340783624 2056 2018 692843
adcfe87524138025abfedc2584376195 1340783652 23538 1036 902690
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