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o T=f, (S [ Cy.

Lk A il S D TR MM E RSN C =C" | T LRI S,

BMEEF

FE A 0 PR DA L K i 4 0 98 E o] 5 50 04 % Bl C G BUE C R EA PR AR RS .
a) WA C M T e JIEE IR TR INVALID,

b % C ety e RASEN T o C BhrmA il RISE IS ERC MC=C" | T,
) BT =f (SIC).

d) WFERT # T WE RIS INVALID,

e D=d, . (C'y.

D D,

AERN S MBS 5

v
A% B SE L9 L% 0 09 n @ LI 8 GCM., SR 611 B WLBH % C.5.
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102 BHEFESHKFIL

AP RS ShRiCinT .

{‘J o(‘g i l“..m

10.3 REEX

FE B 53 4104 - 90, 2 ] 5 S0 Jon o BL ) 48R R A B A gL P C Bl O,
AU 128 ot 2041 C, MK ETEAR 128 Hot¥

AR D TS MBI AR R D, B D, B R 128 [
1.8 D, K HERTREAS L 128 He4F

A7 D 8 0 8 kR o PR Y e

T T 8 0 A 8 ek B o S HE Oy 128 HERERY S04

AL R 128 K PHMRE, inc(X)=(X [0 | #.0(=""
(X ")+ 1mod 2%) JHrp, X BIEH K 128 0y 4r41

PR mME N RS HEKE 0 e, RE— A K,
BB (m — 1yn +r LI

fE GF (2" ) 47 PR Rk 57 BT (0 A9 1 15 0 128 HeAR Y 4
57 R LD

PRk G HeAE) 50 S 00 i R DHE T B ORI o St

7 3 o 49 4 b i 370 R 1L

W GF (2 ) AR ek T 5B (Y K B 2 128 TR ¥F Y 2r 4
ERE G MTHR P RTAY ICRE 2 128 HE4FAY 541

7 D o 0 o 5 B P R I HE O 128 LR AF I 4 LT )

K HE R 0 89 LA

fE GF(2™) IR A I FEEW . E GF2™) MRREAMH 20N
l+a+a’+a” +a'™

A P s T 2 530 6 o L ) S A B A R B T 0 b A E ¢ o B MR
8 MY SRR LA AL 96 <@ < 128(YEFFSEMFSLF « M ar LA 32 s 60).
ABL 0 (1T 128 8 7 LRSIk B0 m =128,

10,4 JEEITZHEMENX

B U AV RIS 128 AFMMEL. UMV B RKZH W =U -V XIF  Hp Wil 2K

BEDy 128 HEFe0 404 .

a) 4 R=11100001 || o',

by 4 W=0"",
c) & Z=U,

d) T i =0,1,0, 127 0470 F B0 B
D W e =1, W=WDZ;
2) WHz,=042=2>1;FMWZ=Z>1)PR,
Fikfiig . v, RERV AR V=0, | v, || v s vy RV WAL,

10,5 B GCHEN

PR &I G 7 o S b T DA LA R D 128 HORE A9 S0 41 R0 A1 RE A T B H A

10
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R R AR 128 HARRArdl. MM H ARR—ICIE R 128 ILAFaY 4. W Rl Z sr it kM
MEBRKEMHISH W MZ ATiERS ), 8 E Mu B2 len(W)=128(k — 1)+« H 0 <" u < 128;
WM Mol len(Z)=128(/ — 1)+ v HO<<ov=<"128, W 5. 8B 34IFH W, W, ..
W AR 128 AR IEP RS — A W, B IE R w (0<u < 128) 4% Z MRJG I8 8 4
HIFW Z, Z, oo Z, HEAPHCE 2 128 eds b IS — A4 Z, KR v (0 <o < 128),

G(H.W.Z) & 128 b0 X0 % i =0.1e sk +1 — 10, X, 95 LIF,

a) X,=0"",

by MFI<i<k—1.X.=(X,, ®OW.)«H ;P r <1004,

) X=X W, | 0 )y)y« H ;IR E =081,

D MFEHI<i<k+l1.X,=(X_ @®Z_)+H <1855,

e X=X @@ | 0" )y H ;IR 1 =0 wgifik s,

D Xoou=Xu @ [ZalenW)) | £,(en(Z))]) H.

10.6 MEBRF

by % F5 R TUAT LT 25 B A 0 B D L 3500 048 52k 0 0T 5 B A fY ST s

a) EICAMESEREMIFGEER S, R BR8N IS AMEG S Rt S aTHk
WEEWHED® ., KFRIE S B9 A ol %0 A% it 2 f % 09 .

by ¥ D i AR S D, DD, K. D BE&DBE—1128
5. D, 0% D @95 A4 128 eAF 264 109 D, & D 09I r R0 < r < 128),
BT, len(D)=(m —1)n +r,

) B H=eg (0,

d W len(S)=96.Y, =S| 0" [ 1; FMY, =G(H.{}.S).

e) MTi=1,2,0um— 1, RFTELTF A4 EAIK.
DY =inc(Y, )
2) C.=D, @Dex(Y.)).

DY, =ine(Y, ).

g) C.=D,® (ex(Y.)) ..

hy T=(GH.AC | C. || CH@ex(Y.)) .

ER AL L EEE D a9 R nEEEm L v C=C | C. || C.IT.

A HL 7™ A 0wl % 51 Y fin# SO C e R EEE D 890 7 ¢ Leds . sk 8O O & O T R IS Ay I

b 4k S R b Y T % 0B A K .

10,7 MEBRF

2 06 DA T AT A0 0k A7 o R0 98 UF T % 0 0% I 4 I C . O B0 E A ) 7T % 0 B0 A

a)  WRCHRENT ¢ W ETHIES S INVALID,

b) WA R R G C SRS T i — Dntr+e JHho<r<a. #C 708,
98— ERAAHNTFR . C, .CovCo T, HiP,.CHECHE—Tn K. C.AFCH
B A KA. TSR C, O K O<r<n). BF. ST HC MG .

) B H=ex(0™).

d) M len(S)=96.Y, =S| 0" | 1; FMY, =G(H.{}.S).

e) T =GHAC | C.ll=|l C.oryDex(Y)) ..
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D WETFT W INVALID,
g) MFi=1.2.00m — 1 FTELF 9G4~ 258,
Y =ine(Y, )
2) D, =C @®ex(Y.).
hy Y, =ince(Y, ().
) D,=C,®@ (ex (Y.)) ..
P Wi D S5 A 6 RS B A L
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M xR A
(FEHEM
ASN.1 BitR

Al ERAEX
AuthenticatedEncryption |
iso (1)  standard (0) authenticated-encryption (19772) asnl-module (0)

authenticated-eneryption-mechanisms (0) }

DEFINITIONS EXPLICIT TAGS ::= BEGIN
— IMPORTS None; —
OID ::= OBJECT IDENTIFIER
AuthenticatedEncryptionMechanism ALGORITHM ;= |
ae-mechanisml |
ae-mechanism? |
ae-mechanism3 |
ac-mechanismd |
ae-mechanism5 |
ae-mechanism6
H
-~ Synonyms —
1819772 OID ::= { iso (1) standard (0) authenticated-encryption (19772) }
mechanism OID ::= { is19772 mechanisms (1) )
ae-mechanisml OID ;.= { mechanism 1 }
ae-mechanism2 OID ;.= { mechanism 2 }

ac-mechamism4 OID ;:= { mechanism 1 }

!

mechanism 5

{
{

ac-mechanism3 OID ;.= { mechanism 3 }
{
ac-mechanism5 OID ;.= |
{

i
aec-mechanism6 OID ;:= { mechanism 6 }

END - AuthenticatedEncryption -

A< b o o B A R o] % 0 6% o 98 BLIR . 4> 5% R E iR ASNLL S XY ae-mechanism2 ,ae-mech-

anism3 ,ac-mechanismd , ac-mechanism5 ,ac-mechanismé ,
A2 5% OoID R A

A< b o L GE B 5 Fboof S 5069 o S5 BLH A T 4 S A ik, b BU 4 B 0 4 SE A9 4
i WA L e MAC JEik . fl U af % 590 0% hn o6 WL 80 8 ik OID B . 2 0 A BiF (0 FH A% 40 40 98 65 B 0 M # 6
WM OID, X FHLW 4. 22 EA 0 HERRE THERXS MAC M OID,
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M x B
(FEEMR)
AENMOMENBNERES

B.1 @4

A% B 53y A% b o b i % o] 8 S0 69 Jon 8 1L O 0 4 PHAR (I 48 5 . AE — DL 6 feli DR R AR S L
PCRLM 2 8. B.3~ B.7 M T XS EGER O L, AR LUT 8 20 % 608 FH A< b off B 0 5 09 iy A7 0L 2
R AR P T A

FI AT WL b PR 09 43 L WS 335 9 GB/T 32907—2016 5 5 00 % 579 B0 2 o o [ %2 6 0% 1 B9 WL H Jik
iofE R k.

S ETRIL PO U 0 W E DK 64 FF ETEE T2 a1HCHE K 128 A5 n =128 (94> 41 &
AWk fERTSE Ay In@EHLE 1.2 F5 b, R 2 =128 094 S

FI A5 BIL R 2R B A MR R S R K. O LR da £ U st O T 9 B
AU WM EE = muE, &8k B 56 00 B 0y i R R T A b o 10w L 0T 2 8 1 OC it of
hir.

P A7 T b o] % 550 on o 0L ) 0 0 S AR AR IC Ca) MK HE . BN SRR 2 T e X sy e EH M Z
{4 4 RS 1 52 8 1 0 ok T 0 S

B.2 W[5 640 BB A IE

A% o ot o T AT 2 S 00 Do o AL ) 6 LA O Y 2 AL PR L 7 00 0 b RS L £ e
flobL i 3 & il . 7F T n] 2 500 0 Jon 5 BIL OB 2 R 0 L ST R BT P Y R L B RS I i A AT
HIE.

B EFHNEMNSS

LB FF 5 1 2 3 4 5
mﬂemg ;;z:::ﬁﬁ 12 [q/n] 2q/n 2q/n B F ik 2 0 m s Y5 MAC st q/n
EATHEMAER [ #r # HOHe F 652 f i % 5 MAC b s Ff
TR B ;- # * & [

T 6 i A 4 A R A IS T i & # #
REEREIT TR & = b s =

a)  A[SERIAY & PLE 2 03 AR CTR UM /- A S5k S5 BN HE &,

by AL PLE 4 08 T A bR M D RE R MAC BRSSO ik, R hEC
L] H B 2 0] % 50 04 I L) 4 FESCHE L R —E

) AL S04t % BL 5 38 T A ek ik 008 S B, D9 R T2 0L 09 T2 BN 22 FF 7 UL K 2R Pl 0 ) R
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B.3 TEHMEHE
f S Y A L 1 SR A U E Y 128 HedR (o = 128) S L R Y 1
B.4 FEIMHMTHS 2

] S 5 6 s L 2 BRI A S EE R 128 B (i = 128) Y H S 3 3

B HL BRI (tag) K2 B0 AYHRIE N IR & (32.18.64,80,96,112.128) ki, B8 1Y
(R B e T WL o g PH SR G AR LR ¢« = 64 BRAEA FE 40 09 PR eh BUE R IR 0 i 4

i% Bt R B R A 2w MR A {2.3.4.5.6.7.8) k. B8 w MY
WP T i L ) L PR R 58 . 2 80 wo (A /AR B A9 & 2P, B 80 w0 MUK, o] 35 00 315 G K
MK ST S MR EERE S, BE w IR KM 8. JF U2 S U9 a] A4 56 [L%e.56 Lk
FE 09 TF s A2 ik oT LA T2 ACRE 2 A T A~ 0 02 JH AS IR OF s 8 ik 0 BEOR . 0 K 2 o i L R
w BN A w =4 BRI RKEE R 27 =~ 4 X 10" F,

B5 WEZIMMEMS 3

af e E L 3 W EHERRE a) KRIES B (1 <<n ). BE ¢ BIUEIRGT Z LB 64 N
PREE AR ¢ = 64 BRAEAT 22000 58k G AS TR 00 4

B.6 FIEAAMMENS 4

AL K ) 60 Do s L A R R A A T B A 09 AR BT MAC BE LW 0 2GR T
RE AR MR .

JCAE ff JH ] b 4 410 8 05 0 T PR BT L 5 B AR DA 0] BB Y JF B 7 B ) v 2 ) st Bl L% OO B B
S, SRR R e AR DUIRAT 8 TC R T O UL 09 G e e NSRBI 2 ik

EFE MAC JE 30, 1 % 845 75 vl % 50 ) hn 98 HIL I A9 17 FH 20 B8, O 308 10

GB/T 15852,1—2008 StHh MR, WASEH TR T H &M MAC Rk N EEF MM

a)  MAC Bk 1 OURT 76 1 81 B o 09 15 58 F (071

by HEFE T 1 OUAT A B A BE o E 9B L T A

B.7 AIESIMMEHH S

o S N IS L 5 BCR M AR A HE O 128 HEARCn = 128) 19 A H B BT

ZHLH A TF IR S I BER R 1 < len(S) << 2", RIETFHiEHE -TEHMNE
fFMAARSEEEER . X — Szl etk E R,

P B A HE B 30 09 IR N A 8 W WA . FLIG 2 96 <T¢ <C 128C ¢ =32 Fl ¢ =64 FFisitiC i 1 . (L FEF
SE I T+ AT Lol R L L A D O T LR SR A

e 2 A AT % 0 6 o pL HE A TR B B9 BUE D N R len(D) << 27 — 25611 S0 ) AT % ) B A B
R len(A)<<2". D MA FFa&o#E a0t SMARE- 2. M FEMBENET K .
FREMSBORE R 27 (BRSO e A R TR R S KLY 96 LEAF. B len(S) =
96,

15
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M ® C
(FEEMR)
' B

C.1 @

A% B SR AE ) SMA 251 5 67 B0 32 52 B b ofl 0 LS (3% W 2% 550 585 DL A 4 455 T 2% 50 09 o LR )
B A — R UL S LR SRR ), AR S AR Y AR R B R B 16 T R .

C.2 AR MEHLE 1

PAFEEH M %6 K LA masit 7 1 e SCili 2 D, % 3 C, 1Y 808 =
K :000102030405060708090 A0BOCODOEOF

D, ;. 0001020304050607 08090A0BOCODOEOF
C, : C8965070ACFBE1162190805441FEE6453
SDIDTF6IFETTBSBF

D, : 0001020304050607 08090A0BOCODOEOF
1011121314151617

C. : 49F92F32A6FAC552 CE731D66GE4ECOBSD
FAEEC22383CAT5CCEBBBFIDZF2BBREAF

D; ; 000102030405060708090A0BOCODOEOF
101112131415161718191A1B1CIDIELF

C; . BE8827031E9585CF183D810683A6794D
38500F9420D6 A1DIAC83BCOBDIFEYSFA
F25F8067BF34F7B

000102030405060708090 A0BOCODOEOF
101112131415161718191A1B1C1DIE1F
2021222324252627

C, : E2ZAFCIBAOEI46CC684B70B6F1A281E3F
ESGIETTB1AYDIFOF081ACFDT81FAEGCY
139916895539B4F5773D4BE371965BFE

f)*

C.3 FIESA MBS 2

PLFE A HESEH K MAFGEERS aMain T e S B D, (X C MimEEmE U, 95
Wamm, b =128, w=2(H1lk. S KN 101 tk$).
K : 000102030405060708090A0B0CODOEOF

16
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S . 000102030405060708090A0B0OC

DL 1 'r'_E(ﬂl]' L=0)
[ S 5
U, : 36D53BC3E931A547849F7D044 ACEO0515

D, ; 0001020304050607
C. : 273204E39F4AF4F9E
U, : 92D2BF3926 B24C4AF2ZEB8AS945B22F3C

D, : 000102030405060708090 A0BOCODOEOF
C; : 273204E39F4FAF9E602809ECIAAOA41]
U, : 143F95BYBIFACDDTFE38C8705FEF8F93

D, : 000102030405060708090A0BOCODOEOF
1011121314151617

C, : 2T3201E39F4F4F9EGOZ809ECIAAOA4L]
CO7TFBIAFFID6FES6

U, : 0087CDOED720F051A18DCZFF1BB0O76DC

D, ; 000102030405060708090A0BOCODOEOF
101112131415161718191 A1B1CIDIELF

C. : 273204E39F4F4F9EGOZ809ECIAAOA41]
CO97FB1AFF1D6FE96BALEES304I4EE9F0

U, ; 458B0B5A993D40ACS7AALEE01F46D337

D; : 000102030405060708090 A0BOCODOEOF
101112131415161718191A1B1C1IDIELF
2021222324252627

C, : 273204E39F4F4F9E602809ECIAA0A41]
CO7F81AFFIDEFES6BALEES304D4EE9F0
548DFEB8F12C39CC

U, : CABOACT5TESDD7A6882BA5S9AF3D53092

C4 FAEANMENS 3

PUFEF A A& K AOFGEERS a7 s AU CHE D, (#3XC, % T, (8HER
@l Jerf e =128,

K : 000102030405060708090 A0BOCODOEOF

S : 000102030405060708090 A0BOCODOEOF

D, % m=0)
(-‘| H lLE.I,-:
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T, : T2A775827AB4258C4332D841CEG07TDT Al

D, : 0001020304050607
C. : SDABOE9BCDFG63E0A
T, : 9C864CB61B71647007D3313EABCS5A87

D, : 000102030405060708090A0B0CODOEOF
C, : BDIBOEYBCDF63E0AIDTS66451CETBA3A
T, . A098F58D2984BB0C06437473D95A2BC2

D, : 000102030405060708090 A0BOCODOEOF
1011121314151617

C, : 8D4BOEIBCDF63E0A1DT566451CETB43A
1A2FDA1ALAOLEEAF

T. : 4D86AASOFFISADOSFEBLI3IDA0EDYFF]

D, ; 000102030405060708090A0B0CODOEOF
101112131415161718191A1B1CIDIELF

C. : SDABOEIBCDF63E0AIDT7566451CETB43A
1AZFDA1ATAOIEEAF02A04DOF52CB5379

T, : BFBTASSBZ55A517T2ZA10B45BIFDZFZEZC

D; ; 000102030405060708090A0B0OCODOEOF
101112131415161718191A1BICIDIELF
2021222324252627

C,; : SD4BOESBCDF63E0ALD7566451CETB43A
4A2FD41AT1A01EE4F02A04DOF52CB5379
FIB4BC37TEDYASBBF

T: : 9395E68CBIAFDF298D7T48EEDEOE1CIB6

C5 FAEINAMENS S

PLFE M8 K ROFRRZER S I T 24SGHE D, (3 C MRS T, #9881, 1
e =128 FLHSM i T 000 WOHE k%

K : 00000000000000000000000000000000

S ; 000000000000000000000000

D, : Z(H m=0)
Co: %
T, : 232F0CFE308B49EAG6FC88229B5DC858D

D, . 00000000000000000000000000000000
C. : TDEZAATF1110188218063BE1BFEB6DES
T, : B851B5F39493752BE508F1BB4482C557
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