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EREREHAR
ZiizENRAZEONE

e E

bR HERLE 1 2 B 5 0 D 1 FH B AR FR T AR 55 28 S A U 1 N R BRI
A S T IR 55 S W AR A B R A L DL R B T S W g A N T e ] TR X

RE &R Rl .,

2 ARSI AXH

f.

T3 SR T A SR N R R R ] iYL FLETE HOBHAY S T SOk L A0 Ay A T A S
FLAE ASTE B A 5] 3o L How 57 A CRL S B Ay A8 2l 00 38 JT T A< St
GB/T 33560 {58 %A SN iR

3 AKiBMEX

3.1

3.2

3.3

3.4

3.5

3.6

3.7

A FUE S T A SO

HiEFRIR  algorithm identifier
FH T A %5 00 5 ik AT ME —An LI A 45

EXFFRZRBEE  asymmetric cryptographic algorithm/public key cryptographic algorithm
AL R TN RS
A e 2% 457 FHAS W) 4 1 09 3 A 303

fi#% decipherment/decryption
iR e A 0T O Y 3

GEZE  device key pair
FF A TR BT N AR 1 H] T 5 48 TR A9 3 X0 FR 25 B AT L A0 55 25 24 96 5 60 I %5 25 B A

In%Z  encipherment/encryption

Ao BSCHE 3 A 8 0 7 5 DL A S SRy A

ZEMEZZSH  key encryption key
X 4 B HEAT I D AP ) 4

NEARAMIZEHE  public key infrastructure
FHOS BH 4% 0 1 A 1 S %) 85 ke 8 T A% R il 25 i . g D P A A 45 A R o ) A B S A il 5
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3.8
FASA I R 32 HF8  private key access password
H T 36 UERAEH (0 A PR Y 11457,

3.9

X FRZIF A  symmetric cryptographic technique
of B 2% 6 {4 il
A 8 R A 4 R T [m) — b 4% 4 ) 2 4 7 728 8 1) 8 9 B R IR
i S R A e N AT LA A A S A
3.10
SIEEHH  session key
I+ 2R AL A G R AR S AR — IR S iE R R A %
3.11
FAR%4$ user key
P 7E L2 N BRI HH T 10 B %5 0t iz B0 00 AR X B 2 B 0 75 28 24 5% B 68 R0 I 4 5 AH X

4 FFSMAEREIE

T 5 AF 5 F 4 W i i T AR S0

ECC §f [ th 26 55 3= (Elliptic Curve Cryptography)
EPK SN 2 #1 (External Public Key)

IPK N3 A0 2 8 (Internal Public Key)

ISK NN #A 8] (Internal Private Key)

KEK % N % 8 (Key Encrypt Key)

5 EHiERRiIRMEELEN

5.1 EZERIEEN
Ak M B Y B LS AR IR U GB/ T 33560, AFRrbn s &k iy 8 ik fr iR & 3 D ER
5.2 EAXRHBEEBEN

AN R B 3 R R I AE AT (Big-Endian) Jy AU IS, FEACEUI 28 e LNk
s

x 1 BRUEEE

AR PR i i i L

BYTE FWER LTS 8 FNT typedet unsigned char BYTE
CHAR TIFEM, KPS 8 0 F1FF typedel unsigned char CHAR
LONG R ANS 32 R typedel int LONG

ULONG L8, P 5 32 7 B E typedel unsigned int ULONG
FILLAGS TR RV I W i s = A [V 5§ typedef unsigned int FLAGS
LPSTR S FAT IR IR UTFS K 2 A7 6if S 28 typedel CHAR # LPSTR
HANDLE 4 L 78 ) AT R 3 S0 4 b hl typedefl void * HANDLE

2
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F2 EERFEEMIR

R B0 E ¢ &
IssuerName 10 (e Sl el B
DeviceName 16 1A
DeviceSerial 16 | B T BT B8 AR R (GO VK S GO AR
DeviceVersion 4 WS 1R A PN TR R B LA
StandardVersion 4 W IR A S A Y 4 D LTE LA S
B 4 70 Fom SRR SRR O i AR B O A AR A v ol i
AsymAlgAbility 8 B A S R T 0 B RN L #R Uik o 3B R R 4 7 ol i
CNTEAE -
SymAlg Ability 4 FIF A S I A B 3 0m O A o B R R L o s W A AR
HashAlg Ability 4 B A B 22 B L om0 ik o B L A R R A al iz R R
BufferSize ! 2 RF 1 o R ST A7 fidh 2 ] R 724D

SR B 45 4 L

typedel struct Devicelnfo st
CHAR IssuerName| 40 |;
CHAR DeviceName| 16 | ;
CHAR DeviceSerial[ 16 ]
ULONG DeviceVersion;
ULONG StandardVersion;

ULONG AsymAlgAbility[ 2 ];

ULONG SymAlgAbility;

ULONG HashAlgAbility;

ULONG BufferSize;
'DEVICEINFO;

5.4 BHRTRRFHREN

5.4.1 EEZFHRERREH

B 3 BB TR B 0 R P I A i 28 e o HH P 4 B e A ) i T BT LA e T e

B A P A O AR K = 5 = N 0 TR IR &R B 5| 5 6 R — 425 24 4 5 4 A
— I E YIRS Hp o851 50 0 i a®wY. #Kol% 1 R PRy am YT m A P
PR IR 3 R,
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*3 BEETHNARZHAFEMRER

EHIA RS Gkl s
i 455 4 adakadiedinkes
0x00 2 1 % ] P 5 I o LB
5 ot F P 25 24 B
0x01 H 1 8% ] F s #/LH

5.4.2 ZEHEMEZEH
WA F T RS T B w2, I N 128 v, fE T % S AA 66 X T %
SIS M1 iR, FHINEFAAMN AL 4 Brw,

R4 BAMBZRFMMIA

T RS 0 b 2
Ox01 e B n s oo

5.4.3 £iHZ45A
SR & O AR T A SR EHE AR R .
5.5 RSA B{HIBEHEN

RSA % 81 2% ¥ 77 fiff i) W0 SRy DA o 300 45 . B 5 81 72 B MO 1 25 0 B4 09 I v R L e e 7 19 1L
FEf AR EFTEEIE 0, RSA FHEEELS M INE 5 Fimx,

= 5 RSA ZBHHIESH

Vi 7Bt 44 R ol B2 CE ) P
bits 4 Bt
2 m 256 fii N
¢ 256 YNGR
bits 4 i
m Z2ahb il N
¢ 256 g SEIE
B d 256 LNCER R
prime 2 | 128 * 2 #FECp Mg
pexpl 2] 128 = 2 Dp HI Dy
coef 128 2
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S B B 25 4 f

# define RSAref MAX BITS 2048

# define RSAref MAX LEN ((RSAref MAX BITS + 7) / 8)
# define RSAref MAX PBITS  ((RSAref MAX BITS + 1) / 2)
# define RSArel MAX PLEN  ((RSArel MAX PBITS + 7)/ 8)

typedef struct RSArefPublicKey_st
|
ULONG bits;
BYTE m| RSAref MAX LEN |;
BYTE e RSAref MAX_LEN |;
r RSArefPublicKey;

typedef struct RSArefPrivateKey st
{
ULONG bits;
BYTE m[ RSAref MAX LEN [;
BYTE ¢ RSArel MAX LEN |;
BYTE d| RSAref MAX LEN|;
BYTE prime| 2 || RSArel MAX PLEN |;
BYTE pexp| 2 ]| RSAref MAX PLEN;
BYTE coefl RSAref MAX PLEN |;

} RSArefPrivateKey;
5.6 ECCEHEPHEEZHMEX
ECC #HHEHR L aN R 6 s,
& 6 ECCEHRHIESW

Gk 7B A R s B R e
bits 4 WA
s X ECCref MAX_LEN N x A bR
¥ ECCrel MAX_LEN a7 I X 7T
bits 4 R RS
L
K ECCrel MAX_LEN A 5H
S B 25 4 E S
# define ECCrel MAX BITS 012
# define ECCref MAX LEN ((ECCref MAX BITS—+7) / 8)

typedel struct ECCrefPublicKey st

{
1

ULONG bits;
BYTE x[ ECCref MAX LEN |;
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BYTE v| ECCrel MAX LEN |;
¢ ECCrefPublicKey;

typedef struct ECCrefPrivateKey st
i

ULONG bits;
BYTE K[ ECCrel MAX LEN |;
i ECCrefPrivateKey;

5.7 ECCMEZBHIIFEHWTEN
ECC & @ dnsbtmnzz 7 s,
F 7 ECCIMEBHIESEM

F B B il < BE () &

X ECCrel MAX LEN X - hi
¥ ECCrel MAX LEN Y gr i
M 32 A SCny ki (H
L 1 o SCRIE IS
C L w7 SRR

S B B 45 4 v L

typedel struct ECCCipher_ st

{
1

BYTE x| ECCrefl MAX LEN |;
BYTE y[ ECCrefl MAX LEN ;
BYTE M[ 32 ;
ULONG L;
BYTE C[1 ;

i ECCCipher;

5.8 ECCERHUFBEHTEN
ECC Z 45 UR45WinEE 8 ik,
8 ECCEZHIESEW

SHLEAE Fods B CF D oL
- ECCrefl MAX LEN A r EE A
ECCrefl MAX LEN AN s T4
S s E 4k g5 4 L,

typedef struct ECCSignature st

f
1

BYTE r[ ECCref MAX LEN |;
BYTE s[ ECCref MAX LEN |
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i ECCSignature;

6 ixeEEA#HE

6.1 EHIZFNHAZEOEAAEZENEMIIEN AR ARERIERPLMLE

T 2y BH 45 i ik it 352 i 1 T AR AR R HE 20 3 0 4 AR 55 )2 o S B 0L L 3 R L R BB A A 2 o S i
i 20 R, 38 e A R RE Y S0 TS0 i D 4 1 g i D A 0 R o5 JR AR R A A R Al A5 . N T BT

BE it 8 0 AR 95 4458 %5 B A i LR — Y B R AE T L SO A A R 45

APRHER ) C 3 & ik 42 LT eR B0, nJess 5 LR . pR 0D 2 By < 1 a7 g 2 795 4

R 1-——- 0
i
v - e — - i TR
| [ e |[snsm | esms ][ wwes | swm ]| ares :‘—‘ 74
|
| ... .. O | e
| e _ BEY
I - I
| ST 4 R L L_ i TR
e EMEEMER_ LES
AR YA M
Fe—————————————— T e e e e - 1 ek
! : ER%
: HIRE :
|
| FRAEREE Bl v it
e et TS
MBI R B R FD AR R P

B 1 FHESFNAEOENTHREMEEN AFARAERZIERRNAEE
6.2 IHFEIEIEE
6.2.1 #ik

B P JE pR R B A AT T 5 OC AT L2 i B A2 5 OG T s 1 B AR IR BE LR A RL B BB 2R T
SRR IIEE A ER 9 Fron 25 sRB0GR [PCHS DLR S AL

x99 REEHERY

o B 45 R 1y i
SDF_OpenDevice T &
SDF_CloseDevice e[ %
SDF OpenSession B 3 2k
SDF _CloseSession F ] =il
SDF_GetDevicelnfo I & E B
SDF GenerateRandom 7 A i LR
SDF GetPrivateKeyAccessRight e RN T {5 1T A PR
SDF ReleasePrivateKeyAccessRigh F T R B 0 AR

|



GB/T 36322—2018

6.2.2 FIHIEHE
I Y, LONG SDF OpenDevice(tHANDLE # phDeviceHandle) ;
1A . FT IR 15 U 45
28 phDeviceHandle[ out | iR (7] 35 A R A
iR [0]{f . 0 B 2]

E0 e WL 1R ]S TR A S
i¥ . phDeviceHandle B8 # I5 1k IS N % .

6.2.3 XML&

EEiU LONG SDF CloseDevice(tHANDLE hDeviceHandle) ;
i ik KPR A RIS B IR
. hDeviceHandle[ in | C AT I B9 1 25 0] 47
1R [ 0 1 3

3k 0 M AR [ R A

6.2.4 GIELSF

J Y, LONG SDF OpenSession{ HANDLE hDeviceHandle., HANDLE * phSessionHandle) ;
T3 B 5 WS S 21 .
ZH . hDeviceHandle[ in | AT B w5 A
phSessionHandle[ out | 1R [0 55 5% 05 15 a5 7 19 22 1. ) AR
L CIR(ER 0 1Y)
1E 0 DT R (e i AR

6.2.5 XH=E

J Y LONG SDF _CloseSession{ HANDLE hSessionHandle) ;
i A 5 ik & 2 T 20 FE RO SC BT .
Z hSessionHandle [ in ] 51T 5 BT BV 2 E A AR
1 [0 0 1% s
1E 0 e ML AR [E] R DR A

6.2.6 HKEIZHER

Jer LONG SDF GetDevicelnfo (
HANDLE hSessionHandle.
DEVICEINFO = pstDevicelnfo);

Tt A AU B w5 HE ) ks
ZHr . hSessionHandle| in | 5% 85 1 5T 1 218 A R

pstDevicelnfo [out] 25 B R L A S S 3 i L
3R [l 0 )

4k 0 R A [ iR AL

6.2.7 FHEBEHLE

I #Y . LONG SDF GenerateRandom (
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HANDLE hSessionHandle.
ULONG uil.ength.
BYTE +* pucRandom);

k. DIRAE A B (B ALEL
ZH . hSessionHandle| in | S R T A= E R R

uiLength| in | A R Bl B2 B

pucRandom| out | a8 o XA £ T 7 0 A B AY il L &L
JE [ 0 )

4k 0 g W IR AR AR

6.2.8 ZXKENFASA(E AR

J Y LONG SDF_GetPrivateKeyAccessRight (
HANDLE hSessionHandle,
ULONG uiKeyIndex.
LPSTR pucPassword.
ULONG uiPwdLength) ;

711 IR O T 1 25 PR AR AT it 1Y 48 72 &< 9 I RAVEH B4 F AL .
Z 4. hSessionHandle[ in ] ShIE B YA IR TR I
niKevIndex| in | W S TRV A gl
pucPassword[in] SRR E AT IR
uiPwdLength|in] RV () 2 RS BE LA T 8 7
i[5 A 0 1Y)
JE 0 M, 3R (A AU

AT AR S AR O R S AR G ESI N L RN n S B S bR TR A R R E a
6.2.9 T FASAEHNIR

R LONG SDF ReleasePrivateKeyvAccessRight (
HANDLE hSessionHandle,
ULONG uiKeyIndex) :

ik . PR i 2 A7 V38 i 2 5 | RV Al 24
8. hSessionHandle[ in] 5 Uk A A 205 ) Al
uiKeyIndex[ in] WA A RN R A
IR M . 0 W 2]
4k 0 AT R [E] R A Y

6.3 EPEERXERH
6.3.1 #kik

% EH AN R 25 pR AR DU B Y A R S A S SR TR LB A A A4 S B U A B Y S AR FR 95 4
Kb YA IS LS SR A A O L S A CBUE A R S B S B0 AR O
2R R TIKE TAES 8838 IPSEC 2 F #4108 SSL T V% 81 /) i+ 8 L M 22 ih %
FHIYF B SF R A, 022 10 R L 2% sR AR AT I B 5 AL
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® 10 FREEEREY

F g ) e
SDF ExportSignPublicKey RSA il RSA %4 44
SDF_ExportEncPublicKey RSA i RSA s o8
SDF_GenerateKeyPair RSA P RSA AR R 8 0 I 4 i
SDF_GenerateKeyWithIPK_RSA e A2 B I RN TR RSA 25800 o 4 b
SDF GenerateKeyWithEPK_ RSA e A2 G B OF TSRS RSA 288 0 o 4 1
SDF_ImportKeyWithISK_RSA TSR E I N AR RSA FAHH if 5
SDF ExchangeDigitEnvelopeBaseOnRSA ST RSA 57 9 807 {5 B i
SDF ExportSignPublicKey ECC T ECC % & /%
SDF ExportEncPublicKey ECC S ECC finss 4541
SDF GenerateKevPair ECC e ECC HJE AR & 8 3 35 b
SDF GenerateKeyWithIPK_ECC A 2GS I R ECC 2357 T S o
SDF_GenerateKeyWithEPK_ECC RG22 10 3 T ARRE ECC 2 81 hn % far
SDF_ImportKeyWithISK_ECC F AR EH I ECC #LVHA M &
SDF_GenerateAgreementDataWithECC 'F W B B R 2 B S
SDF GenerateKeyWithECC T 2 iE
SDF GenerateAgreementDataAndKeyWithECC 7 O T T R R
SDF _ExchangeDigitEnvelopeBaseOnECC T ECC Bk i 3 515 Bt 4
SDF GenerateKeyWithKEK 2y 1R EH T H R 0 o o B 0
SDF ImportKeyWithKEK TN 205 B 1 IT F G R
SDF GenerateKevwithlKE T IKE T %41
SDF GenerateKeywithEPK_ IKE T8 IKE TA&% 83 M4 ECC 2587 In % far
SDF _GenerateKevwithIPSEC LHE TPSEC 23 % 8
SDF_GenerateKevwithEPK_IPSEC T8 IPSEC 2536 % 831 H 2h 3 ECC 287 % 5 i
SDF_GenerateKeywithSSL it 5 SSL T1E%
SDF GenerateKeywithEPK_SSL HHAE SSL T 1E 4 83 H 4R ECC 25 8 4§t
SDF _GenerateKeywithECDHE_SSL A SSL L% (ECDHE)
SDF _GenerateKeywithEPK_ECDHE_SSL 8 SSL CAES 8 1 A ECC 283 s i i (ECDHE)
SDF DestroyKey i B2 i

6.3.2 5 H RSA Z£&Z/\4H

Jp 7Y LONG SDF ExportSignPublicKey RSA(
HANDLE hSessionHandle.
ULONG uiKeyIndex.
RSArefPublicKey # pucPublicKey) ;

1 1 Tl R AR R e RS B A .



GB/T 36322—2018

2R, hSessionHandle| in | SR &g MV D E=arkcIk 17
uiKeyIndex| in | W SN RSA S8 AT £ 511{H
pucPublicKey| out | RSA 451

1 [P - 0 L)
1k 0 OR U ke T 5 8 A A

6.3.3 5 H RSA n=E /%A

J5 Y LONG SDF_ExportEncPublicKey RSA(
HANDLE hSessionHandle.
ULONG uiKevIndex.
RSArefPublicKey #* pucPublicKey);

7 i - TS N E AR e Rm T A E A& A .

ZH . hSessionHandle[ in | S # T 1 21E h AR
niKeyIndex[ in | WL R A8 RSA S8 &SI
pucPublicKey[ out ] RSA ZSEH 45 ¥y

1 [ B 0 1 1)
Ik 0 M 3R [ R A A

6.3.4 =4 RSA Z4H 8 H

It Y LONG SDF_GenerateKevPair RSA(
HANDLE hSessionHandle,
ULONG uiKeyBits.,
RSArefPublicKey * pucPublicKey,
RSArefPrivateKey * pucPrivateKey) ;

il i - 2K 1 g 7 AR TR E ARG RSA XY,

ZH . hSessionHandle| in | B 1 85 0 1Y 2= 1h ) AN
uiKeyBits [in ] 5 8 B E
pucPublicKey| out ] RSA ZxiH45 449
pucPrivateKey| out | RSA FEHE 4

1 [ 0 'R
3E 0 2, IR (o] B R A A

6.3.5 H£HESIEZTHHAAE RSA A NZE H

JEL LONG SDF GenerateKeyWithIPK_RSA (
HANDLE hSessionHandle.
ULONG uilPKIndex,
ULONG uiKevBits.,
BYTE # pucKey.
ULONG + puiKevLength.
HANDLE # phKeyHandle) ;

ik . B2 % B IF A8 g LR P h0 8 280 0o i Y W) B AR [ 4 B ) A
ZA hSessionHandle| in | SR &g A=A R

wilPKIndex| in TS N A H R G

11
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uiKevBits| in |
pucKey| out |
puiKeyLength| out_
phKeyHandle| out |

UG 0
4k 0

i AP gl n) B 70 PKCS#1 vILs HlE .

6.3.6 A S1EZE A FAINED RSA 258 0= i

B 2 AR

Z2 P DX AR B T AR EGR 0] 5 8 5 3
I [8] Y 55 ] 58 S IR

iR (8] (1Y 5% BH A 4

h ;)

e M R[] ES TRACRS

[ 7Y LONG SDF GenerateKeyWithEPK RSA (
HANDLE hSessionHandle.
ULONG uiKeyBits,
RSArefPublicKey #* pucPublicKey.
BYTE * pucKey.
ULONG # puiKeyLength.
HANDLE # phKeyHandle) ;
i 1A He 23 1 5 B I FH A0 882 B3 I 4 a4 ] e 3k 1] %8 50 R A
Z 3K hSessionHandle[ in | SRR g AR kL L]
uiKeyBits| in | e R i S
pucPublicKey[ in | i A SRR RSA N %54
pucKey| out | % X R B T T A7 TR (8] oY % B % S
puiKevLength[ out | 1R (0] [ 58 51 5 T
phKeyHandle| out | 1R (0] 11 55 H ) A
12 [0 R 0 i 1)
3E 0 T IR ] R A

¥ AHInEEAENEFE T RS PKCS#1 v1.5 #F .,
6.3.7 SASEZTRHHARBNE RSA FARBH
IR Y .

LONG SDF ImportKeyWithISK RSA (

HANDLE hSessionHandle.

ULONG wilSKIndex.
BYTE # pucKey.,

ULONG puiKevLength,

HANDLE # phKeyHandle) ;

T ik

8. hSessionHandle| in |
wilSKIndex| in |
pucKey| in |
puiKeyLength| in |
phKeyHandle| out |

i[5 0
1E 0

= R W I WS A B AR G
12

SN S B T PN A RA B A o TR B AR [ % B A A

555 A T B 2 1 A AN

WA PN EAE A s A p B S {E L X T
W 2 B

S RULIPE R S i I e V& AN R o K '
LN E L SR O

1R (0] (1) 55 BH ) 4

)]

O, ik [ DR A
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6.3.8 E T RSAFZHHEFEHEKR

JEL Y LLONG SDF ExchangeDigitEnvelopeBaseOnRSA(
HANDLE hSessionHandle.
ULONG uiKeyvIndex.,
RSArefPublicKey # pucPublicKey.
BYTE = pucDEInput.
ULONG uiDELength,
BYTE * pucDEOutput,
ULONG * puiDELength) ;

7t i - B PRI 2y SN R 2 0E S AR O (bR R R R 2 BN T TSR B
23

8 hSessionHandle| in | g T iR
uniKeylndex| in | E ISR NG RSA S8 R5IME
pucPublicKey [ in | B RSA 7 $HE5 1)
pucDEInput [in | 2% vh DX AR BE L T A7 00 A B 23 15 5 9
uiDELength[ in | A 2RSS K
pucDEOutput| out | 2% P DCIE B L AT e A 2 0 5 1
puiDELength out | T R e i o 2 R o il - 3

i (5] 0 )
1E 0 O R (Rl R AU

6.3.9 JFH ECCERLH

Ji Ay LONG SDF ExportSignPublicKey ECC(
HANDLE hSessionHandle.
ULONG uiKeyIndex.
ECCrelPublicKey * pucPublicKey) ;

fi i S E RSN IR E RZ oI SR .

8. hSessionHandle[ in | 5 AT 20 ) R
uiKevIndex| in | IS AR ECC WA ES|{H
pucPublicKey| out | ECC 2~ #1451

12 5] 1A . 0 hig 2
4k 0 ORI 3R A1 A TR

6.3.10 & ECC m#EZE /1 4A

J A, LONG SDF ExportEncPublicKey ECC(
HANDLE hSessionHandle.
ULONG uiKeyvIndex.
ECCrefPublicKey * pucPublicKey)

iy A - TR E AN ERN R E RGBS A
ZHL. hSessionHandle| in | 51 w5 8 57 1 2= 18 AR
uiKeyIndex| in | WIS ECC XM K| {H

I3
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pucPublicKey| out | ECC ZyEH45 14
iR [0]{f . 0 B 2]
ik 0 e W, 3 Bl R AT

6.3.11 =4 ECC 4} H & H

[t Y LONG SDF GenerateKeyPair ECC(
HANDLE hSessionHandle.
ULONG uiAlglD,
ULONG uiKevBits.
ECCrefPublicKey #* pucPublicKey,
ECCrefPrivateKey # pucPrivateKey) ;

i 3 - 15 R Wi v e A A e TR Y ECC X .

5. hSessionHandle| in | Eiw s AT 2 n) BA
wiAlgID! in | i E F bRl
uiKeyBits [in ] S s BN K T
pucPublicKey| out | ECC A8 25
pucPrivateKey[ out | ECC FAEH &5 #y

1% 0] {1 - 0 h )
iF 0 WL 3R (A TR A

6.3.12 AMSEEFEHAFANE ECC 230 0= % H
R LONG SDF GenerateKeyWithIPK ECC (

HANDLE hSessionHandle.
ULONG uilPKIndex,
ULONG uiKeyBits.
ECCCipher * pucKey.
HANDLE # phKeyHandle) ;

il A - A= B2 15 A O TR R T N ECC i 25 87 hn 25 4 . [R) i iR (8] 285 58 A0 44
2 hSessionHandle| in | 5 25 1Y 2298 m) fil
uilPKIndex[in] DU AT AR A B M R S HE
uiKeyBits[in] 6 E R 2 R E
pucKey| out | 2% v X I8 L AT RGR (B RS %5 6 85 3
phKeyHandle[ out ] R[] ) 57 B ) A
5 [5] {H . 0 h 1]
Ik 0 S 3 (] DR A

6.3.13 A IEEHAF BIND ECC A3 MNE 4 H

I Y LONG SDF GenerateKeyWithEPK _ECC (
HANDLE hSessionHandle.
ULONG uiKeyBits,
ULONG uiAlgID.
ECCrefPublicKey * pucPublicKey,
ECCCipher * pucKey.
14



GB/T 36322—2018

HANDLE #* phKeyHandle) ;

firt ik - A N2 B A IE AN ECC 2587 I 46 . [ 2R [0 5% 5H ) 4

8. hSessionHandle[ in | S0 HE AL 2 i n) A
uiKeyBits[ in | e N S5 S HK R
uiAlgID[in] YRl ECC 2 T FE i
pucPublicKey| in | i A BN ECC 2551 45 %
pucKey| out | g2 b X FE £ T AR 0GR (817 % 41 %
phKeyHandle[ out ] 1 [a] 1 5% 51 R 4N

12 [8] 1 ; 0 h 1]
1k 0 M 3R [l R A A

6.3.14 SARBEEHAFRAE ECC AHRE
IR . LONG SDF ImportKeyWithlSK ECC (

HANDLE hSessionHandle.
ULONG uilSKIndex.
ECCCipher # pucKey.
HANDLE #* phKeyHandle) ;

i i FASIHEHH N ECC I FA8H % %5 . [ 0 1% [0] 55 8 R 45 .
2R, hSessionHandle[ in | S O A = E A AR
uilSKIndex| in | B B N AR s AV g 5 (8 L X T
W I A2y
pucKey| in | 2 XA EF L T A7 B K A 09 5% 5 5 S
phKeyHandle| out | 1R [5] fp) o 5H )
1 [7]{F - 0 i)
Ik 0 N LAV

6.3.15 SN ZFAhEESEFEE

| Y . LONG SDF GenerateAgreementDataWithECC (
HANDLE hSessionHandle.
ULONG uilSKIndex.
ULONG uiKeyBits,
BY'TE * pucSponsorllD).
ULONG uiSponsorlDLength,
ECCrelPublicKey # pucSponsorPublicKey.
ECCrefPublicKey * pucSponsorTmpPublicKey.
HANDLE #* phAgreementHandle) ;

1l A {# 1 ECC %5 57 i 503 b 08 20 5 B i = 2 P iy 28, R R ] 48 = 5 v &
1 ECC 28 i ECC %% 810 19 24 81 K VR ) 4
Z¥] . hSessionHandle| in | 5% & AT 1SS AW
uilSKIndex[ in | WA A N A s RV B = a E I RV A
TZ 5% PR
uiKeyBits[in | BER PR Y A

pucSponsorID| in Z5SAMEN EE N IDHE

15
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wiSponsorlDLength| in | KE T ID K

pucSponsorPublicKey| out | 1z 0] 1 %22 7 ECC 28 851

pucSponsor TmpPublicKey [ out | & [F1 Y % & il B ECC 2y $H 25+

phAgreementHandle| out | IR [ B R A L T B R
1B [l ; 0 LR

3k 0 M 1 (0] 5 DR A

. RS HR  AR R E SE R R R IR
6.3.16 TELIETH

JEL Y LONG SDF GenerateKeyWithECC (
HANDILE hSessionHandle.
BYTE * pucResponselD,
ULONG uiResponselDLength.,
ECCrelPublicKey # pucResponsePublicKey.
ECCrefPublicKey * pucResponseTmpPublicKey,
HANDLE hAgreementHandle.
HANDLE # phKeyHandle) ;

B i/l ECC & B Ur R 5335 A1 11 B Bl e i g Ao g 7 0 B i 2 B0 R 20 w8 L TR
Aok (8] 2= 4 % 4 ) Al

2R hSessionHandle[ in | B 65 AT BY 23 18R] FR
pucResponselD)| in | AR S AT R T 1D A
uiResponselDLength[ in | SR A 08 e 1 7 1D A B
pucResponsePublicKey| in | s ER & Ao L 7 ECC 25 SHES H
pucResponse TmpPublicKey [ in | S S ALY TR RE s B ECC 2 47 25 4
hAgreementHandle[ in | G ROE L ER A YKk
phKeyHandle[ out ] 1 [0] (7 585 5 ng 4

i [Al{A . 0 )
1E 0 L 1 18] 4 e A

. ARRBA AN AR TAEGRE TR GSEEMAL, E] SM2 B S ERANLES N GB/T
35276, Zsuh B F1IT 550 UG L B i ) b 5 L O B e DR B B P S R R R

6.3.17 FEBBHFEHITESIEEN

I A LONG SDF_GenerateAgreementDataAndKeyWithECC (

HANDLE hSessionHandle,
ULONG wilSKIndex.
ULONG uiKeyDBits.
BYTE * pucResponsell).
ULONG uiResponselDLength,
BYTE # pucSponsorlD,
ULONG uwiSponsorIDlLength.
ECCrefPublicKey * pucSponsorPublicKey,
ECCrefPublicKey #* pucSponsorTmpPublicKev.
ECCrelPublicKey #* pucResponsePublicKey,

1 6
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ECCrelPublicKey * pucResponseTmpPublicKey.
HANDLE # phKeyHandle) ;

Tt A i Fl ECC %A U p 55 3% . AR U S 808 208 % 81 - W) IRE i [8] 7= A= iy B 7 2 5
I BRI
28 . hSessionHandle[ in | S B H B2 uh AR
uilSKIndex[ in | SN INE RS E T B ZFHH
TZ 5% HE
uiKeyBits| in | oI 1 K A Y R K
pucResponselD| in | M Ly 77 1D {5
uiResponselDLength[ in ] W g 1D e B
pucSponsorID[ in | K ID (A
uiSponsorIDLength[ in K 1D R
pucSponsorPublicKey| in | SR s AR A T ECC 2y 8H 251
pucSponsor TmpPublicKey | in | SR A B &R IR E ECC 2> 145
pucResponsePublicKey| out | 1B [l gy 7 ECC 2580 25§
pucResponse TmpPublicKey [out ] 1% [01 {10 i 75 Wi B5F ECC 23 4H 45 44
phKeyHandle| out | iR (9] {1 5% 51 R Al
iR [0 0 D)
1k 0 T R (o] e A
i - A% B EICE M R IR ) SM2 SRR TFRE 2 R0 B S W GB/T 35276,
6.3.18 ET ECCHEEMHFEHER
J5 Y LONG SDF_ExchangeDigitEnvelopeBaseOnECC(
HANDLE hSessionHandle.
ULONG uiKevIndex,
ULONG uiAlglD,
ECCrelPublicKey #* pucPublicKey.
ECCCipher * pucEncDataln.
ECCCipher # pucEncDataOut);
k. R NI 2 BN A 23 S R A O B AR E B 2 BN T T RO
St
Z 50 hSessionHandle[ in ] SRS B VA RS PR E L L]
uiKeyIndex| in | WAL AN ECC AR5 {H
uiAlgID[in ] SRR ECC 2381 19 553 b il
pucPublicKey [ in | SRR ECC %5
pucEncDataln/ in ] Gz i DX FE B T A7 B A i 25 305 5 5 9 3
pucEncDataOut| out | 2% M XA EF T B TR 09 23 00 5 B 9
IR 0 )]

1k 0
6.3.19 AN LEFTHAFATENZTZENEHH
JEHY,

R T R [a] A iR AR

LONG SDF GenerateKeyWithKEK (

HANDLE hSessionHandle.
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ULONG uiKeyBits,
ULONG uiAlglD.,
ULONG wiKEKIndex.
BYTE # pucKey.

ULONG * puiKeyLength.,
HANDLE = phKeyHandle) ;

TG Az B2 1 A B 3 A B 0 8 P e L TR) B AR (0T 4 B RO A

28 . hSessionHandle[ in | S0 B B Y 2= 0E ) il
uiKeyBits| in | 5 0 77 I 2 PR
uiAlgIDlin ] SEARAR UL 98 A BN 5k
mKEKIndex[ in | WIS NP S s S HN E S E
pucKey| out | Zz P AR B T AP IR [R] Y 5% B 5 S
puiKevlLength| out | 1% [B] {4 B w8 S R
phKeyHandle| out | i (7] Y 5 R A

1R [7H 0 W 2]
JE 0 I L3R (9] R AR

i R ECB 50,

6.3.20 SASEFHHARIENEZHME

JR Y, LONG SDF ImportKeyWithKEK (
HANDILE hSessionHandle.

ULONG uiAlglD.
ULONG uiKEKIndex.
BYTE * pucKey,

ULONG puiKevLength.

HANDLE # phKeyHandle) ;

T A

ZHL . hSessionHandle| in |
utAlgID| in |
uniKEKIndex| in |
pucKey[ in]
puiKevlLength| in |
phKeyHandle| out |

iR B {H . 0
1 0

i e ECB i,

6.3.21 & IKE L%

A T 5 0 A [ R 2 A

55 gl 5 09 208 ) AR

(=173 TR AW (DR O 1 1 | L= S

W N AR S I E A R o ME
2% o DX AR B L T 48 50 A B9 558 51 o5 3
TNGIE A IR S N

1R [0 11 %% B ) A

g s

L R [m] ARG

J5 7Y, LONG SDF GenerateKeywithlKE (
HANDLE hSessionHandle.
BYTE # pucSponsorNonce,

ULONG uiSponsorNoncelLength.,

BYTE +* pucResponseNonce,

18
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ULONG uiResponseNoncelLength.
BYTE = pucSponsorCookie.
ULONG uiSponsorCookielLength,
BYTE +# pucResponseCookie.
ULONG uiResponseCookiellength.,

ULONG uiPrfAlglD,
ULONG uiKeyBitsD.

HANDLE #* phKeyHandleD.

ULONG uiKevBitsA.

HANDLE = phKeyHandleA.,

ULONG uiKeyDBitsE,

HANDLE # phKeyHandleE) ;
{81 IKE — B Br (810 224845 2 a0 5§11 B 2 80 TR IKE ARS8, [5) i 3% (9]

AR B g4
hSessionHandle[ in |
pucSponsorNonce[ in |
uiSponsorNoncel.engthl in |
pucResponseNonce! in |
uiResponseNoncelLength| in |
pucSponsorCookiel in |
uiSponsorCookieLength[ in |
pucResponseCookie| in |
uiResponseCookieLength[ in |
wiPrfAlgID[ in |
uiKeyBitsD[ in
phKeyHandleD[ out |
uiKeyBitsAl in |
phKeyHandle Al out |
niKeyBitsE[ in |
phKeyHandleE[ out |

0

4E 0

5% & o 2 iE )i

% HE T nonce #E fif 3 A

K2 nonce i fof KGR

Wl hif 5~ nonce #faf 4 {4

W I 7 nonce ¢ fuf 3 (A< &

ALl cookie

T cookie

M W 4 cookie

) W 77 cookie = B

PRF 5% il

SKEYID d %40 &

IR A SKEYID d % 5 /5] 4
SKEYID a %4 1

& A i) SKEYID a %4 5] 1R
SKEYID e %4 E

R Y SKEYID e % 4H 4]l
W)

e WL 1R [E] A R AR

GB/T 36322—2018

i IKE —FrBrCERiAD B 3 MiHE 4 ZH 5 A ef 8 & 50 (5 09 000 & 7R 30 705 28 T % 4

6.3.22

SKEYID d.5SKEYID a.SKEYID e, IKE

P B CFEME DR IKE TAESS#AM LS N GM/T 0022 85 AN

80 2 B A A Ni_b Nr_b. CKY-1.CKY-R. 3% [7 {1 % 81 61§ 3 Wi 55 4 SKEYID_d.SKEYID_a,SKEYID e,

i#E IKE TIER 43 BINED ECC A4AME

LONG SDF GenerateKeyvwithEPK _TKE (
HANDLE hSessionHandle.
BYTE # pucSponsorNonce,

ULONG uiSponsorNoncellength,

BYTE * pucResponseNonce.

ULONG uiResponseNoncelLength,

[
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BYTE #* pucSponsorCookie,
ULONG uiSponsorCookiel.ength.
BYTE #* pucResponseCookie,
ULONG uiResponseCookiel.ength.
ULONG uiPrfAlglD.

ULONG uiEccAlglD.
ECCrefPublicKey * pucPublicKey,
ULONG uiKeyBitsD.,

ECCCipher #* pucKeyD.
HANDLE # phKeyHandleD.
ULONG uiKeyBitsA.,

ECCCipher * pucKeyA,
HANDLE * phKeyHandleA.
ULONG uiKeyBitsk,

ECCCipher * pucKevE,
HANDLE # phKeyHandleE) ;

i iR i F IKE — B Bz (B O 2215 34 % 8B 28015 IKE TAEE S, I H AR
ECC 287 hn a Hy o [ i & 1T A 25 80 )4 .
L hSessionHandle| in | B & 8 1 i 2 0h A A
pucSponsorNonce[ in | A nonce #4107 K
uiSponsorNoncelength| in ] K nonce i far £ A EE
pucResponseNonce| in | N [ 77 nonce & fay 35 {4
uiResponseNoncelLength| in ] I W nonce g fnf 35 41 B
pucSponsorCookie[ in | R TJT cookie
uiSponsorCookiel.engthl in AT cookie 1< B
pucResponseCookiel in i W i cookie
uiResponseCookielength| in | e W h cookie 1< BE
wiPrfAlglID [in ] PRF & 4
uiEccAlgID[in] b ECC A8 3B LR IR
pucPublicKey[ in | g A AR ECC 2 6H 45 14
uiKevBitsD [in ] SKEYID d %8
pucKeyD[ out | e X g5 T AAEGR [ SKEYID d %55 % 3
phKevyHandleD [ out | 12 A1y SKEYID d %40 8] 4R
uiKevBitsA [in] SKEYID a %47k
pucKeyAl out ] X85 TAFBGR FIHY SKEYID_A %5 8H% 3
phKeyHandleA | out | iz B SKEYID a % 8 0] 4%
wiKevBitsE [in | SKEYID e %81
pucKevE[ out | 2P IXEEE T AAGR [E Ry SKEYID E #5474
phKeyHandleE [ out ] 1z 1Y SKEYID e % 53] #f
1 7] 1 0 1)
Ik 0 S M, 3R 1 TR AT

FIKE —rBE(FESDBER s MR 1 20 SEma . AR ES5EGHU SR OIS £ TESEH
SKEYID d.SKEYID a.SKEYID e, IKE —FrE( FH A0 iHH IKE TEFSH M S 0 GM/T 0022, 55 A0
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S E R A Ni_b Nr_ b CKY-1,CKY-R. 12 [0] g9 %5 51 % o 2 %8 N o SKEYID d,.SKEYID a,

SKEYID e,

6.3.23 1+ IPSEC £1F5 %48

i

LONG SDF GenerateKeywithIPSEC (

HANDLE hSessionHandle.
BYTE # pucProtocollD,
ULONG uiProtocollDLength.
BYTE * pucSpi.

ULONG uiSpillength,

BYTE +# pucSponsorNonce,
ULONG uiSponsorNoncelLength.,
BYTE # pucResponseNonce.
ULONG uiResponseNoncel.ength.,
HANDLE phKeyHandle.
ULONG wiPrfAlglD.

ULONG uikeyBitsEnc.
HANDLE #* phKeyvHandleEnc,
ULONG uniKevBitsMac.

HANDLE # phKeyHandleMac) ;
il i fiff FH IKE — [ Bz (Hr k#2022 0045 21 i % ¢ i B 2 8005 IPSEC 265 % 47 . [5] i

1B (8] 23 3% 4 B ] A

%Y. hSessionHandle| in |
pucProtocollD| in |
uiProtocollDLength in |
pucSpi [in_
uiSpilength [ in |
pucSponsorNonce| in
uiSponsorNoncelength[ in |
pucResponseNonce! in |
uiResponseNoncelLength[ in ]
hKeyHandle| in
uiPriAlgID [in
uiKevBitsEne [ in |
phKevHandleEnc| out |
uiKeyBitsMac [ in]
phKeyHandleMac| out |

iR [A] . 0
iE 0

Y5 A A I 22 1 R
Pl 1D

PR 1D K

LA ZE G| SP]

YRR FEG| SPI KIE
R nonce & ff {4
AT nonce ol KR
Nef [ 5 nonce %% ff I

W L 77 nonce % fof F 4
i A SKEYID d 2551 4] 45
PRF 5 %4518

DN S A

AR [T £ 1 6 2 B ) A
RS HRKE

1R (0] 1) 2% 35 4% P m) iR

1%, 1]

R CIE S P

g IKE ZprE s #ERD B L wln  AREuh 2 58 5 M Ar & AMA G IPSEC 3% 8. 0ifH T
MG HMH PR SRR SIS %Y. IKE B =) 35 IPSEC S4if il S W
GM/T 0022, K A 8% 8 2548 0 ¥ % protocol, SPILNI b Nr b, 3 [0 (1% 55 61 4 4 $22 W0 K 55 9 8 i 4 s o
O T o8 bR ) . AREUE 6.3.21 1H8 TKE T4F 5 €1 el 20 2 J5 8 -2 28 20K 0] 0 5 81 7 2 —

21
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(SKEYI1D _d» 4} b 4= of B4 A .

6.3.24 T8 IPSEC £iEZF I FAINER ECC AN H

g HY LONG SDF GenerateKeywithEPK IPSEC (
HANDLE hSessionHandle,
BYTE # pucProtocollD.
ULONG uiProtocollDLength,
BYTE #* pucSpi.
ULONG uiSpilength,
BYTE # pucSponsorNonce.
ULONG uiSponsorNoncelLength,
BYTE #* pucResponseNonce,
ULONG uiResponseNoncelength,
HANDLE phKeyHandle.
ULONG wiPriAlglD,.
ULONG uiEccAlglD,
ECCrefPublicKey * pucPublicKey.
ULONG miKeyvBitsEnc.
ECCCipher # pucKeyEnc
HANDLE #* phKeyHandleEnc.
ULONG uiKeyBitsMac.
ECCCipher * pucKeyMac
HANDLE #* phKeyHandleMac) ;
fili /il IKE — B B CHRas #2500 22 #0453 my 46 B 1155 2 80 H 55 IPSEC 15 % 41 . JF A

EF
r—%

22

o

SRS ECC 258 s i o 8] ) 3 1023005 %65 8 w4

hSessionHandle| in |
pucProtocollD/ in |
uiProtocollDLength in |
pucSpi [in ]

uiSpiLength [ in |
pucSponsorNonce| in |
uiSponsorNoncel.ength[ in |
pucResponseNonce| in |

uiResponseNoncelLength[ in |

55 A AT Y 2 i ) A

P il 1D

Pri 1D K

WA SRR T SPI
LTl SPL R E
K Ji nonce #fe IR
BT nonce B faf F AR E
Wil i 75 nonce & fef 4 {4

Wf if 77 nonce Z far F= 14 G R

hKeyHandle| in | A SKEYID d %850 0] 4H
uiPrfAlgID [in | PRF 5iikdriH

uiEecAlgID[ in] SR ECC A M & bRl
pucPublicKey| in | i A B ahEl ECC 2y 81451

uiKeyBitsEne [ in ]
pucKevEne [ out |
phKeyHandleEnc[ out |
uiKeyBitsMac [in |
pucKeyMac | out |

25 5 1 I
25w X 45 6 L T4 10 [ 60 25 9% 671 25
i 1] 1 4 2 2 ) A

e e B I

2 it I 45 1 . T 7 MO 1] 11 2 7 2 1 9



phKeyHandleMac| out |
RCIR( 0
3E 0

iR [] f) 25% 22 4 11 ] 1

Ry 2]

S L3R R AT A

i IKE BB O 8200 B a2 T 5e iUG AR R B0 2 Y50 15 10U #5 B A L F ST IPSEC
I By 2= ik s SRR 1 0 B R R g A 2 b
GM/T 0022, % A B9 % 8 & 8% W F A protocol \SPT,Ni_b,Nr_b

GB/T 36322—2018

iR T
IKE — B B P ol 8 25 32 IPSEC 2 % @ 57 1Y o 72 &
1R (7] f1Y) 48 EH s S0 A S BH ) A FE R R s

Hmgepe ) CH T oo R8s . B ETE 6.3.21 1158 IKE T /e 81 A £ B 2 05 8 - 1% e ¥R 0 @5 4

W Z — (SKEYID d) ¥ 8 4 &8s A

6.3.25 tH SSL T1E&E R

i LONG SDF GenerateKeywithSSL (
HANDLE hSessionHandle,
BYTE # pucKkevPreMaster,
ULONG uiKeyPreMasterLength.
BYTE * pucClientRandom.
ULONG uiClientRandomLength.
BYTE #* pucServerRandom,
ULONG uiServerRandomLength,

ULONG uiPrfAlgID.

ULONG uiKevBitsClientMac.
HANDLE # phKeyHandleClhientMac.
ULONG uiKeyBitsServerMac,
HANDLE # phKeyHandleServerMac.
ULONG uiKeyBitsClientEnc.
HANDLE #* phKeyHandleClientEnc,
ULONG miKeyBitsServerEnc.
HANDLE #* phKeyHandleServerEnc) ;

Tk
@LLe

I hSessionHandle| in |
pucKeyPreMaster| in

niKeyPreMasterLength| in |
pucClientRandom]| in |
uiClientRandomLength| in |
pucServerRandom/ in |

uiServerRandomLength| in |

utPriAlglD [ in
uiKevBitsClientMac[ in |
phKeyHandleClientMac| out |
uiKeyBitsServerMac| in |
phKeyHandleServerMac| out |
uiKeyBitsClientEne[ in |
phKeyHandleClientEnc| out |

fii JT] SSL & 3 P 45 2 1) % 91 i 5 S 80T/ SSL AR § . [F iR

55V 2% T 1 S 1 ) A

Tl iﬁ‘!ﬂj pre_master_secrel
7 i it 1 %

2P by Bl PL B

R 55 i B HIL &K

R 55 s il BRI

PRF &% b il

B i ok v AR ¥

3R [B1 {1 5 71 ik % 18 2 4 ) 4
ke 55 iy 2% 2 B L

& (8] £ 2 55 i 2% 2 % ] ) A
i 0

3R [0 (1 25 1 g 0 B ) A

] 1A 4
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uiKevBitsServerEnc| in | N 55 S 00 585 5% BH

phKeyHandleServerEnc[ out | 12 0] 11 R 55 s in 8 %5 4H ) 4
i [ 1A - 0 )

10 e UL 3R T DA GG

i SSLIEFHiUH B2 B2l AR R 2 S5 (500 0 2% B 35T SSL i ¢ = 808 T 4E 9 41 JF 1R (9] %%
B cclient write. MAC secret (% P i 2= 8% 10 )« server_ write. MAC  secret CHE 95 5w 3~ 8 9% 1) . client write
kev( % P i W% %5 81 ) . server_write_kevURF M%&) . SSLitH TAEEHANSREESW GM/T 0024,

6.3.26 i+8H SSL T{EZ$AFH AIMER ECC 233 n %= 5 H

I A LONG SDF GenerateKeywithEPK SSL (
HANDLE hSessionHandle,
BYTE » puckeyPreMaster.
ULONG uiKeyPreMasterLength.
BYTE # pucClientRandom.
ULONG uiClientRandomLength.
BYTE # pucServerRandom.
ULONG uiServerRandomlength.
ULONG uiPrfAlglD,
ULONG uiEccAlglID.
ECCrelPublicKey # pucPublicKey.
ULONG uiKeyBitsClientMac,
ECCCipher * pucKeyClientMac.
HANDLE * phKeyHandleClientMac.
ULONG miKeyvBitsServerMac.,
ECCCipher * pucKeyServerMac,
HANDLE #* phKeyHandleServerMac,
ULONG uiKeyBitsClientEnc.
ECCCipher # pucKeyClientEnc,
HANDLE #* phKeyHandleClientEnc.
ULONG uiKeyBitsServerEnc.
ECCCipher # pucKeyServerEnc,
HANDLE # phKeyHandleServerEnce) s

i i fff A SSL & F i 3 i & SR S 80 TR SSL TAEE 8 . I [ ECC 247
o b L R AR ] TR SR A4

=25 hSessionHandle| in | 55 £ 2 57 1Y 2215 ) 4
pucKeyPreMaster| in | Tl F %55 pre_master_secret
uiKevPreMasterlLength| in | Tl 3= e eH B
pucClientRandom]| in ] % i i LA
uiClientRandomLength[ in | = P um B PLEH E
pucServerRandom| in | AR 55 i Pl H11 %
uiServerRandomLength| in | MR 55 b Bl B0 B B
wiPrfAlgID [in_ PRF B #:4R1iH
uiEccAlgID [in] SR ECC A M & bRl

24



pucPublicKey/| in |
niKeyBitsClientMac| in |
pucKeyClientMac! out |
phKeyHandleClientMac| out |
uiKeyBitsServerMac| in |
pucKeyServerMac| out |
phKeyHandleServerMac| out |
uiKeyBitsClientEnc| in |
pucKeyClientEnc| out |
phKevHandleClientEne| out |
uiKeyBitsServerEnc| in |
pucKeyServerEnc| out |
phKeyHandleServerEnc| out

GB/T 36322—2018

i A B SE ECC 2y 8 45 1

O b e

% v X R £ H T A7 BGR 11 %5 7 S 24 i 5% 4
1R [8] ) 2 3 g 2% 1 2% BH )

0z 55t 24 15 5% 41 IC BT

2 p DX A5 £ T A7 0GR (918 IR 55 i 4% 12 9
1R [ ) AR 55 iy 2% 1% 25 BH A0

& P s g R

g b X R85 T A7 G 8]0 28 7 S i 5% 5% 41
iR [ (1) 28 P S 0 4% 25 5H ) A

Al 55 ey o 25 5% 40 < B

% b X £ T A7 B0 (81 R 55 S i 5% 5% 4§
i (81 f1 Rl 95 v 0 4% 4% BH ) 4

1 [V {H - 0 1)
1E 0 SR TGk (] 4 5% R
. SSLEEFBUUE B AE NG AR A Z 58 G0 & H IR T8 SSLid 562 Bl iy T4 % 8 JF 1R ol %

BH 5 S 0 B B client_write. MAC_secret (5 P o 24 % 5H) L server_write. MAC_secret{ fIlf % S 22 22 % € .
client_write_ key (% P S N4 % 6 ), server_write_kev( RS i M EH), SSLITE TIEEHMN LB 2 W
GM/T 0024,

6.3.27 itHE SSL T{EZ4$H (ECDHE)

JEL T LONG SDF_GenerateKeywithECDHE_ SSL (

HANDLE hSessionHandle.

HANDLE phKeyHandlePreMaster,

BYTE # pucClientRandom.

ULONG uiClientRandomLength.,

BYTE +* pucServerRandom.

ULONG wServerRandomlI.ength.

ULONG uiPrfAlglD,

ULONG uiKevBitsClientMac.

HANDLE # phKeyHandleClientMac.

ULONG uiKevBitsServerMac,

HANDLE #* phKeyHandleServerMac.

ULONG wiKeyBitsClientEnc.

HANDLE # phKeyHandleClientEnc,

ULONG uiKeyBitsServerEnc,

HANDLE #* phKeyHandleServerEnc) ;
/1] SSL 48 F B 045 2 09 & 91 1T 7 2 B0 H R SSL LA & 91 . [R] R iR (8] A 4 9
@Lie
hSessionHandle| in |
phKeyvHandlePreMaster| in |

pucClientRandom| in |

2

W
s

5 & 8T i &8 ) AR
T %5 pre master secret % § H1HH
& g P AL 2L

uiClientRandomLength| in | & i AL R B

[~
P
L |
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pucServerRandom/ in | Az 55 S it 1L &
uiServerRandomLength[ in | HIz 55 v Pt AL 204
wiPrfAlgID [in | PRF B LRl
uiKevyBitsClientMac| in | TP g 4 5 0 tH A
phKeyHandleClientMac| out I [B] Y 2 P v 4 1% 5 1 ) A
uiKeyBitsServerMac| in | AR 55 g 2 33 S8 H < B
phKeyHandleServerMac[ out | 1R [7] {39 iR 55 5 4% 125 % $H 5] A
uiKeyBitsClientEnc[in ] & S i % IR
phKeyHandleClientEne| out | B[] ) % Y s T o A B ) A
wiKevBitsServerEnc| in MR 95 ¥ o0 55 % 60 1 RE
phKevyHandleServerEnc| out ] R[] (1 AR 55 i 00 % 25 BH D) 4A
I [ { . 0 i)
1k 0 I 15 (8] 5 DR A A

F . SSLBEFhiGH BT G A B m Z 5B G0 & BRI H 18 SSLid = 2 Bl By TAF % 8 Jf R [0 %
104« client_write. MAC _secret (& F2 3 Z¢ 8 85 8]) . server_write. MAC_ secret (it 46 75 % ¥ % 81) , client_write
key (% F 3 N5 %5 40D » server_write_key (IR S5 in# %54H) . SSL MR TAERHMWLTRE W GM/T 0024, 4R
80E N ECDHE 19 8 9 28 1 77 aX % Jr AU B % g0 5k ] SM2 &5 8 B s - A B S 85 48 HaR ] % 4
A .

6.3.28 TE SSL T{EZEHH BIMED ECC AN EF H H (ECDHE)

Jg 7Y LONG SDF GenerateKeywithEPK ECDHE SSL (
HANDLE hSessionHandle,
HANDLE phKeyHandlePreMaster.
BYTE # pucChentRandom.
ULONG uiClientRandomLength.
BYTE # pucServerRandom.
ULONG uiServerRandomLength,
ULONG uiPrfAlglD.
ULONG uiEccAlglD.
ECCrefPublicKey #* pucPublicKey.
ULONG uiKeyBitsClientMac.
ECCCipher * pucKeyClientMac.
HANDLE # phKeyHandleClientMac.
ULONG wmiKeyBitsServerMac,
ECCCipher * pucKeyServerMac.
HANDLE #* phKeyHandleServerMac,
ULONG uiKeyBitsClientEnc,
ECCCipher * pucKeyClientEnc.
HANDLE # phKeyHandleClientEnc,
ULONG uiKeyBitsServerEnc,
ECCCipher * pucKeyServerEnc,
HANDLE # phKeyHandleServerEnc) ;

T 1A - i ] SSL & T th il i3 # 09 % 91t B 280158 SSL TR 8] . 9F A ECC 281
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& A (R AR ] A RN

285, hSessionHandle[ in | B 1% 85 N 1Y 2= T )N
phKeyHandlePreMaster[in | W E %5 pre_master_secret % $1 5] 4
pucClientRandom| in | %% 1 i Bl P A
uiClientRandomLength[ in | =P b E LR
pucServerRandom/ in | Al 75 ¥ P B %
uiServerRandomLength| in | M2 55 i Bl #1 BSCH
wiPrfAlgID [ in | PRF 3 pRiH
wiEccAlgID [ in | il ECC 2y 5k b il
pucPublicKey[ in | b A AR ECC 2y #4544
uiKeyBitsClientMac| in ] B o i
pucKeyClientMac out | T P X FE L H T A0R ] i) B P g 2% 5 24 EH
phKeyHandleClientMac| out | 1R (8] () 5 g 4% 128 4 BH ) A
uiKevBitsServerMac| in | M2 55 i 2% 122 25 1 1
pucKeyServerMac| out 2% v X FE £ 17 (0] Y AR 45 i 44 12 % 4
phKeyHandleServerMac[ out | 1% [9] 1Y Hiz 55 fm 4% 12 %5 50 0 4l
uiKeyBitsClientEnc| in | O 0 o R
pucKeyClientEnc| out | O v KA H AR FGR 00 & i g
phKeyHandleClientEnc| out 1R (5] fh) 2 s 10 % 24 ) ) BN
uiKeyBitsServerEnc in | 1R 55 s I 25 25 B
pucKeyServerEnc| out | g% vp DXAE S H A7 R (8] Y R 55 i hn %% 9% 4
phKeyHandleServerEnc| out | 12 [0 11 Bl 55 s n 4% 4% 4H ) 4l

iR [ . 0 I, Xy
JE 0 S LR PR R A

S, SSL 4R T UM 5 T 5 MU A B EH 5 5 (00 0T & {1 R 1 SSLL it R R B0 T 1R % 136 4 [
B % RN F A client write. MAC secret (5 M im 42 i %8 8 L server write. MAC secret ( JIT 55 im 2= 2 % 5 .
client_write_ key (% & 0 95 %5 8 ), server_write_key (IR % S in# % ). SSL 4 TES A T & W
GM/T 0024, ApREGEN T ECDHE 09 %8 $1 22 i 07 20 O 2N A =8 89 R 1] SM2 % ¥ B i = 1k 0F A% 12
G4 1 5 48 S

6.3.29 $#HESIEEZH

JE R LONG SDF DestrovKey (
HANDLE hSessionHandle,
HANDLE hKeyHandle) ;

il I 9 S 2 TR A B ORI B R 0 Bl A Y A S R
ZH . hSessionHandle[ in | B 5 8 F 1 2= 18 AR
hKeyHandle[ in N R AR S R T
1B [ {EL 0 )
= |0 R W kg ] i 1 A A

PR AR BR BT X RR L 2 e UG
6.4 FXMREZETEERY
6.4.1 ik
AEX PR R L e IR R AL RSA ARVHa T (ECC B4 50 UE AUhn 2 S DU HE . A3 11 PR . 75 pR &K
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R (AL UL B o AL
F 11 EMMREEZHERH
PR R A4 TR T HE
SDF_ExternalPublicKeyOperation RSA SRy EH RSA 28
SDF_InternalPublicKeyOperation. RSA N2y E] RSA 25
SDF_InternalPrivateKeyOperation RSA B ALV RSA iz 57
SDF ExternalVerify ECC S ECC Bk
SDF InternalSign ECC MR ECC %4
SDF InternalVerily ECC s ECC 4k
SDF ExternalEncrvpt ECC AhEEEEE ECC hnss

6.4.2 4pEB/NEA RSA IEH

Ji AR LONG SDF ExternalPublicKeyOperation RSA(
HANDLE hSessionHandle,
RSArefPublicKey #* pucPublicKey.
BYTE # pucDatalnput.
ULONG uilnputLength,
BYTE = pucDataOutput.
ULONG # puiQOutputlength);

il i F5 S Al AR 2 B AR AT s B

2R hSessionHandle| in | B o 8 1Y 2= 1h A FR
pucPublicKey [ in] FRER RSA 25045
pucDatalnput [ in] O P CFE T AR A B
utlnputLength| in | i A ) B A B
pucDataQOutput| out | B v AR B . T4 A 08
puiQutputLength| out | g I s K R

1R [FE - 0 1 1)
4k 0 N IR [a] RS R ALY

E . B AR ot i R R B
6.4.3 M#EB4LNEH RSA 28

JH Y, LONG SDF InternalPublicKeyOperation RSA(
HANDLE hSessionHandle.
ULONG uiKevIndex,
BYTE +* pucDatalnput,
ULONG uilnputlength.
BYTE * pucDataOutput,
ULONG # puiQOutputlength);

fiii ik fili #0482 = 5| a2 31 A B i ik fras 5
ZAY hSessionHandle[ in | 5% & #7109 &0 A R
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uiKevIndex| in | g WAl 2y A R A
pucDatalnput] in | g% v X 48 B 72 b S A Y Bodig
uilnputLength[in ] i A B0AIE 1 E

pucDataOutput| out | % v KA £ A R R B dE
puiOutputLength| out | Sy 0 Y B B

0 )

3E 0 M 3R [ A A

i T AR T P 4 e B R O 2 B

6.4.4 WERFLEH RSA B8

J7 A

IR [0 {H .

LONG SDF InternalPrivateKeyOperation RSA(

HANDLE hSessionHandle.
ULONG uiKeyIndex.

BYTE # pucDatalnput.
ULONG uilnputLength,
BYTE #* pucDataQOutput.
ULONG # puiQOutputlength);

fi I P a4 o R 5 I R RA B B A7 i 5T

hSessionHandle| in | 5 a5 T 2 i ) Al

niKevIndex| in | WIS N E A E R RS E
pucDatalnput| in | G i X AR B A7 A B B e
uilnputLength| in | Ay A B B 1

pucDataQOutput| out | S ULV R U 3§ b ar ey & Tl fL R €
puiQutputLength| out | i 1 B B

0 1 3]

JE 0 SR RS R A

E . RS E AR T A 2 W T B 2 R

6.4.5 4pEB¥EFA ECC Wik

A

LONG SDF ExternalVerily ECC(

HANDLE hSessionHandle.
ULONG uiAlglD,
ECCrefPublicKey * pucPublicKey.,
BYTE +* pucDatalnput,

ULONG uilnputLength.

ECCSignature * pucSignature) ;

{fi AR ECC 2N % ECC &£ L {H T irisE |

hSessionHandle| in | 5535 85 4t 57 1Y 22 15 ) FR

uiAlgID[ in] FikeniR A5 E Ry ECC Bk
pucPublicKey| in | SRR ECC 845

pucData in | 2 o DCAE B T T A8 A i A B B
uiDatal.ength[ in | b A1) B

pucSignature| in |

T i DX EE L H T A K A 09 %5 24 (3 B
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1 [7] {H { 1 2]
1k 0 R 3R ]S D AU A
i S AECHE O RSB I A 2N ] SM2 B L 3 e A BICHE O o 2R BIOHE 28 0t SM2 B 24 Jin ik B Y 2% R L
fb et R 2 I GB/T 35276,

6.4.6 MEPEIH ECC £ A

J A LONG SDF _InternalSign ECC(
HANDLE hSessionHandle.
ULONG wilSKIndex.
BYTE # pucData.
ULONG wDatal.ength,
ECCSignature * pucSignature) ;

HESR fi N ECC RV G B ik r & 2 ia 5.

28 . hSessionHandle| in | 555 25 i T Y 2 0 ) RN
uilSKIndex [in] WAL N AE Y ECC £ 2 RV &5 H
pucDatal in | Gz vp X AR B T A7 R YR AR S A 2R
uiDatalength[ in]] i A B B R
pucSignature [ﬂut] %t DXAR BRI R D 09 25 24 (H 2 ds

iR = 0 Rl 1
1k 0 O MR RS TR AT S

¥ W ARG TSR A B, YR SM2 B ). iz ACEU b R SR fE ek SM2 B T Ak B AY £k B L T
bR S WL GB/T 35276,

6.4.7 MEPE R ECC Wi

i LONG SDF InternalVerify ECC(
HANDLE hSessionHandle,
ULONG wilSKIndex,
BYTE * pucData.
ULONG uiDatallength.

ECCSignature # pucSignature) ;

Tt i - i FIN AR ECC A4 ECC & A (HiF 748 IFiE 5 .
=3 hSessionHandle| in | 5 #5 2 AT BY 210 )
uilSKIndex [in ] W g NI 9 ECC & 24 AP0 R51{H
pucDatal in | Z p X A5 5 H T AR B A0 A B
uiDatal.ength| in | i A B B
pucSignature| in 2% M IXHR B T R A 25 24 (H BE
ACIEIE 0 N )
1k 0 M 3R (] e AR

N AECE R BUE N A, A SM2 B L S A CECHE O T B BCHE £ SM2 B 4 Ak FE A 2E L 0
bW GB/T 35276,

6.4.8 SMERZEER ECC %=

A LONG SDEF_ExternalEncrypt ECC(
30
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HANDLE hSessionHandle.
ULONG uiAlglD.
ECCrefPublicKey * pucPublicKey.,
BYTE # pucData.

ULONG uiDatal.ength.
ECCCipher # pucEncData);

i ik {ili A& ECC 22 8 3% 8 lE R 7 iz 55
ZH . hSessionHandle[ in | 1% 85 A B2 1h ) AN
uiAlgID[ in | Bkl AR EMT RS ECC Bk
pucPublicKey[ in | AR ECC 2y 8 &5 )
pucData_in | Gz vp DXCASEF A RO A ) B g
uiDatalength| in | i AR R
pucEncDatal out | % v DX FE £ - H T A7 5 0 00 2o %5 5
1R [ H 0 W 1]
4k 0 M, 3R (Al iR A

6.5 MMREEEHERY
6.5.1 #ik

Ao FR 1 30  28 pR B AR ) B b g R MAC HHE S ThEE. 38 12 s . 4 ol B0R [ AR 0 fff
KA

F 12 WNREZXESEHIEEE

e 24 B ) e
SDEF Encrypt A B N
SDF Decrypt ot i W
SDF CalculateMAC 5 MAC
6.5.2 XFIMEF
J Y. LONG SDF Encrypt(

HANDLE hSessionHandle.
HANDLE hKeyHandle.
ULONG uiAlglD.

BYTE # puclV,

BYTE =# pucData,

ULONG uiDatal.ength.,

BYTE +* pucEncData.

ULONG # puiEncDatal.ength) ;

Ik . {5 T4 52 04 5% B A0 4R B0 TV 3 85080 28 17 %) B 4 42 &

Z¥. hSessionHandle| in | 5515% 25 N7 Y 22 36 ) AR
hKeyHandle[ in i 7€ 5% 5 R 4N
uiAlgID[ in | TR AR L 45 o A R S o
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puclV|[ in| out | Gz o X AR5 H T 77 0k AR B TV ZUE
pucDatal in_ B v XA B T T A A ZE IR S
uiDatalength| in ] i A9 B g BH S B
pucEncDatal out | S P X A5 5 . T A7 Ok HY R &0 5
puiEncDatal.ength out | LSV & N3

iR |9l : 0 )
Ik 0 W 3R T TR A A

i e I PR EIAN A R AT A T Ak ML e AT B S T SR BE I RN . R I TV S0 T 2 R A AT R
e iz 5.

6.5.3 XIREE

DAY LONG SDF Decrypt (
HANDLE hSessionHandle.
HANDLE hKeyHandle.
ULONG uiAlgID.
BYTE =* puclV,
BYTE # pucEncData.
ULONG uwiEncDatal.ength.
BYTE = pucData,
ULONG * puiDatalLength) ;

it - {s FH 8 w2 09 %5 50 R0 40 F1 TV 6 504 17 00 5 1% 25 02 0

2R hSessionHandle[ in | B 85 0 1Y 2= 1h )N
hKeyHandle[ in | T 5E BY 4 EH A
uiAlgID[ in | AR 45 0 X BRI A R
puclV[in|out | Z XA EF L T A B ACRLR (BT RY TV 8IS
pucEncData in] g v DFE B L T A S A ) A 5 S
uiEncDatal.ength| in | a A ) B % S
pucData out | T M X AE B T A7 T30k H Y B4 B SC
puiDatal.ength| out T 11 vy BRI SO B

iR [ A . 0 i 2
E 0 FIL 3 [m] R A

i U PR BCAS X B AT BT A Ak A S A B R S E TS A IR R L R I 1V OB H T & A 80 0 ER

fife 15

6.5.4 itE MAC

J Y LONG SDF_CalculateMAC(

HANDLE hSessionHandle.
HANDLE hKeyHandle,
ULONG wAlglD.
BYTE = puclV,
BYTE #* pucData,
ULONG uiDatal.ength.
BYTE * pucMAC,
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ULONG * puiMACLength) ;

1 . il I35 2 00 % 1 AR A TV 38l 517 MAC 124,

ZH . hSessionHandle[ in | 5% a5 il 57 1218 ) AR
hKeyHandle| in i 7 1) 55 S AR
uiAlgID[in] B BR IR 38 MAC I 8k
puclV[in|out | e P XA EF . T A7 B R ACHLR [T RY TV BiS
pucDatal in | Tz vp XA £ T AF CER A ) B iE B ST
uiDatalLength[ in | i AR B S I
pucMAC| out | 2% o XA FE . B TR e MAC (]
puiMACLength[ out | ey MAC {58

1 [7]{F . 0 i)
ik 0 M, 3R (0] R A U

e R A B AT e Ak AL £ 6 B MAC 25T i TV I S B9 MAC {8,
6.6 FEIZHERHY
6.6.1 #HiA
FiEin H AR B B i W I HE . N FR 13 A . 25 sREGR [BHACHS DL R % AL
F 13 FBIEHERH

PR B 27 R ) fig
SDF_ Hashlnit FusiE R R
SDF_HashUpdate EZaBEER
SDF_HashFinal FEiE AR

6.6.2 FEIZHHKHML

Y. LONG SDF HashlInit(
HANDLE hSessionHandle.
ULONG uiAlglD
ECCrelPublicKey #* pucPublicKey.
BYTE * puclD.
ULONG uilDLength);

fin ik — A HEE BRI,
5. hSessionHandle| in | 551 9% AT 1 22 ) §R
uiAlgID[ in] P ERA R By T A
pucPublicKey[ in] B H N, MY uiAlelD H SGD_SM3 AT 4K,
puclD[in’] B E I TD A, wiAlgID 5 SGD_SM3 B A k.
uilDLength[ in] B 1D AU L Y wiAlglD b SGD SM3 B %L .
1[5 1 0 i 1
1k 0 S AR AR AT

i* . uilDLength JE%F H wiAlgID 2 SGD_SM3 B, A e 20 AT 1902 SM2 (19 it b 1 1 #84F . PR aEFE = 0L GB/T 35276,
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6.6.3 ZEFEEH

I Y, LONG SDF HashUpdate(
HANDLE hSessionHandle.
BY'TE + pucData.
ULONG uiDatalLength) ;

TR = ARG 2 a2 B T X A B SGE AT e iE e

Z 8. hSessionHandle| in | 5% & it T B 2 iE n) AR
pucDatal in | P AR E L T AF U A0 2k B S
uiDatalength[ in | B ABY B N S

12 0] {1 0 )
Ik 0 I I [A] DR A

6.6.4 ZFBIEHLER

I Y LONG SDF HashFinal(
HANDLE hSessionHandle,
BYTE + pucHash.
ULONG #* puiHashLength);

T - =B 2 RS = R0 ia TR A AR (] 2% 2 B0 O I BR b B 2l
ZHL . hSessionHandle| in | SRV~ A (S REIR o]
pucHash out | 22 v AR F L T A A 2 R R
puiHashLength[ out | iR ] (Y 2% 5 B < BE
i [F] {8 . 0 BT
JE 0 WU 3R [T 1 AR

6.7 ARXHRIERRE
6.7.1 HEidk
FIJ SO 48AR 28 pR PR L SC PR B9 A 2 L2 5 RN BR ZDh 68 L W1 3% 14 P 7i . 25 R EGR [P FTRS LBFF 5% A
® 14 APXHBRIELERY

e B 45 R iikiic
SDF CreateFile &1 & S
SDF ReadFile 22 B S
SDF WriteFile 5o
SDF DeleteFile il g S
6.7.2 €I#E 4
JR Y, LONG SDF_CreateFile(

HANDLE hSessionHandle,
LPSTR pucFileName.
ULONG miNamel.en.
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6.7.3 EHIXH

JR A

BH

& [8]{H

6.7.4 BEXH®

IR A,
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ULONG uiFileSize) ;
T 50 B 5 9 B H 774 P it 9 SO

hSessionHandle[ in | S0 HE AL 2 i n) A

pucFileNamel[ in | Tz v DCHR B L T AR RCHT AR SO AL BRI
128 %145

uiNamelLen| in | LA BE

uiFileSizel in | SCE BT & i 2 IR) Y R

0 1Y)

E| Y 2T Ak (] R A A

LONG SDF_ReadFile(
HANDLE hSessionHandle.
LPSTR pucFileName.
ULONG uiNamel.en,
ULONG umiOffset,
ULONG # puiFilelength.
BYTE = pucBuller);
L UPE S 1w Pl A fi P B 9 SCPFRY I 2

hSessionHandle| in | 5% 85 1Y 2238 a) t

pucFileName/[ in | % 0P X A5 B T A7 B AR SO 24 L O
128 ¥

uiNameLen|[ in ] A A RE

wiOffset in | 5 58 2 AR A 0 8 H

puiFileLength[ in|out | AZ T8 G B WSO 2 B [CBE ;Y 22 AR (8] 52
PR e O PF N 78 Y IS

pucBuffer| out | % P X A5 51 7 B By SR dis

0 1 3]

1E 0 N L P

LONG SDF WriteFile(
HANDLE hSessionHandle.
LPSTR pucFileName.
ULONG uiNamelen,
ULONG uiOlfset,
ULONG uiFileLength.,
BYTE * pucBuffer);
(0] 9 B w N A G P Bl i SR B AN A

hSessionHandle[ in | 5% 85 5 B9 22 18 ) AR

pucFileNamel[ in | g2 wp AR £ T T AF 0 A SO 44 e R
128 F91

uiNamel.en| in A2
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wiOffset] in | &L 5 A SO ) e 5 (5
uiFileLengthlin | 15 1 5 A SN B B B
pucBuffer[ in ] 2 v X Fa 5 TR A S SO EURE
iR [ {H . 0 R 1
ik 0 W 1 [E] RS DR A
6.7.5 B 3T
I A LONG SDF_ DeleteFile(

HANDLE hSessionHandle.
LPSTR pucFileName.
ULONG uiNamel.en) ;

il 3 - i B 15 7€ SCAF 24 B3 05 g PN TR A7 A8 P Bl A S
¥, hSessionHandle| in | Eiw s AT 2 n) BA
pucFileName[ in | Z o XA B ) T AF O AR SR A e R IRE
128 715
uiNamel.en| in | A4 R
QG 0 )
Ik 0 W R 1S TR AT
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A RERBEAEE N

% ik it e SLAH b A
# define SDR_OK 0x0 R L2
# define SDR_BASE 0x01000000 BB it L el i
# defline SDR_UNKNOWERR SDR_BASE -+ 0x00000001 A< HIE R
# define SDR_ NOTSUPPORT SDR_BASE -+ 0x00000002 A SR OV
# define SDR_COMMFAIL SDR_BASE -+ 0x00000003 B £ {5 Sk
# define SDR. HARDFAIL SDR_BASE -+ 0x00000004 iz S H X ) iz
# define SDR_OPENDEVICE SDR_BASE | 0x00000005 FT T8 & 92
# define SDR_OPENSESSION SDR_BASE + 0x00000006 ] 2 2= 30 o
# defline SDR_PARDENY SDR_BASE -+ 0x00000007 JEAEE HIB AR
# define SDR_KEYNOTEXIST SDR_BASE + 0x00000008 A AE 10
# define SDR.ALGNOTSUPPORT SDR_BASE + 0x00000009 A S HE % R A
# define SDR_ALGMODNOTSUPPORT | SDR_BASE | 0x0000000A A SRy R 5 AR 2
# defline SDR_PKOPERR SDR_BASE -+ 0x0000000B Ly ¥ia R
# defline SDR_SKOPERR SDR_BASE -+ 0x0000000C s Wk
# define SDR_SIGNERR SDR_BASE + 0x0000000D EaEE I
# define SDR_ VERIFYERR SDR_BASE + 0x0000000E 5 k5% 4 R Y
# define SDR_SYMOPERR SDR_BASE |+ 0x0000000F EO = e e |
# define SDR_STEPERR SDR_BASE -+ 0x00000010 & L HE UE R
# define SDR_FILESIZEERR SDR_BASE + 0x00000011 SR BE S PR
# defline SDR_FILENOEXIST SDR_BASE -+ 0x00000012 ¥ o (1 SR A A
# define SDR_FILEOFSERR SDR_BASE + 0x00000013 SO G A T
# define SDR_KEYTYPEERR SDR_BASE + 0x00000014 A AR
# define SDR_KEYERR SDR_BASE | 0x00000015 B R
# defline SDR_ENCDATAERR SDR_BASE -+ 0x00000016 ECC 7 5 %46 8 17
# define SDR. RANDERR SDR_BASE -+ 0x00000017 Bifi BIL 55 e
# define SDR_ PRKRERR SDR_BASE + 0x00000018 LB A FH A PR 3R H A g
# define SDR. MACERR SDR_BASE | 0x00000019 MAC =8 K
# define SDR_FILEEXISTS SDR_BASE + 0x0000001A 8 LIFCAF T
# define SDR_FILEWERR SDR_BASE + 0x00000018 SO OO
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SDRE_BASE + 0x00FFFFFF

Tz A (&)
Nk T sE S{H 1. BH
# define SDR_NOBUFFER SDR_BASE + 0x0000001C frfiss | A 2
# define SDR_INARGERR SDR_BASE + 0x0000001D fag A Z B
# define SDR._OUTARGERR SDR_BASE + 0x0000001E fi i R
SDRE_BASE + 0x0000001F
...... = i B4
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