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AP ERLE AT PR A% B9 3 fE 55 4% B A2l i H 42 10 i 5 17 495 0% KA G 0 FH 42 11 9 PR &R, &R
52 B S8 E ORI 75 22 8K

A R IS TR R A AL 7 A A (o P AR

2 AUEESIAXH

k.

A SCPE RS T A bRl g i F) 2 i A a0 iy FLAETE B B ey 51 ] 3CPE 08 BB BY RRAS 38 J T A 3

U A TE H A 51 SO o H i MRUAS CRLTS BT AT A2 o080 3k F 1 4= 301

GB/T 33560 g B %A S nHR R
GM/T 0022 1PSec VPN 3 A5
GM/T 0024 SSL VPN #: A5

3 ARiBHMENX

3.1

3.2

3.3

3.4

AR HE S T A SO

7 2% container

WAL T T D o R R o B o — PR AR A A 1]

i & iIMIE device authentication
B HE % 0T B Y I R R B IE .

& FINEZE$]  device authentication key
AT s INIERY 3

ZEFRE  label
i P e I A7 i e AR B 3 S AT AR R B A R

4 ZEBRIE

A g e T AN S

API Iif FH 4 #2 4% 0 ( Application Programming Interface)
MAC i B RIS (Message Authentication Code)

PIN A M B iR 5 i ( Personal Identification Number)
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PKCS=1  ASHE RS AR E R SR D a9 5 1 3855, f 0 RSA 25 JF %5 5 503 I 45 #0025 24 B
(the Public-Key Cryptography Standard Part 1)

PKCS=5 A8 % 0l FAr e 5= 500G b ay &5 5 3 2, ik — ) FT N 0 4R A= Y o 19 %2 2 9%
s 4 5 Y ik (the Public-Key Cryptography Standard Part 5)

PKI Ze fH FE A1 i (Public Key Infrastructure)

5 HiRE

51 BRXE

H HE WIS RL N 4% 17 T8 e s A AL B R AR Ty S i SR sh B Fr Z 1], Wi A 1 B

HiETLHEMARERF
= ﬂ ................................. -.
I e B4 R R Fi 4 01 E
‘ B REME AL i & W) R FF
‘ ! g2 B #m

H1 HOANBEXRXRZERWMLR

5.2 IEWN AL

— A PRI R AR S M2 AN N Z AR LA vy, s i A5 an e 2 Bras .

WENLEE

{ { {

FER1 ‘ 0 | B Hin

B2 E&ZEAN

R A B B PIN O P PIN . SCPR R A # A1 R 7T LUFETE 24 SR 2 4 2 4

AN HEEP & A58 PIN fiH P PIN #H &m0 R R A .

—A~ N BB R g fg an iE 3 B,

Has PR EUINE w AT A AN SRS, Hoh g SHEH0H TR SE s S A m N
T B0 2 2 R ATE 2535 %80 T T 800 In e 5 MAC 28, 28 8% vl a] L7E Bl S I s 88 510 X i
IR S EE AT R RS RS PO W O AU R GE o TIo DR & N N 3 SR 2 O R R et K| o R PO N EE
e o e Ve o= =g v o 2 ) 2 S Al il S S e o 5 e ol N
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A b iy B bR U UL GB/T 33560,

6.2 EAREIFIE

A B PIN
s 241 e EAN
ok 3|
HPPIN nERH LAY
SiEER s #E 2 e
VELD|
A2
I 21 N
L en
______ mE R EERH
SiEE ki || e i o B
SCFm
BH3 MAZESEHE
6 HIBAEBEN
6.1 &E#RriD

AAR e TP A B B Y AE AT (Big-Endian) F A Ag e, FABHR R E Lindk 1

i 7N .
x1 BEFXREERR

F AR Jii it SE
INTE 455 8 {0 B 5L
INTI16 AHF5 16 {0 # &L
INT32 FFS 32 i3
UINTS TS 8 {u 85
UINTI16 4TS 16 {758
UINT32 LFF' 32 [ $E 8
BOOL fi /R 28 U o TRUE 8% FALSE
BYTE TR RS 8 s typedel UINT8 BYTE
CHAR THER, KNS 8 iR typedel UINT8 CHAR
SHORT WASEHLE Y 16 typedel INT16 SHORT
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= 1 (Z0)
USHORT TR 16 s typedel UINT16 USHORT
LONG REBEH. G5 32 Ui typedel INT32 LONG
ULONG RS O 32 R typedef UINT32 ULONG
UINT LFFS 32 fussf typedel UINT32 UINT
WORD FHR NS 16 (i H# 5 typedefl UINT16 WORD
DWORD MR BT 32 (v gL typedel UINT32 DWORD
FLAGS bR 2B/, CFFS 32 (8 typedef UINT32 FLAGS
LPSTR 8 (i FAF R 5l 4 M8 UTFS # 20 (7fig Jesg 8 | typedef CHAR * LPSTR
HANDLE GIERE AR =% iR O A o p: 1B typedel void * HANDLE
DEVHANDLE % %% 0] 1N typedel HANDLE DEVHANDLE
HAPPLICATION I ) 4 typedel HTANDLE HAPPLICATION
HCONTAINER 7L A)H typedef HANDLE HCONTAINER

6.3 FEENX

Wi w B AR UE SC T AR T ) B R B Y IRU(E .
B w RN IR A E Nk 2 Por .,

x2 BFEEX
it 4 1K Hi it
TRUE Ox00000001 1 E o B
FALSE 0x00000000 i ARl
DEVAPI ~ stdeall ~ stdeall o ¥l I 0 20
ADMIN TYPE 0 HHE R PIN 257
USER_TYPE ] P PIN 2551

6.4 EFHIFEEAR
6.4.1 M
6.4.1.1 ZEBENX

typedel struct Struct Version|

BYTE major;
BYTE minor;
' VERSION ;

6.4.1.2 HEETHHiA
RICH 1 g 0k L F 3.
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*3I RMEEX
AR 30 G [S9d REE
major BEYTE + A== F R A O A S L B Version 1.0, EMAS R 1L IR A S
minor BYTE W R A 5 A 03 Version 2.10. FRRA S R 2, 0 A5 10

6.4.2 EEER

6.4.2.1 EBFENX

typedef struct Struct DEVINFQO)/!

VERSION
CHAR
CHAR
CHAR
CHAR
VERSION
VERSION

ULONG AlgSymCap;
ULONG AlgAsymCap;
ULONG AlgHashCap;

Version;

Manufacturer| 64 |;
Issuer[ 64 1;
Label| 32 |;
SerialNumber| 32 |;
HWVersion;

FirmwareVersion;

ULONG DevAuthAlgld;
ULONG TotalSpace;
ULONG [reeSpace;
ULONG MaxECCBufferSize;
ULONG MaxBullerSize;
Reserved| 64 |;

i DEVINFO_SKF. * PDEVINFO_SKF;

BY TE

6.4.2.2 FIRIH A

Aol A R W 2= 4,
x4 EEEERMIAE
B I FAl =Y i
Version VERSION A 5 BRSSO S RS A S O 1.0
Manufacturer CHAR 4l | m&T HifER ELNO SR 85 AT 0 ASCIT 7 47
Issuer CHAR %41 AT R B LLNO T S ES TRAF O ASCIL 7 17 H
Label CHAR 24l | &% LLNO T R S5 AT 09 ASCIT 47 H
SerialNumber CHAR %4 R 41 5 PLNO T SR g5 AR B ASCIL 7 77 5
HWVersion VERSION 5 For B {1 R A
Firmware Version VERSION B A A B [ A
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*® 4 (&8)

H 4 a3t 9 ik
AlgSymCap ULONG A e RO RN
AlgAsymCap ULONG A A B 5 T b i
AlgHashCap ULONG CALEAN NS TN
DevAuthAlgld CLONG ﬂ”r'& NSRS B S R T M S

f i
TotalSpace ULONG Tk 8 [A) R
FreeSpace ULONG H Al R 28 8] K/
MaxECCBufferSize ULONG BE WS 4k 7 (1) ECC hn & $ i Joo)s
VB ferSie ULONG HE % ik B Ay o 4 12 M A F im
B ) Bl K
Reserved BYTE Ry e

6.4.3 RSA NSRS
6.4.3.1 ZFEBEN

typedel struct Struct RSAPUBLICKEYBLODB/
ULONG AlglD;
ULONG BitLen;
BYTE Modulusf MAX RSA MODULUS LEN |;
BYTE PublicExponent] MAX RSA EXPONENT LEN |;
tRSAPUBLICKEYBLOB, * PRSAPUBLICKEYBLOB;
Hp .MAX_RSA_MODULUS_LEN 24 52 B8 B KA EE s MAX_RSA_EXPONENT_LEN
LA R B ORI

6.4.3.2 HETHE A

R Tt R W2 5.
F 5 RSA QAHHIELH
. ~H B ik
AlgID ULONG Bk RRin e
BitLen ULONG BB STIROEICIE | BN 8 BUER

5 e B K Bitlen/8 540
Modulus BYTE %72 i n=p=*q # define MAX RSA MODULUS LEN 256
= define MAX RSA EXPONENT LEN 4

PublicExponent BYTE #¢2H ST e SR 00010001
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6.4.4 RSA FAFAEIIES
6.4.4.1 ZEBRTEN

typedel struct Struct RSAPRIVATEKEYBLOB/
ULONG AlglD;
ULONG BitLen;
BYTE Modulusf MAX RSA MODULUS LEN |;
BYTE PublicExponent] MAX RSA EXPONENT LEN |;
BYTE PrivateExponentl MAX RSA MODULUS LEN];
BYTE Primel[ MAX RSA MODULUS LEN/2];
BYTE Prime2 MAX RSA MODULUS LEN/2];
BYTE PrimelExponent MAX RSA MODULUS LEN/2|;
BYTE Prime2Exponent] MAX RSA MODULUS LEN/2|;
BYTE Coefficientf MAX RSA MODULUS LEN/2 |;
RSAPRIVATEKEYBLOB, #* PRSAPRIVATEKEYBLODB;
Hop . MAX RSA_MODULUS_LEN R LS00 m KR s MAX_RSA_EXPONENT_LEN H
FETE R e R

6.4.4.2 EHEIN R

B0k 0 A AR WA 6
#F 6 RSAFASHEUIBRSGH
i 4f i 5 HY (e &t
AlgID ULONG Bikiril=
BitLen ULONG P B 1Y S o a4 B Wk 8 Ry 5 R
Modulus BYTE %1 FE n=p * g 57 I S FE 4 BitLen/8 770
PublicExponent BYTE %4 I e — i 3 00010001
PrivateExponent BYTE #t40 A% d B FBE R Bitlen/8 7
Primel BYTE #r41 E&p S S Bitlen/16 0
Prime? BYTE %r4H £ q S [ B R BitLen/16 737
Primel Exponent BYTE ¥4l d mod (p— 1) {8 SR BE R Bitlen/16 7%
Prime2Exponent BYTE #t4 d mod (q— 1)EI{A SC S BE A Bitlen/16 707
Coefficient BYTE #( £ q B p BY e300 S PR S BE R Bitlen/16 7Y

6.4.5 ECC ~SAEIESEHA
6.4.5.1 ZEBTENX

typedef struct Struct ECCPUBLICKEYBLOB!
ULONG Bitlen;
BYTE XCoordinate, ECC MAX XCOORDINATE BITS LEN/8|;

=]
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BYTE YCoordinate] ECC_MAX_YCOORDINATE_BITS LEN/8 |;
'ECCPUBLICKEYBLOB., * PECCPUBLICKEYBLOB;

Hp . ECC MAX XCOORDINATE LEN # ECC & #: X A B ECC MAX YCOOR-
DINATE_LEN 3§ ECC 83 Y AR a9 KK B,

6.4.5.2 &I A
I RET B
&R 7 ECC YIRS

SR 10 =il = i
BitLen ULONG Fe B 1 S e ooF 1 1 IR R R
- A PR B Y s
XCoordinate BYTE %74 M EE I &S00 X A8 $n | o ) o
= define ECC MAX XCOORDINATE BITS LEN 512
_ A PR Ay 8
Y Coordinate BYTE ##{ HH2k 500 Y A dx

= define ECC_MAX_YCOORDINATE BITS_LEN 512

6.4.6 ECC FASREIIELE M
6.4.6.1 ZFEBEN

typedef struct Struct ECCPRIVATEKEYBLOB!
ULONG BitLen;

BYTE PrivateKey ECC MAX MODULUS BITS LEN/8;
'ECCPRIVATEKEYBLOB. * PECCPRIVATEKEYBLOB;
He ,ECC MAX MODULUS BITS LEN } ECC BA 5000 & KL E

6.4.6.2 EHEINHE A

RO T Al ik W3R 8.
F* 8 ECCHASAEIELS
L A Al i it
BitLen ULONG BRSPS RE | By 8 YRR
A7 Bl 1 | i % B
PrivateKey BYTE %4 ThA 5 | i o
= define ECC_ MAX_MODULUS_BITS_LEN 512

6.4.7 ECCENXHIESW
6.4.7.1 ZEBRTENX

typedel struct Struct ECCCIPHERBLOB/!
BYTE XCoordinate, ECC_MAX XCOORDINATE BITS LEN/S];
BYTE YCoordinatel ECC_MAX XCOORDINATE BITS LEN/8];
BYTE HASH|[32;
8
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ULONG CipherLen:
BYTE Cipher[1 ;
» ECCCIPHERBLODB., * PECCCIPHERBLOB;

6.4.7.2 EHEINAEIA

B 4w i 4 A W3k 9.
#F 9 ECCEXHIEEW

4 1t A2 Al e & iE
XCoordinate BYTE #$ 4l 5oy 4 B R 2R s (xLy)
Y(oordinate BYTE # 41 55 x 1A R 2% B (kv

HASH BYTE # 41 HI) S 1) 4 5

CipherLen ULONG R B
Cipher BYTE #i# WL 32 g 1S B A CipherLen

6.4.8 ECCZERZHIELEWM
6.4.8.1 HBTENX

typedef struct Struct ECCSIGNATUREBLOB/{
BYTE r[ECC_MAX _XCOORDINATE_BITS LEN/87;
BYTE s[ ECC_MAX_XCOORDINATE BITS LEN/8];
b ECCSIGNATUREBLOB. * PECCSIGNATUREBLOB;
Hrp ,ECC_MAX XCOORDINATE_BITS_LEN & ECC 55k X A& b i fie A b B

6.4.8.2 EIEIN A
B g A W% 10,
10 ECCERZHEIEEMN

Fi Al i ¥4 e &l
- BYTE #¢4l IR - A
s BYTE %1 #H AN s A

6.4.9 SHZTESL

6.4.9.1 HREENX

typedefl struct Struct BLOCKCIPHERPARAM
BYTE IV MAX IV_LEN |;
ULONG IVLen;
ULONG Padding Tvpe;

ULONG FeedBitLen;
¢ BLOCKCIPHERPARAM, * PEBLOCKCIPHERPARAM;
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6.4.9.2 H¥EIN ik
DO T A AR WL 11,
&1 SEETBSH

F A 5 1 = 7t
. 45 o) &, MAX IV _LEN R0 U548 o) & 0 f A BE
A% BYTE ¥4 _
= deline MAX IV _LEN 32
IVLen ULONG # I o) 9 B R BE (RS2 D
. . W h=t.o #on A A1 Foanile B8 PKCS =5 Uik
FPadding Type ULONG L
fTiEH 7
FeedBitLen ULONG BR800 12 B (e 18D HE% OFB.CFB $2

6.4.10 ECC NZESHITRIPLEH
6.4.10.1 FEBFE W

tvpedel struct SKF_ENVELOPEDKEYBLOB!
ULONG Version;
ULONG ulSymmAlglD;
ULONG ulBits;
BYTE cbEncryptedPriKey| 64 |;
ECCPUBLICKEYBLOB PubKey;
ECCCIPHERBLOB ECCCipherBlob;
'TENVELOPEDKEYBLOB, = PENVELOPEDKEYBLOB:
FABH % SCEE R 64 500 AT RUE SCor N 0 D B% B R IR AR T 8 S0 o 21 R R T G JE S
I 8 9 B AV Y W oL

6.4.10.2 £ FE I # iA
Bk WP 12,
R 12 MERANRIPERSH

by gl [ &FiE
Version ULONG RRA S A RLA K 1
ulSymmAlgID ULONG A PR RN i o ECB fii=
ulBits ULONG R RS A RO S
A T o o 0 S RA L R R

HoA 2 5 O e 30w

chEncrypt edPrivKey | BYTE #4l i 34 ECCPRIVATEKEYBLOB 5 #4 | ,
(ulBits+73/8

i PrivateKey

PubKey ECCPUBLICKEYBLOB | i & & & 19 4> 5
ECCCipherBlob ECCCIPHERBLOB FH A 2 s 1 00 R RR o B 4 S

10




GB/T 35291—2017

6.4.11 XHEIE
6.4.11.1 ZEEFE X

typedel struct Struet FILEATTRIBUTE!
CHAR FileName[ 32 |;
ULONG FileSize;
ULONG ReadRights;
ULONG WriteRights;
} FILEATTRIBUTE. * PFILEATTRIBUTE;

6.4.11.2 EIEIN A

B T g AR WL 13,

z13 XHEEM
Fic 4t 1 gkl =Y it
FileName CHAR #41 Y PLNO S5 3BT ASCIH “FAT R & R #y 32
FileSize ULONG SR 1 3 R SR SC R
ReadRights ULONG 13 AR T S ) LB
WriteRights ULONG A KR TF AT AR
6.4.12 FIRZEH
PR 2RIy 5E W22 14,
= 14 MRzER
FL IR 35 A {H i fH
SECURE NEVER _ACCOUNT Ox00000000 1
SECURE_ADM _ACCOUNT Ox00000001 B R TR
SECURE_USER_ACCOUNT 0x00000010 H P LR
SECURE ANYONE ACCOUNT 0x000000FF SREPN

6.4.13 Z&RE
i E IR SR E LR 15,
& 15 BEFRKRS

B R N {d 152, 1]
DEV _ABSENT STATE 0x00000000 155 A FEAF
DEV PRESENT STATE Ox00000001 T
DEV UNKNOW STATE 0x00000002 WA E A

11
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7 EOEHE
7.1 ZHEIE
7.1.1 #id
TR B A 2 B 50 IR A B A AR A B O T A L R A T 4 RO SR AR IR i S
b RIS BV BUE T A L I A A A AL SR R . R RS R AR 16 o,
F 16 ERFEERIEE
bR B2 B e

SKF WaitForDevEvent TR IR EN

SKF CancelWaitForDevEvent BOH E i & im i BT

SKF_EnumDev s i %

SKF ConnectDeyv i

SKF DisconnectDev Wy T 3% 4%

SKF_GetDevState PG RS

SKF_SetLabel I A b A

SKF_GetDevlnfo PRHLE (5 B

SKF_LockDev i SE 15w

SKF UnlockDev i 01 15 v

SKF Transmit U o 1 4 1% T

D22 O T R 0T B R 1] A 5 i A DL S AL
7.1.2 FEFREFBEEFEH

i Y ULONG DEVAPI SKF_WaitForDevEvent(LPSTR szDevName., ULONG #* pulDev-
NamelLen, ULONG % pulEvent)
DIHEMIE RS & il A B B FF . szDevName iR [8] & A4 i F R B2 24 FK
Z K szDevName LOUT ] &4 fFaui &2 .
pulDevNameLen — [IN/OUT ] &g A /% th 2 %0 2 55 A B s 2 o X BE W IR e il
FAMAADARE R EA S PB4 R AT.

pulEvent [OUT | SF2Em, 1 il .2 o,
&M SAR_OK. WL .
HiAth Friedy .,

i AN PR R BH 2E PR T

7.1.3 BUHEFEEMKREH

Iz, ULONG DEVAPI SKF CancelWaitForDevEvent()
DfgfmAd % R BUBOH %5 fr i & 4l A B PR T
ZH

12
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1Z A SAR OK.: W B .
HAl P
. A RIE AT SKF WaitForDevEvent o807 B R 1]

7.1.4 WMEIRF

5 1Y ULONG DEVAPI SKF _EnumDev(BOOL bPresent. LPSTR szNamelist, ULONG #* pulSize)
HEf A R ME RGP IR EY] %,

ZH bPresent [IN] &y TRUE 7R BCY AT & RS A ER IR &I &, & FALSE %R

TP Hif 3K By =2 35 Y 12 w7 1) 46
szNamel.ist LOUT | & AFE, WRiZZ80h NULL W i pulSize iR 9] Jr 535 24
WAFZ KA. BTG AR LA N0 25 9, DLALNO o 51
pulSize CIN. OUT | f AW R 7R B3 8 25 FRO9 4 /9 22 of X4 B, i th B 6 7R
szNamelList iy 7 BBy 25 [H] K/,
ZFfE SAR_OK. e,
FLAl . H iR Y

7.1.5 E#FEIEHF

Iy Y ULONG DEVAPI SKF _ConnectDev (LPSTR szName.DEVHANDLE * phDev)
HHERE A A a1 5 28 PR R 5 L 3R T 25 1 ) A
| szName [IN| & 24 5.

phDev LOUT ] iR Al g4 m)4m.
1 o] {H SAR OK. W3
HAlD PR

7.1.6  BErFFiESRE

I 7Y ULONG DEVAPI SKF DisConnectDev (DEVHANDLE hDev)
igediid Wi — PO E s I BN .
25 hDev CIN R A IR ] Y ) A
iR [P {H SAR OK; R,
HoAth B iRy,
A Q0RO A B BT L bR B SR B R A . KT R R R R O B 3R e 1 R IR A

7.1.7 AU FRTS

5 7Y ULONG DEVAPI SKF_GetDevState(LPSTR szDevName. ULONG * pulDevState)
ek REOR RS FERNRE.
Z4 szDevName [IN] & A5

pulDevState [OUT] R ik .
2 9] {f SAR OK. i,
HoAlh FER Y

7.1.8 EEIEERE

J5 ULONG DEVAPI SKF_SetLabel (DEVHANDLE hDev,LPSTR szlLabel)
13
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D) HE 4 14

B

& 9] {H

BB AR

hDev LIN | a4 3 w5 B 2z [a] 1y 52 65 A0 4

(IN] B AT R, TFHERNAT 32 59,
SAR OK: I,

HAll BT,

szl.abel

7.1.9 REEEFER

Ji 7Y ULONG DEVAPI SKF_GetDevinfo (DEVHANDLE hDev,DEVINFO * pDevInfo)
INREHE A RHGA A ) —SEAEAE S B AR R AR A T B R R A
ZE hDewv CIN | P A R 0] i a ) A
pDevinfo [OUT] iR &5 8.
iR ] {H SAR_OK. AL,
HoAth . B A
7.1.10 #iFE&
Ji Al ULONG DEVAPI SKF_LockDev (DEVHANDLE hDev. ULONG ulTimeOut)
Difigdh it A5 e g a0 AL
Z hDev LIN | 422 1 w5 e R[] f 38 25 ) 49
ulTimeOut [ IN]| @ EFEfE P28, RS 0xFFFFEFFFF n GRS fF .
iR 0] SAR OK. W
At . HiRny .
7.1.11 ez
i Y ULONG DEVAPI SKF_UnlockDev (DEVHANDLE hDev)
DrfesmiR  BERON 1 A9 28 5 HAL,
ZR hDev LIN % f2 1 5 B AR [o] 8935 85 R AR
iR 1] SAR OK. AL
HoAth B
7.1.12 G EGLER
JF 51 ULONG DEVAPI SKF_ Transmit(DEVHANDLE hDev.BYTE * pbCommand. ULONG
ulCommandLen.BYTE # pbData. ULONG * pulDatal.en)
UragamiR  Kram S I RGL I R IR FISS R,
Z R hDev IN] RS
pbCommand IN] A
ulCommandlLen  [IN]| 452 5.
phData COUT | & &5 B8 .
pulDatal.en LINLOUT] $ag A B 27 45 280G 28 op DA BE L B o B 32 7 495 TR 800 40 5 B
KB,
1 (8] {H SAR OK. He 2y .
HoAth R

i A R B T e

14
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7.2 iF e #
7.2.1 iR

7 ) 45 ) 3 2 58 108 45 DAE L PIN B2 30 R 22 4R 88 B0 SR 4 PR . U [n) 45 ) 2% 9] ol B T 36 17
i 7

& 17 RES RIS

oA 0 2 B I HE

SKF_ChangeDevAuthKey 18 0l i A Ak

SKF DevAuth 1 &N IE

SKF_ChangePIN &k PIN

SKF_GetPINInfo #1715 PIN i35 B
SKF_VerifyPIN i 8 PIN

SKF UnblockPIN 7 4l PIN

SKF_ClearSecueState T B B 8 AR A

7 5] 4 il PR 0 0] BB 3R [B] fry AR A UL BN SR AL
7.2.2 fERUEFINEE A

Jizt 7Y ULONG DEVAPI SKEF_ChangeDevAuthKey (DEVHANDLE hDev.BYTE # pbKeyValue.
ULONG ulKevLen)
e TS IAIE R .

ZH hDev CIN ] % A AR (B A A
pbKeyValue IN | % 5H1E .
ulKeyLen IN | KR,

R SAR_OK.  m3,
HoAtl RS .

iE . BB EEOR A R RN S A RE (.

7.2.3 g &FiINE

it Y ULONG DEVAPI SKF DevAuth (DEVHANDLE hDev, BYTE # pbAuthData. ULONG
ullen)
e A WA UE R & X0 R FAGE. AEL RS0 8.2.3.
ZH hDev CIN ] 4R (0] ) T ) AN
pbAuthData CIN | AR &4
ullLen CIN AR Ay R
REMH SAR_OK. iy,
HoAth Bt
7.2.4 f2B PIN
J 8 ULONG DEVAPI SKF ChangePIN (HAPPLICATION hApplication, ULONG ulPINType ., LP

15
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i 4 i

1R [ {H

STR szOldPin. LPSTR szNewPin. ULONG  * pulRetryCount)

s 1% R B ] PLE 2L Administrator PIN 1 User PIN BY{H .

QAL JEL PIN A5 8 U 3 E088 TF 2 WL 3% pR S22 1R [B1FE i PIN 65 A 3 2 o 4 V80 2 381 % YK 2K
70 B #Fm PIN B £ 8isE

hApplication CINC R HR)AR

ulPINType IN . PIN 228Y, 0] 4 ADMIN TYPE 5 USER TYPE,
szOldPin IN It PIN fH..

szNewPin IN | #r PIN {H.

pulRetryCount [ OUT | #4555 Sl 1 &L,

SAR OK. 8 Th

7.25 IREIPINEER

Jit 7Y

i I

ULONG DEVAPI SKF GetPINInfo( HAPPLICATION hApplication, ULONG ulPINType . UL-
ONG  #* pulMaxRetryCount, ULONG  * pulRemainRetryCount . BOOL # pbDelaultPin)

AHL PIN 8905 5, A 48 B R iRy 0 Y i ) 4 o i 8, DA Y A PIN A2 5 0 ) BRA
PIN #,
hApplication IN | Jif ) 4A .

ulPINTvpe IN | PIN 2281,

pulMaxRetryCount OUT | fm o i 8.

pulRemainRetryCount OUT | Yar#E e Ei i .S o BB it .
pbDelaultPin OUT] &N T 2RIk PIN 14,

SAR_OK: eI

HA PR,

7.2.6 H L& PIN

Iy fiE i A

1R 1] {H

ULONG DEVAPI SKF VerifyPIN (HAPPLICATION hApplication, ULONG ulPINType ,
LLPSTR szPIN.ULONG * pulRetryCount)

FEe PIN %, FE5ep ) S 22 3R A5 40 W 09 BCBR . Q2R PIN 6% 85 4%, 23 3% [ PIN 649 09 8
B M HE R ECh 0 BFRIR PIN 65 2 881 .

hApplication CIN R AR

ulPINType IN PIN 2541,

szPIN IN PIN fH.

pulRetryCount [ OUT | &% 5 & 119 533 i &,

SAR_OK: 13,

HoA F iR,

7.2.7 f@&%i PIN

i A

) HE i i

5%

16

ULONG DEVAPI SKF UnblockPIN (HAPPLICATION hApplication. LPSTR szAdmin-
PIN.LPSTR szNewUserPIN.ULONG # pulRetryCount)

P PIN 658 58 J5 a8 i 8 2 el ZOR e 8 - PIN 65,

f Bl P PIN 65 400 & R (. 1P PIN 65 09 7 i Ui do i &2 3 5L

hApplication [IN ] W n) 4R,
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szAdminPIN IN| E R PIN B9
szNewUserPIN [ IN ]| 8y ]/~ PIN 6%,
pulRetryCount [OUT | 4 # 7 PIN A5 15 0 . = o] 30 43 8 8 0 £
R SAR_OK. WLy,
HoAll R
e SRR HE B PIN A AR B ] PIN B . 00 55 AN Administrator PIN A (F 8 35 # O 2880 98 . 2 i 1] 2 i,
JEIR [ Administrator PIN 19 5 a8 2 %k

7.28 BHREBAZERE

i Y ULONG DEVAPI SKF ClearSecureState (HAPPLICATION hApplication)
Uriesmak IR R AR T 2R
2 hApplication [INT] 1 Fi 4044 .
RIE SAR_OK: 7.
HoAl - BRI,

7.3 MAEIRE
7.3.1 iR
107 T/ B 3 5 G D ) 6 B M BR AT T O P SRR R L A B R A R AN 3R 18 T .
F 18 MAEERIIAH

PR &L 4 ThgE
SKF CreateApplication 1] 7 i
SKF_EnumApplication HeE i A
SKF_DeleteApplication ) B 1 11
SKF OpenApplication FT 77 i H
SKF CloseApplication o 41 1 F

I HH 45 3 bR AT fB R (0] %) 55 15 Bt UL R sf AL
7.3.2 ftIEMNHA

i Y ULONG DEVAPI SKF _CreateApplication (DEVHANDLE hDev, LPSTR szAppName,
LLPSTR szAdminPin. DWORD dwAdminPinRetryCount. LPSTR szUserPin. DWORD
dwUserPinRetryCount, DWORD dwCreateFileRights. HAPPLICATION #* phApplica

tion)
IREHE BRI
Z K hDew CIN | E A B AR R AT S R A
szAppName CIN] R AR
szAdminPin IN] E 0 PIN,
dwAdminPinRetryCount [IN ] & # i PIN ffz K H il ik £,
szUserPin IN | FHP PIN,
dwUserPinRetryCount [ IN] P PIN f7= A 85 i) EL .
dwCreateFileRights LIND FEiz i R 88 S SRR . 2 L 6.4.9 AUFR2E Y.

17
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Ry 2% FpORL PR (1 ol 1.
phApplication _OUT] R H B A0 .
iz SAR_OK. R
HoAth i L h
i PP ECR W R A AU
7.3.3 MENA
5 1Y ULONG DEVAPI SKF_ EnumApplication (DEVHANDLE hDev. LPSTR szAppName.

ULONG * pulSize)
e MO s TR AR AR I BT A T
8 hDev CIN % R A B IR [E] A A A
szAppName [OUT ] i& [ 5 H 2 BR800 % W2 Z 8000 25 8 o pulSize IR 0] By 75 22 09 A
TRz M R/ . B R B 24 R EABAS N0 G5 0, EAXUNO " R B R &5 il

pulSize INLOUT | & A B £ L 22 Br A 22 vp X A< B L S HH B3R ] szAppName AT
b3 H 1 23 8] Ko/ .
ZFE{H SAR_OK. W,
;E:ﬂi_:ﬂ %L%{IT&,,
7.3.4 1Bk M F
J55 7Y ULONG DEVAPI SKF DeleteApplication(DEVHANDLE hDev,. LPSTR szAppName)
gk MER4E =R N .
ZH hDev CIN A RS B R ] Y 1A R A

szAppName | IN| L FH#A %K.
iR [l {H SAR_OK. AL .
HAth . FEIRTY
T ARESR . EE A AUR,

7.3.5 ¥THMNHA

5 Y ULONG DEVAPI SKF _OpenApplication(DEVHANDLE hDev.LPSTR szAppName.
HAPPLICATION # phApplication)

Hrtiesmik ST ARE R A .

ZH hDev CIN] 3% 4 15 25 B O (B A 5 A5 T A

szAppName [ IN| i 2 FR .
phApplication [ OUT | W H Y] F4

1 [=] 1 SAR_OK: R,
HAlh . (AP TR

7.3.6 XHAMA

Jit ULONG DEVAPI SKF_CloseApplication( HAPPLICATION hApplication)
Yraeqmak MR H T RN F AR
25 hApplication CIN R R
i (7] {E SAR_OK.:. eI
HoAth, - PRy .
5 N AR O A T e b
18
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7.4 NXHEIE

7.4.1 iR

SO 4L pR O LA TP 7 B O A i 28, B0 A0 B 2 SO I BR SCIE SR SR IRBUCCTE R B

A Sy

PRE. SO BRI PRI ZR 19 Fros .

F 19 XHUHEERIIAH

eR &l B ]}
SKF_ CreateFile ) 82 S 1
SKF_DeleteFile ] B 4
SKF_EnumFiles Fo2zE it
SKF_GetFilelnfo PCTE B
SKF ReadFile 1 3
SKF_WriteFile 5

AR

4 pR AT BB IR [ f) SR B ULR o AL

7.42 GIEXH

o fie 1 ik

1R [F{H

ULONG DEVAPI SKF_CreateFile (HAPPLICATION hApplication. LPSTR szFileName.,
ULONG ulFileSize, ULONG ulReadRights, ULONG ulWriteRights)
) 8 SO B 2238 e SR 28 Bk R/ DA RSO Y Be5 BURR

hApplication CIN R A

szFileName N A RR AR T 32

ulFileSize IN SRR,

ulReadRights CIN SCPFEERLER 2 W 6.4.12 FUPRZERY . a] Ay 25 P A PR Ayl {iH .
ulWriteRights  [IN] SCHFTFR . &0 6.4.12 AR 2SR, af A& Fh AR A0 ol {6 .

SAR OK. W Iy
HAlh F il

i s B SCPR T RS S Y B SR AR

7.4.3 MBS

I Y
Iy fefi ik

i [ {EL

ULONG DEVAPI SKF_DeleteFile (HAPPLICATION hAppheation, LPSTR szlileName)

i B 48 2 S

SCPEM B FS S rh 5 A A G Bl =%

SCFAE IR & Y o5 B9 2 ) o Bk R .
hApplication [ IN] M BR SCOF B 7E 89 160 F A 4
szFileName CIN B ER AR 2 B
SAR_OK. i

HoAll BT

i B R B — A~ SO0 B B AT A 2 S0 i ) B AR .

19
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7.4.4 B

D) HE 4 14

iR [8] {E

ULONG DEVAPI SKF_EnumFiles (HAPPLICATION hApplication.LPSTR szFilelist.
ULONG * pulSize)

FOZE— A~ B A0 B d S0

hApplication LINC W R HA

szFileList LOUT] & 5] 3 22 BRAN % ZZ 8O % il pulSize 1R [B] 3CF{F S I 75 2
a8 sy, BEAS SO FR DL N0 S5, LIAU N0 /R 5 RV E5 .

pulSize [INLOUT | g A B2 om Edin 22 o DAY R/ Bt B 322 7% SE B SR 44 Bk 4]
RHKE,

SAR OK.: 1 .

Hifth SRR,

7.45 FKEIXHBEE

Jir Al ULONG DEVAPI SKF GetFilelnfo (HAPPLICATION hApplication. LPSTR szFileName. FIL.-
EATTRIBUTE # pFilelnfo)
ek ARIOCCIHE B
AR SO0 Ja PR AR B 481 S 8 Ry BB 5
& 8 hApplication  [IN] 3C{F FF 7€ 1 Fi A9 44 .
szlF1leName CIN | LA FR.
pFilelnfo OUT | XHE B 35 B a5 i ny 5 £
B E{E SAR OK. 3.
oAt B IRAD
7.46 EXH
[ Al ULONG DEVAPI SKF_ ReadFile (HAPPLICATION hApplication, LPSTR szFileName.,
ULONG ulOffset . ULONG ulSize .BYTE # pbOutData. ULONG * pulOutLen)
higdait  EHECOCITFNE.
Z 5 hApplication CIN R H RS
szF1leName IN| 144,
ulOffset CIND SRR R B
ulSize CINC EEE G B
pbOutData COUT | 2z [HE Y 22 op X
pulOutLen INLOUT Jéin A B 3 25 09 28 o DR /N 5§ 8 B 328 7 52 B 2 BRGER [ ) R
TN A
iR 0] {H SAR OK. e
HoAth B A
iE . BB R L AR U O Y R
7.47 BXH
5 7Y ULONG DEVAPI SKF_ WriteFile (HAPPLICATION hApplication. LPSTR szFileName.

L RE A

20)

ULONG ulOffset.BYTE = pbData, ULONG ulSize)
B 3



230 hApplication IN
szFileName IN |
ulOffset IN |
pbData IN |
ulSize IN ]

REE SAR_OK.  #id).
HoAlh . GRS T

R AR R AU 1O S A
7.5 HHFEEHFHE

7.5.1 #kix

17 FH A 4
4.

TN SCE I i B8 B
BNEAE DL X,
EYNE /PG

b
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N g B A SR R A S e L N B A S R v AR L S L S e R B | B ES R
E. REVE A REC £ 20 s,

x20 FeEERIEAY

B 37 R e
SKF CreateContainer ) J 5 8E
SKF DeleteContainer M) gz 75 2%
SKF EnumContainer Fio 45 7 25
SKF_ OpenContainer 1 H % 2%
SKF CloseContainer PCIE
SKF GetContainerType i 2R oS T
SKF ImportCertificate FARTIEP
SKF_ExportCertificate Sk ST
73 o B 39 pR R AT BB Ak [ Y B DR A DL A S AL
7.5.2 PIE=AE=R
Jizt 7Y ULONG DEVAPI SKF _CreateContainer (HAPPLICATION hApplication. LPSTR szCon-

tainerName. HCONTA
Hef A FERH T & 36 E 24 R
Z R hApplication [

szContainerName

i
phContainer [

1R [ {H SAR_OK, eI
S —

i ACFRECR AR PR

7.5.3 MR A=

INER #* phContainer)
(1) 455 2 R (0] 25 4% ) 4
INT 1o R4

IN ] ASCIT 4] HE - Ao BT EE T 25 i 19 24 B 7 e 28 R B9 die IR S A

OUT] iR 7] 5 5 37 75 28 (19 25 2% A 4 .

[ 7Y ULONG DEVAPI SKF_DeleteContainer( HAPPLICATION hApplication. LPSTR szCon
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tainerName)
hhedwad AN T WBR 5 52 20 PR A 2% 0 188 028 2 A G iy B I
& 8 hApplication CIN| W g 4m .

szContainerName CIN 45 1) W B 25 2% 1) 22 B
BMI{E SAR_OK: 1.
HoAlh - By A,
iE. PR EOR TR PR,

7.5.4 FIHE=RE

i Y ULONG DEVAPI SKF_OpenContainer ( HAPPLICATION hApplication. LPSTR szCon-
tainerName. HCONTAINER * phContainer)
InEd L AREUE AR RN .

£ hApplication IN v AR
szContainerName IN a2 B
phContainer COUT ] R [P H 25 25 89 m) 48
BEE  SAR_OK: L)
HoAth . Hr iR,

7.5.5 XH&E=S

Iz, ULONG DEVAPI SKF CloseContainerCt HCONTAINER hContainer)
INEEI A CH AN . I B UE 2 B R AR G B IR
Z 4 hContainer [IN] 8 h)ts .,
1R A {H SAR OK. BT
HAfh Faiety .
7.5.6 MEHEH
I 7Y ULONG DEVAPI SKF_EnumContainer (HAPPLICATION hApplication. LPSTR szCon

tainerName. ULONG * pulSize)
HiigdiR  HOEAEEEAR T AT A 2% R 0] 7 4% 24 BR A 3
Z R hApplication LIN | 5 m) 4 .
szContainerName TOUT | 5 n 7ies 2 fra e g vp X, B e 2 % NULL B . pulSize
Fe R BRI Ir /s 2 A7 KB I BE L SR e 2 304 9 NULL A .2 [o] %
TRARIN T DB LN HES R ) F LI\ B,
pulSize CINLOUT & AR 3275 szContainerName 28 17 XY 1< BE &5 3 B £ 7R
7 e A BRI AU .
REMH SAR_OK: R .
HoAth By,

7.5.7 REBHEF{FEE

I 7Y ULONG DEVAPI SKF_GetContainerType (HCONTAINER hContainer. ULONG # pul-
ContainerType)

DIREH R IRHUA AR Y 25 1Y

24 hContainer [IN] ZFa8 08N .

22
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pulContainerType [OUT | K5 mH 4258 . 37 R OVE N 0 Em A E i A Bl 25 1Y
o H NS ERE 1 TR RSA B8% .8 2 Tm ok SM2 4%,
BEME  SAR_OK.  Hizh.
HoA . BN

7.5.8 SANEFIESH

i HY ULONG DEVAPI SKF_ImportCertificate(tHCONTAINER hContainer. BOOL bSignFlag.
BYTE # pbCert.ULONG ulCertLen)

e [a B A N ARCFIETS .

2 hContainer IN| FE4 a0 .
bSignFlag IN] TRUE #/=% 2 3F 8. FALSE FRnsir$.
phCert CIN A5 e N A K
ulCertLen CIN R,
R SAR_OK. Wy,
HoAth B iRy,

7.5.9 SH#EFUES

i, 7Y ULONG DEVAPI SKF ExportCertificate(tHCONTAINER hContainer, BOOL bSignFlag.
BYTE # pbCert.ULONG * pulCertLen)
gtk MESMHNFHEFEIED.

Z¥ hContainer CIN | FE AR .
bSignFlag IN | TRUE #2222 0E+ .FALSE &k .
pbCert OUT] f8mE BN EZE I H it Z 5808 NULL B, pulCertLen 3275 18
(] B AR BT B g op Xy BE L B 2 804 O NULL i . o [5] 8 52 F 5
N
pulCertLen  [IN/OUT ] % AW i pbCert G ap IX iy . & B I FE s uF B & /Y
K,
12 5] {8 SAR_OK. AL .
Al ARG,
7.6 FHHRS

7.6.1 #kik

WA R 55 PRRCER (I XS PR B B AR R PR B s B A A s BT VA B O R S ) B O )
E. WM RIF R eREINE 21 Fros,

F 21 EZEBRRSRIEY

bR i 44 B T HE
SKF_GenRandom A B L A
SKF_GenExtRSAKey He A RSA % 8 4
SKF_GenRSAKeyPair i RSA % 4 5% 6 4
SKF ImportRSAKeyPair T A RSA a8 % § &
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F 21 ()
o B4 Fi oy fig
SKF RSASignData RSA 22
SKF RSAVenly RSA 465

SKF RSAExportSessionKey

RSA A= 0l 3 5 2205 5

SKF_ExtRSAPubKeyOperation

RSA #hA ]2 5

SKF_ExtRSAPriKeyOperation

RSA #hk vz &

SKF_GenECCKeyPair

& W ECC % 23 % 814

SKF ImportECCKeyPair

A ECC Hn o 4 )

SKF_ ECCSignData

ECC % #

SKF _ECCVerify

ECC 5§ %%

SKF ECCExportSessionKey

ECC 4 i 5 1 2 il %

SKF ExtECCEncrypt ECC #h e 25 91 I %
SKF_ExtECCDecrypt ECC &b 3f &4 51 fif
SKF ExtECCSign ECC 3k #4580 %5 44
SKF _ExtECCVerily ECC e 2 31 46 55

SKF_GenerateAgreementDataWithECC

ECC A i % T P 2 20T i

SKF_GenerateKeyWithECC

ECC it H 25 %4

SKF_GenerateAgreementData AndKeyWithECC

ECC ™ /1= iy i ol 7 1157 2= 0% i 4

SKF GenerateKeywithlKE

HE IKE {E%4H

SKF GenerateKeywithEPK _TKE

3 IKE TES 81 3F A4 8 S b

SKF_ GenerateKeywithIPSEC

5 IPSEC 2x i % 8

SKF GenerateKeywithEPK IPSEC

SKF GenerateKeywithSSL

TR IPSEC 2598 % 9 1 1) A1 345 50 4% 5
B SSL T E# 4

SKF GenerateKeywithEPK  SSL

TR SSL T A% 50 I8 F SR 2 40 s 5 i

SKF_ExportPublicKey

S

SKF_ImportSessionKey FACIEEH
SKF_SetSymmKey W3 A2 il B
SKF_Encryptlnit hn & 4 5 fe

SKF Encrypt A 20 R AR 0
SKF EncryptUpdate 2 4 Bl
SKF EncryptFinal 255 N

SKF Decryptlnit i ) b fk
SKF_Decrypt FAEH AR
SKF DecryptUpdate 2 tH B s
SKF_DecryptFinal 75 L %

24
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= 21 (20)
bR B4 R g
SKF Digestlnit IS E ) R
SKF Digest F2H BT B
SKF_DigestUpdate 2o fH Bl Y A
SKF_DigestFinal Ll R Ak

SKF Maclnit

iH S S s T e an 1

SKF Mac

AR T 2 ) A s 5

SKF MacUpdate

2 B TH B R Y 2

SKF MacFinal o o T BB il s
SKF_CloseHandle ) % 0 % 42 )
W0 e 55 pR Z0RT B AR [0] ) R e b DL B SR AL
7.6.2 SR HEHLE
i ULONG DEVAPI SKF GenRandom (DEVHANDLE hDev.BYTE # pbRandom.ULONG
ulRandomlen)
REf A SRR E KER ML
25 hDev [IN] 34514
pbRandom  OUT ] &[] i bl BILER .
ulRandomLen [ IN | FHLE .

12 o] {8 SAR OK. s
Ho A B

7.6.3 A RLIMER RSA % $A X

Jii Bl ULONG DEVAPI SKF_GenExtRSAKey (DEVHANDLE hDev. ULONG ulBitsLen, RSA-
PRIVATEKEYBLOB =+ pBlob)

SIREFE A B A A B RSA 55 91X I B SC ke H .

Z5 hDev IN | s AN .

ulBitsLen CIN | R,

pBlob COUT] 3R [l (8 FA B K 45 44
iR SAR OK. W .

oAt B .

. RO FRE S T s LN A B R
7.6.4 4R RSA &£&ZF8A

J55. Y ULONG DEVAPI SKF GenRSAKeyPair (HCONTAINER hContainer . ULONG ulBitsLen.
RSAPUBLICKEYBLOB +* pBloh)
hHE AR Al RSA %24 % A I 4 i 25 24 2 1

R hContainer [IN | a8 B0 .
ulBitslen [IN ]| S8,

=3
g
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pBlob [OUT] iR fy RSA ZA4A%IRLEH .
BRI SAR OK. &I,
HoAth BT

. RUPR R PR
7.6.5 B RSA InZ A3

5 1Y ULONG DEVAPI SKF ImportRSAKeyPair (
HCONTAINER hContainer. ULONG ulSymAlgld.
BYTE #* pbWrappedKey, ULONG ulWrappedKeylLen,
BYTE # pbEncryptedData. ULONG ulEncryptedDatalLen)
HefiiA A RSA &~ FHXT .

25 hContainer IN | ZEARAIAN
ulSymAlgld CIN] R FR L A AR
pbWrappedKey IN i HZESR NS AR PR E RS .

ulWrappedKevLen CIN] AR S BRI
pbEncrvptedData CIN XFFRREEE S AR RSA I FAEH . FAGH 09 RS 2 7§ PKCS
=1 v2.1.:RSA Cryptography Standard B FAH # = E L.
ulEncryptedDatallen [IN ] X FRE S AY RSA s 25 fAVEI S RE .
iR [B] {8 SAR OK.: AL
HAth By .
iE . BUPR SR F B PR

7.6.6 RSAZZ%Z

LY ULONG DEVAPI SKF_RSASignData( HCONTAINER hContainer.BYTE * pbData.UL-
ONG ulDatalLen.BYTE +# pbSignature, ULONG * pulSignlLen)

higfmid ] hContainer 48 /€ 75 25 1Y 25 24 #0580 X1 45 & 204 pbData #H1T8F % 2. Z 8RS R
I E] pbSignature Z2 11 [X .12 & pulSignLen 22 1< E

ZH hContainer CIN HREE 2 B R Ir 7E 25 8 RN .
pbData CIN | #% 24 B EGE .
ulDatal.en N AR ACHE AR T RSA BT,
pbSignature OUT ] 72285 R a9 o XI5 51 W ARAE 8 NULL, I T BUiG 25 24 45
FACEE .

pulSignlen [INLOUT] §ij AW R %5 2 45 B 98 o X R/ i il i 3R R 25 A 45 A B
1 [A] {H SAR_OK. W,
HoAlh FER Y
B AR HEM A AUR,

7.6.7 RSA %

Jiyt Y ULONG DEVAPI SKF_RSAVerily (DEVHANDLE hDev. RSAPUBLICKEYBLODB =
pRSAPubKeyBlob.BYTE +# pbData.ULONG ulDatalLen.BYTE # pbSignature, ULONG
ulSignlLen)

e IR BG1E RSA 24 . H pRSAPubKeyBlob PN 280 {8 % 5 56 25 B8 i 1796 25 .

Z 4 hDev LIN] & m)4H .

26
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pRSAPubKeyBlob [ IN] RSA ZN$H 504 4544 .

pbData CIN | fr e k2 2 B B

ulDatal.en CIN] B AR T AR,
pbSignature CIN] foRBE i Y 4 44 H.

ulSignLen IN] A EKE AR,
SAR _OK. W

HoA FiRi .

7.6.8 RSAEMHSHSIETH

5

L fed ik

IR [6] {EL

ULONG DEVAPI SKF RSAExportSessionKey (HCONTAINER hContainer. ULONG ul-
Algld .RSAPUBLICKEYBLOB * pPubKey.BYTE * pbData, ULONG  # pulDatal.en.
HANDLE +# phSessionKey)

He A TE R T AN RSA 2405 i i

hContainer IN | 504 .

ulAlgld IN | =S A E N,

pPubKey IN & 2 %500 RSA A B854 .

pbData COUT] S ih iy in 28 2 1 3 514 30 $ I8 PKCS # 1v1.5 BoR 3 % .
pulDatalen INLOUT | i A 2678 23 06 85 4 9 SO 28 e DA B8 1 I 38R 25 04

W BH SO SEPRICEL
phSessionKey [OUT | S 695 8B 6 .
SAR OK. I .
HoAth Bty .

7.6.9 RSA p3RAFRIZEE

i Y

DI HE i ik
Z

1 (5] 4

ULONG DEVAPI SKF ExtRSAPubKeyOperation (DEVHANDLE hDev.RSAPUBLICK-
EYBLOBE = pRSAPubKevBlob. BYTE #* pblnput. ULONG ullnputlLen. BYTE =
pbOutput, ULONG * pulQOutputlLen)

SR AR RSA 2 B0 fig ARG file 2> B3 59 0 i 1Y 4528

hDev CIN A ) A

pRSAPubKeyBlob  [IN] RSA 2> #4E 454y .

pbInput IN 5 1) iy az 5T Y JRR B 22 i X

ullnputlLen IN| Fria B A iR B L W S AR

pbOutput COUT] f51m) RSA NS4 R E o X, A% 2 80y NULL, W i
pulOutputlen iR [z 8 45 5 19 LR BE

pulOutputlen LIN.OUT | 5 AN £ 7n pbOutput 22 op KX A9 BE L H I e 7n RSA 2y

Hiz G4 /LR,
SAR OK. R .

7.6.10 RSA Jp3EFASHIZE

Jizt A4

ULONG DEVAPI SKF_ExtRSAPriKeyOperation (DEVHANDLE hDev. RSAPRIVATEKEY -
BLOE * pRSAPriKevBlob., BYTE * pblnput, ULONG ullnputLen. BYTE # pbOutput.
ULONG # pulOutputLen)

-2
=]
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D) HE 4 14

iR A1 {H

FLHEfH FH Ah 45 A RSA FAEH A fin A BUHE ORAEH s B 30 11 25 8

hDev IN | A,

pRSAPriKeyBlob  [INT] RSA FA8H B 45 44 .

pblnput CIN R R WA g b X,

ullnputLen CIN s SRS B BE L N A R

pbOutput [OUT ] RSA A5 iz & 25 . iz & £y NULL. W &
pulOutputLen iR [ iz 8 25 5 1 5L PR B,

pulOutputlLen [IN.OUTT] i A BT 275 pbOutput 28 X A4 4 B 5 1 I 2678 RSA #4

Him T as B m oL P
SAR OK. R 3,
FLAt . e

e A PR EOLH 0 R L A R SR S e Y A R 5

7.6.11 H R ECC ERZZEHAXT

i Y

Ly BE i A

IR |91 {H

ULONG DEVAPI SKF GenECCKeyPair (HCONTAINER hContainer. ULONG ulAlgld.
ECCPUBLICKEYBLOB = pBloh)

el ECC 25 2 g4 I il 25 24 2 9

hContainer (IN | A1 .

ulAlgld IN | B gibridl, H 30 FF SGD_SM2_ 1 B,
pBlob [OUT] &[] ECC A HEIRES .

SAR OK. AL

HAth . FEARTY

i PR R 7 B PR

7.6.12 B ECC fnZ =3t

Eeid]

] HE 1 ik
Z

1z [a]

ULONG DEVAPI SKF_ImportECCKeyPair (HCONTAINER hContainer . PENVELOPE-
DKEYBLOB pEnvelopedKeyBlob)

T A ECC A FAHR) .

hContainer [IN B HHZE N,

pEnvelopedKeyBlob [ IN ] 52 {3 4 i i %5 % g1 X} .

SAR_OK.  H¥,

At iR,

i PR SR A S PR

7.6.13 ECC %%

Ji Y

Iy e fi ik

ULONG DEVAPI SKF_ECCSignData (HCONTAINER hContainer.BYTE # pbData.
ULONG ulDataLen. PECCSIGNATUREBLODB pSignature)

ECC #7% 4. KH ECC Bk f4s E ] hKey, %48 E B pbData #7875 %, &
2 J5 B 25 A3 pSignature H1,

hContainer IN | AR 1A,

phData | IN | i % 25 9 5 .

ulDatal.en IN fF % 24 Bl L R/ P B
pSignature OUT | #2418,
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1R [FI{E SAR_OK: WL .
HoAll iR,
i BUPR R TR PR .
Y AEAR N G D 2 . QT SM2 R L 208 AR O fo B0 28 0 SM2 4 2 T Ak B Y 255 R . T
b P PR S GB/T 35276,

7.6.14 ECC g%

i 7l ULONG DEVAPI SKF_ECCVerily (DEVHANDLE hDev, ECCPUBLICKEYBLOB *
pECCPubKeyBlob.BYTE * pbData, ULONG ulDatalLen.PECCSIGNATUREBLOB
pSignature)

Hrgediik H ECC 28X £l 5 7 50 %%

ZE hDev CIN B mIAn
pECCPubKeyBlob [ IN] ECC 8845+ .
pbData CIN] IR 2 4 09 B
ulDatalLen CIN | EHE
pSignature IN fFESE A A .

& o] {H SAR_OK: WL .

HoAtl Er i,

i M ABE TR SRR A1 . ] SM2 Bk iz b A BURE b T SRR 2R SM2 A T AL ) £ R L T
b PP EE GB/T 35276,

7.6.15 ECC £ HSHEIEE

i Y ULONG DEVAPI SKF _ECCExportSessionKey (HCONTAINER hContainer, ULONG ul-
Algld . ECCPUBLICKEYBLOB #* pPubKey.PECCCIPHERBLOB pData. HANDLE = ph
SessionKey)

LY 2 B G o S s ok 7 A AR N1 /A 5 ) 1 B R o T

2| hContainer CIN | AR HIRA
ulAlgld IN | il s HE .
pPubKey IN ARl A M2 S 2544 .

OUT] 2l & 515 3.
phSessionKey OUT | 5% HA .
R SAR_OK. 3.
HoAtl FEimay

pData

7.6.16 ECC 43/~ 48

Jit 7Y ULONG DEVAPI SKF ExtECCEncrypt ( DEVHANDLE hDev, ECCPUBLICKEYBLOB #
pECCPubKeyBlob., BYTE #* pbPlainText . ULONG ulPlainTextLen . PECCCIPHERBLOB
pCipherText )

haedtiak AN AR ECC 2 810 i A RS SO 38 12 55 01 i1 25 5

2R hDev IN 8RN,
pECCPubKevBlob  [IN] ECC 28 &g 5+ .
pbPlainText | INC fphms i B S E i .
ulPlainTextLen IN | 9 o % BH SRR B G E
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pCipherText OUT | %308 .
iR [e1{H SAR OK. R
e )

7.6.17 ECC 4pEFLHB =S

Ji 7l ULONG DEVAPI SKF_ ExtECCDecrypt (DEVHANDLE hDev. ECCPRIVATEKEYBLOB =
pECCPriKeyBlob, PECCCIPHERBLOB pCipherText . BYTE * pbPlainText . ULONG *  pul-
PlainTextLen )

DIHE R il MR AR ECC RAE X i AL Ui 4 iz B0 1y o 45 1

Z ¥ hDev IN A A
pECCPriKeyBlob [IN] ECC F\E B 4G5#
pCipherText TN | FF fi 5 1 5 S0
pbPlainText COUT | & 1] e84, o 54 iZ 24808 NULL, W pulPlainTextLen 1B
(o] B SCRIA 0 S PR B
pulPlainTextLen [IN.OUT | i ABf %A pbPlainText 22 i X Ay £ B i H B9 42 75 B S0 8T
8 1 59 P A B
RZEE  SAR_OK. AL,
oAt B IR

i AN PR B 0 A L A R S B Y % 6D R 5 .

7.6.18 ECC 5pEFASAZE

Ji7 7Y ULONG DEVAPI SKF_ExtECCSign (DEVHANDLE hDev, ECCPRIVATEKEYBLOB #
pECCPriKeyBlob.BYTE * pbData. ULONG ulDatalLen. PECCSIGNATUREBLODB pSign-
ature)

Yifesmik  fEHAMEE AR ECC ﬁﬂrﬂ K g A B 0% 24 a2 BT R il 25 5

Z 8 hDev [IN] B )4
pECCPriKeyBlob [IN] ECC FAEH B 454 .
phData BNIREE T4 ¢ ]
ulDatalen CIN 25 45 B0 Y 1R
pSignature OUT | Z21H.

REMEH SAR_OK. iy,

HoAth (=RE

1. S A B S Ay 29l . 24 ] sM2 ST 32 & A B o8 £ 25 B 28 0o SM2 B 4 i Ak B A 5 0L,
Tl Ab P FERE A GB/T 35276,
2. A eR B T R AN R T EE B Y A R 5

7.6.19 ECC 5p3ENSAIEZ

Ji Y ULONG DEVAPI SKF_ExtECCVerify (DEVHANDLE hDev. ECCPUBLICKEYBLOB *
pECCPubKevBlob.BYTE # phbData. ULONG ulDatal.en. PECCSIGNATUREBLODB pSig-
nature )

gk AR A A ECC 2 87 U538 24 55 0F .

Z K hDev [IN] B h) 4.

pECCPubKeyBlob  [IN] ECC 2SN 1 ¥iE 45 #y .
30
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pbData IN RSk .
ulDatal.en CIN | Bk o g K BE
pSignature IN| Z21H.

BIE{E SAR_OK:  miI.
HoA B RN

i fa ARG O R R 0 ke E L ] SM2 BTER G A RO O 1 2 RS 28 0 SM2 3 g TOAE B Y &5 8 L T
b P R R GB/T 35276,

7.6.20 ECC £ ZEAth@mS#HwmH

I Y ULONG DEVAPI SKF GenerateAgreementDataWithECC (HCONTAINER hContainer,
ULONG ulAlgld . ECCPUBLICKEYBLOB # pTempECCPubKeyBlob.BYTE * phbhID.UL
ONG ullDLen. HANDLE * phAgreementHandle)

Hiagdis (T ECC %87 Uiy B3k . O 8 2 0h 8 B A2 U T 280 5B i if ECC 857 4T 10 2 81 12
ZIYERCIL P

Z 4 hContainer [IN | g5 ma)4g .
ulAlgld IN ] 2iEsE AR LR,
pTempECCPubKeyBlob  [OUT] &ilg s ECC /A%,

pbID IN &R D,
ulIDLen [IN] &#EJ7 ID B E A KTF 32,
phAgreementHandle | OUT ] & [m]f 585 8 B s il .
i [ {H SAR_OK. eI
oAt B iRt

S th TSR U R R I A
7.6.21 ECC &£ thBmEBIEH ITESIEFSA

Ji7 Y ULONG DEVAPI SKF Generate AgreementDataAndKeyWithECC(
HANDLE hContainer. ULONG ulAlgld.
ECCPUBLICKEYBLODB #  pSponsorECCPubKeyBlob.
ECCPUBLICKEYBLOB *  pSponsorTempECCPubKevBlob.
ECCPUBLICKEYBLOB #  pTempECCPubKeyBloh,
BYTE * pbID.ULONG ullDLen.BYTE #* pbSponsorID.ULONG ulSponsorIDlLen.
HANDLE # phKeyHandle)

hefiik N ECC B e my B34, 7 E i Z 80T R 2 Wl %91 &b ha vF ECC X 22 91, J1

] = A 1) 55 B0 ) A
25 hContainer (IN | sy,
ulAlgld IN | 5% A ERIR.

pSponsorECCPubKevBlob IN] R F# ECC 2.
pSponsor TempECCPubKeyBlob [IN] A i i ef ECC 2y,
pTempECCPubKeyBlob COUT | i oz Jy s B ECC 2341 .

pbID CIN R T ) 1D,
ullDLen CIN e A ID AR AR T 32,
pbSponsorlD IN EER AW ID,
ulSponsorIDLen IN | AR T IDEKE . ARKT 32,

31
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phKeyHandle COUT 3R [ (it %t R 7 98 41 ) 4
Bl SAR OK. .
HoAh . FHE R

v A o B ER R R R
7.6.22 ECCitHLIEEH

Jizt 7Y ULONG DEVAPI SKF GenerateKeyWithECC (HANDLE hAgreementHandle.
ECCPUBLICKEYBLOB # pECCPubKeyBlob,
ECCPUBLICKEYBLOB * pTempECCPubKeyBlob.
BYTE % pblD,ULONG ullDLen, HANDLE * phKeyHandle)

DifigfiaR A ECC % BH P i 50 0 [T 1B 00 0 ) by AR 107 T A B 7 2 BT O STl A L () I R [

Er R A RCIE T

Z %N hAgreementHandle [IN | SFSH R A48 .
pECCPubKeyBlob IN | AR EE AR R ECC 24T .
pTempECCPubKeyBlob [IN_ ZF&3 A By 0 L 75 g Bsf ECC 28 .
pblD INC M R Y 1D,
ullDLen IN | W Ry 5 1D R AN KT 32,
phKevHandle | OUT | 2 [a] 5 % B 1) 4 .

BRI SAR_OK. R
At B,

T T RY AR RIS R AR R SRS R R A R B ST S e L ST B S GB/T 35276,
7.6.23 it IKE T {EZ4H

i Y int SKF GenerateKeywithlIKE (
HANDLE hSessionHandle,
BYTE # pucSponsorNonce.
UINT uiSponsorNoncelLength,
BYTE #* pucResponseNonce.
UINT uiResponseNoncel.ength,
BYTE % pucSponsorCookie,
UINT uiSponsorCookiel.ength.
BYTE # pucResponseCookie,
UINT uiResponseCookielLength,
UINT uiPriAlglD.
UINT uiKeyBitsD.
HANDLE phKeyHandleD,
UINT uiKeyBitsA,
HANDLE phKeyHandleA,
UINT uitKevBitsE.
HANDLE phKeyHandleE) ;
gkl H IKE — BB CEBLZD 22 a3 2 sy 8 15 2 80158 IKE T ARS8 . [6) B3R [m] T 4F 5% 5
oLy
2k hSessionHandle| in | %5 @ i1 AN

32
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pucSponsorNonce| in | AL TT nonce o7 F (&
uiSponsorNonceLength[ in | AN nonce #4fr KRE
pucResponseNonce| in | Mg W 7 nonce % faf 35 4
uiResponseNoncelengthl in] WL 5 nonce 48 ff F {4 < 1
pucSponsorCookiel in | N cookie
uiSponsorCookieLength[in] &l JT cookie 1< B
pucResponseCookie[ in ma i cookie
uiResponseCookieLength[ in] MW F1 cookie
uiPriAlglD[in] PRF T ikdriA
uiKeyBitsD| in | i A SKEYID d %84 B
phKevHandleD| out | Z ) SKEYID d %50 0§
uiKeyBitsAl in | 17 ) SKEYID a %580 %
phKeyHandleA out | i [ ) SKEYID a %8 0] #4
uiKeyBitsE[ in | 17 ) SKEYID e %8 B
phKeyHandleE[ out | iz Ay SKEYID e %] 1) FH
1R [E] 0 595
e[ P IR ] R AT

EIKE —Fr Bt (B0 ME 3 M E 4 3255l m. & 5 A0 AU & Al A& ef 80,1185 2 1S 8
SKEYID_d.SKEYID_ a,SKEYID_e, IKE —Fr B ( £ (15 IKE TESH a0l 7 W GM/T 0022, i A B9 %
&R A Ni_b Nr_b CKY-1,CKY-R. i [af () % 57 5] 32 01 2 o SKEYID d.SKEYID a,SKEYID e,

7.6.24 it & IKE T/EZ$H BN ECC AAMET S H

L it SKF GenerateKeywithEPK _TKE (
HANDLE hSessionHandle.
BYTE * pucSponsorNonce,
UINT uiSponsorNoncel.ength.
BYTE # pucResponseNonce.
UINT uiResponseNoncel.ength,
BYTE * pucSponsorCookie.
UINT uiSponsorCookieLength.
BYTE * pucResponseCookie.
UINT uiResponseCookiel.ength.
UINT uiPriAlglD,

UINT uiEccAlglD,
ECCrefPublicKey ¥ pucPublicKev.
UINT uiKeyBitsD.

ECCCipher * pucKeyD.

HANDLE phKeyHandleD.
UINT uiKevBitsA.

ECCCipher # pucKevA.,

HANDLE phKeyHandleA .,
UINT uKeyBitsE.

ECCCipher ¥ pucKevE.

53
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HANDLE phKeyHandleE) ;
il A it IKE —Fr B (820 22 8 8 09 HHH R 28018 IKE TA/ESSH . JFHME ECC 2
B o 2% S i e B AR [RD T 0 % B DA

% B hSessionHandle[ in | S 5 =T B 2N A A
pur:SpDnﬁﬂanncE:in] F2 T nonce g7 F A
uiSponsorNonceLength[ in ] A TT nonce &7 A E
pucResponseNonce in | T Wi /7 nonce # faf 3 4
uiResponseNonceLengthlin]| WL J7 nonce 3% faf 3 A B
pucSponsorCookiel in | A TJT cookie
uiSponsorCookieLength| in | Kk cookie 1< B
pucI{ﬂﬂthlﬁtCGDkic[in] | w5 cookie
uiResponseCookielLength[ in]| W& 77 cookie 1< B
uiPriAlglD [ in | PRF ik #niR
uiEccAlgID[in] Jhih ECC 22 1 Bk
pucPublicKey| in | i AR EE ECC 287 45 #4)
uiKeyBitsD | in ] iz B SKEYID d % 5H 1 B
pucKeyD/[ out ] e KA E H T ek M pg SKEYID d % 7% &
phKeyHandleD [ out R [ SKEYID d %54 A1) 4l
uiKeyBitsA [in] 7 M SKEYID a 235480 1 B
pucKevAl out | Ze P XA EE . I TAF G R Ay SKEYID A %] % ¢
phKeyHandleA [out] iR 5] f) SKEYID_a % #1 7 1]
uiKeyBitsE [ in ] 7N SKEYID e %8
pucKevE| out | Ze P AR E L TAFERGR B R SKEYID E % 5 % °C
phKeyHandleE | out | 1% B A SKEYID e % %] n) 4

BEE 0 A )
1E 0 F ML 3R 0] D G A

i IKE BB EHEAD M 3 AiHE 4 ZESERGE. 2 5 S0 0 % [ W AR R B TS 2 TR E
SKEYID_d.SKEYID a.SKEYID_ e, IKE —FrEr ( E#201HH IKE TAESE 802 W GM/T 0022, 4 A M5
WEBIEN i Ni_b Nr_b,CKY-1,CKY-R.i& 7] ] % #] % 3 M % 5 4] 3 4 W7 )7 2 SKEYID_d,SKEYID_a,
SKEYID e.

7.6.25 1+ IPSEC £iFZ%H

i 7Y int SKF GenerateKeywithIPSEC (
HANDLE hSessionHandle,
BYTE  # pucProtocollD.
UINT uiProtocollDLength.
BYTE  * pucSpi,
UINT  uiSpillength.
BYTE  # pucSponsorNonce.
UINT  uwiSponsorNoncel.ength,
BYTE  # pucResponseNonce.
UINT uiResponseNoncel.ength.

HANDLE phKeyHandle.
34
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UINT  uiPriAlglD.

UINT uiKeyBitsEnc,
HANDLE phKeyHandleEne,
UINT  uikevBitsMac,
HANDLE phKeyHandleMac) ;
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1 TIKE Z Br B (P 82 A0 22 8 15 3 09 % 811 2 80T IPSEC b 8, [F] i AR (8] 23

G RCIE
hSessionHandle| in |
pucProtocollD! in ]
uiProtocollDLength[ in |
pucSpi Lin |

uiSpilLength [in |
pucSponsorNonce| in |
uiSponsorNoncel.ength| in |
pucResponseNonce| in |
uiResponseNoncelLength[ in ]
hKeyHandle| in |
uiPriAlglD [ in]
uiKeyBitsEnc [ in |
phKeyHandleEnc| out |
uiKeyBitsMac [ in ]
phKeyHandleMac[ out |

0

E|

55U 45 1 1Y 20 ) A
Fri 1D

P TD

LR ZRRT| SPI
WaEZRE G| SPLKE
AT nonce 7 K
K nonce #fmf AR
Wief 17 77 nonce &% faf 4

M I 77 nonce &% fof F 4 5
i A SKEYID d %4 5] 17
PRF i brid

AR [A] Fpy I o o A

AR (5] F) i 2% % 4 h

IR (0] (1) 2% 0% W PR

1R (A1 F1) 2% 35 6 ) B

[55)

P 3R ] R AR

i

. IKE BB (sl 810 I B A2 Tt MUG - 2 5 {5 09 00U 45 1M A A %0 . 1158 IPSEC 2= G % 85, (4% FI 7
SRS M T A R . IKE B O R ZD T R IPSEC Sl A o R W GM/T
0022 g A BY % BH 2 B FE 2 protocol \SPT Ni_b,Nr_b. 3% [7] i 9 §H 1) 475 4% I 28 T & @ M ae st s . A
PRECT TR 7.6.23 113 IKE T 4E % $ ef 80R H = 55 08 . 345 1% 68 8GR 109 % 4 2 8 2 — (SKEYID_ d) {fEH

7.6.26

i R

i A

it 8 IPSEC £ iE Z 43 FSMEB ECC A 48 2 i

int SKFF GenerateKeywithEPK 1PSEC (
HANDLE hSessionHandle,

BYTE # pucProtocollD.

UINT uiProtocollDLength.
BYTE # pucSpi.

UINT  uiSpilength.

BYTE  * pucSponsorNonce.
UINT  wiSponsorNoncel.ength,
BYTE # pucResponseNonce.
UINT uiResponseNoncelLength,
Void * phKeyHandle.

UINT  uiPriAlglD.

30
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i [8] {E

UINT uiEccAlglD.
ECCrefPublicKey =

UINT
ECCCipher

utKeyBitsEnc.

pucPublicKey.

* pucKkeyEnc

HANDLE phKeyHandleEnc.

UINT
ECCCipher
HANDLE

umKeyDBitsMac,

* pucKevMac
#* phKeyHandleMac) ;

it IKE B Bt Ol 55 20) 32 #4531 1 % 91T R 2 2015 IPSEC 2 6 % 91, JF A1

ECC 2> B am i [a) i iR o] 2 375 5 B g 4

hSessionHandle| in |
pucProtocollD[ in
uiProtocollDLength| in |
pucSpi [ in

uiSpilength [ in ]
pucSponsorNonce| in |
uiSponsorNoncel.ength| in |
pucResponseNonce[ in |
uiResponseNonceLength[ in |
hKeyHandle! in |
uiPriAlglD [ in]
uiEceAlgID[ in ]
pucPublicKey/| in |
uiKeyBitsEnc [ in ]
pucKeyEne [ out ]
phKeyHandleEnc| out |
uiKeyBitsMac [ in |
pucKevMac | out |
phKeyHandleMac| out

()

iE O

5505 & dt T 1 215 ) AR
il 1D

i TD B

4 ZHUE 5| SPI

W ZRUR G| SPL R E
R T nonce 3 fuf &
K nonce ) 4
0] 1w /7 nonce & faf 3 {4

W) b 77 nonce g% fif 1 AR
AR SKEYID d 4] 4K
PREF J iRl

R ECC 2 $IRI R LR IR
i AR ECC A8 451
1R [m] F) o 4 4 A 4 B

2 vp K F8 EF o T 78 R 91 A I %5 53 5% S

iR (0] (14 0 %5 %55 B A
1 [0] (1Y) 2% o o AR

Ze P DX A8 FE . F T A7 00 [F] A9 2% 132 3 8 4 5L

iR [B] 1) 4% 5% 49 6 4] il
R X
S W, AR 0] 5 1R R

. IKE Bt =) i B B8 e 2 5 My & H B A G 8, 11 8% IPSEC 28 %4 . & 45 1 T i
WG N oo e bR e 0 S 9. IKE Z [ B CHe B 0 318 IPSEC 2 S 8 W GM/T
0022 45 A B 8 50 S 83 I 08 protocol \SPILNi_ b Nr_b. i [8] 9 %% £ %5 50 195 45 5] 45 38 00 1 2k fn o 85 50 i 4
BN T oo B R s, AR 7.6.23 118 IKE T #F %540 o8 508 1 2205 38 1 - 635 3% R 30R [0 5% £
T Z — (SKEYID_d) £ % A .

7.6.27 HE SSL THEZ A

i Y int SKF GenerateKeywithSSL
HANDLE hSessionHandle,
BYTE * pucKeyPreMaster.
UINT uitKeyPreMasterLength.,
BYTE * pucClientRandom .

36
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UINT uiClientRandomLength.
BYTE * pucServerRandom,
UINT uiServerRandomLength.
UINT wiPriAlglD.

UINT uiKeyBitsClientMac,
HANDLE +# phKevHandleClientMac.
UINT uiKeyDBitsServerMac.
HANDLE # phKevHandleServerMac.
UINT uiKeyBitsClientEnc.
HANDLE #* phKeyHandleClientEnc.
UINT uiKevbBitsServerEnc.
HANDLE # phKeyHandleServerEnc) ;

il i i SSL 42 T- ¥ ilas B Y 1 =% 1 5 Z 80 T35 SSL RS 81, R aR [P T 7F 25 81 a] i

Z hSessionHandlel in 1% 8 53 1238 ) i
pucKeyPreMaster| in | Wl F %550 pre_master_secret
uiKeyPreMasterLength| in | Tl 3 4 1 K BE
pucClientRandom/ in | = i P AL
uiClientRandomLength| in | i LB
pucServerRandom/| in | HR 55 i Pt ML £
uiServerRandomLength! in | MR 45 i Il WL B B
uiPrfAlglD [in] PRF %k 45iR
uiKeyBitsClientMac| in | B g A R AR R
phKeyHandleClientMace[ out | 5 P i o 1 50 ) A
uiKeyBitsServerMac| in HIz 55 v 4% 12 9 gH G
phKeyHandleServerMac out | NR 55 i 2% 5 98 61 n) Al
uiKeyBitsClientEne| in | B b N w AR
phKeyHandleClientEnc| out | O S T A 0 n) Al
uiKeyBitsServerEnc[ in | i %5 ¥ 0 %5 %5 SH R
phKeyHandleServerEnc| out | HR 55 ¥ o 5% %% 4 0] 4N

Bl 0 R
4k 0 s 3R 0] e A G R

. SSLBRFUMUE AR ESRE .2 5EEMAT & 3 WA 8 811 SSLid 5 2 P T4 % 8 3118 vl %
B4 cclient_write. MAC _secret( % 7 Ui 22 32 % 81D - server_write. MAC _secretC I & Ui 2% 3 % #7 ) . client_write_
kev (& P i %5 %5 ) L server_write_key( R F ¥ & & 81 . SSL iR TS M W GM/T 0024,

7.6.28 i+ H SSL T{EZE$AFH AIMER ECC 253 0% 56 H

i, Y int SKIFF GenerateKeywithEPK SSL (
HANDLE hSessionHandle.
BYTE  # pucKevPreMaster.
UINT uitKeyPreMasterLength.
BYTE # pucClientRandom.
UINT uilClientRandomlength.
BYTE  #* pucServerRandom.
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UINT uiServerRandomLength.
UINT uiPriAlglD.
UINT uitEecAlglD,
ECCrefPublicKey  # pucPublicKey.
UINT uiKeyBitsClientMac.,
ECCCipher #* pucKeyClientMac,
HANDLE # phKeyHandleClientMac.
UINT nikKeyBitsServerMac.
ECCCipher #* pucKeyvServerMac.,
HANDLE # phKeyHandleServerMac,
UINT uitKeyBitsClientEnc.
ECCCipher * pucKeyClientEnc.
HANDLE * phKeyHandleClientEnc.
UINT uiKeyDBitsServerEnc.
ECCCipher # pucKeyServerEnc.
HANDLE # phKeyvHandleServerEnce) ;
[P fii Jl SSL B F il i8 809 % HiT B 28018 SSL TAEEH . M IS ECC 28 & fa il .

2 hSessionHandle[ in | 51% 4 w57 1Y 215 A A
pucKeyPreMaster! in | il F %40 pre_master_secret
uiKeyPreMasterLength| in | i
pucClientRandom| in | % g it HIL &N
uiClientRandomLength| in | O g Bl I B B
pucServerRandom]| in ] HI 5 g it #1121
uiServerRandomLength[ in | Iz 5% b B HL RS
uiPrfAlgID [in] PRF # ikt
uiEceAlgID [in] SR ECC 2R LR IR
pucPublicKey/| in | M AR IR ECC Y HHE 1
uiKeyBitsClientMac| in | B S o B R S
pucKeyClientMac| out g 2 5 A
phKeyHandleClientMac| out | % F* ¥y 2% 14 55 ] 1) 4l
uiKeyBitsServerMac[ in | e 55 S 2% B2 4 AR 1
pucKeyServerMac| out | PR 5% S 2% 132 55 41
phKeyHandleServerMac[ out] i 5 S 4412 % 4 7 il
uiKeyBitsClientEnce! in | P g I A B
pucKeyClientEnc| out | P g e 4 6
phKeyHandleClientEnc[ out | % F S /1148 %5 50 1) Al
uiKeyBitsServerEnc| in | AIZ 45 i o 4 s 0 4 R
pucKeyServerEnc| out | e 55 35w o0 445 555 A
phKeyHandleServerEncl out | IR % S i 2% 55 5 ) 4

I (8] i 0 R ]
1E 0 T« 3R ] e A

£ SSLiE T UH B m G . Z 58 G % B R AR E TR SSL id = 2 #0389 TAF % 31 37 1R 0] % 1
TCHEE B A client_write. MAC secret (5 PV 5 24 22 % 5 ) L server_write. MAC  secret (R % S 2215 % ),
client write key (5 F ¥ 04 % 8 ) . server_write_kev (R s N % 8, SSL P®H TESHI B W
GM/T 0024,
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7.6.29 HHARIA

Ji Y ULONG DEVAPI SKF ExportPublicKey (HCONTAINER hContainer. BOOL bSignFlag.,
BYTE * pbBlob. ULONG #* pulBlobLen)

hefiak A AR PR A A B ECE IR A

ZH hContainer CIN] HH FE A b
bSignFlag IN] TRUE #2408 . FALSE %R 5 BN A8,
pbBlob "OUT] 4518 RSA A8 45H) (RSAPUBLICKEYBLOB) 88 # ECC 2> #4514
(ECCPUBLICKEYBLOB) . 40 5 it Z %4 NULL Bf. i pulBlobLen i [5]
phBlob WY& RE .
pulBlobLen  [IN.OUT | #if AR} 75 pbBlob 28 b X iy | B L 4 0 6 S 2N 91 45 /0 1Y
TN,
12 [ H SAR OK. .
HoAtl B
7.6.30 BASIEEH
[ Y ULONG DEVAPI SKFE ImportSessionKey ( HCONTAINER hContainer. ULONG ulAlgld,

BYTE # pbWrapedData. ULONG ulWrapedLen. HANDLE #* phKey)
aed R AU F1E S I AR A R e e A iE

Z ¥ hContainer INC 7 e W
ulAlgld [IN | i EHA R SRR,
pbWrapedData  [IN] #5 ANSIEEHE L., MES N ECC BRI . 12508 ECCCIL-

PHERBLOB 2 w4, 25 482 RSA AR, e 2502 RSA 2N fn

Je B 2030
ulWrapedlen [IN] 20l % 8 s SR EE
phKey [OUT ] & [m] 2 3% %5 5 m) 4
R SAR_OK. o,
iE . AUPRECR W E P AR .
7.6.31 BHAXSASEEH
Iy Al ULONG DEVAPI SKF_ SetSymmKey (DEVHANDLE hDev.BYTE # pbKey. ULONG

ulAlgID.HANDLE # phKey)
OIREA R R E I SO Rk (5] A

ZR hDev CIND B
pbKey N FE M TR A ZE R X
ulAlglD CINT SRR AR,
phKey _OUT ] iR 2 il i 8 m) 4l

iR [ {H SAR_OK. W X
iE A e OO T R e L A TR T B Y R

7.6.32 mMERBL

I Al ULONG DEVAPI SKF_EncryptIlnit (HANDLE hKey . BLOCKCIPHERPARAM Encrypt-
39
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Ty B i
5

1 [A] {EL

Param)

s s o an k. B BRI I B9 R A SR

hKey CIN] o 6 9 ) 44

EncryptParam  [IN ] 4320 % 0% 5035 40 ¢ Z 80 0 46 o) B 90 46 1o 04 B2 VB 5T 0 ik RUsHE
i e

SAR_OK. Wy,

HoAl - FiRn

7.6.33 BAHEME

5 7Rl

Uy HE $1 b

i I

ULONG DEVAPI SKF_Encrypt(tHANDLE hKey.BYTE # pbData. ULONG ulDatalen.
BYTE # pbEncryptedData. ULONG #* pulEncryptedlen)

B — o2 BPR A N S PRAE . RS E N S 038 s BUE AT I 2 L w0 e R & —
AN S B SR A B E E nY ZE pp X P, SKF_Encrypt HXJ 84~ 23 20 2040 26 17 I
L 7R SKF Encrypt Z07 . Wi H SKF Encryptlnit #]05{6 In&E#:4/E. SKF Encypt %
fir T4 H SKF_EncryptUpdate fif ] SKF_EncryptFinal,

hKey | IN | %5 % 41 A 4R .

pbData IN | 5 s 2ot

ulDatalLen IN | R e B R

pbEncryptedData [ OUT] hn% 5 09 &E 22 b X35 £, 0T LI NULL. F-F 445 0 % 5 2R
K.

pulEncryptedLen [IN.OUT | $§ii A B 37 45 HE 800 22 op XA L 8 ) B 52 o 248 SR 003 S92 P
RIE,

SAR_OK: eI

HA PR,

7.6.34 SZHFIBME

[t 3 ULONG DEVAPI SKF EncryptUpdate( HANDLE hKey,BYTE * pbData. ULONG ul-
Datal.en.BYTE +# pbEnecryptedData. ULONG * pulEncryptedlen)

Oifediih A AR I R . S E 0 & B 4 BRI AT I L o rY o S 2 A
SreH N S Y AR AF EFE E RS X H . SKF EncryptUpdate &) 24~ 45 2H £ dlg 2E 470
% R H SKF _EncryptUpdate Z {1, W B SKF_EncryptInit #4546 & #8454 38§ H
SKF EncryptUpdate 25 . Wi il ] SKF EncryptFinal 25 808 #4E .

=8 hKey [ IN | hns % 5 )l .
pbData | IN] Ry 0 Bl .
ulDatal.en IN | fF s 2k 1< E .
pbEncryptedData  [OUT ] s f5 04 8046 22 i [X 45 51,
pulEncryptedLen  [OUT] i [B 0% f5 i) &E [ BE .

REME  SAR_OK. i,
HoAth eI TN

7.6.35 HERmMET

55 Y ULONG DEVAPI SKF_ EncryptFinal (HANDLE hKeyv.BYTE # pbEncryptedData. UL-

10

ONG # ulEncryptedDatallen)
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g Z AN HECGR Y s R M FE g ndE g . B SKF EncryptInit #1465 46 0 % $#421E .
FilE ] SKF_EncryptUpdate X} 24> 2 o fin 17 0% . i J5 8 Tl SKEF_EncryptFinal 5%,
21 e IR I

hKey CIN g & B A
pbEncyptedData COUT| nsssgh B mygs X
ulEncyptedDatalen [OUT | & 45 5L gy 18

SAR OK. R Iy,
oAl . ki

7.6.36 fREMBL

L) € i i

ULONG DEVAPI SKF _Decryptlnit (HANDLE hKey, BLOCKCIPHERPARAM Decrypt-
Param)

B s w0 s fe A Vs M eS8, A SKF_Decryptlnit Z 5 . a LLIEH SKF_De
crypt AF B 20 B i A7 % %, el L 2 G H SKF_ DeceryptUpdate 2 5 B H SKF
DecryptFinal 5¢ 8O 224~ 0 41 Bl i i %

hKey [IN ] %% % 4 R .

DecryptParam  [IN] 421 % W LA C S8 Y e & w086 ) & KB e ik i
[

SAR_OK.: RN .

HoA . BT

7.6.37 BRAHERE

I A

1) i 4 b

iR [a] {H

ULONG DEVAPI SKF Decrypt( HANDLE hKey.BYTE * pbEncryptedData. ULONG
ulEncryptedLen.BYTE #* pbData,.ULONG * pulDatalen)

BN A B 0O R L R AR A A A S B R A L B s O Bl R
A RRE T W SR B e E R ZE P X A . SKF_Decrypt HUO B> 45 2H 2038 9t 17
WL TE I ] SKE Decrypt Z 87, Wk ] SKEF DecryptInit #4516 it % #24F . SKEF Decypt 5§
fr i ] SKF_DecryptUpdate #8 i] SKF_DecryptFinal,

hKey IN | AN .

pbEncryptedData  [IN] 7 % % $UE .

ulEncrvptedLen IN | s EiE 8,

pbData COUT] F5 170 fifg 45 J5 10 85085 28 vb IXF5 £F L 2% o NULL B ] R4 % 5
Y BT

pulDatal.en LINLCOUT ] §if A 267 25 S 800E 22 vp DA BE . i ) I s 435 S B 4is 52
PRI .

SAR OK:. ¥,

HoAftl S C

7.6.38 ZHBIEHE

7

ULONG DEVAPI SKF DecryptUpdate  HANDLE hKeyv. BYTE * pbEncryptedData.
ULONG ulEncryptedLen.BYTE # pbData.ULONG #* pulDatal.en)

DIREMIE 2 AN B A 9 R A PRAE . R e e 3 3 D 0 3 o RIS A T i 3 U R I A i F 2 1

o 4 e e Jn 0 W SO PR A IR S 19 28 i X, SKE_DecryptUpdate & 2 4~ 70 240 8048 0L 47
11
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it eI H SKF_DecryptUpdate Z 8y . Wi H SKF_DecryptInit #) U5 £6 8 25 B 4E s 7298 H
SKF DecryptUpdate Z 5 Wil ] SKF DecryptFinal 25 9 % 4% 58 4F .

25 hKey [ IN | A2 B AN
pbEncryptedData [ IN | 5 fif &5 24l .
ulEneryptedLen [ IN | f5 % i< 5 .
pbData COUT] 485 1) fifd 48 5 04 B0 s 22 vp X 36 41
pulDatalen | INLOUT ] $ag AR 37 25 80 22 b DXCLCRE S ) Bk 6 o 495 JE 8000 55 P
< BT
REE SAR_OK:. Wy,
JLAl . Hinn .
7.6.39 HERMRE
JEi ) ULONG DEVAPI SKF_DecryptFinal (HANDLE hKey.BYTE * pbDecryptedData, UL-

ONG * pulDecryptedDatalen)
ek SR 2 H EE R %, S H SKFE_Decryptlnit #) 46 4k i 25 #2/E . B H SKF_De-
cryptUpdate X 22 -4 20 5048 SE 77 it % . I J5 18 T SKF_DecryptFinal 45 9 22 4~ 4 20 B0 i 7Y
25 hKey [IN] fiff 48 & R RS
pbDecryptedData [OUT] #emfi a5 B a g op X, o S b Z 808 NULL B, i1 pul-
DecryptedDatalen 1 [W] i 455 %5 5 1< B,
pulDecryptedDatalLen [IN,OUT | % AW #25 pbDecryptedData Z& op X gy &, fn ) B9 56
i A R R
BIE SAR_OK: 3.
HoAth REI TN

7.6.40 BELZENBWY

Jit 7R ULONG DEVAPI SKF _Digestlnit (DEVHANDLE hDev. ULONG ulAlglD. ECCPUB-
LICKEYBLOB # pPubKey.BYTE #* puclD.ULONG ullDLen. HANDLE #* phHash)

e R WAL A T RARE IR E T R B REN R L,

8] hDew CIN | R R O AR W] 0 1 5 ) R
ulAlgID IN] SR s AR
pPubKey IN| X H . Y ulAlgID iy SGD_SM3 I A %L,
puclD CIN Z g EH 1D (E LY ulAlglD S SGD SM3 B 47 % .
ullDLen IN| 2235 1D B, Y ulAlglD S SGD_SM3 B 47 %€,
phHash L OUT | #5440 G40 .

BRI SAR _OK: R
BRI R,

Y ulAlgID 2h SGD SM3 H ullDLen 424 0 gy F pPubKev, pucelD A7 &, 04T SM2 FF 55 25 24 Fi 4k 58 1 #824F |
TR L GB/T 35276,

7.6.41 BAHIFEZLIE

It Ay ULONG DEVAPI SKF_Digest (HANDLE hHash,.BYTE = pbData, ULONG ulDatal.en.
BYTE # pbHashData.ULONG % pulHashLen)
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hpefid M P—ireH il B TS a4 8 . M SKF_Digest Z 11 . i H SKF_DigestInit #]
iy a2 = i /1R 4E. SKF_Digest 547 T 2 i ] SKF_DigestUpdate 2 fi5 i J]
SKF DigestFinal.

Z 4 hHash [ IN 45 4% 32 X 42 ) hil
pbData BOREADR PSS <€ 1k UL
ulDatal.en IN JH E 2 1S
pbHashData [OUT] % fith 2% 322 8048 22 b X 45 . i Z 808 NULL ). i1 pul-
HashLen iR [1] % it 2 5 45 SR 19 4< BE
pulHashLen [IN.OUT | i A B 527 25 5880 22 b DX RE . d 1 B 2 s 2 L 20
TR L.

iR A SAR_OK: nez .
HoAll - R

7.6.42 ZHBIRENRE

Ji Y ULONG DEVAPI SKF DigestUpdate (HANDLE hHash.BYTE +# pbData. ULONG ul-
Datal.en)

MR A A2 m A BT r w218 . B SKF_DigestUpdate Z1ij . Wi H] SKF_Diges-
tInit #)45 1h & i 2% 35 1 S 4 4E ;s I SKEF_DigestUpdate ZJ5 . W i H SKF_DigestFinal %5
R 2B R HRE.

K hHash [ IN) S5 ith A 23 X 4 M)A
pbData (IN 8 B AR R X,
ulDatal.en INC JE B EGRE A RE

I [ {H SAR_OK.: Wiz,

HoAlh B R,

7.6.43 HRFEMFE

Ji Y ULONG DEVAPI SKF_DigestFinal (HANDLE hHash.BYTE * pHashData. ULONG *
pullHashlLen)

hfEE SR 20 B 0SR20 T B IR S A A R A B R P X

ZH hHash [IN S A B X g )i

pHashData [OUT] iR [o] ity 55 00 4% 2 45 B2 2 op X 48 5, R i S %0 NULL B, /i pul-
HashlLen 1R [0] 228 45 B9 B .
pulHashLen  [IN.OUT | $a AW 2708 2% 05 45 2 G2 v XY A< B 5 8 I R s S A 4 32 45 21

IR L
&[5 1{H SAR OK. s
HAfl PSR,

i . SKF DigestFinal WHE B H] SKF DigestUpdate 22 5 H] .
7.6.44 HEEFNBEHIBAWL

iy ULONG DEVAPI SKF Maclnit (HANDLE hKey. BLOCKCIPHERPARAM * pMacParam.
HANDLE * phMac)

REHA WG TR S A R IR B TR B A R B Y T AR 2 AR (B RS A A

25 hKey CIN 3FE&H B 2 065 a4 % 81 RN .

13
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pMacParam LINGH S AR TR A S 20 A5 W) 4 o] 2 00 85 ) | KR VI S TR

phMac LOUT i B B8 X 4 a)hh .
& [ {H SAR OK. W 2
HAl iRt

i IS RS TR R A U R A Y CBC B R I &5 20 09 s e — BAE AT g At Fr 1F 55 S0l 0 IR BE D
o 2R SR B AR R R D AR T

7.6.45 BAHFEHEHEEINNEEZEH

[ 34 ULONG DEVAPI SKF_Mac( HANDLE hMac, BYTE * pbData, ULONG ulDatal.en.
BYTE * pbMacData,. ULONG * pulMaclLen)

ifigdiiit  SKF_Mac 18 B — 43 20 B0 09 78 B 5 045

% hMac CIN I B RS A
pbData CIN A8 RG22 X
ulDatal.en IN | R R R

pbMacData OUT | 8 m 8 5 n Mac &5 3, W22 I Z %08 NULL 0. pulMacLen
1% BB G Mac 25 B0 L.
pulMacl.en [IN.OUT ] § AW} 78 pbMacData 25 o X 191 B §i IR 6 78 Mac 45 5

R,
1% [B] SAR OK. i
H At . k5L,

¥ . W SKF_Mac 20 . b il ] SKF_MacInit #7 & 46 iH B % 965 H S . SKF_Mace %54t T 2 Wi H SKF_Ma
cUpdate 2Z )5 /% H SKF_MacFinal.

7.6.46 ZAHABBEELEFNWEE

JF 984 ULONG DEVAPI SKF MacUpdate¢ HANDLE hMac. BYTE * pbData. ULONG ulDatal.en)
Urtigdhit TR 2 A o dUEUE A B S RIS .
S hMac BORRTEPSE-SilITCIE 7S
pbData N A5 R R RE M P X
plDatal.en CIN] R R R
iR M {H SAR_OK. W .
HoAth BRI,

iE . W SKF_MacUpdate Z 11, W ] SKF_MacInit 47 65 {615 8 % 20805 1+ 5048045 . 8 A SKF_MacUpdate Z 5 . R
] SKE_MacFinal % &/ 540 SCH 038 2% B0 | 5048 4

7.6.47 HREBEFHLIZE

Ji5L 75y ULONG DEVAPI SKF_MacFinal (HANDLE hMac.BYTE * pbMacData. ULONG * pul-
MaeDatal.en)

IRERE A G5 Z A4 20 B Y TH B S S T R .

Z hMac [IN 31 5 %5 51 65 40 4 .
pbMacData COUTT] 48100794 52 9 69 22 op X, 24 1k 2808 NULL B, i pulMac-

Datal.en 1% [6] i 5 5 51 75 & 0] iy 45 L
pulMacDatalen  [OUT | i HHF 525 15 52 555 28 b X 00 B A E BE L IR 017 B %8 7)1 1)

14
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1R [ {E SAR OK. W .
HAl R
i¥ . SKF MacFinal I 7F SKF MacUpdate Z 5 8 H .

7.6.48 XHAZEBI KA

Iyt Y ULONG DEVAPI SKF_CloseHandle(t HANDLE hHandle)
ek QP U E S A E R R H BRI RV ECC P B SR RN
Z 50 hHandle LINC] B S P AT A4
BRI SAR_OK. Wi,

HAL . By iR,

8 WMEMEEEXK

8.1 B EHME

2 1Y 4 T 49 G 19 1 B B
a) BB A R TR TR AR S B L A I B B B A i A A e R B R B R N R A A
A At 35

by LB B8 T N A0 &t AN BB, AERE BT B, T R FT R A AR
8.2 WIRE1®E
8.2.1 HBR4E

FUPR A5 25 BCBR L 1 P BCPR Fi s #4153 FCRR

a) AP .l o A AR AR 1R S AR .

b)  FI P HEHR 1P PIN 56 k8 o )5 . 3045 F P AR . F P BB AR T L R 7E i i A

¢) FHAAM.FR R PIN S EHE L5, £ 55 A AR, & AR RAEH T HIRER
W

8.2.2 PR{EH

PR A e R0 DA R

a) AR OO TG H R H L B v RS MO & AR

by G 22 FIH B 75 8 22 F P AR

o) B EE LA g A PR 7E B 2R R I 48 E

d) ST A PR AE B R SCE T 3R A

e)  Fan NAVEH Y0l A PR

D H P PIN S AIAF 4 51 PIN 6539 B fe 0 F 0. TE B0 2L 0 B 308 . S 48 uE PIN 6555 i
YCBA 3] e R IR EUR L PIN i B 4l 5T

g)  H P PIN 509 fif i iy 845 2 on AR

h)y  HH P PIN #0942 ol 75 2 H P AR 8 3 61 PIN fith 09 & oig o5 0 43 1 6 AUPR .

8.2.3 &AL

A1 U w PG F Bk 1 TD 22 117 S I3 B 58 B 2 TAIE
B U 0 213 A A A e IR 3 kAT . ARG R AR AN T

15
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a)  HOAIETT N SKF_GenRandom pREUM AR I 8 = 1 B AL AL RND. IF H] 0x00 5 I 75 &
A RE B9 A B R L A1 R B Do

by HOATE A A) Do i AR s gt R DRI A SKF_DevAuthO) D% D1 &6 2185

c)  WEWE D15 LIRIE DI & ER . 60 058 iz g D GIE 75 s e DA g I,

8.2.4 PINWZRLER

a) PIN G BEARLTF 6 4~FT7;
b)  PIN 65 7E 1 5 M52 1 2 (0] py A% 4 1 #2 v 0 R OO 4P 45 56 - Bl 1E PIN 693l 8% ;
c) PIN RGP R L 2FEM AT INEEP S,

8.3 EHREEX

S SR N EOE LLT fe A R

a) VR P AR Y B AL RSO A B AL I ARE S B AL e I ) R

b) U N A Y 2 (] Bl LA

) TRAT A AR B B Y 2R BN I A TR

d) AN Y N E A RO R P AL B L ) AR A B
e) TR N 04 % BH R BB R A H

£ BRSNS A BE DL SO 20 B 5 58 O

g) BRI AR E R

h) 248N B FABH AN B LUE ] 1 2L 1 1 455

D MR A AR B A AR N T Y S

o

8.4 IEEMILTFENRK
VR I L b5 10 i e A 3R AR S Th Ry e
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i & A
(ARG M M 3
]I AL E X Fn i BA
B U E SRR LR AL,
F& A1 FRIRMACEEE X F0i A

A fil g SAH 1. 1A
SAR OK 0x00000000 1l 1)
SAR FAIL 0x0A000001 o2 i
SAR UNKNOWNERR 0x0A000002 5 IR
SAR_NOTSUPPORTYETERR 0x0A000003 AR S
SAR_FILEERR 0x0A000004 SR ERAE iR
SAR_INVALIDHANDLEERR 0x0AD00005 Jo R AY ) 4
SAR_INVALIDPARAMERR 0x0AO0BBBB g QIR 3
SAR_READFILEERR 0x0A000007 P SR
SAR_WRITEFILEERR 0x0A000008 I R
SAR_NAMELENERR 0x0A000009 0 R BE i
SAR KEYUSAGEERR 0x0A00000A W B R
SAR. MODULUSLENERR 0x0A00000B B 04 1 B e
SAR NOTINITIALIZEERR 0x0A00000C 7 #1 iG 1k
SAR_OBJERR 0x0A00000D A R R
SAR_ MEMORYERR 0x0A00000E PN AT i
SAR_TIMEOUTERR 0x0AO0000F A
SAR_INDATALENERR 0x0A000010 i A BUE A B R iR
SAR_INDATAERR 0x0A000011 il A Y
SAR_GENRANDERR 0x0A000012 e i B PR
SAR_HASHOBJERR 0x0A000013 HASH %} 4 55
SAR_HASHERR 0x0A000014 HASH iz B 5 i%
SAR_ GENRSAKEYERR 0x0A000015 e RSA % &S
SAR_RSAMODULUSLENERR 0x0A000016 RSA #H B 5=
SAR CSPIMPRTPUBKEYERR 0x0A000017 CSP W57 5 A2 P H R
SAR_RSAENCERR 0x0A000018 RSA s & %
SAR_RSADECERR 0x0A000019 RSA fiff 5 iy 1%
SAR_THTASIHNOTEQUALERR 0x0AD0001TA HASH {f A~ 4 %
SAR KEYNOTFOUNTERR 0x0A00001B W EH AR B
SAR CERTNOTFOUNTERR 0x0A00001C ik 5 A Az

17
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&’ A (B

PAETIBLN il sE SCAH L5, A
SAR_NOTEXPORTERR 0x0A00001D LR =
SAR DECRYPTPADERR 0x0A00001E it RN T SR
SAR_MACLENERR 0x0DAO0001F MAC & B 8 it
SAR_BUFFER_TOO SMALL 0x0A000020 2 XA I
SAR_KEYINFOTYPEERR 0x0A000021 g BH 2 B iR
SAR_NOT_EVENTERR 0x0A000022 TLF A ix
SAR DEVICE REMOVED 0x0A000023 A EER
SAR_PIN_INCORRECT 0x0A000024 PIN A 1F fifg
SAR_PIN_LOCKED 0x0A000025 PIN ¥ i 4&
SAR_PIN_INVALID 0x0AD00026 PIN X4
SAR PIN LEN RANGE 0x0A000027 PIN 1 B F =
SAR_USER_ALREADY LOGGED _IN Ox0A000028 HPE&a5
SAR USER PIN NOT INITIALIZED Ox0A000029 HAMREHPO%
SAR_USER_TYPE_INVALID 0x0A00002A PIN 35 #8048 1%
SAR_APPLICATION NAME_INVALID 0x0AD0002B fd FH 25 oAl
SAR_APPLICATION_EXISTS 0x0A00002C R E 22 fF A
SAR_USER_NOT_LOGGED_IN 0x0A00002D P8 A a5
SAR_APPLICATION NOT EXISTS 0x0A00002E I A 1
SAR_FILE_ALREADY_EXIST 0x0AD0002F AT C AT A
SAR NO ROOM 0x0A000030 =% [B] A 2
SAR FILE NOT EXIST 0x0A000031 AT AL AE
SAR REACH MAX CONTAINER COUNT 0x0AD00032 £l i 3 g AT B A X
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