ICS 35.040
L 80

e N RS 3G R [E ] 5K ks Y

GB/T 32918.1—2016

F

EEREHEAR
SM2 #§ R H 2k N SR E RS H &
% ‘ :I;Lﬂﬁ . 1%\ lﬂJJ

Information security technology—
Public key cryptographic algorithm SM2 based on elliptic curves—
Part 1:General

0

2016-08-29 £

2017-03-01 3£ jite



GB/T 32918.1—2016

JlT S weeeeeneeeesenennssessnnsnsnne vueresns srsussun senans ses meeee

] =

1 FEHE cevereenrnrernennens

2 BFEFGEEEE woveerernennnnes

3 BRAUEI LR -vevvevrrvreensnnreensoranioninns
IR 1 1 R o Onp OO —
3.2 AR FEHEBIEILR -veeemeerennenenee

4 BOURKTI T JUEEER e ee oo oo serses e e ns e esen e

4.1 MR ... e ereaeeeeeeensenseaaenanae
4.2 BAREFTUEEHR oreeemreemrnecremresascennnesreassns

5 WML EESEBIIBUE oorereeererrrnnnrarosisnsesaranennennes

5.1 —fgEk -

52F‘Jﬁ.ﬂ&ﬁﬁgﬁﬁﬁgﬁmmmmmnm. ——
5.3 Fom FHPIHEE BB H IS IE oo oo rereresrnrmrsrnrassssssasssnssssssnns

6 EHXNHER G APIBIUE covoveverveeemisnnns
6.1 WU RE oeeeevnrenenns

6.2 ZABIBYIRTE «ov covveeereven censnsnnemeecensenenenceneees
B A BERHERIR) TR MR AT TR, oo ens

Al ﬁ_ﬁ F, rervrrsmraiini..

A2 :ﬁ{[‘ﬁ Fym sseenccns

A3 HEEhEZfEHER seeseee s
Ald SRR B itk 2 A O S80I R A ok

A5 HIR 2R | e FE g

B B (REEMEM ) BOERE oeeeees

B.l A5 R L con e eremem e ememescae s aeme s
B.2 AFRHE b LI e e creeenveeenenns
B.3 B R B ee e e ereeennenenecremanae

B C (BEBHEM R MERRE] oo rerere i,

C.2 F, FABIRHER -w-veoveeerrersorereesensesans
C.3 Foym FBGBIBHLR woevveveeereerensnnsnnns

B D CPOREBER) 6 I 28 7 2 5 A 0L BAILZE B JLIRTE oo e eee e e

D.1 A6 I 2R 7 2 5 Mt SO BT A L e e eee e
D.2 HR e AR IEAE - e eeeees

o]
(]

=

- T - - - -
L W 00 06 00 W LN oW W B3 B =

H
i o
L] =

H
[EEFE—
L

: @
Lo
=] o

W b b
@ W W @

(%]
-]

: L] L] :
s LA %] [ L I ]
L= - B T R N ]

H
——
—



GB/T 32918.1—2016

B

hi]3

GB/T 32918(f5 &R SMZ WHEAMAKAAEHHEIFHNLUT 5 NS
01 B

— W 2Ey MEEANE;

— 8 3 W4 . WA BRI

AR AEINEW

— 5 W - 2HE L.

AF4rH GB/T 32918 #9551 84>,

A HEH GB/T 1.1—-2009 il MM E,

AiporhEREEFTEBEL.

A4 hemEE LR ARER S (SAC/TC 2600 HMO,

FEoRAAN A ERFLEREARAA PEARBREFEFEIRRKZ . PEREREEES
EERP P FREE L.

A EEERA RIS B D & E— 2 EE KA Tk R



GB/T 32918.1—2016

5l

i

N.Koblitz #1 V.Miller #¢ 1985 4F& [ 2 7 3 th K W B 4R 0 T NI R R . (B ol 8 2
FIHETFTRE T MRRERDT .
A BRI b I b R A U INGE T R AT PR A, EL LB 5 A R
Fol T4 BRI T vk B b A9 FERE 12 B0, 106 ] oy 2 20 6% 203 B R — 1 AL 1) R 3.
LR AGET D, BRI AF S B2, SRR AT S0 o) 5005 % 486 B ot 28 B OO0 Rl % F — f e [
T £ 0% 5 TN B e, H AT S ARG R R A 0RO B o AR () B B A B R L s ok
H o] BB L 10 (]l R B RO MR R R R KR £, B, A IR 4 AR R R, 9 [ oy 48
MELBAHFEHITOEH RSN Z,
SM2 J& [ 2 % 05 9% 585 4L 0 5 O 2 1 o 6 I AR WS 3 2k ot . GB/T 32018 M HARII T -
GB/T 32918.1 & X MR T SM2 BRI F WA EMOHXE S RECE AR MR IFERT
AP TR S U5 4
—GB/T 329182 #iif T — M ETHEAMEME LT . B) SM2 824505,
~GB/T 32918.3 Hiift 1 — P 2 4 18] ik 22 i) 9 4 2 e b, B SM2 @5 40 3 e il .
——GB/T 32918.4 iR [ —FhEE TR B ML AH MWL, B SM2 SR, ZREEEH
GB/T 329052016 & S fY SM3 # i ude 5 k.
GB/T 32918.5 %5 th 1 SM2 S5k falf i oy 6 [0 it 28 2 %0, LA B il 496 (B by % 3 0k 4T SMI2 35 35
7R Bl 55 3 .
AFor R GB/T 32918 (955 1 841, #38 7 LS ¥F RS — MR , LU B 32 80 Hofb 45 3
43 BT B SE B B AL



e’

GB/T 32918.1—2016

EELRELEHER
SM2 Bl & A SHEBEZE
% ] fﬁﬂ?’ﬁ:ramu

GB/T 32918 ByA#R4r HLAE T SM2 # [ iy £ 20 5 9 015 39 2 0 2 o) o0 32 B0 2R Rl S iR S M G 80

AR, LU Bh 52 B At 25968 40 B 0L 64 W B BIL B

2 43 38 T Bk 38 SR oA o 4 (B i R S SRS R R IR R L.

2 BENERE

T EUFF S A re i S A T A SO

B MOV B, IE¥ B, 15:RE F» LB HOS8EL SR|F, o6 i 5
O B R

deg(f) LI ().

E FBREE b a A6 5 SO0 — 200 [ iy 2% .
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a,b F, P, EfEX F, b —RMEMMLE.
7 min EH G BB n BT,
Tt SRR
Tp P 5.
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& KEASHM SR EEFNRREN.
3 A E e
3.1 HRE
311 #Ek

AFHMARE F MR RH RO TR g BT HERUEAER 2O, Mg RHEK»
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3.1.3 =i Foe

Hq W R, otV B Fom AU F, L6 m Hm 25 6], oo E 0T K E N m 09 A
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a) Bk P AREIFHIELO;

b) BiEAH P MBIz, My, REF, P CEBRIE 2, My, REE[0,p — 1] HEE);
¢) RiE y,'=z,’taz, +b(modp);

d) RiE[~]P=0;

e)  FFila BT KAk, W AR T R,

6.2.2 F,- EHE &L HMNHEE

WA :—THEN F L HRAMERESRESR - THENAE P,

X T AW B R R SR A A H P ORATE M AR e R,
a) Bk P ARXIHFIESFO;

b) BIEZAH P ARz, Al yp R Fom P CE (BVRAE 2, F1 v, RKHEE R m BIHEEH);
e) fE Fom WBIFyi+x,y, =2} tazh+b;

d) RiE[n]P=0;

e)  Fifad 1 ETAT WA , W AR A kR

B Z-H R LR AL AT g,

10
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M R A
(R R)
% 96 (B #h £% 0 7 AR

Al EHF,

Al EEF, MEX

& p R—PEBGF,M{0,1,2,,p—1}F p ATLEME B F, KR, Mmoo, R
BT R L. F, A cERENTEREN.
——miE:#abEF,  Matb=r, P r=(@+b)modp,r€[0,p—1].
—FE W a,bEF, Ma-b=s5, ¥ s=(a *bmodp,s€[0,p—1].
iCF, B F, PR clmrRER. BT F, RUGHE,. FULEF, P ELHEE-TTE g,
#153 F, PME—BxMaT Uth g H—PFHFER. K g IF, HAERTTEAFT B F; ={g'| 0<
i<p—2), Bla=g'€F,; , Hp o<i<p—2,0ll a WEEH T H 0 "=g""",
R EE F,.,F,={0,1}
F.timiFeink Al RikRInE A2,

A
+ 0 1
o | o |1
1| 1|0
F A2
0|1
o | o | o
1 | o |1

2. ¥® Fy,,F,,=10,1,2,--,18}
Furhinikem . 10,14€ F; ,10+14=24,24 mod 19=5,H 10+14=5,
Foth L Mmdl. 7,86 F,,7%X8=56,56 mod 19=18,0] 7 - 8=18,
13 & Fop " 9 —A 000, 0 F o, " PaRa] h 13 M R ik
13°=1,13'=13,13*=17,13"=12,13* =4,13*=14,13*=11,13" =10,13*=16,13" =18,
139 =6,13" =2,13"%=7,13% =15,13" =5,13" =8,13" =9,13" =3,13" =1,

A12 F, F#EHENHEN
A2 Rk
F, 16 il 2% % 1 60 Feom e X4 B R - 0 B A AR | M T R A hr s .
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A1.2.2 figdERT

Yp BRAFIMEHN . F, FHBEMEFBEGHRIERTIUMSEY v =2 taz+b, K a,
bEF,, H{iH(da’ +27b" ymodp 70, HEBIMLE 10 SHEIEH E(F,)={(z,y) |z,yEF, HiKE
FREy =z'+taxr+b}U{0}, 30 O BB #h £8 6 T 55 i .

E(F,) L () &35 BT 1 6490 8 32 57 500 , #9 B — 4~ el L 75 8

a) 0+0=0;

b) VP=(z,y)EE(F)\{O},P+O0=0+P=P;

) VP=(z,y)EE(F)\{O},P ¥ TE —P=(z,—y),P+(—P)=0;

d) AP =(z,,3)EE(FI\{O0},P,=C(x,,35,)EE(F,O\{O},Py=(z3,y,)=P,+P,%#

O,
{.::3=,-'lz—11—.r; '
yi=Alx,—x3)— v,
i
Y:— ¥
— 1! %3—-1#-‘51!
;I
A: .
3.7+
121 G' f’Il:IzﬂP:Eﬁ_Pl.
i

B 3:ATPREE Fo b — 2R 8 i 2R
FubFHR:y' =z +xz+1,Ha=1,6=1, W F,, L#HERM S K.
(0,1),¢0,18),(2,7,(2,12),(5,6),(5,13),(7,3),(7,16),(9,6),(9,13),(10,2),¢10,17),(13,8),(13,11),
(14,2),(14,17),€15,3),(15,16),(16,3),(16,16),
W ECF AT 21 MR (B EFES 0).
a) BP,=010,2),P;=(9,6),it® P,=P,+P,;

¥~y 6—2 __i__ _
iz, 910 =1 4=15(mod19),

z3=15"—10—9=225—10—9=16—10—9=—3=16(mod19) ,
y1=15X(10—16) —2=15X (—6) — 2=3(mod19),
FTEL P3=(16,3),
b) WP, =(10,2),}3[2]P,.
L= 3T =+a=3><m=+1=3xs-|_1___1_s=“mdlg)'
2y, 2x2 4 1
3 =4'—=10—10=—4 =15(mod19),
¥y =4X(10—15)—2=—22=16(mod19) ,
FrEL[2]P, = (15,16),

A1.2.3 HRLIEEERTE
A1.23 HESEALER

Mp RAT IHEYE,.F, LM T B EAHRE FTTUEAY v z=2"tazz’+
bz*, Jerh a,b € F, H 40 +276°#0 modp . BBIHEE 16 GEICH E(F,)={(z,y,2)|z,y,2€EF,
HWREMENE y' z=2"+taxz"+bz") . W F (31,20 FI(xe,ys.2:) » BAFLERA uEcF, Hu#0,
3%z =ux, ) =uys sz =uz, , MK A =0 B4, Rom 6 — 4 8.

A7 270,08 X=x/z,Y=y/z, W] b5 ol 55 B A bR e WAL M0 33 AR AR R Y =X +aX + b

# 2=0,00,1,0) % 57 (¥ {5 §F 4 b5 R F 69 BT F7 I 4 O,

12
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WHEMNERFERT . E(F,) EAMNEERELNT .
a) U"‘O:O;
b) YP=(z,y,z)EE(F,\{O},P+0=0+P=P;
) VYP=(z,y,z)EEF INO},PHFELE P=(uxr,—uy,uz),u€F, H u#0,P+(—P)=0;
d) ﬂﬁpi=(-ﬁ:J’iszi)EE{Fp)\.{o}:Pa=(Zz-yzvzz)eE(F,)\{O}e-P3=P1+P;=
(x3:y3,2:)070,
#F P,#P,, 0.
A= 1Z24A::=T1213A3=A1 A A=V Zads =y2Z13ds =As —Ass A=A FA s =222,
A =237 5210=A34s sA 1 =AsAs’ —A1x0» 23 =A3A11»¥3 =As (Ash 1 —A1) —Ad 10123 =RA104s 3
# Pi=P,, 0.
Ai=3z,"taz,"2:=2y:2158: =37 A, =A121 21545 =22 754 =4, " —8A.»
T3=A2d6+¥3=A1(4A, —As) —2A5A3+2:=2245.

A.1.2.3.2 Jacobian INE S R4 #

F, L #5828 5 B 7€ Jacobian MBS E AR E T A LIEMN y*' =2" tazz' +bz*, Hpa,be
F,,H 4a*+276*#0 modp . WE ML L GHi2H E(F,)={(z,y.2) |z,y,z€F, Ll £ th&k 7 &
yi=z'tazz'+tbz*}., MF(z),y12) Mz y20z:)  HHFEREDuEF, Hu0, .2, =u’z,,
yi=u'ya 2 =uz,, WX =J0H F 4, TmF—1 58,

#F27#0,iC X=xz/2*,Y=y/2* , 7] M Jacobian fill B § & 4 b5 F/m § b R O JF AR Hom . Y =
X' +aX+b;

# z=0,(1,1,0X R #0551 B br R T 89 A BI RS iE 3 O,

Jacobian MM EH L LR RET,LEF,) L AMMEERE LT -

a) O+0=0;

b) VP=(z,y,z)EE(FO\{O},P+O0=0+P=P;

c) VP=(z,y,z2)EE(F,\{0O},P ¥ cE —P=G'z,—v'y,uz),u€F,H u#0,P+(—P)=0;

d) #H Pi=(x1,»,z1)CEFIN{O},P;=(zx:,¥:,2z:) €E ECF)I\{O},P;=P,+P,=

(z3.v31.2:)70,

# P,#P,, 0.
A;=:r.zzz,,lg=.rgzji..13:,\,—).g,A;I}r]zf,A5=ygzla').5#34,—.15,).?'-‘-‘).14-,1;.
As=AFAssx3=A  —A14:% s ¥3 =2 (1A  —x3) A Ay % y23 =222,

# Pi=P,, M.

=3z, Faz, =4z, 5, A =8y s x: =4, —22:,¥:=A, (A:—x3) —A3,2:=2y,2,,

A.1.3 F, EH6E i £ a6

F,(p ARTFIMELO L—RME MMM EHEAE EFIPRXONE.ICHEEWF,). |
Hasse i #Ml: p+1—2p' "< E(F )<p+1+2p'",
F—HRMRAB 4 EF,) =p+1, BRI MR N H A 50, 50 @4 57 6.

A2 ¥ Fo-

A2.1 Z¥E F-MENX
H 2" e E WA AR Fom B2 Fo ) m W m W _Jed B, F-nJUUFEF, L H¥HR

13
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m (o] B 25 6] UKL B AE Fom FAFAEm T ICH aorar s sam 1 »MiTF Va € Fom o W LAME— KRN
a=acastaiart o tanan-1 s HH a, €EF s Bi{aorar v san )N Fem fEF, EH—H3, HEXH
— 4B, AT LAt P §E (aoya) s van- ) )RBRBITK o, For e F, L ERA 2 R85, 800K 0o ik
FEA T B9 AL ()32 39 R0 2 — B, 9T LA o 16) Bk 4 43 B 59 B2 045 B BUC K R AE AR T
A A 7] 6432 35 R0 (ot ) 25 00 308 38 7 A E ML om it s AL A — B0 .

A2.1.1 ZmR

BFLEm KAMAHLHE f(D)=x"+fpz" '+t fozt+frz+ fo(Hp f.€F,,i=0,1,
oaom— DRTICY B Fom A EIE, Fom th Fo LA RBUE T m 092004 5, B .
Fp={ap, 12" '"tap .z *++a,z+tasla,EF;4,i=0,1,~-,m—1},
FHAEG (™ vz 7z 1V E Fon fER M2 WA F, E— 42, A A,
Wrx#a, 2" '"ta,am it ta iz ta MU ET AT U HEE Y m WHER (@, a,,
eayag ) HeHKm, Brkh
Fuw={(ap 1apn-2aray)|a, €F;,i=0,1,,m—1},
Fe ik Hfiioc 1 f1(00---01)F /R, F o (00--00) Frn . BT E MM MBEHEE LINTF -
—mEEH
V(gm-1@mz@i1@o)s (Bpybmz b1 b)) €E Fom s M (apyamszarag) t(bpybpyb b)) =
(Cm—1Cm-z 1600, 3 . =a, Db, ,i=0,1,,m— 1,05 B, 3532 W e 00 5 s W AT
- REIER
V(@i @Guezm@180) s (B bz b1 b)) E Fom M (a, 1 an s a,apg) * (bu_1bpzbiby)=
(Fai Pz rir) by P BT R (rp 2™ Hrpz™ Pt et riztr) Blap 2™ Fa,_sx™ 24t
ayxtay) s (b z™ bz et bbb )E Fo | modf ()4,
EE.Fril& 2 K, L For " B For I ET T  RYEBE, For " UGB, 4
Fon PEDLELE ATCE g 4G Fom AL —AEBICE AT LA g 09— HHERR K g K Fom " 4ERIT
(BAKIC) Bl Fom * = {g'|0<i<<2" =2}, W a=g €Fp " P 0o<i<2"—2,0 a BTN ITTH
a l=gimine,
T 4 NP Fos R AR
BF;, Rt A EME f(o)=2"+2'+1,0 Fs b9 T EE:
(00000) , (00001} ,(00010),(00011),(00100), (00101} ,(00110),
(00111),(01000),¢01001),¢01010),¢01011),¢01100),¢01101),
(01110),(01111),¢10000),(10001),¢10010), (10011} ,¢10100),
(10101),¢10110),¢10111),(11000),(11001),(11010),(11011),
(111007 ,¢11101),(111103,(11111),
i . (11011) + (10011) = (01000)
W% (11011) - (10011) =(00100)
(z' 4z’ +zt1) o (' HztD=z"+z" +z' +2' +27+1
=(z'+z'+1) - (2 +2*+ 1)+ 27
=z'(modf(x))
WG+ a1 - (2 DL flo) s,
Bk TR (00001) a=x J& Fos " (—A 2 WRIG, 0 o« AR .
e’ = (00001) ,e' = (00010} ,a* = (00100) ,a* = (01000) ,&* = (10000) ,o* = (00101},
a® =1(01010),e” = (10100) ,a* = (01101} ,a* = (11010) ,&" = (10001) ,'' = (00111},
a'* = (011100 ,a" =(11100) ,a™ = (11101) ,&" = (11111 ,&" = (11011) ,&" = (10011},
a" =(00011),e" =(00110) ,¢™ = (01100) ,&™ = (11000) ,a® = (10101) ,a™ = (01111},
14
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a® =(11110) ,a* = (11001) ,a®* = (10111) ,a*¥ = (01011 ,a® = (10110} ,a™ = (01001) ,
a*=(10010) ,a* = (00001),

A2.1.2 ZHAMARAE

A2.1.2.1 #R
ZHAE(TPB) MAL MR (PPB) B4R E TR AL,

A2.1.22 =ZmAE

F, E=TNEFM 2™+ +1 EHR, b 1<k <<m—1.,

For =M =0AREZREHF. L—Fm KATAH =R EW, A LERFEN m HF7EX
BRI =T, ERme 4 B4 Fos 89 =008 8m .,

X 192<m<<512, 3% A3 8 il TH74E m WA A =X M & — 4 m ;B XHER m, 51
TRUNE R AER =R 2+ 2 1 F, ERARTAR,

£ A3

m .k mak m .k m,k m ik m .k
193,15 194,87 196,3 198.9 199,34 201,14
202,55 204,27 207,43 209,6 210,7 212,105
214,73 215,23 217,45 218,11 220,7 223,33
225,32 228,113 -_551.26 233,74 234,31 236,5
238,73 239,36 241,70 242,95 244,111 247,82
249,35 250,103 252415 233,46 255,52 257,12
258,71 260,15 263,93 265,42 266,47 268,25
270,53 271,58 273,23 274,67 276,63 278,5
279,5 281,93 282,35 284,53 286,69 287,71
289,21 292,37 294,33 295,48 297,5 300,5
302,41 303.1 305,102 308,15 310,93 313,79
314,15 316,63 318,45 319,36 321,31 322,67
324,51 327,34 329;;6 330,99 332,89 333.2
337,55 340,45 342,125 343,75 345,22 346,63
348,103 350,53 351,34 353,69 354,99 358,57
359,68 362,63 364,9 366,29 367,21 369,91
370,139 372,111 375,16 377,41 378,43 380,47
382,81 383,90 385,6 386,83 388,159 390,9
391,28 393.7 394,135 396,25 399,26 401,152
402,171 404,65 406,141 407,71 409,87 412,147
414,13 415,102 417,107 418,199 420,7 422,149
423,25 425,12 426,63 428,105 431,120 | 433,33

15
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® A3 ED

m .k m .,k moyk mk myk m.k
436,165 438,65 439,49 441,7 444,81 446,105
447,73 449,134 450,47 455,38 457,16 458,203
460,19 462,73 463,93 465,31 468,27 470,59
471,1 473,200 474,191 476,9 478,121 479,104
481,138 484,105 486,81 487,94 489,83 490,219
492,7 494,17 495,76 497,78 498,155 500,27
503,3 505,156 506,23 508,9 510,69 511,10

A2123 IEmAE

E#Hﬂ m 1}.“ H’IE}'_ﬁm':k| vk &ks) :ﬁk’::

a) "tz 4zt 146 F, AT,

F, P h B RIEDN =™+ 2 +28 +1 B, Mo 1<k, <k, <k, <m—1, F HI
AERARREM Fo E—Am RATHRTABER . M A<m<512, HFEEXHH AT,
X 192<m <512 BARFUEARTTA =R m, F A4 FIH 7T IORTL4HIR B m {1 I 304 45— 4

by kRO HEH/ 5
o XX koo kSR REHLA

d)  XFEEAER ko F ko ok RATREHA
x A4
m(ky ky ky) mk, ko k) mk, kyoky) m(kyvkyoky)
182 (1,2,7) 195 (1,2,37) 187 (1,2,21) 200 (1,2,81)
203 (1,2,45) 205 (1,2,21) 206 (1,2,63) 208 (1,2,83)
211 (1,2,165) 213 (1,2,62) 216 (1,2,107) 219 (1,2,65)
221 (;:é,lﬁ) 222-TE;:E:7£;_-____ 224 E;,Z,lﬁg) 226 (1,2,30) N
227 (1,2,2D) 229 (1,2,21) 230 (1,2,13) 232 (1,2,23)
-_-.535 (1,2,45) 237 (1,2,104) “ 240 (1.3;;;; 243 (1,2,17)
245 (1,2,37) 246 (1,2,11) 248 (1,2,243) 251 (1,2,45)
254 (1,2,7) 256 (1,2,155) 259 (1,2,254) 261 (1,2,74)
262 (1,2,207) 264 (1,2,169) 267 (I,é:égi 269 (1,2,117)
272 (1,3,56) 275 (1,2,28) 277 (1,2,33) 280 (1,2,113)
283. (1,2,200) ‘EES (1,2,77) 288 (1,2,191) 290 (1,2,70)
291 (1,2,76) 293 (1,3,154) 296 (1,2,123) 298 (1,2,78)
299 (1,2,21) 301 (1,2,26) Jod (1,2,11) 306 (1,2,106)
07 (1,2,93) ‘ 309 (1,2,26) N 311 (1,3,155) 312 (1,2,83)
315 (1,2,142) 317 (1,3,68) 320 (1.,2,7) 323 (1,2,21)

16
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£ A4 (5D
mky ks, ks) mk, ks ks) mky ks, ky) mk, ks ky)
325 (1,2,53) 326 (1.,2,67) 328 (1,2,51) 331 (1,2,134)
3314 (1,2,5) 335 (1,2,250) 336 (1,2,77) 338 (1,2,112)
339 (1,2,26) 341 (1,2,57) 344 (1,2.7) 347 (1,2,96)
349 (1,2,186) 352 (1,2,263) 355 (1,2,138) 356 (1,2,69)
357 (1,2,28) 360 (1,2,49) 361 (1,2,44) 363 (1,2,38)
365 (1,2,109) 368 (1.,2,85) 371 (1,2,156) 373 ET.S.I?Z)
T4 (1,2,109) are (1,2,77) 379 (1,2,222) 381 (1,2,5)
384 (1,2,299) 387 (1,2,146) 389 (1,2,159) 392 (1,2,143)
395 (1,2,3331) 387 (1,2,125) 398 (1,3,23) 400 (1.2,245)
403 (1.,2,80) 405 (1,2,38) 408 (1,2,323) 410 (1,2,16)
411 (1,2,50) 413 (1,2,33) 416 (1,3,76) 419 (1,2,129)
421 (1,2,81) 424 (1,2,177) 427 (1,2,245) 429 (1,2,14)
430 (1,2,263) 432 (1.2.163) 434 (1,2,64) | —135 f]:z,IGS)
437 (1,2,68) 440 (1,2,37) 442 (1,2,32) 443 (1,2,57)
445 (1.2.22;5 448 (1,3,83) 451 (1,2,33) 452 f]:éilo)
453 (1,2,88) 454 (1,2,195) 456 (1,2,275) I 459 (1.2,332)
461 (1,2,247) 464 (1,2,310) 466 (1,2,78) ! 467 (1,2,210)
469 (1,2,149) 472 (1,2,33) 475 (1,2,68) | 477 (1.2,121)
B 480 (1,2,149) 482 (1,2,131) 483 (1,2,352) 485 (1.,2,70)
488 (1,2,123) 491 (1,2,270) 493 (1,2.1%1) 496 (1,3,52)
499 (1,2,174) 501 (1,2,332) 502 (1,2,99) 504 (1,3,148)
507 (1,2,26) 509 (1,2,94) 512 (1,2,51)

A2.1.24 EFEHAEMMN

F o (A 7] 2 351 3 2 2 7 MR e - 24 4 2 700 =K ) e 4 -
a) FHAFEF, LW m KATH=TX, MALZHR f(OBEMHATA=0K 2=+ +1, 87T
(B BUR T4 . & M BERLR AT RE/N GRBE Z A AE R A3 Sk
b) HALAE Fo LH) m WAL =00, M2 WM [ (O RJTRTLY HLIE 2" + 2" +
'zt 1L, TSRO E A .
1) kyRiRATREAN
2)  XFXAIESE M ko ko RO AT RN
3) XFHEGERD kI ko ok BRI REAN GXBEA BT LER A 51D,

A213 ERE

(BB B v B VRS Fom 46 Fy b —41IF A, o BEFon . XHEMERRAEN.

17
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Va € Fon , Jll azﬂoﬁzn +ﬂ-|,ﬁ'zl +'"+ﬂ.—|ﬁz-_l yH a, €F,,(i=0,1,,m—1),3iEH a=(acaa;
‘ﬂ-—zﬂa—l)sﬁ.fﬂ#ﬂ Ehiﬁﬁj'am H&ﬁﬁqﬁﬂ_{. Fit L F ym 2{(ﬂcﬂ|ﬂz"'ﬂn—zﬂ-—t}|ﬂ.'EF3 O
m—1} JEEMLAIT 1 i om A 1 WHRAFR Q1 DER.BITH m 4~ 0 B R 000 FR.
Bl 45, OF BLAE R 4 Ho AR HE Y R B2 A O 9 R HEF R A - HEME R A2LD,
FEIEMBEFTIR T Fom PRV T2 W H AL BALET
Va € Fam ya =agﬁ2ﬂ +a,ﬁzl 4 e +a,_.ﬂ2"_' =(aga1a@:**"Qm-28m-1) s

a’ = Za ==2 Za_,ﬁ =(Ap-18g"* " Am-2) o

EXFREBLT ., **ﬁgﬁ?ﬂtﬁﬁﬁ m Eﬁﬂsﬁiﬂaﬂ{]ﬁﬂﬂﬁi fEF4ma .
A214 BWWEME

i A213 W8, FmfEF, EMEMBERERND N={(8,8,87 8" " 10y —41%, P BEFm .
EMERRERBTEOF A RS B0 T - BREXTHARATENREEN ARG E,
M 3 A — B BR Sy 1R B0 1 A o i , X 3R A A, T A 1R O LA A

Mom AREH 8 WERA Fom fAEMWIIEME. SMIWEMENER T RISEKETERREEER
HEMN—-TERE. BT . X8 T &/ REEEGE. STHEXNm MT, 0 F.- TLH -1
ERT AEWIEMA, A EME D, 28 1 MAER 2 6900 0T IE AR BA ARz, Bt
FEMABREAE, 28 1 AR ERUEFR N 1 B 00 E SR, 367 2 A9 % 3 1 B AEFK 0 1T &Y S 4R
IERLEE,

AR For P ICE o ERINEMET T LIHEKER m B HEFR (@, 100 25a1a) EER,

a) ALl om A1 AR ER;

b) ExX 0 m 0 HFFHER;

) FEANRIT H B0 hn 3k s He A 8 X7 5P A BT S 5

d) HOTEMTELA A2.1.4.3 ik,

A2.1.41 EFIEMEMNRN

BEFE Fom 74 69 B /NS Y () 85 307 IE ML 2K
# A5 FIH192,512 P EE m 8 Fom ERNTIERL A AR,

A5
m # R m 25 m ¥R m AR m 7 m HR
193 4 197 18 199 4 211 10 223 12 227 24
229 12 233 2 239 2 241 6 251 2 257 6
263 6 269 8_‘ 271 6 277 4 23]_ 2 283 6
293 2 307 4 311 6 313 6 317 26 331 6
"13? IO 347 6 349 10 353 14 359 2 367 6
373 4 . 379 12 33_3 12 389 24 397 S- 401 8
409 4 419 2 421 10 431 2 433 4 439 10
443 2 - 449 8 45:47 30 "I-lil 6 463 12 '1'57 6
479 8§ 487 4 491 2 499 4 503 6 509 2

18
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BEEAEARE

HEERN T, FMHTRUETLURE Fr bn KT 1 BAMES 8 8B PXR T 0980 EM BN

etk

WMAKT 1 HAB S BERMER m , EFBET.
Wi For 7 — T RR T RN IEAE S 57, 5 W HHR7,

a)
b)
c)
d)

e)

D

HE p=T+m+1;

#op ARFEC N HR I I
HH 28 p WE E(Z R B.1.8);

H¥E u=T+ m/k;

HH d=ged(u,m);

Frod =1, W% 7 R,

A2143 SERERBETHRERE

ARG EMRTERRE, AREZN AT =80 LN HER I TRE  HERYT —
o AR R T RS T o AR AR THOER, THxX=8Ha#TiEH

il 3R -

—REMIER

WA KT 1AEE m LR T, H P For EAFEERT HEHIEMRE B,
W AT BAFES F(D, 2, f(p—1),
a) HH p=T m+1;
b) AP AT MEH (W B.1.9);
o HEFF F),f(2),, f(p—1):
1) Hw=1;
2) Mj=03T-—1ir.
-B n=w;
—Mi=0%m—1 7.

o B fln)=1i;

o B an=Znmodp;

o B w=u-+wmodp;
d) HHFF D, @), f(p—1).
BEERYEMEBESTTAAMELR a b HEFAME "M .M.
it co=F{(a,b),
WA KT 18 m, EBB TOUPE Fom EAAESERT /807 1E BLEE B) B4 W i IE AL A
BERTHAEANEITEa.b.
W AERRTEMAE BRI R THENEITE o b FEMAS T c AT
a) FIHREEMEZEWBIEL T D, (@) f(p—1);
b) T A% J=0,%&M

J= 2 (@irbmppisms F Qmpzis—1b4-1)3
k=1
o) WAk
-2
c=J+ Eaﬁ.ﬂ-l}bf(p—ﬂ s

k=1
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FASTERa b FBRME—Tc,MAKX, HHRETEa b FHFEMR.
B a=Cuqu; " ttp)sv=C(vv; " Up—y )+ B Flu,v)EL co=F(a,b)FHHFEEL,
WA KT 1B EBH TOUNTE For EAFEERT A58 ESLEE B) B 76 5 W7 IE HLE
BERTHMEITEHILE a b,
ﬁﬂj :ﬁ(fafl‘“fq—l)Z(ﬂnﬂl'“ﬂn—1}x':bgb1 “'b..-|)n
a) B luou,rup—1)=C(aoa,"*@m-1);
b) B (vyvi = ve—)=C(bobybn);
e) Xfk MOEB m—1WFr.
D B ci=F(u,v);
2) # u=LeftRotate(u),3f % v=_LeltRotate(v), Jith LefltRotate ) R IEHF 8 1 4if
=30, B LeftRotate(u) =LeltRotate(uou, s atim1 )= (0 tha* "ty tig);
d) il ce=C(coc,*cma1)
fEndl 4  HEMATEMNTRBENRT Foo s FRO RS 5 BT IEM A RR Fos .
5. Loy B Fos 098 B IE AL AE RN
Fos WOUE R A A4
(00000), (00001), (00010),(00011),(00100),(00101),(00110),C00111),
(01000),(01001),(01010),€01011),(01100),(01101),(01110),C01111),
(10000}, (10001),(10010),(10011),(10100),(10101),(10110),(10111),
(11000),(11001),(11010),(11011),(11100),€11101),€11110),C11111),
Wk (aaiazasa ) (Bobibabib, )= (cocicacscy ), JoW ¢, =a, b, ,0="i <5, B0 58 I 3 3 i 1) B R 40
fit 5 ol iE WO SC B,
Rk
HAZXS+HI=11,11 B—FBLW T=2,2 81 11 BB 4 10, H ged(5,(11—1)/10) =1, A7 I Fs 4758 2 2530 07 IE 4L
B, 10811 MY 2R w=10, TN £ M.
fy=0, f(2)=1, fl4)=2, f(8)=3, fF(5)=4,
floy=o, fay=1, f(=2, fC3)=3, F6)=4,
a=(10000),b6=(11001) , i1 T=2 A%, W4 J =0,

11-=2

WA Fla,b)= Zﬂnnnbnn—n

k=]

=aphyta,(bytbs)ta(by+by)tay(h+b)+a, (by+b),
co=agh, ta,(by+by)ta by +b)ta; (b +b:)ta, (b +86,),
cr=a by ta(by+b ) tay by b)) ta (b +by)tas(by+b,y),
cz=azbyta,(b:+b)ta by +8))tag(by+b)+a, by +6,),
cy=ab,ta,(bs+b ) ta (b, +b)ta, (b +bo)tas (b +5,),
cv=aybyta,(by+by)ta, (by+b;)ta (by+b,)ta, (b, +b,),
QRYELY R
co=F((10000},(11001))=1,
ey =F((00001},(10011))=1,
c: = F((00010),(00111)) =1,
e = F((00100),(01110))=1,
¢ = F((01000),(11100)) =1,
it c=(coc 203, ) BT e=a = 6=(11111),

A.2.2 F,- EHEE R pE X
A.2.2.1 |k
Fom 1 5 (5] i 28 36 00 225 JE 047 B B - O ST AR AR e m A S B AR bR 265
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A222 {(higtairEF

For EARBAT M MR BRAGH LR R T AN y +zy=2"+az’ +b, P a b EFm,
Hb70, WEIHE EMGEILH E(Fm)={(z,y)|z,yEF- HEMBH By +2zy=2'+az’+
bYU{O}, Horb O J2 8 B iy & 9 5718 45, RN B A,

E(F g ) b0 €035 BUT T 60 fin i i 5 8000 , 49 B — 4~ BT 00 7

a) O+0=0;

b) VP=(z,y)EE(F:+)\{0},P4+0=0+P=P;

) VP=(z,y)€EE(F»)\{0),P H#ILK—P=(z,z+y),P+(—P)=0

d) PR A (5] A g A

WP, =(z,,3))EE(F=)I\{O},P;=C(x;,y:) EE(F)\{O},H z,#z32,
B’ Py=(zx5,y:)=P,+P,, 0.
;=A"+tA+z,tz:+ta,
{_y3=A{J:.+13)+x,+y,.
a2

e)  fFATH .

WP, =(z,,y)EE(F=)\{O}H z,70,Py=(x3,y:)=P,+P,, 0l
r;=A'+A+a,
{ =zi+Q+1Dx,,

Kr'-'.‘l:Il'!‘&.
Iy

FHgH Fos ERBEMMERPAARE. RE 6 H MR KRR Fo s om0 7 J— R4 F S &
s Fas
w6 =T A B AR Fos 0 B ilf 28
BATNL =, f(o)=z"+2"+1, W~ Ha=x, W Fys " o =1
e’ =(00001), &'=(00010), o*=(00100), o&’=(01000), o'=(10000), o®=(00101), a°={(01010),
e’ =(10100), &"=(01101), o"=(11010), &' =C(10001), " =(00111), o™ =(01110), o' =(11100),
et =(11101), " =(11111), &"=(11011), <" =(10011), &"™=(00011), o"=(00110), & =(01100),
e’ =(11000), ™ =(10101), &™=(01111), <" =(11110), &®=(11001), ®™=(10111), o =(01011),
e =(10110), ™ =(01001), 2™ =(10010), o' =a®=(00001),
B—FERBFRME,. FEI Y tay=2"4+2"+ 1, b a=1,6=1, K HFBTLUELITF.:
(00001) y* + (00001 ) zy=(00001)=z* 4+ (00001) =2+ (00001)

BOIE A O B ik 8037 50 4 (00001)
F:Lf'.ﬂ'-ﬂﬂﬁﬁ‘]ﬁﬂg:

0,1, @.,a"), @.a®), (*a®)y (a®:a™), (q?m')v (a’ va™),
@".a"), (@",a™), @".a"™)y @2e"™)y (@79 @7a®)s (@7 1a'),

@ a™)y (@ ,a®), (@4e"), (@¥,a®)y (@®,2")y (@™ ,a)y (@®™.a'),
W ECFas )47 22 T (RE L% EA 0).
a) WP, =(zvy)=0"a" ), Pi=(a;,y:)=0(a’a" )it H P,=(x,,y:,)=P,+P;:

y?+}ll_ﬂ'ﬁ+ﬂ'=l _all .

Ttz a'ta a

n=A"titz, tx:ta=a”+e" +e* to' +1=a",
yi=Alz, +zi)tz;t+y =e" (" te®)ta™ ta® =a®,
Py=(a"a™),
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b) P]m{ﬂ!|ﬂz|}9ﬁ-ﬁ[2:lpl=(.f;1j;):
¥ aZI
l:.l'| +_I=ﬂa _}____'_=“22 L]
I a

=i+ ta=a" +a®+1=¢",
yi=z ' +A+Dx;=a*+@® + 1)’ =",
[2]P,=(a%.a").
7 I AR I B AE AR Fos 040 O il 8
B R IG «= (110000, (111D R IR FE AL IC, W Fos * AT f o B AL
a' =(11000), «®=(01100), &*=(11100), o°=(10111), o°=(01110),
e’ =(00001), &*=(11110), " =(11011), &"=(10010), &' =(10100),
e =(10000), &"=(11010), &' =(11001), " =(01111), &' =(00010),
¢ =(00101), &®=(01001), o™ =(10101), o™ =(00100), <™ =(0l1010),
¥ =(01011), «®=(01000), &®=(10110), ™ =(01101), o™ =¢g"=(11111),
M—iHSRME, B .y try=2'+1, Hha=0,b=1, EHFBTLUHERADTF :
(DY + A1 Dzy=C01111Dx* + (11111

OREEARREAAITE D),

Fos bt il £ 0 25 24

(0,a"), (a”,a"), (2",0), (e*ha"), (a’ya™)y (a'sa")y (a*.a")s (a*.a’),
(a®ya"), (a'ya™), (a’2a™), (@’.2®), (a'ha'), (a".a"). (@”.a™), (a'.e*),
(a"a"™)y (a%e®)y (@%a™)s @"ia')y (@"ie®)y (@™ia")s (@"0a™), (2" ie™),
(@ a®™)y (@®ia')s  (a™a®)y (@®.a™)y (@"ra®™), (@®.a')y (@®.a™), (a",a'),
(e se*)y (aia')s (&™,2"™), (@™ ,a"), (a™,a"), (@¥,e"), (a®,a"), (a*,a),
(a™,e'), (a™,2"), (2™.a™),

W E(Fs )4 44 Pl (WUE LT 0), H ECFos ) LB BE,
El P=(a’ oa”) -ﬁﬁﬂﬂ:iﬂﬁﬂﬂﬂ-*ﬁ.

[1]P=(a*+a"),
[5]P=(a",a"),
[9]P=(a*,a"),
[13]P=(a",a™),
[17]P=(a",a™),
[21]P=(a™,a®),
[25]P=(a" ,a™),
[29]P=(a™,a"),
[33]P=(s",0),
[37]P=(a",a’),
[41]P=(a" sa"),

[2]P=(a",a®),

[6]P=(a",a'),

[10]P=1(a" 1a"),
[14]P=(a® ,a"),
[18]P=(e",a"),
[22]P=(0,a"),

[261P=(a*,a"),
[30]P=(a" ;a"),
[34]P=(a" sa"),
[38]P=(a",a%),
[42]P=(a™,a"),

[3]P=(a",a"),

[71P=(a",a"),

[11]P=(a",a"),

[15]P=(a™ ,a"),
[19]P=(a" ,a™),
[23]P=(a™a" ),
[27]P=(a" ,a™),
(31]P=(a" ,a™),
[35]P=(a™,a"),
[3]P=(a",a*),
[43]P=(a",a""),

[4]1P=(a".a®),
[8]P=(a",a™),
[12]P=(a™1a"),
[16]P=(a",2"),
[20]P=(a®,a"),
[24]P=(a" "),
[28]P=(a",a™),
[32]P=(a®,a™),
[36]P=(a",a"),
[40]P=(a’,a"),
[44]P=0.

A223 HELEERT
A.2.2.3. I- RHEEREALER

For FAEEA ST RIBI D BN LR T TN y' 2 tzyz=x"taz’z+bz* , Hp
abEFm ,H b7#0, E(Fp)={(z,y,2) |I1_}'12€Fg— HiEMEHE vzt zyz=2"+azx’z+
bz}, BTz ayi sz YHI(z,  y002:) AP E T 0 EF o Hu70, 1 2, =uz, vy, =uy: sz, =uz:,
WO X A = oL Y, o)A A

FeA0 AL X=x/z.Y=y/z, W 0T WbR eSS B A b RAR S b O S AR .Y + XY = X7 +
aX®+b;

#=z=0,100,1,00% R $ bR R T AR XIS O,
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HESHE LR R T E(Fo- ) Btk E e LinF .

[ 2% E (Fon ) b ) 22045 58T 10 09 00 3 i 3 A , g R — A~ 38 e ¥

a) 0+4+0=0;

b) VP=(z,y,2)EE(F+)\{O},l] P+0O=0+P=P;

¢) VP=(z,y,2)€EE(F#)\{O},P ¥ CE —P=(uz,u(z+y),uz),u€ Fpm H u#0,
P+(—P)=0;

d) BE P, =(2:,,5,2)) EE(F=)\{O},P,=(x,,y1,2:) EE(F)\{O},P,=P,+P, =
(z3,v3,2:)70,
# P.#P,, 0.
A =T1225A: =T 2154 =4 FA00 A = 3120045 = 322154 =4 FA54: =225, 4 =A: 7,
Ay =AgA1:410= 4345 A0 =Asd7 (As T A3 FA it adsrxs =Asd v =As (i As FAn) +x +
Awdiszi=A34s3
#P,=P,, 0.
11=-1'|21sAz=I1gu’-s=t’-:+y:2:11..14:.11!').5=.?«3().1+l;)+a.l.sz;=.l|.ls.
yi=A A FAds i,z =214,

A.2.2.3.2 Jacobian MES LR

Fo~ F A8 A7 570 B g 28 77 #2 #F Jacobian MM EARIRE T LIMAR v +zyz=2"taxiz?+
bz® P a ,b€EFpm ,Hb#0, E(Fp)={(x,y,2)|2,y,2€EF- HREWHMABH B y' +zyz=2"+
azr’z’+bz"} . MT(x, 31,200 Z2sy252:)  FFHERED u€Fom Bu0, 18 .2, =u’z,,y, =u’y,,
z.=uz;rﬂﬂﬁfﬂﬁ’f‘iiﬂl$ﬂeﬁﬁﬁﬂ‘i‘ﬁ.
#r 2 #0,id X=x/2",Y=y/z* , W 7] )\ Jacobian I 5 b5 Kb {5 st e br /m . Y2 +
XY=X"ta X' +b;
#12=0, W, 10X R K05 LR T A ETIES O,
Jacobian MEHHEARPRR T LE(Fm ) EAMMEERE LT
B 2R E (Fon ) | A 02 2 BT 100 0% 0 2 3 B0 A0 0 , g B — > 25 SR ¥
a) O0+0=0;
b) ¥YP=(z,y,z)EE(F,-)\{O},] P+O=0+P=P;
) YP=(z,y,2)EEF-)\{O},P I LE —P=(u"z,u'z+u'y,uz),u€ Fym Hu7#0,
P+ (—P)=0;

d) A P,=(z133,2))EE(Fm)I\(O},P:=(x4,y2+2:) EE(F;))\{O},P;,=P,+P,=
(Z3sy3,23)70,
#F P,#P,, .,
A=zt e =z:z A=A FAs A=z ds = vz L As =A FAs A =21,
As=Asx2tA1y2:23=A122+4s =As T 23 r23=a 2:° FAsAs +A:% v ys =Asx:FA54:%;
'1‘-':': F’|=PuﬁlfJ:

7..3":.‘-!-‘1242p.‘lfa:.‘rl'+62131A=23+I|2+y|z1 Wi =x, 'z tdx,.
A.2.3 F.~ E#61E B &0 Br

Fom L#—R MBI E 09 BT 248 SR E (Fo) PIOCE M DM EGIEN S E(Fem ),
H Hasse HIA 2" +1—2'" = 2< 2 E(Fp- )<<2m+1+4217"72,

A3 WEHKEEAEY
A3 iR
WP ERAMELE LFANML. L HIERE.POEFEARNQ.BD
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Q=[k]P=P+P+--+P,
v

A2 HEHKSEREEMATIR

A7 6 i 2% A% R iE R SCBLAT RO R, XA =R B LU T E R 1<k <N,
HiE— . ZiteRIFE

FE ES () W HENE (G, — ) (T F) B fF (z,x+y) (W Fam)

24

AP, AR — S 8,2k, € {0,1),
i=0

ﬁl‘.ﬂ:qu-‘szn

B Q=0;

j M L—1 FEEE 0 47

a)
b)

c)

a)
b)
c)

d)

e)

1
2)

Q=[2]Q;
#F k=10 Q=Q+P;

BiQ.
Wik—  mEE

-1
AP, AR = Dk, 2k, € {0,1},
i .Q=[k]P.

ﬁ 3k ﬂ{]:i&ﬁ"%&ﬂﬁﬁ h'hp—l“'hlho'}{;#'ﬁﬁ{ﬁ h.j‘]’ 1;

Wk R RRER e, kb BRr=1 I+,
HQ=P;
af ¢ Mor—1 FEER 1 147

D]
2)
3)

Q=[2]Q;
#Fho=1,H k=0, Q=Q+P;
#Fh=0,HEk =10 Q=Q—P;

Q.

=,

HiEk=.BoWik
WA S P, AFERECE = Dk, 2k, € {0,1),

fih.Q=[k]P,
WHE O r>1,
ik
P,=P,P,=[2]P;

i M1B 27 —1 HH Py =Py +Py
Wi=L(—1,Q=0;

T
% j =0 $hAT,

a)
b)

c)

d)

1
2)

=1

i=0

-;rgl—'k: “U,WI Q-_I_Z_IQJ =J_]-;
75
S Bl ;e H1<r HEk. =1 MR/DEE

i

——bh; = an.zi;
i=0

« AT 2 ¥ A ) B 2 B AT A g i —



GB/T 32918.1—2016

—Q=[2""T]Q+P,,;
=1
e) %ihQ.

A33 HEHZREERACTEHSEREFMEHT
AR RTHE L SMERMFOERAOEIHEEmE A6 fE AT,
RA6 ESLHEMRKNEENESE

_— % B OFR
{8 4 bR bR HESHE iR Jacobian fm ¥ 8 B 4 45
— A i ¥k 1I+2M+18 13M+28 12M+48
% & 11+ 2M+28 8M+5S AM+6S
FA] “abEtHEmEmMEENELF
= x BB OR
i 8 A bR B o B B A bR Jacobian 0 5 $f 8 4 #5
— RNk (a£0) 11+2M+18 15M+18 15M+58
fF & _ 114 2M+ 28 1 8M+3S 5M+58

R LM SRR MRS ER ERENMTENEN.

HHZMA Q=[k]P, ik & MHEFEH (& 09 Hamming TR W, NI 3 —FE 1 —1 Yo B i
2R W1 WA ES S W B MR 2 /3 WAEAIMER; =,
BN SE K2R 2T -1 KEMER, FHFEFE LR e ESEEM/ G+ D —1
WaIER, EWE LR 2HHERM 2 H/GH D) —2 KAMER., — B Wa1/2, 0 4% 5=
T ERENT (RN —ed s, B a 70,25 a=0 0, bR FEWHEIEFH) -

Hik—.

HEds8 Ok FE0
1 95 4R T B B2 0 - 1.501+3IM+2.51S
PRMESTRE AR P IS JL B . 14.5/M+61S
Jacobian MG EAER FRIE . 10/M+8IS

KSRk —ony b
8 PR TR ALK . 1.5¢1+3IM+2.518
PRMESH AR T 095 44 e . 15.5(M+3.5/S
Jacobian ML bR FASIEE . 12.5/M+7.51S

wHEk=.

850 3o
{7 8F bR F RO 440 . 1.33L1+2.67¢{M+2.331S
PRMES R bR T 095 J 0 12.33/M+5.671S
Jacobian M SRR THE . 8/M+7.331S

K oy .

ST R TR E e . 1.33/1+2.67{M+2.33IS
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PRAEST R AR T B AL A 13IM+3.33(S
Jacobian N MM BIF FHIEZE . 10/M+6.67(S
wiE=.
B350 # B
Ui Gt A t7 F RO B J U+L/G+HD+2 ' —=2)2M+14+S)+IS
PRMESHRE AR T M B A4 (/Gr+1)+277—2)(13M+28) +1(BM+5S)

Jacobian MIEHE R FHERE. U/ G+D+27"'—2)(12M+4S) +1(AM+6S)
HeB ok oo B .

{59 AR T B 220 . U+ D +27'—2)(2M+1+8) +1S

PRMERTREARAR T RS2 L . (/r+D+27'—2)(15M+15) +1(8M+3S)

Jacobian MME S EAAFETHEZE. (U/G+D+27"—2)(A5M+58)+HI(M+58)

A4 SRR B 2R B T M) M A 7T ik

A4l WEHSEHENEREEE

ERHEMLE ECF) B n @A PEEF,) R QE (P, 1B ih 2k By i &) B f5 81 5 $ 8

kE[0,n—1], 13 Q=[k]P WL,

ECDLP 84 Bt A -

* Pohlig-Hellman J# i { & n MBKEEF MAKRERENR 0U);

» BSGS Jrik .o o] 5 2% i 5575 () B 4% 9 28 (rn /2) 17

* Pollard Fik . HWEEERE N (xn/2)*;

o 34T Pollard Kk i r KIFATAL SN B HWELERERE R (an/2)" /r;

o MOV-J5 & - 4088 47 5 86 18 ih 28 S R A7 U T a9 i 2R ¢ ECDLP B3] Fo 8/ 5 81 64 5 okt
Bl BB R

s FEMAEBIECRB I MREME S EF,)=p £ A8k (2Rt
WEBENL,

* GHS- Wk #HIH Weil TREERACKRD T UCHO A 800 ond™ 5 E 16 B ih 2 35 o S =) 841,
ECDLP 4k Ay 8 48 B ith 28 25 800 %= 881, 10K % 5 = H it i 1 (] ity 25 386 T80 A7 76 T2 45 W4k
HHERENE.

X — A 1 £ 0 B RBOR Bl BB, E 6 SRR 1k R 4R MO B A BE L AR AT B W AR ORI

V05 e BE 0 — R0l O v 5 TR e e R e ol 2R % 9 TR B [, £ AE IR Y B A SR AR
it E k.
PR £, RN S (0 55 32 Ry ik 0k 6 S B0 T S o S 1 U £ L

Ad? REWMEMEBEOEH
A4.21 H MOV &4

A.Menezes, T.Okamoto,S.Vanstone ,G.Frey #il H.Riick #294b T ¥ A BR R F, | 6% 186 [ il 28 oy
O B R 29460 F s (B>1) E SO S B, X AST0E ik BATEE B Be/had 259 H i, K 2 808
B iy 28 AT X R BL . BT MOV Boali S PRt 08 — 2% 6 Bl i 2k A 55 32 b 94k sk deali . 280 F, LY
A B ity 8 0 S 06 L 4 MOV Bk =44 .

fERUEHT MOV Bai 28 #F 2001 N £ — 4~ MOV 38, EEEFR KR F» EOBEBIREEEDY
SRECF b A 50 il 28 g o 2 m] BRI AR ) — D IE BB B, X F ¢>2" tdrdfE, B3k B=27. %#
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BZ=27 BRI T XF AF 4 A7 5 10 13 oh 2R A e B
TREEHTRIEMRRMERESEESHEN MOV il k.
MA MOV B B, E¥H¥ q AEM-nln BEEF ) )WERF . HPE(FOEF, FrBE L],
W35 F, EAE n By i 5 0056 8 gh 28 5% 4T MOV Hois &4k, WIS i “ IE 507 75 I <4587,
a) ®e=1;
b) Xt i MW 18 B #iT.
1) ®it=(+g)modn;
2) Fe=1,0%H“GHR"IFEE R
c) WH“IEE”.

A422 NRRHEREENG

WEF)RHELEERF, FROBEML,FH2EF,)=p  MHEMEME E(CFORRHME.
N.Smart.T.Satoh #l K. Araki i W] a] £ 2 00 X6 ] P 3R 4 5 26 th e 0 g s . 05 o 2R oo o R 1
HEEWF)Zp WEMFFHREBBMEARZREMREE. F, b o4k 2 5o B h 2 6 500 2 3t
MR R,

TR T R UE G B il 2R R 5 S ORI R il £ ek R A

WACF, FRWEL EF,),.Br N=#%E(F,).

Hith 3 E(F )RS5 N M S0 250, W b 3 B IE 507 75 0% B ER .

a) #H N=p, M HR"; FNH L EHR”.

A4.23 Hib&E#

2 % Pohlig-Hellman J7 M1 Pollard ik B S MM n MR~ P RS RO TS B4
GHS KMt Fo- P m RIiZEEE £ 8.

A5 WHEmME ESMNES

AS5.1 B

X FHBIM LR E(F) LOEEETFTES P=(z,,y,), EABB LA 2 — 2Rz, €F, LR
Bz, Ay G 1 R — AN LA 1R M R RO S PR R R

A52 F, IHE®MESNERSRESRS &

BP=(z,,yp ) RENEF, FHBAMKE: y' =2"taz+b L4350 Ny, G H—
AHFF W Pl = MHSE v, #oR.

Mz My E y, M HENT:

a) HHHILEe=(z,"taz,+b)modp;

b) H3 emodp BFHHB(EW B.LO, L& R FAEEF R, MR

) FHRAMBAHMEFET yr ,WE y,=p:FME y.=p—8.

A53 F-tHWEMESMERSBESRA*

BP=(rpoyp )RS Fom LOBBMBE .y + 2y =2 +az’+b LW, % 2, =0,
4 yp b 0;# zp 0, M4 yp HWITE yp » . WA N— 1 HEE.

Moz, Myp K&y, OH®EWTF
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a) FHzp=0,My,=b"""(yp b Fo hBIEHH);
b) # z,.70,MiT.
D #HFePiHREBCE =z, tatbx,™";
2) FE—TEITE 2,818 2" +z=p(Z W B.1.6) , M th R“BALAAE”, WHH;
3D Az OERE TR
4) FHyeFz ME z==z+1,3rh 1 BFLAAIT;
H¥ yp=xp 0z,
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Bt ® B
(BEHEM T
o}k WE

B.l HFREMEER

B.1l.l FREVHIEMIEN

Ba BIEBYM.g REF, FRTR EEGER RN ¢ 002 B, il i LT8R o — ik o ik
CIVEZE§ ELEFE - $7
WMA:ESEa,RF, . Btk g.
Widi.ge.
a) ® e=amod(g—1),# e=0,M4H 1;
b) e —HBEREe=ce, e, BB e, B 1;
c) ®Wx=g;
d) XFi Mr—1 FE3 0 $h47.
1 B x=z%
2) He=1MEz=g"x;
e) Hiizx,
HoAto b3 ¥ 3 2 W, Brickell et 21,1993 . Knuth 1981,

B.1.2 HFREGMNEER

Bg REF, EMETTR MFETE g " REB g+ c=1 RUMBATE c. MFe=g** HHR
HAE R RE L, BB H o RER .o RWE 1<g<q— 1 8N g " RBH ,1<c<
g—1,H g * c=1(modg),

WABF, FhMERTEg.

@K g,

a) HWe=g" (&1 B.1.1);

by fiic.

FARHBE T ERT EABILE#ENE, 21 Knuth 1981,

B.1.3 Lucas fF 5| i 4 i

SXMY BRIETHEH.X MY 6 Lucas JFEF U, V. E LI .

Us=0,U,=1,%k=28U,=X U, _,—Y U, _;;

Vo=2,Vi=X, Y4 k=28 ,V,=X «V, , =YV, _,.

ik HAGE TS R (BN UL F0 Ve, KRB A, T M A ST 8L AT A 80U R U, modp 1
Vimodp,

WA AEM . BREX AY, EBE L,

i .U,modp Ml V.modp .

a) W A=X'—A4Y;

b) Btk @ HBRRREE=k b, kiko  HPIREEN E,H 1

29



GB/T 32918.1—2016

c) BU=1,V=X;
d) Xfi MAr—1TFEH 0T

D FW,V)=U -+ V)modp,((VE+A « U*)/2)modp);

2) Fhe=1,NEWUV)=(X -U+V)/2)modp,((X « V+A « U)/2)modp);
e) WHURMV,

B.1.4 R|EBELHRMNKRE

Wy BRHEEY .0 BME 0<g<p MEH.c WEIR(modp) BEH y.0<y<p,H y'=
g(modp),
Hg=0,MBAH—-TEHE, B y=0;% g70, M g £ 0 A 2 M FEHB(modp) 3 y BHAF—
AR W 5 — A REE p—y.
FHRAOFETURE ¢ BEAFEFT B (modp) . FHH IR H P T
WA FHERp BH g, 0<g<p.
Sl A g R R — A modp , NI AAEAET TR
Bk 1.8 p=3(modd) , BPFFAE IEREH u (ETF p=4u 13,
a) W y=g*" 'modp(ZRK B.1.1);
b) HH z2=9° modp;
o) #Fz=g, %L y; & W AT TR,
Wik 2. % p=5(mod8) , BN FE IE B u . fETR p=8u+5,
a) HH z=g""" modp(£W B.1.1);
b) # z=1(modp),iF¥ y=g" " modp . %l y 21T,
¢) #FHz=—1(modp), ¥ y=(2g + (4g)*Imodp .8l v . L I-F ¥,
d) W AEEFHIRY.
Bk 3.8 p=1(mod8) , EffFAE IE BB w . (7T p=8u+1,
a) ®Y=g;
b) A BEHLE X, 0<X<p;
¢) % Lucas FFFTE(Z W B.1.3) .U=U,,. ,modp,V=V,,. modp;
d)  #F V*=4Y(modp), M y=(V/2)modp , ¥ Ik ;
e) # Umodp#1 H Umodp#p— 1, M “RAFFEF IR, &L
D EREED,

B.1.5 i & 8 F0 3 38 R 8

Wa fEFom PHTTE o MR Tr(a)=a+a’+eo” ++a’"",
Fom A7 — K0 MR 0, — 0 EMERE 1. SR IEmT.
# Fon TR0 E FIEA B FR
#a=(aoa) " *am-1) M Trla) =a;Pa P Papm-1.
# For P EH AR
a) ® T=a;
b) i A 18 m—1hi7:
1) T=T!'%a;
) Wi Tra)=T.
Fom BRAB o FHER et +a* -+ .
# Fom WL E ) 200 30 BE 3R, W2 38 w] 5 ok F i 6 J7 25 H 5
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a) W T=aqa;

by i M1Bm—1)/2 #hi7.
1) T=T%
2) T=T*4a;

c) Wik T,

B.1.6 F FZRABHIRMR

BRARF-PIHE MIB 2 t2z=pHEFm LH 22T (OB . B FBAF O R 2 I ®, &
B=0,Mf#E 0 M 1;¥ 70,z RTBEMMR N z+1 HLEH B,
B2 B M FE 1 B B T B GE Rz AR A B — AR
WA Fom BRFERHIGEN—412, IR ITTE 70,
Wil EAFAER NS T 2 22 =8 FNE LR,
Bk EMEER
a) B(Bofi a1 i B HIFIR;
b) ¥ =z,=0;
c) Af: 18 m—1 s,
D z,==z,,Df:;
d) B=z=(ziz,201);
e) HH r=z"+tz;
D #Fy=g Mt =; ®W LR,
Wk 2. 0 2T (m RFBOER
a) W z=pM¥E (SN B.1.5);
b)) HHE r=z"+=z;
c) Fy=p i z; FUEH LR,
HE3MMIEER
a) EFEcCFom G oo+ =1,
b) B z=0,w=p;
) Xfd M1 F m—1 T
1) z=z'tw®+r;
2) w=w'tp;
&) #F w0, MR &L
e) %=z,

B.1.7 BYHEENNMMARE

BEp B—TEB R g BE 1<g<p.gmodp BB BIER/PIERE L TS g'= 1(modp). UL
THREMIL gmodp MIBTEA R L,
WA EWp BERp— 1 WIEREM L B g R 1<g<p.
Bl 45 & & gmodp BB, W H OB IEST, & W& 0 CBHRT.
a) Wk MEHT;
b) # g'modp7 1, W “GHR", &0k
c) Xk MEgE—-TERTL N
D # g* modp =1, W “FiR”, 2 k5
d) $ih“IE#”.
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B.1.8 EEEMHMNITHE

Wp REW BH g MR 1<g<p. FPEMNFKHE gmodp BB LR E R & p B/ HR.
WA KR MR 1<g<p M¥E¥g.

i th : gmodp MY &,

a) ®b=g.;j=1;

b) b=(g = b)modp,j=;+1;

o) #Fb6>1,MEEFIHE b);

d filik=;.

B.1.9 HRMMMILEHEMBEMAHEE

Wy REMHT %Bp— 1, FEAFEIRI F, PN T 8T, WK RE p
AR

WA KBy MEERp—1HMBHT.

With:-Hp MEAT MR .

a) BitLEREH g.1<g<p;

b) 3 gmodp BIET E(E R B.1.8);

) A T ARk, MR FEILIE a);

d) i u=g" " modp.

B.1.10 #WEERMEALN

u J&—A~ K I 8 8, T i 69 BE 5 3 (Miller-Rabin KO $ 8 « R EYF RS
WA — T KT A— T KOEBRT.
iR RO HC AR
a) o AT w, i u—1=2" - w;
b) Xfj; M 1E T s
1) HEM[2,u—1] kR EHILE a;
2) ®Bbhb=a"modu;
3) Foe=1H u—1.5%FLE6),;
1) i M1 P v—1 $hiT!
- b=5" modu;
- b=u—1, %P EE6);
——F =1, AL
TF—4i;
5 AT IR
6) F—"17;
o) Ml EEEEH".
HRLE LA e O SRRSO REEE W« BB RAT 2T, X
FE T sE U AW T, iR 35 n) L ZBE .,

B.11T GEELEMSES R

- MBI Lo AVIERE A B ERNFRAML Lo WER 2 K L GHW . SiE—4
IERH r e AFERANRE v =r MFERE M w=h - v, BB A R L0, WK « B E
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8. TEHANEEHE o SIERIERE.

ﬁ)\ﬂ:ﬁﬁ U s L o T 7 i
S AT v RAERIE B h Ao, 05 R E .
a) ®Wov=u,h=1;
b) Xf LM 2B 1, 047

D FHIRAE WEDLE 3,

2) ML B v BRI AT

— @ v=v/l Mh=h+1;
U7 MR R I

3 F—41;
© FHouREMEZRE MG A Mo HE L,
d) WHRERECIER".

B2 HARELMHEmA

B.2.1 EBXAER

HLOF0M g(O#0 REMAES F PB4 S0, M — 4276 R B th 40 F, b 09 0 S0
BEH—2MA ) ERRNER (O g(), BURJOBN FOR g(OMBAAET. BN

ged(f(e)yg (o)), Tl A3 CBKJL B A ) s A 2 0 i kA B T,
WA AR F, F, FEAEBEIRE £ ()#40.g () #0,
Wi d @) =ged(f(2),g()),
a) Ba)=f).b(t)=g);
b) 24 b(e)7#0 B, FEF AT
1) # c(t)=a(tImodb(t);
2) ®alt)=b(1);
3 BWe)=cl(r);
) Walka(W)MHMEARIHEH e 'ale),

B22 F, EARWHEEAE F.- PIRA KR

BAWREF, Eom WARTAZT, W £ Fom i m ARERER . FHLLF 0955 04 2

HR .
WA Fo bom WAR XL f(2) 38 Fom .
Wik f O Fom i —1 8,
a) BegW=f0);
b) 4 deg(g)>1 i}, FEFH 7.
1) BHLEF u € Fpm ;
2) ®c)=ut;
3 MHiM1B m—1 i
—c()=C(c(¢)* +tut)modg (1) ;
4) WA =ged(c(e),g(t));
5) FHhWRNE,KF deg(g)=deg(h),MEF LT 1);
6) # 2deg(h)>deg(g) ,M# g () =g ()/h(); BFN . B g)=h(2);
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c)

il gCo),

F: PRENAZEREIE Fom Pilter.

B.2.3 EmM%E#H
SEH Fom WA RTE Fo P43 (TR IE M A B, B, , F i 69 5135 T AE 2L B, 7 B, 2 (] 47

.

a)

b)
c)

34

4 f() B oS 20, B

1) #FHBEEUHAKE & F(ORF. kA4 &EmML;

2) EBEI]MEBMEEME, & Ff(O=t"+"""+-+1t+1;
3) FBEMNEBMEEME. & f(O= D) ¢,

I jsm
m—j < mtj

Hrba,b - HEERN: a= Su,2' b= Zw, 2, W a<b FmMFHHM  BH u.<w:;
4) F B REEE T=3 e AL, W .
—®p=T m+1;
—— W p M T MER w(Z0 B.1.9);
——XF & 1B m $1AT

n=iﬁmfjﬁyﬁ¢fwﬁﬁ$m;

R E TR

g0 = T[ =) [ETR g0 BRI B

———Hi i f(e)=g(t)mad 2,
¥ e M LHEBHRA RS g (OMNE T RERF -8, b TEHE-TREBIBEEL,
XRERE TR RES R PO RELBDT 1/2,
Wy EHXT BM f(OMRG i B.2.2 by ki 5D .
4T RINFRERE.
Yoo Yo = Youm—l

1t Y Vi
r=3°" 0.

Ym0 Fmra 77 Feelm—
Hrb#yum y. 5 LINF -
1) # B, RZWE, WHXT B4
1=(ro0Y01""" Yo.m—1) s
Y=aY 1 m1)s
Y= (Fr0¥21"" Y2.m—1) s

Y =10 m 10 Y m—tm—1) s
Gl f AW e Ll y 18855 7., ,)
2) FBEMAWNIEMECER T=D, MAHIT B 47 .
Y= (YooYou " Yo.m—1)s
Y=o Yim)s
Y =(Y0¥20 " Y2.m—1) >
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T?-_j =(Yom-10Tm 10" Ym—t.m=1) o
G AR y BFFBBES ., )
d) H—PILEHXTF B BEIRIE BB fu-) M EMIMF BB ER K-
(aoar**am—1) = (Bofi =" fu-1)T;
#H—NICEAMI T B WER R (aoarant) . M EHNF B.BER K
(Bofi***Bm—1) = (aoa; " amy )T,
Heh PEOR DAY 2 58,
=T‘g':
BEBREF: METAL HREHAN S+ +H1,B R Fos M RMMEMAE, MBEIXL F(O=0"+1' +
e+ 1, fOHMF B —4 8% y=(01100), 1
y=1(01100),
Y =(11010),
¥ =(00011),
y'=(00101),

y'*=(10001),

011 00 1 1110

11010 01101
HiT=<0 0 0 1 1,07'=<1 1 1 0 1k,

001 0 1 1 1011

1 00 0 1 11111

FAMMTF B #R N A=(11001), 0 1 HIZF B, A £ . (00011)=(11001)T;
#H AT B A ERNA= (101100, 0] A HIXF B AR £ (110000 = (1011007,

B2.4 F, FEMAFTHHEMNER

W () F, BRI, ) H T @38 0T LUAT Zoh i i F (o) AT 24,
WA F, FRETHA f(2),
frth AT () HE Fo AW 24, NS IE B0 & 00,48 th B iR,
a) W d=deg(f(z));
by ® ulz)=z;
o) XtiM1B|d/2 ] #AT:
1) ®ulzx)=ulz)' modf(x);
2) W e(x)=gedlulz)+x,f(x));
3) #FH g (@) F1, WS8R Ik
d) HHIE#R".

B3 WEMSEHE

B.3.1 WEmMLEMAITR

MF AR LA BB R, B R R - E e M. AT R ik SEA
WA Satoh Wk, KT iH 50 B fh 28 Br 69 1L M5 iR 2 W Lehmann et al. 1994 . Miiller 1995, Satoh
2000 ,Satoh 2002, Satoh et al.2003,Schoof 1985 Hil School 1995,

B32 HWEMKEIMHIR
£ A7 RS 1 160 o £ ) P 0 060 9B T AT RO R o R AT N E RS T
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B.3.2.1 F, FH#E s

WA KM p . F, L —FWEEMEE HE¥a. b,

Wiith:E L—1THEXFiEsi.

a) TRHUBHVLEE . 0<zx<p;

b) W e=(zx'+taz+b)modp;

o FHa=0, W (x,0H&L;

d) 3R amodp M FHR(EW B.1.4);

e) HEWOMEHE“AFEATHFR”,NEEHEa);
AL, | DB HERER v,.0<y<p,H y"=a(modp);

D iz,

B.3.2.2 F,- Fa#5E gk

ﬁ/’\:i#-ﬁ Fz"' |F2"Lwﬁﬁﬁﬁ E ﬂgﬁﬂib-
il E E— ARSI

a) £ Fo- WEBBHHLITE =5

by # =0, 0,6 )L IL;

¢) Ha=ztax’t+b;

d) # =0, WH i (z,00 & 1k

e) B A=z "a;

D Rz, {8 2 +=z=8(&W B.1.6);

g) HEWODMEHETHE”,NEF LR ) ; /W, E8| DR z;
h) B y=z-z;

D Hi(z,y),
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M ® C
(FEREHR)
B & = 8

C1 —MER
e RUBH S BT AT (L L 16 dEdI e, o sh o B 4, 45 1 M4 .
C2 F, F#Emhs

WML By =2 +az+b

1 F,-192 fhe

¥ p:BDB6F4FE 3E8BIDIE 0DABCOD4 6F4C318C EFE4AFE3 B6B8551F

A a :BBSESESF BC115E13 9FE6A814 FE48AAA6 FOADATAA 5DF91985

F ¥ b.1854BEBD C31B21B7 AEFC80AB 0ECDI0DS5 B1B3308E 6DBF11C]

Hii G=(x,v),BriEH n.

45 x:4AD5F704 8DE709AD 51236DE6 SE4AD4B48 2C836DC6 E4106640

445 y:02BB3A02Z DIAAADAC AEZ24817A 4CA3A1B0 14B52704 32DB27D2

Brn. BDB6F4FE 3E8BIDSE 0DABCOD4 0FC96219 SDFAETEF 56564677

I 2. F,-256 £

K% p:8542D69E 4C044F18 E8B92435 BF6FF7DE 45728391 5C45517D 722EDBSB 08F1DFC3
M a.787968B4 FA32C3FD 2417842E 73BBFEFF 2F3C848B 6831D7E0 EC65228B 3937E498
% b:63E4C6D3 B23B0CS84 9CF84241 484BFE48 F61D59A5 B16BAOSE 6E12DIDA 27C5249A
B G=(z,y), XBricH n.

#4%5 z:421DEBD6 1B62EAB6 746434 EB C3CC315E 32220B3B ADDS0BDC 4CAESC14 7FEDD43D
A 85 ¥:0680512B CBB42C07 D47349D2 153B70C4 ESD7FDFC BFA36EA1 A85841B9 E46E09A2
Bt n: 8542D69E 4C044F18 E8B92435 BF6FF7DD 29772063 0485628D 5AE74EE7 C32E79B7

C.3 Fo~ L &k

PR B E vyt zy=2"+az’+b

At 3, F--193 28

HEBEREFRL ' + 2% +1

#F®a:0

#® b.00 2FE22037 B624DBEB CAC618E1 3FD998B1 A18E1EED D05C46FB

i G=(z,y), BTN n.

45 x .00 D78DATES 5C936440 71BC1C21 2CF994E4 D21293AA DE060AB4

A ¥ v:00 615BIESS A31B7B2F DDEEECB7 6B5D8755 86293725 FSD2ZFCoC

Bt n: 80000000 00000000 00000000 43E9885C 46BF45D8 CSEBF3Al

Tl 4. F - -257 il 28

HEAEREMA 2™+ 27+

FMa:0

# M b.00 ET8BCDOS 746C2023 78ATE72B 12BCE00Z 66B9627E CBOB5A25 367TAD1AD 4CC6242B
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BEG=(x,y) A n,

M 47 x .00 CDBICATF 1E6B0441 F658343F 4B10297C 0EFIB649 1082400A 62E7AT48 5735FADD
H 47 y:01 3DE7T4DAS 5951CAD7 6DC89220 DSF7777A 611B1C38 BAE260B1 75951DC8 060C2B3E
§r n. 7FFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF BC972CF7 E6B6F900 945B3C6A 0CF6161D
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M = D
(B FHEM RO
HERKATESEMNUHMNER BRI

D.1 HE RS ES MM BB E R

D.1.1

AR

F, FE#SEAESMARBENER

WA REAME p.

L)
a)
b)

c)

d)
e)
D
g)
h)

AR 2.

i HEF# SEED R F,th & a,b.

EEESERKET AN 192 B ¥4 SEED;

l'i'ﬁ HzHZEB(SEED)y;T'E Hz(hrssthzsq-""hu)i
255

# R= D> h.2%;

¥ r=Rmodp;

Eﬁﬁﬁ Fp*mﬁga ﬂ]bl{if * szﬂs(mOdP)i

#F4a* +276 Ymodp =0, M5 a) ;

Frk#FmM F, LSRN E: v =2 tar+b;

ﬁll:H(SEED 2 I-b)n

WA KB MHEL p.
Wil b5 SEED B F, iy cEa,b,

a)
b)

c)

d)
e)
9]
g)
h)
i)

TEEFKEE AN 192 M HL$E$ SEED;

‘H‘ﬁ H=H,; (SEED) -jFTrE H=C(hyss 1hasy s shs)s
235

®R= Zh..z",

ir=R.modp;

Ho=r;

BF,hixEa EBEM;

#i(4a* +276" ymodp =0, M $ 3 5E a) ;

Freefe F, FEIBMBME N E.y' =2 +ax+b;

i (SEED ,a.b).

D.1.2  Fo~ L#HE £k 77 2 S 8 a9 U B b & B

GB/T 32918.1—2016

WA HAHR g=2",Fr A EHX f(2)=z"+ farz™ '+t foz? + frz+ fo (Hirp
fiEFE 1-!.;011!'"1'”1_1)9
itk h45 5 SEED R Fo- v E a.b,

a)
b)
c)
d)

fEEEHED 192 HFKH IS SEED;
ﬁ.g: H=H155 (SEED)!#M Hz(h2§5 1’1254, '“"rhg);

Fi=2256,% h, =1, 8RR HH=(h, shpu_2s=sho) b 5 HH SR Fo P TE;

Ho=0,MEALE a);
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e) Hla hFarthefEEicE;
) FikEE Fo FEOBRMENE.y' +2y=2"taz’+b;
g) ﬁl‘[‘l(SEED |ﬂ-sb)¢

D.2 HEMKEARSHEMNEIE

D.2.1 F, tHEMRKEHAESHMNEIE

R

S HLFEH SEED R F," P a b,

it WA SRR,

a) ﬁ_ﬁ H’:HEhE(SEEDJfﬁ:iE H‘_(hzsivhﬁli"'!hn)i

b) Esz Z::h.zE;

¢) ' r'=R' modp;

O # ' b =a’ (modp) I A" s BRI H“ HAL.
A2

A H4FH SEED X F,"heycE b,

it WASEHEOHC T,

a) _Hﬁ: HF;HESG(SEED)sﬁiE Hrz(flzssnllzuf'";hu)i

255

b) ®R'= Zh;z‘;

¢) ' =R'modp;

d)  #r'=b, A TR,

D.2.2 F.- LB £ 75 2 5 MY 3 iE

A HHFH SEED B Fom hTTE b,

Wi ERASECRABC R KR .

a) it H'=H,; (SEED), 312 H' = (hass shose = 1ho) s

b) #i=256,%h, =1, BB HH =(hprhnz,=ho),b'H5 HH' R0 For PR TE;
©  # b =b, WA W

B ARMRP BN Ha ORWH Y 256 LAFNEBIMN L,
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