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[l

AbpifE EFESH IETF L M TEAFN TAE4DREFC 5652 SCPFHE .

AbRERGE TH TR T O EEAT R, EXFRTEAME., EihkRFEaHE
o — A EHAEHE AT LU EAE 5 — - B 5 B2 N REE . — Jy a] RUXE RURT B e oo a3 i AT 0T 8
H o EARAVHT IRk s 2 ] B R N A AR I LR O A g 5 4 (R A5 ORI
fE—i,

A b o 8 R A R T SR N % S 2 TR R R R T B S P AR, Ol g
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BFEREEWEAK
BRFXENESEZHRIEE

1 EH

APRHERLE T FCRIinE S8 A NEER EETHTHEESHEAFHTEFERS HE,
% B .
AP S Tl R 5 A el s ool T OCR In R 5 A T B A e B R B E .

2 MIHSIAXH

T H SO A SR R AT A LR H A 5] S PE L AUTE B Y R & B AR S
. R E B 09 5] S0k R RS o 45 BT A 09 f ol 800 38 A S0

GB/T 16262.1—2006 fFRHEAR MKHEICHE —(ASN.D 5 185 HAL kMG

GB/T 16263.1—2006 fif B4 AR ASN.T SdBa0] 55 1 %043 . B4 4 &% B0 ( BER) | 1E 0] 4 %
ML CCERD i1z 780 45 15 80 00 (DER) ML

GB/T 16264.2—2008 {5 B4HA HWFRLETE Hx 5280 5

GB/T 16264.8 2005 {5 B#AR HEFRLETE Hx F8 W0 AHAEEEHHESR

GB/T 19714—2005 {gEHA ZEEAR OHEREE §iFE 5 i

GB/T 20518—2006 fRE LA A#HREMEE BFAIEEHR

RFC 3281  HI T ERAY F 45 M TE I B AHE 2 CAn Internet Attribute Certificate Profile for Au-
thorization)

REC 5280 45 X509 28 5L ab i G ik 45 ok B 468 9 2 %8 58 (Internet X,509 Public Key In

frastructure Certificate and Certificate Revocation List (CRL) Profile)
3 RiBFMEX

GB/T 197142005 .GB/T 20518 2006 Y58 (% LA B F %1 A 65 f0 g Sk A 30
3.1

FEFRIRF  algorithm identifier

PR OE ST IEE T TSN R IR SRV
3.2

B attribute

5 4 S0 DA B — 1~ 2 T . T 2 A ol R b R R

4 H@ERIE
AR S R AR SO

ASN, 1 4l &il 07— (Abstract Syntax Notation one)
BER : B A 1S (Basic Encoding Rules)
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CRL . UEH 4 9 2 (Certificate Revocation List)

DER . n] 3 %l 4 i3 #00) ( Distinguished Encoding Rules)

ESMS; 7 i 5% 74 &1 i% (Encryption and Signature Message Syntax for Electronic
Document}

MAC: i B4 5179 (Message Authentication Code)

PRNG . thEfHLE AL 8% (Pseudo-random Number Generator)

UKM: P& 80 4 i 4 8 (User Keying Material)

5 BEAIEZE

T H AF S AR IR FF Cobject identifier) b5 T N 72 {5 B 28 H
id-ct-contentInfo OBJECT IDENTIFIER = { iso(1) member-body(2)
us{840) rsadsi(113549) pkes(1) pkes9(9) smime(16) ct(1) 6 }
ESMS B N 282 bR AT 5 9 B SRIGE R . AP A ASNLICI GB/T 16262.1—2006) Con-
tentInfo 211,

ContentInfo = SEQUENCE |

content Type  ContentType,

content [0] EXPLICIT ANY DEFINED BY contentType OPTIONAL }

ContentType ::= OBJECT IDENTIFIER

ContentInfo J 4% 1-8 04 & SR,

a)  content Type: /8 JCHE N FEAY 20 LS — 0 b 25 . Pl B AL 43 B FH a2 S0 758 25
) M — B ECR

b)  content: AR ICHENE . MAEMNIEM N content Type ME—f5E . Ad5RifEE L T 6 Fiiy AR,
WOl % 2 B0 B B A A L A L R e B . e A SR b ST A
AT SE LA ASNL B RIAR R CHOICE 2657,

6 HIEBNEFER

T AT SRR AR R T B N A,
id-data OBJECT IDENTIFIER = { is0(1) member-body(2)
us(840) rsadsit113549) pkes(1) pkes7(7) 1}
HOAG ) 22 2 F R AR BT R B ASCIT SCAR S0P 5 B 7 I HL AR B8 . X AN AT
IR AR LS CE TR BEA A C 1Y ASNLL E S HAb S5
O P A S R — e 1 5 4 A B Bl A L B el I BEE R  EE ,

7 ERHMBEATED

7.1 #Rik

T A BN E R NS R RN A AR R BTSSR RS2 E T
T ERERB N FRTES .

@



GB/T 31503—2015

A RAE N AR R B BT ER N F RN IR TR R AL A IR H
257 A 45 Ml CRL.
49 15 4% 24 B A B BRI .
a) X TEHMEAE MAMNEAERENHAMERN LT NAENHEMEN. NREL2EE
W R PN 2 22 S0 ARG B R T IR A B 4 4 Y T B A O P A
JE S AN R L TR T R S
by M TEAEA A RS AR SR ER TR T EAS.
¢) R TEAESR VSR R HA S A B E A E B Sienerlnfo (Hd W 7.4, BHAES
F B R (0 AE A5 A CRL . LA R HE Al A 6 1 A o] 25 42 3 i 4 8L BB FE i — A i
d)y  BF AR % 2 A 00T B R M SignerInfo {8 WM #E R A SignedData i, W, 7.2,
EcE M PR BN E A AR E L RS SN A ARIEE A S A, BREM L AL
A o P A A ) S Y e 2 B A R A e A B T S R B o — bR T — e e i h
AL A B T R b VR D AR G AR A R R S A E (AL B E BT T
SignedData 59 45 358 b, {8 20200 045
BREZITEAN RIDEIER MV ESR A MRS GAF U N ZEREEART . B BhK
D FFR B oty B HA A KON, o BE 1 TR 1 B4 4 O I — A s B A i SR T T ] A RO ] i
W B o S RO, b &b L HLDC AR 2 AR LT OF A 2 LA RE X S 4 R A R i 8 L . AE 1 i B o
Jf 485 34 An Ao i 2 R SR R R BB E RN, ERRREATEN RN EREREANT L2
A [ fé iz e BE A
TSR 6 A — A R T T E 2E W SignedDatas 58 Z#F 54 4 T EncapsulatedCon
tentInfo; 8% =48 7805 2 F 106 B0 2E R SignerInfo; 55 P 55 A0S 7580 4045 D0 d0 3R 7 H BT
B THET A A 00 B L RS Y BRI i

7.2 SignedData &

T IR AR LA (object identifien) BRI T2 A BUR N E R .
id-signedData OBJECT IDENTIFIER i= { iso(1) member-body(2)
us{840) rsadsi(113549) pkes(1) pkes7(7) 2 }

B B R AR A ASNL SignedData #2#1
SignedData 1= SEQUENCE |
version ESMSVersion,
digestAlgorithms DigestAlgorithmlIdentifiers,
encapContentInfo EncapsulatedContentInfo.
certificates [ 0] IMPLICIT CertificateSet OPTIONAL.,
crls [17] IMPLICIT RevocationInfoChoices OPTIONAL.

signerInfos SignerInfos |

DigestAlgorithmldentifiers 11 = SET OF DigestAlgorithmldentifier

Signerlnfos 11 = SET OF Signerlnfo
SignedData 2585 HEE L AN = 1 AP .
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554 B
SignedData
1
I I | I [ I
[ S5 T A FEAPNE UE A3y MR A B ALY WA E B
version digestAlgorithms encapContentInfo certificates crls signerinfos

B 1 SignedData B IEE

SignedData 28 B 2~ B 2 SLNF .
a)  version: J£ 18 HE A ML A 5. version {HHL ¥ T certificates, eContentType Hl Signerlnfo.
version i {1 F 43 FL .
IF ((certificates is present) AND
(any certificates with a type of other are present) ) OR
(Cerls is present) AND
(any crls with a type of other are present))
THEN version MUST be 5
ELSE
IF (certificates is present) AND
(any version 2 attribute certificates are present)
THEN version MUST be 4
ELSE
1F ((certificates is present) AND
(any version 1 attribute certificates are present)) OR
(any SignerInfo structures are version 3) OR
(encapContentInfo eContent Type is other than id—daia)
THEN version MUST be 3
ELSE version MUST be 1
by digestAlgorithms 2 S E TR BRI ES He P afEEreE ailm%E4. 59
RWRT PRI EAEEHANEWERLEREHXSH, ZEGEEIN UG %
AR RO B ERL . RS R LTR, DE R B A e, R b ER AR T A
TRIZEE & M A6 B8R N A ek nl fE 2R N, TR E MR k. W 7.5,
¢} encapContentInfo: TFE AN E  OIGAFE RN M EHEA 5. EncapsulatedCon
tentInfo 22 A B4R AE LW 7.3
d)  certificates; I IR G FUHIE R G A8 MS AT B 0l 16 26 iF 45 HLAH 2 signerInfos 3 il
AEAHFIEBERE. ZESQF VIR vl 2 3 1 88 00 B3k 5 0 n] 4145 MR~ 2l 2 4~ 3l o
B TEU R UE A5 HILAS 2 Al B L SR S T e At i A R I A UE A ) A L
iDRTIES 3 e s n B 9 O I T I N o SV e e e T I ol | o 2 e S e R T
e) orls; BRBEPREMEBES . BHNZESQ T WG B HE certificates B i 3E 45 & 4 47
B AR AR 200 I SR . CRLOEHHIRER B FERE, 5P &8 CRL Al ZF
W E M) CRL, ] 2 F b A CRL.
D signerlnfos: BEEIEAFFELNES TOUSEEITE QFEEFT. H2EG 50 240IE
il TR SRS E B R AR R R NN ZER EE AN, (B, — S A
FREE AL rTRE T A A MW . Signerlnfo 288 HARH L W 7.4, TR 24 8 vl R A R
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S/ e N Ol 10 T = T O 1l Y W e e/ W T A T ot (W g
Signerlnfo WA= . #F— B UL, T IrAG SC B0 £ 8 A T 8- el BB A0 2 2 F0k, Br L, Bir 45 58
PULAE 3 B A S B Y 2 4 B B A AR A Y

7.3  EncapsulatedContentInfo 33

EncapsulatedContentInfo 288 19 (N 2200 #aw .
EncapsulatedContentInfo 1= SEQUENCE |{

eContentType Content Type,

cContent [0] EXPLICIT OCTET STRING OPTIONAL }

ContentType 1= OBJECT IDENTIFIER

EncapsulatedContentInfo 25 B2~ 19 & LT .
a) eContentType 2R QFRINAT ., %0 QbR fFE —f5E TN,
by  eContent: EWNFA LG T HER, eContent AT E DER 4ihi,

A JE#R4 B EncapsulatedContentInfo B i Y eContent, Wi GE S F4 & “ Sh A2 44 7 . fE A S AR 7
BT S 1% A BRI N H 2R BDP AT EncapsulatedContentInfo {E#F 622 2 W% . W2 Encap
sulatedContentInfo ¥ 45 eContent {H . % 115 signatureValue 343 A2 eContent Type, [A] eContent
HFFTE—FE.

ERAER NN T FF 24" EncapsulatedContentInfo (2T XEEMN . XFIFL T . En-
capsulatedContentInfo {8 7 A4 N & 22 8 R id-data, WES 6 £, 1 H EncapsulatedContentInfo {8 H fY
VA 7 T W

7.4 SignerInfo 8

B A A NS B E 1 SignerInfo 268,
SignerInfo {1 = SEQUENCE |
version ESMSVersion.
sid Signerldentifier.
digestAlgorithm DigestAlgorithmIdentifier.
signedAttrs (0] IMPLICIT SignedAttributes OPTIONAL.,
signatureAlgorithm SignatureAlgorithmIdentifier.

signature SignatureValue.

unsignedAttrs [ 1] IMPLICIT UnsignedAttributes OPTIONAL |
Signerldentifier 11 = CHOICE |

issuerAndSerialNumber Issuer AndSerialNumber,

subjectKeyldentifier [ 0] SubjectKeyldentifier }

SignedAttributes 1= SET SIZE (1..MAX) OF Attribute

UnsignedAttributes 0= SET SIZE (1..MAX) OF Attribute
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Attribute 1i = SEQUENCE {
attr Type OBJECT IDENTIFIER.
attrValues SET OF AttributeValue |

AttributeValue 17 = ANY

SignatureValue (1= OCTET STRING
SignerInfo ZERYATEEFHE QN1 2 B .

FaHRAEE
Signerinfo
I
I | [ | [ |
fiA S FHAD LB WM Bk EhER FFEAMEIENRS
version sid digestAlgorithim signedAntrs signature Algorithin signature dunsignedAttrs

B 2 Signerinfo Z& 8 &) HE H

SignerInfo 28 B4 & LT .

a)

b)

c)

d)

e)
3

version; LR E A S . 27 Signerldentifier 2 issuerAndSerialNumber 325 . 35 2 i 7 1 2
1. #F Signerldentifier & subjectKeyldentifier #EI0 . IF 2 MiA< R & 3.,
sid: JH5E T BAEAIES MR E T EAF LY. BREGEEA TN AP LIGIEE S .
SignerTdentifier 248 7 Fp 2545 F LU & % 4 #2408, issuerAndSerialNumber £ 10 i i1 %5
2 O] B A BERE R S BRI S A R B s subjectKeyldentifier 35 307 W A 3 )
W AR A b A E M UE . M5 A GB/T 16264.8 2005 W 45 i, 8 9 4 1 FF 5
GB/T 16264.8—2005 EME P bR A 094" RE(EAHPCRC. 255 1 Ak 45 4% 2R B F R
HEF g UL By ESMS {df B % SCR 74045 3¢ T 5 S s 7T 5 0 25 45 e IS Bl Ao PE Al pa B . 5
B (A B 7 FF Signerldentifier 1Y igsuerAndSerial Number #l subjectKeyldentifier P 22 B[
ke, 94 W Signerldentifier B, 92 9 AT 32 5 Hoop—Fp 238 (issuer AndSerial Number 5 sub-
jectKeyldentifier) . 3 — B8 HI X F 25 1, ol 35 S 3l ol 45 PR BT SRR S A
digestAlgorithm bRl T % 22 4 6 F A0 IF 205 22 500k DL B T 56 S 8. i1 B 96 0 il i i)
WREAanmAERENEN LS REmSE 260, HEHEATR LR 7.5, WA ENE
R A 2E SignedData i digestAlgorithms 33 Ay R b, #2828 H T A 1F Signed-
Data digestAlgorithms 8 & B AO 8 20055 L 508006 Ik 20 4 55 2 0] fE 2 e,
signedAttrsJ B8 2 09 8 PE 42 L B Tk Ay, B I SR TR 2 A Y EncapsulatedCon-
tentInfo {8 A9 A 25 22 A IS id-data, W% 8 00 A7 76 . SignedAttributes T & DER #8684 ( I
GB/T 16263.12006) . BV 2 25 # 9 HAl 3 53 2 BER %% (WL GB/T 16263.12006), —12&
AT I PR 0 2 B R) L BLES 13 B Q0 AL AR A L O F A R T S A A
1) HEER R HE AR EncapsulatedContentInfo i F A EL 8N ERIE. 13.2 &
LT HERAEE, MR AERUEEANMERRSEL A TELREN 50
M BEAEA-ATEAREE W 135,
2) HEMERE AN EFH SR EERENM. 13.3 X THD MR,
signature Algorithm . BRiR T 254 # A iUECT 28 22 B 0 T A9 26 28 3 DL BT T M C B 4
signature: BT E X S EMNS R AT HEMEMEL FNOMAH. 240006 @Bk T
KHMEATL.
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g) unsignedAttrs 2ATEAMBMEES, EEETRA ., — R HMBERER MK GES.
ELCWLE 13

SignedAttribute fl Unsigned Attribute 22 80 ep (55~ 20 A0 T .

a) attrType; F/R BPE AR, B — A0 LERIRTT,

by attrValues: # B HEMEME S, HEPEBMEHMERH acrType HE— 1. attrType A
XS P A BB BABR R

75 HEMEBEWEIRE

HEM S B R ERNE A E I AR TR R . TR R R
MET AR R AR EA M ENENE". Rk, #1555 A 2 encapContentInfo
cContent OCTET STRING, B cContent OCTET STRING {517 A 8 & A 25 B 5
i AR bR B R T

AR S A B A E R BOR T signedAttrs BUZ B AFFE . SHiZEALF R HEREUE Lk N
AOTH S . A AR R signed Attrs B SignedAttrs {1 585 DER 2900 15 B4 % .
A AT Signed Avers (I, AL 55 F 2R ANH B2 Rt X MM E R T RE R P . NE
R mAEA WAL E 13,5 PE XS EA- A TEANELE, 0 MW ERE . ERX signedAttrs 1
AT SRS . DER Sf% A ] signedAttrs 189 IMPLICIT 0 J47% A 24 [f] EXPLICIT SET OF
b WELEBLEXPLICIT SET OF 3% DER %85, i A~ 2 IMPLICITLO [#5% ) DER % % . i [4]
SignedAttributes (HAJEE M EFE T —E. A5 EHE B E P, Y signedAttrs A FEHE HF
¥R, SignedData encapContentInfo eContent OCTET STRING B8 Cfl 0 SC 4 N 20 7797 . vk i A 2
HEME R, RS SR N F R B AT TR 24 A4 G R 2 i Al

FOEH B BT A 40 TE encapContentInfo eContent OCTET STRING #5 2 fHEE 70 (H &
7730 2 G A e AR Ty U4 B . 1 1 e SR ROE MR AR B R R E R R B
{FUAE 55 Y P SR BE R AS W] B 2 T B AR AT .

7.6 FREHLRE

% HOT R AV AR B R B A A B DL R B A A ARV . R AR B TR
MmEaRE., YRERAMSEILFERE TEAE RN ELE L, KA F7E signatureAlgorithm
B, B e a0 A Eh LA AR AT R L RS AR A signature B

7.7 FEWIEERE

B 24 W E i B A A B T B AR B BRI A A A R A L B ) e AT e i AR ARG
TE AP 2 24 A R BE Y U7 i 02 M SignedData 19 certificates 8 rp i HOIE 15 . 2% 15 MOIE 15 v 4 45
ZYEH . B A TH I R ER I E nT BE T UE A9 B AR 58 0] B A AR 5 (EAS £ AR i o 0 S
N . %2 0 B A R R T 8 S R

W A R RO AE AT o 2k onl T B M U B 6 2 (. # SignedData signerlnfo {0
signed Attributes, A5 2 P 281 B0 B2 0 #2880 7.5 ooy 3 R BE AT L B R o S A T BB 0 IR
SignedData signerlnfo M7 signedAttributes W1 {1 B S8 PR 040 56 25 &4 A aT GE A &,

#r SignedData signerInfo 1% signedAttributes, M 4 75245 84 & 44 49 (6 5 [4] SignedData encapCon-
tentInfo eContent (% {H VL AL,
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8 HEBBAFTER

8.1 #Rik

b WO P e S T o A RE S Y A In i PR LB 0 I A P e o A . X iR L
PN R LA B T ) NI R A R — BT R L AT 2 Y PR R ] e e T RO A 4
Wi+ e 2 ) o X A Rl T ol S5 9 H R B OR .

Job e A P e S T i TR 1o T L B PR R A WU P 2 T B A — D e B A R A

ERCEL

20 IO 30 T A A R 3 T A

a) BB A R E PR 0 BT O R A N .

by SRR R I P 0 L EH A AT P T e R R RS A U R S
f4 3 FH 4 A
1) S i o A P R AT Y 2 B i o 2 I o
2) S PR 0 P A 2 BRI 2 A A AL A R B B B 2R T RO B ) R

SN P 0

3) R B AT S 0 R B 0 P e
4 4 A AR BT 14 SO A S 3 (L S & B I N .

¢) R TR A 2 s A P A 0w Rl 0 R e s R AR 1 RecipientInfo e
LI 8.3,

d) (R P AN BN N A N N T RETT S N AT A Ok B A R e B R
W 8.4,

e) AT AT H Y RecipientInfo (B H DnE M %5 — & 1 EnvelopedData {iH. WL 8.2,

W 3 A R e A PN N L SRS (M A P R I N AT
T EFEH.

AT R A TR — T R T TR E 2 EnvelopedDatas 55 A T E A HERCE NG R
A RecipientInfo; 55 = FUES PUFE4: 40 SR A T P9 78 s L R85 80 n 5 A ok 7%

8.2 EnvelopedData 33

EIROF SRR SR RN S € ISR S
id-envelopedData OBJECT IDENTIFIER 1= { iso(1) member-body(2)

us(840) rsadsiC113549) pkes(1) pkes7(7) 3 )

EfE AR Y N FE AR A ASN.] EnvelopedData 25,
EnvelopedData 11 = SEQUENCE |

version ESMSVersion,
originatorInfo [07] IMPLICIT OriginatorInfo OPTIONAL,
recipientInfos Recipientlnfos.

encryptedContentInfo EncryptedContentInfo.
unprotectedAttrs [ 1] IMPLICIT UnprotectedAttributes OPTIONAL |}

OriginatorInfo 1= SEQUENCE |

certs [0 IMPLICIT CertificateSet OPTIONAL.,
crls [17] IMPLICIT RevocationlnfoChoices OPTIONAL |
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RecipientInfos :2= SET SIZE (1..MAX) OF RecipientInfo

EncryptedContentlnfo 11 = SEQUENCE |
content Type ContentType.
contentEneryptionAlgorithm ContentEncryptionAlgorithmIdentifier,
encryptedContent [0 IMPLICIT EncryptedContent OPTIONAL }

EncryptedContent 12= OCTET STRING

Unprotected Attributes 1= SET SIZE (1..MAX) OF Attribute
EnvelopedData 25 8 (19 45 ¥ He B & 3 B s .

ECE S
EnvelopedData
I
[ [ | I |
e R R A B £ s 0 ARG RIS
version originatorinfo recipientinfos encryptedContentlnfo unprotectedAttrs

3  EnvelopedData 258 &5 ¥ 4E BF

EnvelopedData 25 8 9 %4~ 09 & L INF .
a)  version: 4 Wy B 09 A5 5 version {H H# F oniginatorInfo. RecipientInfo #l unprotected Attrs,
version [if Q1 F 43P «
IF (originatorInfo is present) AND
(Cany certificates with a tvpe of other are present) OR
(any crls with a type of other are present))
THEN version 1s 4
ELSE
IF ((originatorInfo is present) AND
(any version 2 attribute certilicates are present)) OR
(any RecipientInfo structures include pwri) OR
(any RecipientInfo structures include ori)
THEN version is 3
ELSE
IF (originatorInfo is absent) AND
(unprotectedAttrs is absent) AND
(all RecipientInfo structures are version 0
THEN version is 0
ELSE version is 2
b) originatorInfo.#EFEPEER LA C AR FMGE R . BN Y% 9 MO L SR 2 A fi 4.
i 48 0] [E fu 45 iE 45 Hl CRL
1) certs EUEBME S, certs \THEM & S ECN AT 098 HE M EEMH LA ZEFIEDR.
certs W B & 5 &0 HFHOCHBHEIE . certs & MUEB 28 T 1L #E00E 21U

4
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HOL MR AR O E B LM N R A e B . R ZEGa & MIEB ] £ T X &4
LTS PN R OTE N R e O g Vs B Y TR PRI R i s i DR I o S T BT o
gt A i 2 AL e E A5 O] St M LT P T 5 4 wh AR IR0 L DUl R AN 5 4 £ K S
ERIESS .
2y erl: 2 CRL WSS, B &6 & A0 (5 B R LI GE certs B A9 E 5 & 5 47 2. L3
iR R M. £45TREM CRL AT 2 FHEH CRL, LA > F 2 Z A CRL,
¢)  recipientInfos 2B WA HERMES. EESHELAT P ILE.
d)  encryptedContentInfo. J& & L N A 245 B
e) unprotectedAtirs: SRR E M B ML S, EER TR, —8fy HEELERE L T8
13 Bt ,
EncryptedContentInfo 285 B4 45~ 8k 5% & 50 .
a)  content Type. FEO PN 7N 288
b)  contentEncryptionAlgorithm : #5187 1 F 008 P2 00 P9 5 008 Rk UL BT OC S 8L WE
R W 8. R BT O AR A [ B N A A
¢)  encryptedContent S VS P2 AU S 0L, IZBE v B Ay . f 5802 80AS A7 16 o L F0UR00 (8 102 ohy B ik
Jr AR
H T recipientInfos #{E encryptedContentInfo AT AT 7L EnvelopedData (14 {8 i 80 b #1,

8.3 RecipientInfo &
8.3.1 RecipientInfo 3£ BUHF ik

A EWE 5 B R TE RecipientInfo 228 th | RecipientInfo 338 4~ 32 15 00 % 8145 L AR AR
A A R kg =L T A A () P 0 FE R L T LU AR T A R R T AN L s
TI0 B P2 o o o ) AR B — el ARG .
44 AT 5 A R T 5 15 0 DB 47 22 0l 0K 55 A K 1
SI2HRE St R R A Sl L B LR LA A 0% o B s L A U ke L kard F kekri 4
AN o SRR P SERF R S 09 S B M pwri Fan L SE B T SERR R AT LML AT BEEOR L H ori 3R
AN e R A HE SO T LR A (8] i 98 B BLEA L i HL LS Y R Rl B 22 08 S5 Ay WA ML AR
P LA« Bl A7 9 52 B 4k BR 4 RecipientInfo CHOICE w7 o 59 B AY 2 100 . H B 47 79 92 B0 4k PR 4f Recipi
entInfo CHOICE v H Al 32 35 SR 10 04 A< 52 B RR A , BT A3 (9 5 3048 1 Ak 1 A 24 92 B A9 3R AR R ori 2ETTT,
RecipientInfo 11= CHOICE {
kiri KeyTransRecipientInfo.,
kari [ 1] KevAgreeRecipientInfo,
kekri [2] KEKRecipientInio,
pwri [ 3] PasswordRecipientinfo.
ori [4] OtherRecipientInfo |
EncryptedKey (2= OCTET STRING

8.3.2 KeyTransRecipientInfo 2 &

fit Y 5 B A% 4 ) B34 $E W & {5 B2 #75 7F Key TransRecipientInfo 288t 54~ KeyTransRecipi-
entInfo (1352 (14 P4 28 I 8 G R 45— Rl .
KeyTransRecipientlnfo [ = SEQUENCE /¢
10
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version ESMSVersion., — = always set to 0 or 2

rid RecipientIdentifier,

kevEncryptionAlgorithm KevEncrvptionAlgorithmldentifier.
encryptedKey EncryptedKey |

Recipientldentifier 11 = CHOICE |
issuerAndSerial Number IssuerAndSerialNumber,
subjectKeyldentifier [ 0] SubjectKeyldentifier |

KeyTransRecipientInfo 25 %Y 44 &5 ¥ 4E = & 4 i .

WA R
KeyTransRecipientlnfo
I
I | | |
[ == e FHD s ik S 0 M 5 I
VEersion nd kevEncryptionAlgorithm encryptedkey

4 KeyTransRecipientInfo 258 2530 4E B

KeyTransRecipientInfo 28 A4~ BUAY B LN F .

a)  version; L i LM A S . 37 Recipientldentifier J2 issuerAndSerial Number 1% I . W] i A< Ri
4 0, #F Recipientldentifier /& subjectKeyldentifier #00 , I B A iy 58 2,

by rid A8E T REE AN THRIPNEINE S B A CE E B R A
Af AN & ST N . Recipientldentifier 321 1 9 Fp b 3%, F L) 48 22 200 09E 5 . 2 i 45
EREA AW, ElErE By AT EHES AN, Fik. g F S AR BAERE
GB/T 16264,.8—2005 A4~ 3 F 45 . W keyEncipherment {4 %%, issuerAndSerial Number 7% Hi
AT A A BT BB 2 B FE R A AR AR AYIE S« subjectKeyTdentifier 126591 D] J2 i
AFERARRT R IRERCEOIER. X450 M GB/T 16264,8—2005 iE Bt H W RA 5
GB/T 16264.8 2005 FESEHF IR FREAHICA . 2550 7 H Aok 458 0, TR
UE Ak AU LA B ESMS (0 BT A9 SC#Y L 5 4035 3¢ T % § b LT 55 08 20k A5 B VS BC A TR 6 00 . %
T i Y b B S B[R] B S R MR TR E I B A B . X Tk A AR B, oL
PR A SR Hoh— i i 1,

¢)  keyEncryptionAlgorithm 718 T F T 085 49 28 1095 955 5 0% 55 TH 0 o5 5336 DL Rl M C B L.
meEw AL, W 8.5,

d)  encryptedRKey : J& G PR £ s 28 17 s a8 4L

8.3.3 KeyAgreeRecipientInfo ZE&!

il s th g 4l B 5 B s F KevAgreeRecipientInfo 28 eh | H 4~ KeyAgreeRecipientInlo
S (A (E A [ A S S B R S i A R RE S 8O N R S e ik s Pl 2 Rl .
KeyAgreeRecipientInfo 1= SEQUENCE {

version ESMSVersion. — — always set to 3
originator [0 EXPLICIT OriginatorldentifierOrKey,
ukm [ 1] EXPLICIT UserKeyingMaterial OPTIONAL.

kevEncryptionAlgorithm KevEncrvptionAlgorithmldentifier.
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recipientEncryptedKeys RecipientEncryptedKeys |

OriginatorldentifierOrKey 22= CHOICE ¢
issuerAndSerialNumber IssuerAndSerialNumber,
subjectKeyIdentifier [0] SubjectKeyldentifier,
originatorKey [1] OriginatorPublicKey |}

OriginatorPublicKey = SEQUENCE |
algorithm Algorithmldentifier.
publicKey BIT STRING |

RecipientEncryptedKeys (2= SEQUENCE OF RecipientEncryptedKey
RecipientEncryptedKey 1 1= SEQUENCE |
rid KeyAgreeRecipientIdentifier.

encryptedKey EncryptedKey |

KeyAgreeRecipientldentifier 12 = CHOICE |{
issuerAndSerialNumber IssuerAndSerial Number.
rKeyld [0] IMPLICIT RecipientKeyldentifier |

RecipientKeyldentifier 11 = SEQUENCE |
subjectKeyldentifier SubjectKeyldentifier,
date GeneralizedTime OPTIONAL.
other OtherKeyAtiribute OPTIONAL |

SubjectKeyldentifier 22= OCTET STRING
KeyAgreeRecipientInfo &8I €5 MIHEFE N E 5 B 7 .

LY iR e R R
KevaAgreeRecipientInfo

|

| | | |

I17F RiEH PRk AR R2E L ML

version ariginator ukm kevEncryptionAlgorithm

R & i Er e
recipieniEncrypledkeys

B 5 KeyAgreeRecipientInfo 258 &5 #4E H

KeyAgreeRecipientInfo 24281 (1) £ ~ Bl ) 32 5L F .
a)  versionJEIIEMRAS . AL — & 3.
b

1 [ia) B5f S 355 B0 =l FH T8 A 2K O B A

originator: &8 CHOICE 2881, 47 k00, 5 T K6 & i S il o480 . 3% & T HE
FRAEH DA B W i 2 B A W B L A WA R B N I L issuer-
AndSerialNumber 50 5o % % # 09 A] 3F 50 22 B8 F00E 1 e 505 b8 BRI A E S L 28 i b 14
T REF WL ssubjectKeyldentifier #6700 W 2 i i %5 8 b iR AF - b iR O 09 0E A5 3 1 4
T EERFASH. Y3 GB/T 16264.8—2005 iE B ot HFRIET 5 GB/T 16264,8—2005
ERE AR REMCA. 50 T H Al E 158 Uk T R E R L & ESMS
felt A% SCRY , AL A% 06 T 9 S AR TR AT 55 38 2 5iF 5 4 VT BC A R A . originatorKey 3% 91 £ 4%
WA IR L R s A EH A A, m A ERHES AR AHESEN, LM
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¢) ukmRRTEERY, TEATSCEEH P E RL R, RS R T UKM. LR E A 5 B 7 88— W 4 0l
A R 0 B R A R L g B RE 3 A U ukm BLAY KevAgreeRecipientInfo SEQUENCE,
A EFFEM T UKM B8 5 Hh i 5 i 9 S 80 oAb i URKM i fi e

d)  keyEncryptionAlgorithm fRIR T IS HME S AR ME N E NS EHMNEHMER L LKL
fEMMXS . BHmMEMLR. W85,

e) recipientEncryptedKeys; t045 8 1 3 bl 77 LA B g — ol 2l FH e s nh s 5 . Key-
AgreeRecipientldentifier J& CHOICE 28 G- E I cERE Tl ikl B. a8 migE r
R 1A L R A LA B A Rt X B B B o L O e AR L R A
. Wik, SHEHHE EAERSE GB/T 16264.8 2005 MiiA 3 iEH P . keyAgreement fif
I A PN B P T Y o AT N . issuerAndSerialNumber 3 Wi 5
B0 300 ] W BRI B R A e T R AR s RecipientKeyldentifier J% 76 F 1 4
. encryptedKey F2 NI P97 0% 0 817 A A &5 5L o s 0 2 {7 R o B B 0 O AR R A
R I A L S B[] B SRR P R T o S CE G T Y R T

RecipientKeyldentifier 2581 {8 2%~ B0 & LT .

a) subjectKeyldentifier: il i % 8 #r iR FH b0 TR H AIE B . X511 GB/T 16264,8—2005 iF
A WA S GB/T 16264.8—2005 FEEHR IR RRAGAHICE . M5 H 7 HAib
WE A5 45 208 . F T B0 E P RS aX LA B ESMS (o Ay SC R, i 6 4 56 T 3% SR IR A 538 MIE B
3l UC B T AN 5

b) date: 2RI, YEAELER AR E T &L i B 04 LURT 4 A6 8 e UKM.

¢)  other: JETIIEAYT, 07 7E 0T 320040 55 48 i AT LA 0 2 3 2 BT 4 1 A9 2% 3% 9 91 4 61 Bl
AL fE R .

8.3.4 KEKRecipientInfo ##Y

/] DA BT 4> 4 /) X B OB Y I #F R B % R % KEKRecipientlnfo 26 # b, & 4
KEKRecipientInfo 35 545 /4 258 0 % 8 8 1% 20 45 — 4~ a0 2 - 309 LA AT 45 22 0% 8 91 n o 8 9 i i e s
KEKRecipientlnfo 11 = SEQUENCE {
version ESMSVersion, — — always set 1o 4
kekid KEKIdentifier.,
kevEncryptionAlgorithm KeyvEnceryptionAlgorithmIdentifier.
encryptedKey EncryptedKey |

KEKIdentifier i = SEQUENCE {
kevldentifier OCTET STRING.
date Generalized Time OPTIONAL.,
other OtherKeyAttribute OPTIONAL |
KEKRecipientInfo 238 44 45 ¥ HE N E 6 Ao .

i B R AER
KEK Recipientinfo
1
I I I |
A #HID HE ik Sk e A nEEd
version kekid keyEncry ptionA lgorithm encry ptedkey

B 6 KEKRecipientInfo 38 4 #51E B
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KEKRecipientInfo 25 #8fY # 80 AY & LN F .

a)  version:EIEEMMEAS . MASK—H2E 4.

b)  kekid: 85 1" LART o5 % & Fe ik & LA R — A~ 8 2 A~ H2 I B 0 B 9 n s e .

¢)  keyEncryptionAlgorithm fril T HEHAMEEHEMENENEEHNEHMERT LU L
fEfTH RS 5. FHmEMA SR, 8.5,

d)  encrypredKey : 5t FH S £ 0% 58 S OGE P9 25 T 9 o8 4 S0 il hn o T O Y L

KEKIdentifier 28 % ) % 1~ i) 8 L 0F

a)  keyldentifier. #R T LARY 70 & 45 3% 3 LA B — 1 210 & S m & 4 9.

b) date, ZF[EM. HEFEN . EN-HLR T ZNEANSEEHES PEET 1%,

¢} other: ERTIEAY, T FF 70T . 3200060 55 H2 o AT LA s 2 8 BT £ P A% 5 61 I o 8 40 Y B
flbfs & .

8.3.5 PasswordRecipientinfo 28!

i F 101 2wl e o O 8 0 00 5 0 E {5 B #2 s 7F PasswordRecipientinfo 28 th | & 4~ PasswordRe-
cipientinfo [ 52 il #f N 5 0 % 8 91 % 8 45 — D el 2 A O -2 Bk SRS AR GE .

PasswordRecipientInfo 11 = SEQUENCE |

version ESMSVersion. —— Always set 10 0

kevDerivationAlgorithm [ 0] KeyDerivationAlgorithmIdentifier

OPTIONAL,

keyEncryptionAlgorithm KeyEncryptionAlgorithmIdentifier.
encryptedKey EncrypredKey |
PasswordRecipientinfo 25 %4 04 &5 #HE B Qi & 7 By as .

BESi 4 e g
PasswordRecipientinfo
1
I I [ |
LA w ek W mE L S AEnEsd
Version keyDerivationAlgorithm keyEncryptionA lgorithm encryptedKey

B 7 PasswordRecipientinfo 288 &5 4E B

PasswordRecipientinfo 258 26 B9 38 L I0F .

a) version: EIBEMNMAES . WA —-HEO.

b)  keyDerivationAlgorithm : 718 T M O 4 8L SRS 1T 4 S S B A & AT ER E L
BARIHISE B8, 3BTRS 80 0 %5 5 61 00 phy S0 S 18 ) el - 3 0 4 B, A R

¢)  keyEncryptionAlgorithm . 518 T FS 8 00 68 60 %0 79 78 I 9 51 92 Bt Tn 5 /e By 2R R % I 4
CR-SVEEROE PS¢

d)  encryptedKey . & F % 59 0% % 910 % N 25 & S 4 = R g AL

8.3.6 OtherRecipientinfo 2 &I

il H] H Al % 84 R R AU # 5 B A5 0E OtherRecipientInfo 28, OtherRecipientInfo 28
T o VF AR LU ) SCRS o 0 3R [ 5 B 1% B L 5 S B L LA B 4 A2 A 3o B B 4 o L OB O 4 A
BRHZAMEHEREAR, MRFIRTHE IR T XREHATER,
OtherRecipientInfo 1= SEQUENCE !¢
oriType OBJECT IDENTIFIER.,
14



GB/T 31503—2015

oriValue ANY DEFINED BY oriType |
OtherRecipientInfo 258U A4 A & L INF .
a) oriType: bRl T BHHEHE A,
b) eriValue 424F T Fdic & I 28 fr iR 00 o8 50 4 PR AR PP 0 B o8 die o .

8.4 MEMBLRE

REOLAE AR EMHMAENME R L AHFONEMESH. FERP DB RT R ST
T, o BRSO D O 0 0 T A L T R A N 0 B AR R — T R
CREAG LS S 5 — 2 0 83 O 300 . o i O Y Bl #E A EnvelopedData encryptedContentInfo en
eryptedContent OCTET STRING H,

AN FMER R RS AR ¢ PR A=, TSRk AN F b8 e
ARSRIFFE & — (L mod &) AFN EAFH MR £ —( mod k) [ REARIKE, WHEU,HTF
B — o R g A AT B A .

01 == MR/ mod k=k—1
0202-=WHR ! mod k=(—2

bh oo b b——=HM8 ! mod £=0
T S AP TR A ESE SRR BEEAS HERA —- T RS —1
W@ e e FrAr LI w e M ad i H 0. MHEM Y 206 i BHATEABELR
Yy,

8.5 ETHmMZTiLE
B0 g R Y e A L BRI A BE R S B i AR A R N A I .

9 WEMBEATER

EEAE M E I B2 Ay P A DL B AT BN B A,
A7 AR P 7 e A ) M A PR DA I M 2 e A o R A R R R R Bl N A AL
BiA
74 L A A LA AR R T R
a) MHSHERENAAREITRNAEE.
b o T S A0 LA W N — R AE DigestedData .
Pl i e A P AT BN S A C S A B E R A SR EEAT RGE .
TR SRR IR PRA T B RE A A
id-digestedData OBJECT IDENTIFIER 1= { izo(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes7(7) 5 }
P E B FEERN A ASN.] DigestedData 258,
DigestedData 11 = SEQUENCE |
version ESMSVersion,
digestAlgorithm Digest Algorithmldentifier.
encapContentInfo EncapsulatedContentInfo,

digest Digest |

15
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Digest 1= OCTET STRING

DigestedData 258 (1) £5 #4E [= N 18 8 A .

TR
DigestedDaia
| ] I ]
f 0§ B HE S0 B A5
version digestAlgorithm encapContentinfo digestencryptediey

E 8 DigestedData 258 25 #)#E F

DigestedData 221 M4 & LT,

a)  version: BN A S, HEEENEERE ddata MRS TR O A BRAS SR 2,
by digestAlgorithm ARiR T8 N AR EE M EMERE LD REMHECSEH. HERE

Y 8.0 PTER A %S E P T R A R .
¢)  encapContentInfo; T FEAE AN 7. I 8.3,
d)  digest: ZIH A E TR MR

digestAlgorithm 1  encapContentInfo 8 # digest $a (0 e 3G F #4558 0% L0 500 3l i 0y o 20 Ak #

DigestedData fif .

10 MEHI/AFRE

I I P A 2 TRl o 205 TR A o S PN AR A . A TR T e e R A 2 R o R A 2

A CE A SR e 0 P A L e R O AU

T HCHE A S Y 1 i R TR S AR b A o RO P 7 2 YA P I o A T ek T

Ij/}ﬂ

T H R G A LR A T T o R P A

id-encryptedData OBJECT IDENTIFIER 1= { iso(1) member-body(2)
us(840) rsadsit113549) pkes(1) pkes7(7) 6 }

T Bodig N AR ASNL ] EncryptedDara 3581,

EncryptedData 1= SEQUENCE |{
version ESMSVersion,

encryptedContentInfo EncryptedContentInfo.
unprotectedAttrs [ 1] IMPLICIT UnprotectedAttributes OPTIONAL |}
EncryptedData & 81145 B HE I 1E 9 B .

ASZ A

e B
EncrypledData
| |
LA SimErNE
Version encryptedContentInfio

B 9 EncryptedData 388 &5 H4E

EncryptedData 2% 81 ) 45~ (10 35 Sk .

a) version: JRIEILAIRTA S . # unprotectedAttrs fF7E. MAT ARV J& 2. 4% unprotectedAttrs A~

16
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FETE T RFAS i 2 0.,
by  encryptedContentInfo: 228 0 I A9 A &G B WL 8.2,
c)  unprotectedAttrs 2R NE M EEAE S ZEUETEERY, g R PESE R OLES 13 75,

1 E5H\|RHFED

1.1 it

S B N AR R A R N A OMAC LR 2 I Y A s EH A ., HECE T B R MAC
250 A S 0 LASRIE N AR e s L ) DO B R R B R A N B e
S ) SR i W ) A B T R i
a)  FAIL A B R T 4 T 0 Y B A O L
by Sy R CE S A 0 0 R T A Y A
o) AFEESHEEWCE N T S N R LA B HC Al 5 3 A G i B & 7E RecipientInfo {8
G VR
dy AR AR R R L XN TR MAC . #5203 B N 7 2 Ah s 2 4 5 b AT fo 15
BT 113, Se Rt TR SR RS S ) TR P A A R DL R H AR R
o i YL B R MAC |7,
11.2  AuthenticatedData FEE!

T O SRR AR T S B A
id-ct-authData OBJECT IDENTIFIER I= { iso(1) member-body(2)
us{840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) ct(1) 2 }
BB N FEAS R A ASNLL AuthenticatedData 2%,
AuthenticatedData - .= SEQUENCE |
version ESMSVersion,
originatorInfo [0] IMPLICIT OriginatorInfo OPTIONAL,
recipientInfos RecipientInfos,
macAlgorithm MessageAuthenticationCodeAlgorithm.,
digest Algorithm [ 1] Digest Algorithmldentifier OPTIONAL.,
encapContentInfo EncapsulatedContentInfo.
authAttrs [2] IMPLICIT AuthAttributes OPTIONAL.,
mac MessageAuthenticationCode,

unauthAttrs [3] IMPLICIT UnauthAttributes OPTIONAL |
AuthAttributes 17 = SET SIZE (1..MAX) OF Attribute
UnauthAttributes (1= SET SIZE (1..MAX) OF Auribute

MessageAuthenticationCode 22= OCTET STRING
Authenticated Data 2 8 (04 £5 $ HE £ Wi 10 By .
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0 B
AuthenticatedData

A5

version

REEED || k&GS | | MACHHE WL HEEERE A || SR | | SRR | AT e R

originatorlnfo | | recipientinfos | | macAlgorithm | [digestAlgorithm| | encapContentlnfo | | authAttrs mac unauthAtirs

B 10 AuthenticatedData 2 & EER

AuthenticatedData ZE8 49 %~ A9 255 L0 .

al

b)

c)
d)

el

)
g)

h)

version S i iR AU R AR . RASRE 0 F 40 AE
IF (originatorInfo is present) AND
(Cany certificates with a tvpe of other are present) OR
(anv crls with a type of other are present))
THEN wversion is 3
ELSE
IF ({originatorInfo is present) AND
(any version 2 attribute certificates are present))
THEN wversion is |
ELSE version is 0
originatorInfo: MR M X T AR FE L . BA 5808 M H TR G4 75,
25 n] e AL A5 OE JE ME R B CRL, UL 8.2,
recipientInfos: BT EWCE WEEMES . W 8.2, EESHNELUFT -FILE.
macAlgorithm : J& MAC FiEMER IR . EfRil T &R & Bl a9 MAC 53k DL BT o F 56
Z . macAlgorithm 59 £ B A7 F| T FE U LU HE,
digestAlgorithm bR T 24776 %5 98 e, 6 S8 2k 68 oh 250 01 3001 407 22 Pr o T 0 0, 4 2
VA BAT T S8, R Z LR W 113, digestAlgorithm 3 i i % 47 1 T £ Wi % it
o b B, SRR digestAlgorithm B, 0 24 authAttrs S0 7745
encapContentInfo. 2 TF 4RI AIAE L 7.3,
authAttrs, 5 IEFE N E S . authAvees £5 FJE 07 BE 09 2 40 52 75 % 501 Encapsulated-
Contentlnfo (MM 2E R AR id-data IF A E R AR . AuthAttributes Z5HI 02 DER 464,
HP % 55 4 0 HoAh i 43 2 BER %58% ., —26f HJm P2 85 758 13 &5, WER authArtrs B
FEAE AR 28 B 3 A (035 R 3 A~ e
1y N FERREE %00 EncapsulatedContentInfo {HI N FERAEREME. 13.2 &
LTWHEENRE.
2) AR AN AR R B, 18,3 58 3 I R R
mac ; f& 1 25 50
unauthAttrs: J2 A TR RIS, UL TR, 25 0k G B AT 8 1 E SO AR
YEE RPERE AT AR A e HAb A TR P B ST 13 B

1.3 MAC &R

MAC 57 o P 2 6 T 2 591 B PN 25 o B0 e o iy 4 390 IR 44 (] 1 265 S0 Ay oM 5 o i S A — Lt

L MAC

W authAttrs AAERE MAC TR A% A /2 encapContentInfo eContent OCTET STRING

18
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fH. RATH M eContent OCTET STRING B A5 15 A& MAC Bk A& A o milh 2 ThrfR 51,
HAP Ak JEAE MAC A Wk B8 2200, A T 2 00 1 52 500 A4 N 25 i B

W authAvers fF06 AL 3G 28 2880 fE 44 Al B 22 JE L WL 13,2 A 13,3, 1 B MAC i3 #
A A authAtees Y DER 4865 . 8 7 MAC BHFE . S0 authAvires BT 4 15 . DER & % (i
M EXPLICIT SET OF #5% . H A ] authAtees 3P IMPLICIT 2 J86 % . gL /E . SET OF #1%
) DER %5, iif A~ & IMPLICIT[2 [#5% (9 DER %%, [6] authAvrs HNKEMAEFT Y - &7
MAC it 8.,

T AR B PR S A A T R AR L T AR R R ) T AT R S A
MEEREY . BB, % A2 encapContentInfo eContent OCTET STRING,. HA# K encapCon-
tentInfo eContent OCTET STRING (1 {f Y 5 15 A 8 i A 2 15 500 2 5005 b iy AS B 466 45 28 sl B 7
W HIF A RATE ER T SR AN F AR E . RN B E R b A4 encapContentInfo
eContent OCTET STRING A5 % F4< BE 97, (0B 54 2 Gl ik Hofl oy =048 #0040 B2l it
AR E Rk R PR AP PO B R P B R E S MM E R EMN AR RSN ERIFE
RA 7.

MAC P15 #8209 5 A BLEE i e S MAC $i ABIE VLR recipientInfo £54 hf% 3% (4 % 5058 .
MAC T3 Y T 4043 50 L T4 A Y MAC 33594 Cln 2 s 2 00 8 S 00 . e il 0 i 09 MAAC B3
A R ARR T AUE S S UL RS E BN R AE macAlgorithm b, . 2R & Ll MAC (E#8
i B T L IR A mac S,

11.4 MAC B98&3F

MAC 51 5 72 69 fir A A2 55 fi A S0 R4S authAvers B 45 77 76 86 52 500 A SIS, W 11.3), A &
recipientInfo £5F {835 19 S 0% H1 . MAC 3 iE o B2 09 40 7GR TREATAY MAC |k,

FE W A R HOEE o] iy R TR MAC (a0 B E ., MW 103 B a7 %,
0 R AL S R P LB 26 11,3 FRiR X authAcers (N EHIT SR EUWCEITTE M MAC
RS mac BEEECAH S M AR, B 2 anthAveres BUETER EWCH RN A FH DM EH
B 5 anthAvtres 1 G082 v b A9 17 B IR 20 AR 5 S A Rl

W AuthenticatedData 5% authAvtrs. JB 2 P 75 24880 G #E 8 W 2 5 AuthenticatedData encap-
ContentInfo eContent Type {EFIFCAD .

12 AR%EH

121 HEFRFER

R 47 B 3% b iR 7 &R L A A1 6] 09 25 8, AlgorithmIdentifier, AlgorithmlIdentifier 1 %2 % ¥ A
GB/T 1626482005,
AN R Z AR R

12.1.1 DigestAlgorithmIdentifier

DigestAlgorithmldentifier ZERUGR IR T 11 B 25035 . I B 2 80E 8 — -7 0 B ON B B AT
H—PTFWRGHRRMZD.

DigestAlgorithmldentifier 27 = Algorithmldentifier
12.1.2 SignatureAlgorithmIdentifier

SignatureAlgorithmldentifier 22T ER N 78 2 W 0 B o] L gr iR BR Sk, a0k E

19
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FE%E 2 09 4 IR BGEARAE . BA R RIREMR T HEWEME 2 AR A L ERE AR, SAKIE
fEfER TIH B EMEZAHNAHUMES A RETAE. @il BT SCHRE MR 1.

SignatureAlgorithmldentifier 27 = Algorithmldentifier
12.1.3 KeyEncryptionAlgorithmlIdentifier

KevEneryptionAlgorithmIdentifier 2EBbR 10 T H TIN5 4 35 0 %5 55 G 00 % S &5 500k . I 48
fEE B HMEFHMENT A —TF W R CEFH M RS — P F B @SS . BEER
hn g A it . e bR STk {0 R R A

o G R ) T RO T T AR PR A PO S Y P R R R
I L LA T 2 A B B o o A LA Bl AT AR A X AR s .

KevEncryptionAlgorithmIdentifier 11 = Algorithmldentifier
12.1.4 ContentEncryptionAlgorithmIdentifier

ContentEncryptionAlgorithmIdentifier 22 8UbR N T N S 82, N E s 8k L 8hn s f i &
FfE . ERAEEAFEIEEAOERT T B G SO B R i — AT R O SO .
PR e AE g, i bR SCHE PR A

ContentEncryptionAlgorithmIdentifier {I= AlgorithmIdentifier
12.1.5 MessageAuthenticationCodeAlgorithm

MessageAuthenticationCodeAlgorithm 28 8IFRIE T 8 5 MRS (MACY R, MAC 83 384
FOREUESRAE . MAC A 105G G 35 AF 6 FTFE (R A9 0 PR 4 . ol b SCahesas { FHTOE o 51

Message AuthenticationCodeAlgorithm © 1= AlgorithmIdentifier
12.1.6 KeyDerivationAlgorithmIdentifier

KeyDerivationAlgorithmIdentifier bril T8 HAT A B WA LB R 0 4 5 0 Sofh % (1 % 5
REmHmMEE.

KeyDerivationAlgorithmIdentifier ::= AlgorithmIdentifier
122 HitFRAAER

A e SUT AR AR B H A i T A R T 0 2 R R AT R 1 R
12.2.1 RevocationInfoChoices

RevocationInfoChoices 28 B &5t — 2 8 0G5 B0, AN R 50 5 0 E B R LI E 58
A G A TE S A PR UE R A 2 R . (0 RSP A RS Bl 2T A E L BE
LTSRN . GB/T 16264.8 2005 CRL A FCHT AR 7 B A9 3 2R I8 Rt ] 32 50 4T ] 1 A 4 69
GRS, EEREEMT OtherRevocationInfoFormat #5530, F L 32 $5 4T o7 Ho Al 4 85 15 BoAg b, A
A ESMS BT, @, o] i B OtherRevocationInfoFormat VL 3% 425 76 £ I 4k B i,

CertificateList A fE 404 CRL AUk HLFY il 55 51 3% 9 B CRL =i PR IEF 3 ) fe . B4y i st 5
AL —ifik .

CertificateList 28845 HH T CRL, CRL FLE T GB/T 16264.8—2005 1 JFHHN T Internet 11l
HI A HAt A T GB/T 205182006 .,

CertificateList AY5E X ¥ H GB/T 16264.8—2005,

RevocationlnfoChoices 11 = SET OF RevocationlnfoChoice

20
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RevocationInfoChoice 11 = CHOICE {
crl Certificatel.ist,

other [ 1] IMPLICIT OtherRevocationInfoFormat |

(therRevocationInfoFormat i = SEQUENCE |
atherRevIinfoFormat OBJECT IDENTIFIER.
otherRevIinfo ANY DEFINED BY otherRevInfoFormat |

12.2.2 CertificateChoices

CertificateChoices B85 HH T GB/T 16264.8—2005 it H.GB/T 16264.8 2005 M4 1 BHELES .
GB/T 16264.8—2005 M4 2 JE ¥ 45 . s AL H At iE 5 # X. GB/T 16264.8—2005 JiE F £ Internet
BEEHET GB/T 20518—2006, ZAERE M T OtherRevocationlnfoFormat #3050 , B L1 3% #5{F {a] H fib
UE A5 45 20 - AT AT ESMS #1788

Certificate B5% 3 H GB/T 16264.8—2005,

AttributeCertificate B Y3 H GB/T 16264.8 2005,

CertificateChoices (i = CHOICE |

certificate Certificate,

extendedCertificate [ 0] IMPLICIT ExtendedCertificate. — = Obsolete
vliAttrCert [1] IMPLICIT AttributeCertificateV1. = = Obsolete
vZAttrCert [ 2] IMPLICIT AttributeCertificate V2,

other [3] IMPLICIT OtherCertificateFormat |}

(therCertificateFormat 11 = SEQUENCE {
otherCertFormat OBJECT IDENTIFIER.
otherCert ANY DEFINED BY otherCertFormat |

12.2.3 CertificateSet

CertificateSet 28R T —HiE ., FMiZESELAFNGERBTHRIEBHE R T4 5K
EaMHRNEXEFEMIERRE, A2 ZESEFTMIERQWAT 2 THRD TXELEIES.

TIE 5 B A2 RS 6 5 SCATEASBRHE M Z N . GB/T 205182006 $24L T % GB/T 16264.8—2005
EFS 0 5E SC. A RE R AT AT 8 X E A B A AR BE AT L 5 PR 5 LA — 2 ni T T R X IE A A N E S i
PR AR A i I R S &

CertificateSet 21 = SET OF CertificateChoices
12.2.4 IssuerAndSerialNumber

IssuerAndSerialNumber 25 RE S E BE L FH il g M ZHFELATEREFN S, f710 T
Fo o ATt AR T S5 A A 25 8
Name [0 3 H GB/T 16264,2—2008. 1] CertificateSerialNumber (Wi 42 H GB/T 16264,8—2005,
IssuerAndSerialNumber 11 = SEQUENCE |{
issuer Name,

sertal Number CertificateSerial Number }
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CertificateSerial Number 1! = INTEGER
12.2.5 ESMSVersion

ESMSVersion 28845 1 1L AR S H A9 S BLE LS B AR REAR .
ESMSVersion 11 = INTEGER
{ v0C0), vIC1), v2(2), v3(3), va(4), v5(5) }

12.2.6 UserKeyingMaterial

UserKeyingMaterial 28845 UKM #5157 #I R B . A S0 8% 81 B i 70 5L 20k UKM LU IE 43 2
AE ] P Jr AR LG AT S A R AN AY . R R UKM 54 E S ik — R .
UserKeyingMaterial 21 = OQCTET STRING

12.2.7  OtherKeyAttribute

OtherKeyAttribute 2350 % Hfil 8 89 Jm 15 97 60 5 00 99 25 55 0 T A0 R 0% 1 0 . 2 20 4 0 T 4 e ir 3
e 5 e 4F A 26 A T TS 8 . B PR SRR I S R A Stk — e . TS T RE 2
T A L BT DA 8 el P
OtherKevAttribute (1= SEQUENCE |
kevAurld OBJECT IDENTIFIER.
keyAttr ANY DEFINED BY keyAttrld OPTIONAL |

13 AREH

13.1 iR

AEE S ST B B A RO o R R K ) B h A SR PR Attribute BY B RS
GB/T 16264.2—2008 Fl GB/T 20518—2006 {45 4. T 98 B 5 A7 H 8 i1

13.2 AHEXRE

P 7 2 T I A 28 T L T 4 AR B B B b ContentInfo P9 AFZHR, NES LR FAE
2 4 T e e ) R o A e ) T oM 2 R T R TR N A A L PN 2 R (5 A A O
S B EAE P Y encapContentInfo eContentType {E A PEAL .,

PR 2 A A R 4 A i s T AN R AN T A A i i A T Y o L O 2 R
JEAE .

T AR SRR AR T N AR

id-content Type OBJECT IDENTIFIER I= { iso(1) member-hady(Z2)

us(840) rsadsiC113549) pkes(1) pkeso(9) 3}

W R A ASN.1 ContentType 258,

ContentType 11 = OBJECT IDENTIFIER

UG E O —41 AttributeValue W5 G H R N F A RS 0 D AT AR A iff o 4
o &~ AttributeValue SZ44] .

SignedAttributes fl AuthAttributes 15 3590 5% 30— AvributeValue BY# {5, signerlnfo
B SignedAttributes AN AL FE 2 N EIE R FE M0, HFH . AuthenticatedData T # AuthAt-
tributes AN f $i5 £ 1~ 4 75 26 8 J 1 A S )

22
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13.3 HERE

B R R e 1 B 7 0 o S5 R TP AR SE Y encapContentInfo eContent
OCTET STRING. WL 7.5 #l 11,3, R T8 % 80 EHE 4 & OH S ETRITRHEmE, Y18
SRR | UL R e B T R S B R B

T2 2 B v 7 AT o] 25 43 TR ) o 7 A 3 S0 B 2 A i 2 R o S A L Y A
A oy 56 ) o A o A A SR B PR T

HER SRR e ol R e 8 O I T e s e €1 D 8 e R < 9 S N i )
JE

EESE 23t R E

id-messageDigest OBJECT IDENTIFIER 1= { iso(1) member-body(2)

us{840) rsadsiC113549) pkes(1) pkes9(9) 4 )

S R B A ASN.] MessageDigest 25#1

MessageDigest (1= OCTET STRING

FUER € O —# AttributeValue 184G AH 2 1 B0 2 m PR 0 B A B m P A A o 45
£ AttributeValue S5

SignedAttributes fil AuthAttributes i i 48 5l 52 3 — 41 AttributeValue A9 4E &, signerlnfo 1 (Y
SignedAttributes HA0$5 50~ B AR E A SE @), M A HL . AuthenticatedData #10Y AuthAttributes i
LA A B A e Y S

13.4 % ZrtE

SRR E TR FH TS A B PR A ] . 2% 4% iof () 4 2 AR A 2 4 B b o
fir FTMT A

8 24 0[] J 1 7 T % 4 D 1 ) R S R AN T R A Y SR A AN T A T A B 2 R P Y
JE

IELESE TRk ES TR T AR N R

id-signing Time OBJECT IDENTIFIER 1= { iso(1) member-body(2)

us(840) rsadsiC113549) pkesCl) pkes9(9) 5}
S ] S B AT ASNLT Signing Time 255,
SigningTime 2= Time

Time 2= CHOICE !
uteTime UTCTime,
generalizedTime Generalized Time }
. Time B93F L5 GB/T 16264.8—2005 H 38 LHFF,
19504 1 H 1 H#| 2049 4F 12 H 31 H CBLEE) 2Z 8] 09 B 10 1 4 0 5 UTCTime, AE 04 {3 7€ 1950 4F
ZRTEE 2049 4FE 2 05 09 H MR § 55 5 Generalized Time,
UTCTime {52 iy il tht 57 I6F CLA TR 24 4% b i ifa 16F 1] CGMUT ) AL 5 10 o 6 0] ) % 5 HL 0 6 7 0
CHL st 2 58 B ) % 5 9 YYMMDDHHMMSSZ) , g #HE R h 0. B+ 2 sl £l YYM
MDDO000000Z”, it 22 {5 B2 B P - 1T EL I R 5 € -
a) M YY KTEST 50 F e 19Yy, H
by M YY T 50 AR R R 20YY .
Generalized Time {857 F B it 5 0F 22 a5, B0 60 & # CBI, B ) H #2558 YYYYMMDDH

23



GB/T 31503—2015

HMMSSZ) . TigFHH 2 &R 0, GeneralizedTime {8 AW 6 % 4+ 8B XX W .

RAgiE ke L —4l AvtributeValue (3G, (H 258 2 0 ] J8 4 0f HLA7 B4 TR A% 0H L A R AT 0 A4~
4~ Attribute Value 22

SignedAttributes f1 AuthAttributes i &9 5 5F 85— AttributeValue B9 . signerlnfo
Y SignedAttributes A< N £ §F 2 A~ % 2 0 [0] J& £ /9 22 ). A8 5] 3B, AuthenticatedData 1 (1 AuthAt-
tributes LA R B8 24~ 5 24 06 ] [ 4 9 92 4] .

WA AT AN mOEw LR EoR, R G EZEE M S hElE AT, HE FRER
o g e A g5 L WA R M AT

13.5 BEESA

BB By MHE T — 12402 2 85 09 SignerInfo i %8 4 85 5520 04 N 2821 B ik
frm%sg, WlER . HEREENBERFIHNEGTFWHEHETITE WA FEERKETYT., W
W HEEREAED - ITEAER EHHAGRSEZRITER).

Ba B2 RN A T2 2 09 I8 ¥k A 022 45 T P S R A T S 0 0 e A S R
JE .

TSR FRR R R THCS 2% 2 IR 1

id-countersignature OBJECT IDENTIFIER ::= { iso{1) member-body{(2)

us(840) rsadsi{113549) pkes(1) pkes9(9) 6 }

g%yl B ASN,1 Countersignature 33#1,

Countersignature 11 = SignerInfo

Af T8 E B 5 . Countersignature {85 SignerInfo (HEA M 15 L BET .

a) signedAttributes AN A FHERMIEHE KSERARANEFRE,

by 4k signedAttributes 386 43 fa] H A Ja 44 . 00 5 G 5 7 9 0 R R

¢} HEWEAENE ARSIZIEEMHAEN Signerlnfo 4 signatureValue 19 DER % 5% 049

BTN,

BafaREnT A 240 REME. Hil e O — 8 AuributeValue MES. BHEH -4 HE 4
AttributeValue S5 #

UnsignedAttributes 1575 8 —# AttributeValue A4 45 . signerlnfo Y Unsigned Attributes 1] (g
5% 2B 5 UE 15 i A e ss ] .

i TECEIE B B A Signerinfo B8, FLIEAR SOl & FBGIUEBEYE. Rk, /TR E —MEE
WEMERGEA .

14 ASN,1 ¥

14.1 ESMS ASN,1

CryptographicMessageSyntax2004
{ 150(1) member-body(2) us(840) rsadsi(113549)
pkes(1) pkes-909) smime(16) madules(0) CMS-2004(24) }

DEFINITIONS IMPLICIT TAGS (1=
BEGIN

-—EXPORTS All
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— = The types and values defined in this module are exported for use
——in the other ASN.1 modules. Other applications may use them for

— — their own purposes.
IMPORTS

- = Imports from RFC 5280, Appendix A.l
Algorithmldentifier, Certificate. Certificatelist,
CertificateSerialNumber. Name
FROM PKIXIExplicii88
{isoCl) dentified-organization(3) dod(6)
internet(1) security(5) mechanisms(3) pkix(7)
mod(0) pkixl-explicit(18) }

- = Imports {rom RFC 3281. Appendix B
AttributeCertificate
FROM PKIXAuributeCertificate
{ iso(1) identified-organization{3) dod(5)
internet{ 1) security(5) mechanisms(5) pkix(7)

mod(0) attribute-cert(12) |

— — Imports from Section 14.2 of this document
AttributeCertificate V1
FROM AttributeCertificateVersionl
{ is0(1) member-bady(2) us(840) rsadsiC113549)
pkes(1) pkes-9(9) smime(16) modules(0)
viAurCert(15) } ;

== Encryption and Signature Message Syntax

ContentInfo .= SEQUENCE |
content Type Content Type,
content [ 0] EXPLICIT ANY DEFINED BY contentType |

ContentType 1= OBJECT IDENTIFIER

SignedData i = SEQUENCE |
version ESMSVersion,
digestAlgorithms DigestAlgorithmldentifiers.
encapContentInfo EncapsulatedContentInfo.
certificates [0] IMPLICIT CertilicateSet OPTIONAL.,
crls [1] IMPLICIT RevocationInfoChoices OPTIONAL.

signerInfos Signerlnfos |

[+
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DigestAlgorithmldentifiers 1= SET OF DigestAlgorithmIdentifier
Signerlnfos 11 = SET OF Signerlnfo

EncapsulatedContentInfo 1= SEQUENCE ¢
eContent Type Content Type,
eContent [ 0] EXPLICIT OCTET STRING OPTIONAL |

SignerInfo 11 = SEQUENCE |{
version ESMSVersion,
sid Signerldentifier,
digestAlgorithm DigestAlgorithmldentifier.
signedAttrs [0 IMPLICIT SignedAttributes OPTIONAL.
signatureAlgorithm SignatureAlgorithmlIdentifier.
signature SignatureValue.
unsignedAttrs [ 1] IMPLICIT UnsignedAttributes OPTIONAL |

Signerldentifier 11 = CHOICE ¢
issuerAndSerial Number IssuerAndSerialNumber,

subjectKeyIdentifier [0] SubjectKeyldentifier |
SignedAttributes 2= SET SIZE (1..MAX) OF Attribute
UnsignedAttributes 1= SET SIZE (1.MAX) OF Attribute

Attribute 1= SEQUENCE {
attr Type OBJECT IDENTIFIER.,
attrValues SET OF AttributeValue |

AttributeValue 11= ANY
SignatureValue 12= OCTET STRING

EnvelopedData 11 = SEQUENCE |
version ESMSVersion.,
originatorInfo [0 IMPLICIT OriginatorInfo OPTTONAL,
recipientInfos RecipientInfos.
encryptedContentInfo EncryptedContentInfo.

unprotectedAitrs [ 1] IMPLICIT UnprotectedAttributes OPTIONAL |

Originatorlnfo 1= SEQUENCE {
certs [0 IMPLICIT CertificateSet OPTIONAL,
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crls [1] IMPLICIT RevocationInfoChoices OPTIONAL }

Recipientlnfos 12 = SET SIZE (1..MAX) OF Recipientlnfo

EncryptedContentInfo 1= SEQUENCE ¢
content Type Content Type,
contentEncryptionAlgorithm ContentEncryptionAlgorithmlIdentifier,
encryptedContent [ 0] IMPLICIT EncryptedContent OPTIONAL

EncryptedContent (0= OCTET STRING

Unprotected Attributes 1I= SET S5IZE (1..MAX) OF Attribute

Recipientlnfo 1= CHOICE |
ktri KevTransRecipientInfo.
kari [ 1] KeyAgreeRecipientInfo.
kekri [2] KEKRecipientInfo,
pwri [ 3] PasswordRecipientInfo.,

ori [ 4] OtherRecipientInfo |

EncrypiedKey 1= OCTET STRING

KeyTransRecipientlnfo 1= SEQUENCE {
version ESMSVersion. — = always set to 0 or 2
rid Recipientldentifier.
kevEncryptionAlgorithm KeyEneryptionAlgorithmIdentifier,

encryptedKey EncryptedKey |

Recipientldentifier 1= CHOICE |
issuerAndSerial Number IssuerAndSerial Number.,
subjectKeyldentifier [0 SubjectKevldentifier |

KevAgreeRecipientInfo (1= SEQUENCE {
version ESMSVersion. — — always set to 3
originator [0] EXPLICIT OriginatorldentifierOrKey.
ukm [1] EXPLICIT UserKeyingMaterial OPTIONAL,
kevEncryptionAlgorithm KeyEneryptionAlgorithmIdentifier,
recipientEncryptedKeys RecipientEncryptedKeys |

OriginatorldentilierOrKey 1= CHOICE |
issuerAndSerialNumber IssuerAndSerialNumber,
subjectKeyldentifier [0] SubjectKeylIdentifier.
originatorKey [ 1] OriginatorPublicKey |

[+
-3
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OriginatorPublicKey 1= SEQUENCE {
algorithm Algorithmldentifier,
publicKey BIT STRING |

RecipientEncryptedKeys (1= SEQUENCE OF RecipientEncryptedKey

RecipientEncryptedKey 1= SEQUENCE ¢
rid KeyAgreeRecipientldentifier,

encryptedKey EncryptedKey |

KeyAgreeRecipientIdentifier 11 = CHOICE |
issuerAndSerialNumber IssuerAndSerial Number,

rKevld [0 IMPLICIT RecipientKeyldentifier |

RecipientKeyldentifier 1= SEQUENCE /{
subjectKeyldentifier SubjeciKeylIdentifier,
date Generalized Time OPTIONAL.
ather OtherKeyAttribute OPTIONAL |

SubjectKeyldentifier 11 = OCTET STRING

KEKRecipientlnfo @i = SEQUENCE !¢
version ESMSVersion. — = always set to 4
kekid KEKIdentilier.
kevEncryprionAlgorithm KevEncryptionAlgorithmIdentifier,

encryptedKey EncrypledKey |

KEKIdentifier 1= SEQUENCE {
keyldentifier OCTET STRING.
date Generalized Time OPTTONAL,
other OtherKeyAttribute OPTIONAL }

PasswordRecipientlnfo (I = SEQUENCE |
version ESMSVersion. — = always set to
keyDerivationAlgorithm [0] KeyDerivationAlgorithmIdentifier
OPTIONAL.,
kevEncryptionAlgorithm KevEneryptionAlgorithmlIdentifier.,
eneryptediKey EncryptedKey |

OtherRecipientInfo 1= SEQUENCE /¢
oriType OBJECT IDENTIFIER.,
oriValue ANY DEFINED BY oriType }



DigestedData { 1= SEQUENCE /|
version ESMSVersion.
digestAlgorithm DigestAlgorithmldentifier.
encapContentInfo EncapsulatedContentInfo.

digest Digest |

Digest 2= OQCTET STRING
EncrypiedData 17 = SEQUENCE {

version ESMSVersion.

encryptedConientInfo EncryptedContentInfo,

unprotectedAttrs [ 1] IMPLICIT UnprotectedAttributes OPTIONAL |

AuthenticatedData ©1 = SEQUENCE |
version ESMSVersion,
originatorInfo (0] IMPLICIT OriginatorInfo OPTIONAL,
recipientInfos RecipientInfos,
macAlgorithm Message AuthenticationCodeAlgorithm,
digestAlgorithm [1] DigestAlgorithmIdentifier OPTIONAL.
encapContentInfo EncapsulatedContentInfo.
authAttrs [2] IMPLICIT AuthAttributes OPTIONAL,
mac MessageAuthenticationCode,

unauthAttrs [3] IMPLICIT UnauthAttributes OPTIONAL |
AuthAttributes 11 = SET SIZE (1..MAX) OF Auribute
UnauthAttributes 11 = SET SIZE (1..MAX) OF Attribute
MessageAuthenticationCode 1= OCTET STRING
DigestAlgorithmIdentifier {i= Algorithmldentifier
SignatureAlgorithmldentifier 27 = Algorithmldentifier
KevEncryptionAlgorithmlIdentifier 11 = Algorithmldentifier
ContentEncryptionAlgorithmIdentifier 1= Algorithmldentifier

MessageAuthenticationCodeAlgorithm 2= AlgorithmIdentifier

KeyDerivationAlgorithmlIdentifier 7= AlgorithmlIdentifier

RevocationlnfoChoices 2= SET OF RevocationInfoChoice

GB/T 31503—2015
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RevocationInfoChoice 1= CHOICE |
crl Certificatel.ist,
other [1] IMPLICIT OtherRevocationInfoFormat |

OtherRevocationInfoFormat 11 = SEQUENCE |
otherRevIinfoFormat OBJECT IDENTIFIER.
otherRevIinfo ANY DEFINED BY otherRevInfoFormat |

CertificateChoices i = CHOICE |
certificate Certificate,
extendedCertificate [0] IMPLICIT ExtendedCertificate, — — Ohsolete
vIAttrCert [ 1] IMPLICIT AttributeCertificateV1., — — Obsolete
vZAttrCert [27] IMPLICIT AttributeCertificateV2,
other [3] IMPLICIT OtherCertificateFarmat }

AttributeCertilicateV2 i = AttributeCertificate
(OtherCertificateFormat - = SEQUENCE |

otherCertFormat OBJECT 1DENTIFIER.
otherCert ANY DEFINED BY otherCertFormat |

CertificateSet ¢ = SET OF CertificateChoices
IssuerAndSerialNumber 11 = SEQUENCE |

issuer Name.

serial Number CertificateSerialNumber |
ESMSVersion 1 2= INTEGER { v0(0)., v1{1), v2(2), v3(3). vd(4}. vi(5) }
UserKeyingMaterial 1! = OCTET STRING
(MherKeyvAttribute 2= SEQUENCE |

kevAutrld OBJECT IDENTIFIER.,
keyArtr ANY DEFINED BY kevAutrld OPTIONAL |

—— Content Type Object Identifiers

id-ct-contentInfo OBJECT IDENTIFIER I= { iso(1) membher-body(2)
us(840) rsadsi€113549) pkes(1) pkes9(9) smime(16) ct(1) 6 |

id-data OBJECT IDENTIFIER 1= | iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes7(7) 1 }
30



id-signedData OBJECT IDENTIFIER = { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes7(7) 2 |

id-envelopedData OBJECT IDENTIFIER (= { iso(1) member-body(2)
us(840) rsadsit113549) pkes(1) pkes7(7) 3}

id-digestedData OBJECT IDENTIFIER I= { iso(1} member-body(2)
us(840) rsadsi(113549) pkes(1) pkes?(7) 5}

id-encryptedData OBJECT IDENTIFIER 1= { is0(1) member-body(2)
us(840) rsadsit113549) pkes(1) pkes7(7) 6 |

id-ct-authData OBJECT IDENTIFIER 1= { iso{1) member-body(2}
us(840) rsadsiC113549) pkes(1) pkes-9(9) smimeC16) ct(1) 2 |
- = The ESMS Attributes
MessageDigest 11= QUTET STRING
SigningTime 1= Time
Time 1= CHOICE {
utcTime UTCTime,
general Time Generalized Time |
Countersignature .. = Signerlnfo

- = Attribute Object Identifiers

id-content Type OBJECT IDENTIFIER .= { iso{1) member-body(2)
us(840) rsads=i(113549) pkes(1) pkes9(9) 3}

id-messageDigest OBJECT IDENTIFIER 2= { iso(1) member-body(2)
us{840) rsadsit113549) pkes(1) pkes9(9) 4 }

id-signingTime OBIECT IDENTIFIER 1= { iso(]l) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes9(9) 5 |

id-countersignature OBJECT IDENTIFIER 1= { iso(1) member-bady(2)
us{840) rsadsiC113549) pkes(1) pkes9(9) 6 |

= = (Obsolete Extended Certificate syntax from PKCS =4

ExtendedCertificateOrCertificate + 2= CHOICE |

GB/T 31503—2015
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certificate Certificate,
extendedCertificate [0] IMPLICIT ExtendedCertificate |

ExtendedCertificate 12 = SEQUENCE |
extendedCertificatelnfo ExtendedCertificarelnfo.
signatureAlgorithm SignatureAlgorithmIdentifier,

signature Signature |

ExtendedCertificatelnfo 2= SEQUENCE |
version ESMSVersion.
vertificate Certificate.

attributes UnauthAttributes |
Signature 1= BIT STRING

END - - of CryptographicMessageSyntax2004
14.2 hEZ 1 BHiE+H ASN.1 Ei

AttributeCertificateVersionl
{ is0(1) member-body(2) us(840) rsadsi(113549)
pkes(1) pkes-909) smime(16) modules(0) vIAttrCert(15) |

DEFINITIONS EXPLICIT TAGS 1=
BEGIN

- - EXPORTS All
IMPORTS

= = Imports from RFC 5280. Appendix A.l
AlgorithmIdentifier, Atiribute, CertiflicateSerialNumber.
Extensions. Uniqueldentifier
FROM PKIX1Explicitads
{ 1s0(1) identified-organization{3) dod(§)
internet(1) security(5) mechanisms(5) pkix(7)

mod(() pkixl-explicit(18) }

— = Imports from RFC 5280, Appendix A.2
GeneralNames

FROM PKIX1Implicit88
{12001} identified-organization(3) dod(6)
internet{1) security(5) mechanisms(3) pkix(7}

mod(1) pkixl-implicit(19) }



— = Imports from RFC 3281, Appendix B
AttCertValidityPeriod . IssuerSerial
FROM PKIXAttributeCertificate
| isal1) identified-organization({ 3} dod(§)
internet(1) security(5) mechanisms(5) pkix(7)

mod{0) attribute-cert(12) }

= = Definition extracted from GB/T 16264,.8—2005. but
- — dilferent type names are used to avoid collisions.
AttributeCertificateV1 1i= SEQUENCE |

aclnfo AttributeCertificatelnfoV1,

signatureAlgorithm Algorithmldentifier.

signature BIT STRING |

ArtributeCertificateInfoV1 1= SEQUENCE ¢
version AttCertVersionV1 DEFAULT «1,
subject CHOICE |

baseCertificatel D [ 0] IssuerSerial,
- = associated with a Public Key Certificate
subjectName [[1] GeneralNames } .
— — associated with a name
issuer GeneralNames,
signature Algorithmldentifier.
serial Number CertilicateSerialNumber,
attCertValidityPeriod AttCertValidityPeriod,
attributes SEQUENCE OF Auribute,
1ssuerUniquelDd Uniqueldentifier OPTIONAL.

extensions Extensions OPTIONAL |

AttCertVersionV1 i = INTEGER { v1(0) }

END — = of AttributeCertificateVersionl

REWREH

ESMS $##4it T —& ik, H AT EHE T o r 2 & S0 s 2L B %51 .

SHRMARP SR HNRYA. E28RARIEE EETLE R0,
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M 2 T 7 A I A R B B R IR S R R R A L A B % B B A AT e —
HERREEE TR A MAC, At . N ZE ] GBI A H ATl — .

SO L R P R I B LT RS R B bR DL R BRI LAY RA A R O A e B
s TRINLE ., fEHAEIRAY PRNG RS S S 8L 2RI, G TREES EH k%
P10y PRNG 385 AR RGN TREMEMES . W AR TR E a0, 4w a9 B0
b 2 P e A

4085 P 0 T b i R ik AR S 2 A B 0 i N S N
U I s AP A AR R ) SR e P R P s e g A T L A Qo S P9 A 168 bit
F10 P9 25 i 85 o B 1T % L P A s AR T 40 bin ST I S HET T B A B BET 40 bit
BOESR . FedR3 40 bit BOE S NS S P . FEWCE IR N I S RS I S N AT
BRL Ot L 5 B0 0 R IE S B 8 Rk R I R — R B A A I L A
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