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7.1.2 BPREERHER
7.1.2.1 BEPRHERKEEER

P i R S BT CVRequest S5 p . 7E &0, CVRequest 335 ¥F ContentInfo . H
ASN. LAl anrr .

ContentInfo{

content Type  id-ct-sevp-cert ValRequest.— (1. 2, 840, 113549, 1, 9, 16, 1, 10)
content CVEReqguest |

W P A T S BT PR ] ContentInfo @Y content B /& CVRequest 8544,

g A R T LA 1 content FEEER SignedData £5 ) 5 AuthenticatedData 254y, Hvp
FHEET CVRequest, XS A9 ASN, 1 {iiEE 0L RFC3852, 7R AME M T . SignedData 5 Authen
ticatedData i EncapsulatedContentInfo FER M EM T .

—eContentType {8 id-ct-sevp-cert ValRequest
eContent {H % DER #1351 CVRequest,

CVRequest 19 ASN. 1 fifi b 40 F  Hop BR A b 48 2 2 B U dm 25
CVRequest: : =SEQUENCE/{

cvRequestVersion INTEGER DEFAULT 1,

query Query.,

requestorRel [0] GeneralNames OPTIONAL,

requestNonce [17 OCTET STRING OPTIONAL,
requestorName [2] GeneralName OPTIONAL.

responderName [3] GeneralName OPTIONAL,
requestExtensions [4] Extensions OPTIONAL.,

signaturcAlg [5] Algorithmldentifier OPTIONAL.

hashAlg [6] OBJECT IDENTIFIER OPTIONAL.
requestor Text [7] UTFS&String (SIZE (1., 256)) OPTIONAL;}

Hp g AFRm & il 7.1.2.2—7. 1.2, 11 #fiik.
7.1.2.2 cvRequestVersion

B T 0 = e 1 A e e TR 0 5 6 il = AR e M RSO 7 =/ G O N 71
HEM A A evRequest Version 5B AT{E R 2R 1. LU A% 85387 R A o) 2= o8 HoAl (.

7.1.2.3 query

FmF P i R P {5 B H 28 Query B9 ASNL 1 iR R H P T A AR 2 N BRACER
Query; : =SEQUENCE!

queriedCerts CertReferences,

checks CertChecks.

— R AR B L0 A -

wantBack [1] WantBack OPTIONAL.
validationPolicy ValidationPolicy.
responseFlags ResponseFlags OPTIONAL.

serverContextInfo [2] OCTET STRING OPTIONAL,
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validationTime [3] GeneralizedTime OPTIONAL.,
intermediateCerts [4] CertBundle OPTIONAL.
revinfos [5] Revocationlnfos OPTIONAL.
produced At [6] GeneralizedTime OPTIONAL,
queryExtensions [7] Extensions OPTIONAL}

Query R EAFEA T LM LT 0~k fifik,

a)  queriedCerts

TR E PRI R AT B M i o I E AYIE S . queriedCerts FEBEO[ LML & £ E 45, B L&
—A AR L R E 2 UE IR A BT AT UE 15 0 A i T SR AR R A R 0. H 238 CertReferences (1)
ASN, 1 i iR L Hob iy A 5 28 2 0 R bR 2%

CertReferences, . = CHOICE {

pkeRefs [0] SEQUENCE SIZE (1.. MAX) OF PKCReference,
acRefs [17 SEQUENCE SIZE ¢(1.. MAX) OF ACReference)
1) pkeRefs

pkeRefs FE R G| HO9 A 810E 15 . 358 PKCReference 09 ASN. 1 it . Horp Ar 45 br 2 ok
iR,
PKCReference. . =CHOICE!
cert [0] Certificate.
pkeRef [1] SCVPCertlD)
Horprocert PRI R AHIE 1 pheRel T Bt dem 3 A HE B0 5| HIFRIR . 2 8 a] LUK GE 5 5 (&
H R queriedCerts S, 4 n] RICH 0F 8040k 45 89 51 e Hob . IR queriedCerts 7 B4l & £ 4~ 4
FHAEAS L ] DA — 20 {d HIGIE A S0 i, 5 — 2k fdf AR5 51 HY .
2y acRels
acRefs B2 g | 009 i #E1E 15 . Ho 22 W ACReference 19 ASN, 1 f{i i i F . Hovp iir 5 5 25 1 R

ISELN T
ACReference, . =CHOICE/
attrCert [2] AttributeCertificate,
acRef [3] SCVPCertlD}

HattrCert T B F R IR EUE 15 acRel T B R G YEIE 1 09 51 AR IR . 3 2 B m] A5 GE 5 5 {F
HLHECTE queriedCerts HY UL AT LLAE 4T~ UE 45 09 51 F i 7E Horp . I queriedCerts TR £ 18
PEAE A, AT L — 26 {ef FIE A5 9 04, 55 —2bfdf FTE 45 51 HY .

3 AT RN

A 2 R UL A5 28 PRk AT 895 R BRI S SCVPCertdD A9 ASNL 1 iR i F .

SCVPCertlD: ; =SEQUENCE/

cert Hash QCTET STRING.
i1ssuerSerial SCVPIssuerSerial,
hashAlgorithm Algorithmldentifier DEFAULT {algorithm sha-1}}

HerscertHash 5 Be e AHE A5 B9 U5 s issuerSerial 5 B e m 20 $1IE 5 2 J8 PR UE 5 09 %8 % &
I8 5 shashAlgorithm - B 275 8 H 091580900 8 Bl 4 algorithm sha 1, hashAlgorithm 7Bt dg
S ) A R S IR 4 4% O B I o R L CZ L 7. 20 3) Y hashAlgorithms 5 B T i 5 (1 2 4~ #( 51
Hikz—.

SCVPIssuerSerial 2881 ASN. 1 i8N T .

SCVPlIssuerSerial; : =SEQUENCE |

8



GB/T 29243—2012

issuer GeneralNames.
serialNumber CertificateSerial Number |
Hop issuer FEEFRAIE B E R FH  serialNumber FE R RIEBIFH S
L) checks
FErm B P e R A A i A queriedCerts 7 B2 AP A8 UE 15 {8l M6 25y 78 1) Ab B L L2 B CertChecks (1)
ASN. 1 it .
CertChecks. . =SEQUENCE SIZE (1.. MAX) OF OBJECT IDENTIFIER
RfF A HIES A FRE P E LT AR B
—id-ste-build-pke-path : 3 — {5 15 5 9 5 10 52 00 UE 15 B 2
—id-ste-build-valid-pke-path & — 1~ {5 45 5 #1510 88 0 TE 15 B 42 JF 96 E A 280, A B R R 4 fil 6

id-ste-build-status-checked-pke-path ; 3 — -5 1T 55 F 15 109 5 09 3 45 % 42 0F 36k o7 2, SR 6
HFHERE,

ARG A0 B A5 b il MR 55 09 4G BHL AR 95 2% 07 S 8F id-ste-build-pke-path; 38 £E £ 282 56 ik i 55 09 4 B 9%
f0 0 FELL b AR g A

K F @ A4 UE 45 A bt vho SCLL R b,

———id-ste-build-aa-path ; 3 — 1~ @ 3F 45 CAC) #0 % # 915 4T 50 1 — 1~ 30 B Y 15 B 42

——id-ste-build-valid-aa-path: % —~ AC 5 %2 & o5 (5 5 #9 i — 1~ 100 92 i 0E 45 3 42 1 B0 e 47 2

AN E SR A RIS

——id-ste-build-status-checked-aa-path & —-~ AC il %2 & 0 {5 45 650 15 — -0~ W) 28 (9 4F 15 i 45 8
B IR A R SR R A AR P B AC B OB ES A HAhIE 5 A4 SRR AR
id-ste-status-check-ac-and-build-status-checked-aa-path : 3 —-~ AC #il & 3 0915 1150 i — 4~
10 58 0l S B R T 6 A R, R R A BT R B A R RS S AC A
R AR 55 43 2 A5 L FFRT IR PR 1L b B R TR
FiTAT B9 K A S BUER A6 OID Feom Al 4 h .
id-ste OBJECT IDENTIFIER:: = {iso (1) identified-organization (3) dod (6) internet (1)

security (5) mechanisms (5) pkix (7) 17}

id-ste-build-pke-path OBJECT IDENTIFIER.: : = {id-stc 1}
id-ste-build-valid-pke-path OBJECT IDENTIFIER ; : = {id-stc 2}
id-ste-build-status-checked-pke-path OBJECT IDENTIFIER: ;: = {id-stc 3}
id-ste-build-aa-path OBJECT IDENTIFIER: : = {id-sic 4}
id-ste-build-valid-aa-path OBJECT IDENTIFIER : : = {id-ste 5}
id-ste-build-status-checked-aa-path OBJECT IDENTIFIER: : = {id-stc 6}

id-ste-status-check-ac-and-build-status-checked-aa-path OBJECT IDENTIFIER: : = {id-stc 7}

e} wantBack

wantBack 7 Bt 0T 1€ , 28 5 P 8 i AR IR 45 28 0 PR AR 0] checks w1 By i S0 AY b BR 25 B 5F , if 2R [l
LM, H2ER WantBack 5 ASN, 1 #380F .

WantBack: : =SEQUENCE SIZE (1., MAX) OF OBJECT IDENTIFIER

HAFTE wantBack T, wantBack W42 % — & ¥ OIDs, #§-1 OID 7R % P i id oK R 55 4508 ¢ T
queriedCerts AYMEEEfE B . AT wantBack ®P4 2 A9 B Fp 5 5. L I % %80 10 48 2140 0 i 25 R Rz [0, ]
L if 2K Y checks 5 BEE 52 #65 1E 45 15 42 (id-ste-build-pke-path) s wantBack 2R 38 (0] J] 45 2% #4918 (1 iy
Al B A2 Gid-swh-pke-all-cert-paths) . 53 BT L 00 R A~ 23 40 35 0F 45 8% 15 04 56 TiE 0k 28 L 0 5 2
IR G B A0 O i Al 55
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Ay AR o LT LR JLFD wantBacks:

id-swh-pke-cert; 3 2R P I EHGE L BI queriedCerts 5 BE T8 45 A0 0E 5 5
id-swh-pke-best-cert-path . fiz If 09 9E 15 B 45 . B A2 o B0k 5 A0 2 0k 9ok AT 20y
id-swh-pke-revocation-info , iE 5 B 4% o R UE 15 O SRS AR S 0E P
id-swh-pke-public-key-info: i 2R o 3 HE 15 092587
—id-swh-pke-all-cert-paths ; 71 2K o0 32 (05 45 ¥ 38 i B A7 GE 35 i 42
id-swh-pke-ee-revocation-info; 8 i 2% s B 5 9 35065 00 2550 0

—id-swh-pke-CAs-revocation-info; 438 81~ CA UE A5 B e A8 .

(AR i E IR 45 04 FR R R 55 4% B S FF id-swh-pke-cert il id-swh-pke-publie-key-info; $2 ft {4 H]
[0 b e 2 4% 1 A% PR IR 9% 25 1 S 8F id-swhb-opke-cert, id-swh-plke-public-key-info, id-swh-pke-best-cert
path fil id-swh-pke-revocation-info,

f BEEE T L T BAFJLA~ wantBacks:
id-swh-ac-cert: i 2K oy FE & F UL 5
id-swh-aa-cert-path, &t AC il % F 0k 45 # il 000 5 54
id-swh-ac-revocation-info: AC 19 A& 3 E 45 B 42 th R A~ 0E 15 09 58 s RS 0EB

—id-swh-aa-revocation-info ; J& PEUE 45 B4 4E0ET R ASUEH L

{0 AR % 2201 1L F B4 E 45 wamBacks fty S22 n 3R /79 .

H b GRA — wantBacks 78 20 81 0E 5 0 E FEIE S o#R Al LR R

—id-swh-relayed-responses fCFUIR % 2 7 56 W% 7 di 4 o 0 Ak RAT MK ft £ 90 R 55 4% 35 15

f1) i 1 15 o

% B AR % 2% X1 X 4~ wantBack A9 2 FJ2 nl 00 .

i —4~ wantBack #{#H —1~ OID Fas. HE L TELF OID:

id-swh OBJECT IDENTIFIER: : = {iso (1} identiflied-organization (3) dod (6) internet (1) secu-
rity (5) mechanisms (5) pkix (7) 18}

id-swh-pke-best-cert-path OBJECT IDENTIFIER:: = |id-swh 1}
id-swh-pke-revocation-info OBJECT IDENTIFIER; : = {id-swh 2}
id-swh-pke-public-key-info OBJECT IDENTIFIER ; : = {id-swh 4}
id-swh-aa-cert-path OBJECT IDENTIFIER : : = {id-swh &}
id-swh-aa-revocation-info OBJECT IDENTIFIER . . = {id-swh 6}
id-swh-ac-revocation-info OBJECT IDENTIFIER .. = {id-swh 7}
id-swh-relayed-responses OBJECT IDENTIFIER: : = {id-swh 9}
id-swh-pke-cert OBJECT IDENTIFIER:: = {id-swh 10}
id-swh-ac-cert OBJECT IDENTIFIER:: = {id-swh 11}
id-swh-pke-all-cert-paths OBJECT IDENTIFIER ;= lid-swh 12}
id-swh-pke-ee-revocation-info OBJECT IDENTIFIER :: = {id-swh 13}
i

id-swh-pke-CAs-revocation-info  OBJECT IDENTIFIER. .

d)  wvalidationPolicy

F R B P i B SRR A A S 42 P A £ 0 0 o A R R L AR ok S 2R AU B IR g
F1%) % W A i P e D TR DA 46— ) s e s S TR G rh 7 A S R AR A R 5 A A SR R
F i 4 S A R R UG 0l R e o] R L L SRR I A b B P B R T A B B ECE U
A B 8 S T AR R fe i T BRIk & P S A E AR BRI . R P i A S 4 S R R A
W) L e 2 R Y 5 B RS i SR P A SR el 2 B R AR B M A B
ORI 5| R B8 358 P 4 S 0 SRS 5 (0 89 2 B AT oh 5 Bl 55 4% 1 AE W N R (] g R

10
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351 ValidationPolicy 1 ASN. 1 iR 0 F ., H i ir i dr 28 ¥ R U,
ValidationPolicy: : =SEQUENCE |

validationPolRef ValidationPolRef.

validationAlg T0] ValidationAlg OPTIONAL.,

userPolicySet "1] SEQUENCE SIZE (1.. MAX) OF OBJECT IDENTIFIER
OPTIONAL.,

inhibitPolicyMapping (2] BOOLEAN OPTIONAL,

requireExplicitPolicy '3] BOOLEAN OPTIONAL,

inhibit AnyPolicy "1] BOOLEAN OPTIONAL,

trustAnchors (5] TrustAnchors OPTIONAL.

keyUsages L6 SEQUENCE OF KeyUsage OPTIONAL,

extendedKevUsages (7] SEQUENCE OF KeyPurposeld OPTIONAL,

specifiedKeyUsages (8] SEQUENCE OF KeyPurposeld OPTIONAL}

ValidationPolicy 22 BIth A FE % LR LT D~ 104k,

1) wvalidationPolRef

77 B R R 55 2 A A 0T SRS L T OTD U N 1 £ Bk

ValidationPolRel #7 ASN, 1 it F .

ValidationPolRefl ; : = SEQUENCE {

valPolld OBJECT IDENTIFIER.,
valPolParams ANY DEFINED BY valPolld OPTIONAL}

Hob,valPolld 5 Ee A B (1) OID. valPolParams 7B F a5 FH I 39 S 8. 35 BB iR % P b dis F
28, BB HUE ) valPolParams fii i . B W Mg 2450084, valPolParams W 2 0§ .

FH P AT LA 2R FH 55 0 SR DA ) SRS . BRI B SR A5 Y IR 55 8 ik 4 109 BR DA (B HE A7 4% 45 . O HL A
GB/T 16264, 8—2005 5 SCObR M UE 15 45 ik B BRDA{F mT LA S0 2 A .t mT R SRBE 3 ok (& 0L
7.2, 00HUH A . BRIAAY T S R — 1 OID 2, BV F %052 L Y id-svp-defaultValPolicy

id-svp OBJECT IDENTIFIER: . = liso (1) identified-organization (3) dod (6) internet (1) secur-
ity (5) mechanisms (5) pkix (7) 19}

id-svp-defaultValPolicy OBJECT IDENTIFIER; : = {id-svp 1}

BRI W (2 P 5 R A TR A W) 0 B A G R O B S8, CPRIR 55 4% 5 3 3 BRA
W

2y walidationAlg

PR P i SR A 5 e AT T AR 6 e O 6 TR B L 5 T v RE T AU A e .
#:# ValidationAlg ff) ASN. 1 #iif i F .

ValidationAlg: : = SEQUENCE!

valAlgld OBJECT IDENTIFIER.
parameters ANY DEFINED BY valAlgld OPTIONAL
Herpr o val Algld P B3 8 5 OID, parameters 52 B Fam H W 00 Z50{E .
TR R 5 45 1 8 1R 50 0 3 F5 B AR 40 IR 553 F i 42 S iE R Bk
— AUk

F P v LA R ACRR IR 55 SR R AR RS i . 0 T2 IR 45 BE ARG IR BT R S BE GB/'T 16264. 8
2005 5 A A FIE B AR L . T R AR A KRR L 0 90 GB/T 16264, 82005 5E X i) /&
HEUE 5 30 k3

11



GB/T 29243—2012

I S P R b A T AR B A I T 0 A R W S R R R A S AR IR R R R
AOSE AL . 35 2 L SEAR I 5 0 T B AT o] At 36 IR B Tk 19 Th e T AR

FEA SRR L OID 2 SLF .

id-svp-basicValAlg OBJECT IDENTIFIER: ;= {id-svp 3}

4 valAlgld BY{A J2 id-svp-basicValAlg B} . parameters Bt I Z 0% .

A R T REASSUE T L b i S0 T UL PR RE B WRE P iR AR T AR SRR ik I A X S
Ve 2 o BB A R 55 2500 1F 1) replyObjects B validationErrors FE[ & UL 7.1, 3. 100 ], W%
P R AR G T H Al 3 TE L L AT AE 7 A G S8 e o PR A A o] G ik 8 0E S B R AR I IE 3 Y
e,

id-bvae OBJECT IDENTIFIER: : =1d-svp-basicValAlg
id-bvae-expired OBJECT IDENTIFIER: : = {id-bvae 1}
id-bvae-not-vet-valid OBJECT IDENTIFIER : : = {id-bvae 2}
id-bvae-wrong TrustAnchor  OBJECT IDENTIFIER: := {id-bvae 3}
id-bvae-noValidCertPath OBJECT IDENTIFIER . . = {id-hvac 4}
id-bvae-revoked OBJECT IDENTIFIER: : = {id-bvae 5}

id-bvae-invalidKeyPurpose OBJECT IDENTIFIER: ; = {id-bvae 9}

id-bvae-invalidKeyUsage OBJECT IDENTIFIER: . = {id-bvae 10}

id-bvae-invalidCertPolicy OBJECT IDENTIFIER: : = {id-bvae 11}

id-bvae-expired F&7r % ilE i [A] B T 2% 55 5 (R G0E 15 CED & P i 36 2K 1Y queriedCerts (9 30E 15 ) (1)
not After T4 5E (19 0 7]

id-bvae not-yet-valid 327358k B 1] 5.5 245550 (R OIE 43 19 notBefore T B £ 52 (19 B (6] .

id-bvae-wrong TrustAnchor 23 Xk H A5 & P o4 8 0005 (T 5 b i TF 5 B Ae . {Hon) Ll L RR & 25 2R
N 1T AR R R B A T

id-bvae-noValidCertPath 375 it 5 #% JC 35 ¥ 5 76 12 7 5 S i oK vh 4 72 19 25 Fh kG 4 F0 24 009 GE 5
HEAE

id-bvae-revoked & 7n 23 (A E 45 £ 28wl J6LHS .

id-bvae-invalidKeyPurpose %75 £ i 52 {30 5 A0 a4 i 0 % 8 1 ( Extended Key Usage) 317 & 10
A TIE I L T

id-bvac-invalidKeyUsage 37w 258 i 90 (R GE 15 P 0y 85 60 i ( Key Usage) §7 8 0 68 i 2 50

id-bvae-invalidCertPolicy #&7~ JC % ¥ i B 42 . A B8 42 vh B2~ 0E 15 09 valid_policy_tree j& NULL
H. explicit_policy 4 0.
fiir 45 B k5 i

i 4 B IR R B T AT AR B I B D B AL i FU VR P S E 1 el 2 I A 2 S i 1 e
SR G 5 B o SR B LR OID %75

id-svp-nameValAlg OBJECT IDENTIFIER: : = {id-svp 2}

9 {5 B i 44 el B s, B valAlgld i {H N id-svp-nameValAlg i, parameters i FH R IR
NameValidation AlgParms i .

NameValidationAlgParms. : =SEQUENCE{

nameCompAlgld OBJECT IDENTIFIER.

validationNames GeneralNames}
#71E validationNames 1 # H T £ 4~ % B, X &6 24 85 0 28 &0 W W, 0F B W A & 4 1
validationNames FP 8 HAY 2 #4005 — - #45 nameCompAlgld A #1947 5 VT B W0F 7 09 25 B .
AR g T = b FRIG EERL
12
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id-nva-dnCompAlg OBJECT IDENTIFIER : : = lid-svp 4}
id-kp-serverAuth OBJECT IDENTIFIER; : = lid-kp 1} (& W GB/T 16264. 8—2005)
id-kp-emailProtection OBJECT IDENTIFIER: : = {id-kp 4} (& U, GB/T 16264, §—2003)

I nameCompAlgld B9 4 id-nva-dnCompAlg. % P i R 38 5 1Y GeneralNames W2 directo-
ryName(Z W, GB/T 16264, 82005 t GeneralNames (95F %), WE-15 0 78 3 {77 B ok subjectAltName 19
directoryName Ht & — -~ I Hc i 25 F1 .

& nameCompAlgld A{E A id-kp-serverAuth, 2 P i R 251 GeneralNames B & dNSName
(&0 GB/T 16264, 8—2005 1 GeneralNames B7E %), WEEFU S T subject AltName 37 &3 H H:
A 24~ dNSName 258U 2 F7 W S — 4~ B FRUCECAR ol L. G2k 15 A 7% subjectAltName 1
JEE AT b A dNSName JE8A9 2 85, W E & FE P19 Common Name REgEEER] . 4% #50T LU 35 08
BOAF = " BN « | a com™BEME VLB foo. a. com™, (HAFEVLEL " bar. foo. a. com™,

A nameCompAlgld 19 % id-kp-emailProtection. 2 F % iff 2K 42 £ 1Y GeneralNames Lf 52
rfe822Name(Z WL GB/T 16264, 8—2005 P GeneralNames BJ5E 3,

IR 55 3 0 2 44 B TR Y i A L b = Rb o FRIC L TE S,

Xt R T 4 SR LR E T LU R R A

id-nvae OBJECT IDENTIFIER: : =id-svp-nameValAlg
id-nvae-name-mismatch OBJECT IDENTIFIER . : = {id-nvae 1}
id-nvae-no-name OBJECT IDENTIFIER . : = {id-nvae 2}
id-nvac-unknown-alg OBJECT IDENTIFIER . : = {id-nvae 3}
id-nvae-had-name OBJECT IDENTIFIER,: : = {id-nvae 4}
id-nvae-bad-name-type OBIECT IDENTIFIER; : = {id-nvae 5}
id-nvae-mixed-names OBIECT IDENTIFIER . : = {id-nvae 6}

id-nvae-name-mismatch Fzs Hi 55 @ 76 1k A5 11 48 2] 5 5 5 i 12 {1 24 i () 25 80 0y 22 B (R A 5E 4l
VB, 40 % P s di i 7 — 4~ dNSName“examplel. com™ {0 F 45 o ) 2 example, com”,

id-nvae-no-name 7R P55 a4 012 7 UE 15 b 4% 3 5 % 7 o it 6 00 25 B () S B0 00 44 B AN & 1
AT —~ ANSName“examplel, com” AHIEF o B4 5 rfe822Name“ user@example. com”.

id-nvae-unknown-alg F 75 R % 8% L2081 % P #4509 nameCompAlgld,

id-nvae-bad-name #&7% & P o 45 {1 A0 2 a8 24 PR RS SR R AY 2 B

id-nvae-bad-name-type #R % P Eg i it T 45 nameCompAlgld 48 & 19 VU g 8 3% A — 30 4 #5. Hl
N P im s E nameCompAlgld 4 id-kp-server Auth, {ILE 44 (1 2 F7 2 rle822Name® user (@ example.
com” .

id-nvae-mixed-names R & P dEAE T 2 F A W] 26 A 4 PR

3y userPolicySet

Feon —GLUE A FEWE AR R AT A R 5 45 1 46 U 5 B A R0 8 G G A5 Y A i g (L HC T B {5 )
T GB/T 16264, 82005 F5E LAY user-initial-policy-set,

12 Al 45 4% 10 BE 85 1L 51 3 b 38 P i K B Y userPolicySet.

4)  inhibitPolicyMapping

inhibitPolicyMapping J&iif 45 3 11E 57 25 19— 4~ §if A 2 80, 220 78 3L A7 0E 5 B 4% # it A 3 ik vy o B2 o
SRR FVEHET T A

5)  requireExplicitPolicy

requireExplicitPolicy 2 iE B8 iE 80— A SRR R B 2 & 2 A —1f
R HERE . A7 H] P A ) R g5 AR b AR — B E 15 S WS requireExplicitPolicy fE ¥ 3R o ¥ H
“True”,

13
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6)  inhibitAnvPolicy

inhibit AnyPolicy Sk 35 % 5k 58 0 — -5 A & 580, F 8 PR IR B 30 mg i anyPolicy OID 2 8k 44,
Frib sl ms 5 H P A B 55 2R 2 0S anvPolicy OID.inhibitAnyPolicy # % 5" True”,

71 trustAnchors

trustAnchors 227 fC B MR 35 47 0 8 A 09 (5 4088 . &8 R P FEFE trustAnchors. I8 4 IR % #F — 2 A~
] LA 5 LAl £ 4 i oy % S A E S B AR AT

TrustAnchors 28 BT —F ol 22 %0 (5 1T 5 00 186 38 07 RUEE RIE 4551 1T, o o] R0 o 3 408 3 i 5 s {4 .
FEM 55 GB/T 16264, 8—2005 19 CAGIES &6 AT LLE Ay {5 4 5. 25 B (0 6% £ 48 A 49 5 BL B BR
Al 55 5 NI 7E i 1 ool [l R (S 2 .

AR AR £ — € A AT Lt BRAE PR PR IR 55 48 0 [l A4 ] B 2 e

TrustAnchors 258U ASN. 1 #k 0 F .

TrustAnchors: : =SEQUENCE SIZE (1.. MAX) OF PKCReference

{0 AR 55 2 0 2 FF trustAnchors,

8) keyUsages

TR P R RS O A AT AR P B AR M i B e i B b e A w S, GB/T 16264, 8—
2005 g A keyUsage §" &, F31E 45 57 & % 81 i & Cnhn % % 4 L CRL & 4. #l, % o
Ui BT 25 4 RS T2 A FAYTE B 0 n] RUE A — D BUE % A O 9 AR keyUsage 85 #8941
R 55 A B8R E A5 2 AT s AR T R A

I keyUsages ML T £ 4 keyUsage J00. WE {5 57 3 2 % 0 — 44832 1) keyUsage, #1E 1P
AHETE keyUsage &7 J&  WNTIE 45 1 9 Ay 2 B i 2 4 0 e .

{C AR % 2% 1L B 85 T 0 T b B keyUsages.

9y extendedKevUsages

FE R B P i B SRR A5 A S 1 AT Uk P AR i el S 9 Gk 0 L P i i R P R L uEfih
4" e B i 4 e ST S & ) I R . X i AT BE R B AL keyUsage 47 & vh 4 5E 09 % H1 M &
B TEICELAE Ty TN, KeyPurposeld 2885 i [ J&2 OBJECT IDENTIFIER. & L1 F .

KeyPurposeld: : =OBJECT IDENTIFIER(Z W, GB/T 16264. 8—2005)

WRAE F %A extendedKeyUsage §7 %, 8 extendedKeyUsage §7 B A {5 4 anyExtendedKey-
Usage , W% P a5 K P AEE R T A1 extendedKeyUsages # 8 2A 2 TEAC A9 IRGEH P& 6 extend-
cdKeyUsages H A h anyExtendedKeyUsage. W% P R 7E extendedKeyUsages W45 2 09 4 3 8 %541
T R 4= 5 AEAE T 1Y extendedKeyUsage o9 HE,

W % ooy JC 2 e % wR A A R S H O &, 0 0] 1R extendedKeyUsages 45 i — - %8
SEQUENCE. L o] LLH] 3 5 validationPolRef #9 valPolld Frds & 4 ek 15 Hl & .

T AR 55 g N BEAE 1H ) FF 4 B extendedKeyUsages,

100 specifiedKeyUsages

5 extendedKeyUsages 25 bl . F7n % P i SR R 55 45t 76 340 77 G0k 49 [ 42 40 365 A0 58 1 i) ok 72 o F0iF
Y EEHHE. FiFRP T specifiedKeyUsages HAR & — 4~ 2 24~ B 58 H &, W0 3E 45 0 £ &
extendedKeyUsage "% . H. % P 35 2R 19 specifiedKeyUsages "5 & 09 G 7 12 55 8 HI & B2 &0 6T
P extendedKeyUsage 8, I1EE Y extendedKeyUsage {H 4 anvExtendedKeyUsage, I 8 1A
A T R R P S R R e

FCHE AR 55 &% 17 ik % 15 5 37 b B specifiedKeyUsages,

e)  responseFlags

o Pty SR TR 5 25 i AR D] 0 0 A7 3 8 bl S R AR AE . BB TR I R A 8 bR R
HE R BRI P A FE T R P 5E A BE L% responseFlags 7B, 25 ResponseFlags 19 ASN. 1 i # 0

14
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o Horp AT bR 1 R R bR
ResponseFlags: : =SEQUENCE{

fullRequestInResponse [07 BOOLEAN DEFAULT FALSE.
responseValidationPolByRef [1] BOOLEAN DEFAULT TRUE,
protectResponse [2] BOOLEAN DEFAULT TRUE,
cachedResponse [3] BOOLEAN DEFAULT TRUE!

1y fullRequestinResponse

BRIATOL T ACER AR 55 e AU AR A7 W NETH B2 L 3 & P SR A RO, LI & P e S ], R
fullRequestInResponse &8 A TRUE, W 45 &5 e B P61 & 58 800 % P omid R B .

R AR % 48 1 S 357 3 101 56 35 09 2 P i i R T . .

23 responseValidationPolByRel

response ValidationPolByRef H 55 7 R 2 04D 3 % SR BE (51 H L i 2 PR S w5 Bl A ik 40 & H F ik
B R A 2 H00 0, me R a0 5 6 S 9 5 | FE R R P A B e A a5 R R Y 2 B
) responseValidationPolByRel #5 % H“FALSE”,

3} protectRespanse

FRF P R I A5 8 A el R T DA (A % 8% KA 2 e i 3 U2 BT 48 44 5 MAC
HEFT A, SR A5 O FALSE, W5 WY % P 8 48 5 0R 0 8 040 E R b,

B % 45 ot e 95 09 & P i 0 S BR S protectResponse B{E A FALSE™, 1 {4 H 3800E At % 69 &
2 S — A B IR 5 i % o R BT LR P L BIH protectResponse i 7" TRUE”ER R I . U0 5238 15 R
T HARGRI 720 TLS, W25 P o ] UK i & A FALSE” .

1)  cachedResponse

LA P e B S F 2 B A0 N . cachedResponse 8 8 B “TRUE"R . & P W45 Z & 495 7 1Y
WiJi . cachedResponse # & N “FALSE™F % /™ i A F52 25 S0 77 (1 0 17 . O 9 D 42 050 39 A i 7 A2 o 7=
e L P TR T R P L S requestNoncet 20 7,1, 2,50,

{RHRLAR 55 48 1 3 8F cachedResponse, 25 R 55 4% JC 7= e i 0 me] 1 B, 1o 302 (0] 5 38 5 5. .

[y serverContextInfo

serverContextInfo Bl % % /7 3 5 18 0 i 55 #8 A — WG {5 i b F 3CfF B X 8 45 Bk [ if— Yo (5
%) IR 5 A ol Jig . Ao A 7 BT LAUEIIR 55 4 O 8] — e 5k [ 22 S g i . (0 An fUBR IR 95 2% O & P 5
WRIMEFMET - #BRE.OFPRERAANESZ. TREFPREFR LE T HE MIFRIFEZE
serverContextInfo 2y b — ¥ 19 MR % % Wi B 1 serverContextInfo WA (S W 7.1, 3. 12), TRCHR
% A8 U0 233 0] — Ze AN [R) A GE 1 B AR CAn SR AT . SRR P i R A R AT S P O R B L R S B A

P 1o 12 R TR 1Y
requestNonce
—serverContextInfo

— R PR R B AT 2 A MAC

U AR 55 4% I % F serverContextInfo,

g)  wvalidationTime

FnE PR IR 5 a3 UAT checks PR E A AL B AYBT ], IR AR validation Time., T 8 28R
Fan LR % 2 109 9 dr et R, S48 E T validationTime , )3 4~ B (] 57 £E 2% A B+ 8] 22 117 .

hy intermediateCerts

FR R P oA UL AG IR % A o AEGIE B s R aE B v el GE A B A b BE B . R % SR TE R s b
FRMA L EHEE N EEEMNE intermediateCerts PHF B A #E. H2EH CertBundle 5 ASN. 1
MR mE .

15
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CertBundle: ; =SEQUENCE SIZE (1.. MAX) OF Certificate

10 AR 55 2% N RE S I ) 3T A B intermediateCerts  {H 37 A 5 X S 3E 35— E 2 #ny .

i) revinfos

Feon P o 4 I A AR A5 A 7E Gk A5 3 Gk o) #2 oboe] g B A9 HET (5 B L8 RevocationInfos By
ASN. 1 i iR b B A b 2 2 o B bR 4

RevocationInfos: ; =SEQUENCE SIZE (1. . MAX) OF RevocationInfo

RevocationInfo, : =CHOICE {

crl [0] Certificatelist .,
delta-crl [1] Certificatelist,
OCsp [2] OCSPResponse.
other [3] OtherRevInfo!

Hoepr orl FEE R AVIE BT 9 32 delta-cr] 52 B e B B OE B ARURT 90 32, ocsp FEL R 8 OCSP R %
i B9 W T L other 2 B R R JLB S A HES 5 8. .
OtherRevinfo 2259 ASN. 1 §iid 1T,
OtherRevinlo: : =SEQUENCE!
riType OBJECT IDENTIFIER.
riValue ANY DEFINED BY riType;
Hor i Type F B AR 8 {5 B OID niValue o7 Br 32 om 808 (5 B0 (E .
1) produced At
P G S VR IR 55 A% 00 FH 28 22 A7 10 0 B (FF cachedResponse #8807 LU ] produced At 3
LR OF A0 IO (7 B ORI R, LA I AR [ B T O Y 2R A e R A P e
R 2R AF AR AR % 8% I X produced Aty A 32 RE R AF 28 17 09 18 2R % 2% 0T DA iR R AR L FF
producedAt.
k) quervExtensions
T F P i K H B PR query B9 208 AR B . A bR b A E ST 4 R L T £ B8 O LSS (il
. HZEM Extensions A9 ASN. 1 #3810 F .
Extensions: : =SEQUENCE SIZE (1.. MAX) OF Extension
Extension: : =SEQUENCE |

extnlD OBJECT 1IDENTIFIER.
critical BOOLEAN DEFAULT FALSE.,
extnValue OCTET STRING ¢}

Ha, exinID 2 Fril 4 FE A OID, critical 50 B8 32 a0 407 1 A9 26 5k B4 BE L G0 B2 2 oG 0l ok
TRUE. & W K FALSE.#Ah FALSE, G052 S e {010 B 1R 45 45 J0 1R 00 . 00) R 46 46 0 a7 = s
SRR ERD R W R 55 AR R R B RGP R, extnValue FEFR AT EM.

7.1.2.4 requestorRef

requestorRefl J& — /™ {CHR 55 2% i 51 32, 250 T AR %5 75 22 b A G 2 AR 45 2% 0 22 DB A1b £ 10 R 45 48
WHUE SOy 2 3. A 2Ehdim i 0 1E 6. 3. 2 P,

FUIR IR % &% i iR AE 1R 3 requestorRel, &% FURTEIF R P T T requestorRel W 7EAE 22 75w g
R R 55 25 10 38 100 A1 1] 0% (L L 6 28 £ 0 f +h U] AT 12 4S5 0],

7.1.2.5 requestNonce

request Nonce 0l & & P gm0y~ HOLE. EVE P g IS R P4l & 1 requestNonce . 1) HiE 55

15
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o 3R (0] — A~ B SR AF A e F . 7E M B 2R AF e R, B S R AR R requestNonce.,

request Nonce 1) LU 28 P S FH 3 B 0 o B T o 78 24 AR 45 8% 57 B8 8 45 51 3 40 B requestNonce, Ul
BB P TR E T requestNonce [A| A% 8 cachedResponse i FALSE. W] & 5 b 8 2R R 45 &5 107 12 1]
5 I requestNonce BYAEZE 77w R L ok 1R B2 {5 B . requestNonce HBEF FH — 0. g & i 2k p iy
7 requestNonce . U F5 68 F 75 5h 04 B HLEYL

7.1.2.6 requestorName
Fern F P i A e, TCELR 57 A 0 BE R R N requestorName,
7.1.2.7 responderName

PR R P b A AT e 1O T LT A AU g ARy 4 PR BUATAE R ) PR AR Y R
A i1 % responsderName:

P SR A A B R AP CF T e T O R BB A eI MAC)
responseFlags WA % & 0 F 1 1 {H protectResponse ¥ 0 TRUE., BI/& 5 S 02k up] 17 {1
B,

7.1.2.8 requestExtensions

FR TR Y AR R H S Extensions BYE X5 7, 1, 2, 3k Y52 ST .t 384 =R A5 6L
L T requestExtensions. H AP f — T e m 0 R 09— 07 . AR HE A E SUHE R R st am 3
AR

7.1.2.9 signatureAlg

PR E P i o R 5 e g 7 9 B AT B A B R RO AR Bk . VA AE T S PRI R D A A Y
FAF T A VP F signatureAlg.:

% P i R A T3 B GR AP OB P S P O RS B A BT R MAC)
responseFlags WA & 8 H TH protectResponse %8 TRUE, BVE P w5 R o 5 i

signature Alg O] LLFE 72 (Y 25 2 07 2 76 9 B0 35 06 1 31 B Y signatureGeneration(Z 0L 7, 2, 3, 16) %]
i o FRIRAR 55 45 1 BEBE TR signatureAlg,

WA signature Alg 35 5 T o W& L & WA B 8 0 signatureGeneration HVEL 1 (19—~ 803, W AR 57 8%
JOf 88 P 3 0 3% ofe ) el i 5 44

I HE R Y B AR signatureAlg T, ol 5 5 TR 5% 85 A S5 AV 25 44 Bk L W) B 55 8% 1 signa-
tureGeneration T8 52 19 85 DA 25 2 579 3 wp 7 3 B4 4

7.1.2.10 hashAlg

PR E P T SR A B AR R R A L A ) (L S T A B R L P M 2 A I S
W 1o i B Y request Hash 1, hashAlg 38 52 09 15050 B9 17 16 57 0% 160 ¥ 0 107 71 B A9 hashAlgorithms
SE S, I query 1Y responseFlags $5 € fullRequestinResponse 4 TRUE, M — 3£ A~ fiE 1% ¥ hashAlg
T H R 55 i e 1 P AN BE S B requestHash,

TRHEAR % 25 AR 65 IR B hashAlg.

iR I B hashAlg 48 58 B985 5 08 8% BC 8w B3 2 9P Y hashAlgorithmes 50 0H /9 8055 — 5. iz
% oo I (P46 5 A58 TR A T SROEORIE .

#i hashAlg ATFAE S5 83 A SO hashAlg 45 5 09 5035 B 35 25 107 08 FH 5% w5 O 50 0 7 39 6 o 1)

17
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hashAlgorithms 15687 09 BE AR 9 R TR s .
7.1.2.11  requestorText

FRE PR A SCAR (R B . 7 8 T BE R R %5 % o o L b AL X SO AR R B IUERIR 5 2%
Jof HE 8% 100 requestorText. 0 5L R % 85 b E1 % — A>3 200 7= A8 R 28 A7 0 Rz L W 7 AR 55 25 mel 1 15 B Y re-
questorText ¥ £ & A 8] 09 S0 A5 &

7.1.3 HREH[RWEEE
7.1.3.1 BR&5iEH MR B A&

Pl 55 4% g 8 00 00 2 1 g 10 A 2R 3 JEL S BRI S P e T R R AT R A A A s R A Sk . T A
A e R R GR [ AG B O S, W R T B B 3 fE CVResponse #5 ) P, CVResponse 3 3 %2 7
ContentInfo 25, H ASN. | #k .

ContentInfo{
content Type id-ct-sevp-certValResponse,—(1, 2, 840, 113549, 1, 9. 16. 1. 11
content CVResponse

S 7 P i oK AN R A e BT DL, B protectResponse[ & W 7. 1. 2. 3e) J#Y {4 FALSE,
M ContentInfo Y content 7B it/ CVResponse 5514,

B % Pl R A 1 protectResponse 7 FALSE. W IR 45 25 B A 0w 57 7 L4 . 6B content
FE i SignedData £ #7858 AuthenticatedData 548, P £ 25 T CVResponse. P85 ASN. 1
k& W RFC3I852, XA H LT . SignedData 8% AuthenticatedData fY EncapsulatedContentInfo 5
BRIMEWT .
eContent Type {4 id-ct-sevp-cert ValResponse;
cContent {4 DER 4% )5 ) CVResponse,

CVResponse (9 ASN, 1 80 F . Hrb Arf e 8 b o e 2.
CVResponse: : =SEQUENCE/

cvResponseVersion INTEGER.

serverConfigurationlD INTEGER.

produced At Generalized Time,

responseStatus ResponseStatus,
respValidationPolicy Lol RespValidationPolicy OPTIONAL,
requestRel 1] RequestReference OPTIONAL.
requestorRef (2] GeneralNames OPTIONAL.
requestorName (3] GeneralNames OPTIONAL.
replyObjects [4] ReplyObjects OPTIONAL.,
respNonce [5] OCTET STRING OPTIONAIL,
serverContextInfo 16 OCTET STRING OPTIONAL,
cvResponseExtensions |7 Extensions OPTIONAL.,

requestor T ext (8] UTFS8String (SIZE (1., 2560 OPTIONAL;}

CVResponse B9 FE&G LM ELF 7.1.3.2~7. 1.3, 14 ik,
7.1.3.2 cvResponseVersion

F o ) O 1 B 1 RRAS S 5 R Y P S R B P B R S DL AC . # R g5 AR G R Sl ek b
18
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F14) R A 55 R O 1% R A 55 o R 5 88 i A o] — > R 5 L L 3 10 W 9 4% P SR B R IR AL 55,
7.1.3.3 serverConfigurationlD

a7 M 55 s S W) 7 8 0 S 010 375 K il 95 6% S B C B B RO 5 L TR 7. 2.3, 5.,
7.1.3.4 producedAt

e AR5 A3 A0 W IF 18 5L 0 H00 R mF ] L R L UTC B s, HRfg & W 7. 1. 2. 3g) o vali-
dationTime BYE ¥ .

7.1.3.5 responseStatus

e e 95 4% i X0 7 P i i R A A BUER S HE R ResponseStatus (19 ASN. 1 S W F .
ResponseStatus: : = SEQUENCE{

statusCode CVStatusCode DEFAULT  okay.

errorMessage UTF&85tring OPTIONAL)
Hop 7B & LA ELE @ f b fliid .
a)  statusCode
Ao MR 3 5% 3% B P R b B EPIR E  HZE R CVStatusCode /Y ASNL 1 iR 0°F
CVStatusCode,; : =ENUMERATED/

okay (0).

skipUnrecognizedltems (1.

tooBusy (107,
invalidRequest (113,
internalError 12y,
badStructure (207,
unsupported Version 21y,
abortUnrecognizedltems (22,
unrecognizedSigKey (23),
badSignatureOrMAC (247,
unahleToDecade (257,
notAuthorized (26,
unsupportedChecks (270,
unsupportedWantBacks (287,
unsupportedSignatureCrMAC (290,
invalidSignatureCOrMAC 30,
protectedResponseUnsupported (317,
unrecognizedResponderName (327,
relayingLoop (407,
unrecognizedValPol (500,
unrecognizedValAlg (51,
[ullRequestInResponseUnsupported (52),
fullPolResponseUnsupported (537,
inhibitPolicyMappingUnsupported (547,
require ExplicitPolicyUnsupported (550,

19
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inhibitAnyPolicyUnsupported
validationTimeUnsupported
unrecognizedCritQuervExt

unrecognizedCritRequestExt

CVStatusCode Hr a4~ B0 & LT .

—okay
— skipUnrecognizedltems

—tooBusy

invalidRequest

internalError

badStructure

unsupported Version

— abortUnrecognizedltems

unrecognizedSigKey
hadSignatureOrMAC

unable ToDecode

notAuthorized

— unsupportedChecks

unsupported WantBacks

unsupportedSignatureOrMAC

invalidSignatureOrMAC

protectedResponseUnsupported

— unrecognizedResponderName

—relayvingl.oop

unrecognized ValPol

unrecognizedValAlg

fullRequestInResponseUnsupported

fullPolResponseUnsupported

——inhibitPolicy MappingUnsupported

requireExplicitPolicyUnsupported

inhibitAnyPolicyUnsupported

validation TimeUnsupported
— unrecognized CritQuervExt

—— unrecognizedCritRequestExt

(567,
(570,
(63),
(64)}

%P i R e A ik 1

g T P R B o R T Ay

IR 55 4 big BT

P S i SR BE NS W R 55 AR MR A FEAE LA ) B

I 55 i B P A 5

Pty i R TR A R R

i % A% 0 A SRR EE A R T R R AR

IR 55 3% i AS BB A B2 P R 8 T A ) A 4
[RIER R

1 55 i S G 5 3 1 ] o O 4P 1 SR H L A9 & 1

A E MAC 5 BEA AT

e R EPER T UL

ALK

2 35 45 4 A SR % P o R T b checks $ 5 A9 40 T
MR 5 6 g A~ S35 % P i R I B P 09 wantBack 258,
i 35 i S A S8R P S oROH B T 19 & 4 e E MAC
W

IR 55 8 i JC 32 kA P i 2R R P i R A sl MAC
e 55 4% i G 7 A P iR SR A e i T L
ke % 7% i V2 A7 5 w0 R 04 e i 35 4 BRRE A 9 IR 15 5
T R AR L ] — A I g T A

IR 55 it b T H AR 0N % P g R b ) S | T

iz 75 i S I0 R0 & 7 Sy oK b By e Tk B O1D;

ke % 4% 0 AS S e R T S P o8 e R H B

ke % % i AS S ) g 3 8, e A o 4 01 36 I O B

Mz %5 5% s AN 32 49 % 5 i RO B R T O e e G
PR il 5

it 35 445 i AS PR 2 P i T A b e SR Y T
R 45 i 3 A~ 2 55 B 5 S 35 R O S PO T R A A e
Ay PR ) 5

e 55 % i A3 fE A2k 2 46 >4 A7 e I 9 35K 5

2 5 5 i JC 2 PR 01 % P i R O 2 P ) query JCHEETRE
2 35 345 0 JC i AR 00 o P S i R T B b i S HE T R

M 0~9 4877 % P fmi R O R 57 45 ik 21, 3 0t 7E B 2h 4k 515 09w 536 & b statusCode (198
If et O~9 . S AR 55 % A A B bt S 0 R RS L L statusCode ORI E 10 BLL

b)  errarMessage
FENRER.
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7.1.3.6 respValidationPolicy

respValidationPolicy 7 B 0] i . 22 7 e 55 5 S 98 10 & 1 S 15 R i (08 ) 600 52 e i 32 3 SR s 9 51 HY
respValidationPolicy 18 [B (1 P 78 2 R A Bih L 0 mg a9 9] B, & P s 2K 09 responseValidation-
PolByRefl IM{H#E . respValidationPolicy (2% RespValidationPolicy B9 ASN. 1 fliit 0T .

RespValidationPolicy . : = ValidationPolicy

ValidationPolicy Mg 02 W 7. 1. 2. 3d) A5 30, 3 R i 2 Ak 70 A i 45 8% 25 ok 1z 7 BE i % re-
spValidationPolicy . 18 [8] 55 15 5 0 g 7 rp— 2 A EE U & respValidationPolicy,

HE P AR P responseValidationPol By Ref I{H A FALSE”, ValidationPolicy W (1) 4 — I #
R BE T E PR T Y responseValidationPolByRef (948 A TRUE" AL 4% P i Kb iy {5 5
51 A s AS [, ValidationPolicy H % nl 4 101 55 2 i 35

P i 17 i b L R R ) D O IR g5 e 1 L AR R R 55 5 N B 6 (0 ) Ol A — A S,
FLR (il 8541 3 T 301

7.1.3.7 requestRel

requestRel FEal i . &7 M2 55 4% 8 e 57 3 5, o 4 2 A a7 oK T 2R 5| H S BE25 30 RequestRefer-
ence 1 ASN. 1 #5807 .
RequestReference, : =CHOICE{
requestHash [0] HashValue,
[ullRequest [1] CVRequest|
Horhm A B & L BUF ) A by ik,
a)  requestHash
Fem MR B (CVRequest) [ ECANE L2 HashValue 49 ASN, 1T F .
HashValue,: =SEQUENCE/
algorithm AlgorithmIdentilier DEFAULT {algorithm sha-1}.
value QOCTET STRING
sha-1 OBJECT IDENTIFIER. . =/
iso (1) identified-organization (3) oiw (14) secsig (3) algorithm (2) 26)
Hopalgorithm 7 B #2000 8 258 s value F R R RHIIMA.
by TullRequest
Fem SR R T B . 2R CVRequestGE L IL 7.1.2)
P i B A R % R HL R Y requestHash, % P il L fullRequest, {8 B IR 45 8% R 2 4%

fullRequest,

7.1.3.8 reugestorRef

requestorRefl 7 Bt A 3 , Feom 4 % 2 U Al 45 i R A B o i ok o BV & P 5L . 35 % P 76 i
RPALE T requestorRel , (8 ERAR 55 88 7 A — 4~ A8 28 157 0 B i o R 76 0 L oAl 3 5 3 SR L RDY request-
orRefl {H.

7.1.3.9 requestorName

requestorName FEEAT €, Fm 55 1% 055 25 S ) R 91 50 0T 07 04 i RO Bl R & 2 fk. (R %
o] AR R R Hp L LR LA R R A (S B Al R E AR
1) E P EGTET R Y requestorName T 2 (IR B 5 5 5L
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by MGHE AT S 7 A 2 DA UE A4 P B i SR T A GE i R A H Al SR IE
) A AMHLEE LAY PR
P B P RE A8 Ak B AT requestorName (39 ] 95 7% 09 1

7.1.3.10  replyObjects

replyObjects =B al i , 7 At 55 % i el 10 B 7 g 37 R 00 45 o4 15 5 B8 0 2 438 W 0 o 37 oK o
A9 — A~ 95 B 258 ReplyObjects 19 ASN. 1 #§3R I F, b A fr 2 B b in s,

ReplyOhjects: ; =SEQUENCE SIZE (1, . MAX) OF CertReply

CertReply: : =SEQUENCE{

cert CertReference,

replyStatus ReplyStatus DEFAULT success,

replyValTime Generalized Time,

replyChecks ReplyChecks,

replyWantBacks ReplyWantBacks.

validationErrors 0] SEQUENCE SIZE (1.. MAX) OF OBJECT IDENTIFIER
OPTIONAL.,

nextUpdate (1] GeneralizedTime OPTIONAL,

certReplyExtensions [2]  Extensions OPTIONAL)
CertReply 288Ut P B 35 3L LR a) ~ho il
a) cert
LR P i R B P E R e F I I . 5 AEF P R b TR A g R R
i wantBack 117 id-swh-pke-cert ol id-swh-aa-cert, H IR % 8§ 0l LA3EFE w5 I AYIE 5 38 4 cert R
Sk . WERE Pk o E B e A B cert B {E TS K A9 queriedCerts A9 . TE 5]
38 CertReference. H ASN, 1 i .
CertRelerence; : = CHOICE/
pke PEKCReference,
ac ACReference )
b)  replyStatus
e M 5 4 i 1R 100 10 2 P 0 3 2R B P e R TE B IR B 1F B 388 ReplyStatus 19 ASN, 1 filiid
.
ReplyStatus: : =ENUMERATED/

SUCCEess o),
malformed PKC (1),
malformed AC 2y,
unavailableValidationTime (37,
referenceCert HashFail 4y,
certPathConstructFail (50,
certPathNotValid (6),
certPathNotValidNow (7,
wantBackUnsatis{ied (8)}
ReplyStatus F 45 T{E M & LNF .
suCCess FIF A Ak P T HAT 5
mallormed PKC Oy PR Rs R
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— malformed AC J IS # AR R
unavailableValidationTime 2R {8 ob i 56 5 e B] JC ik 4K 49
referenceCertHashFail e 55 4 o G 15 48 B 51 69 0k 45 2 % ol H Ak A5 0 U9 (S i

KB PRI A TT
—certPathConstructFail 2 55 i dii G 2 B8 3 1S B AR

—— certPathNotValid I 5 % o 44 1 SR W X UE A3 5 E 9 &5 FL R 0
certPathNotValidNow 1 i () R GIE S A AL
wantBackUnsatisfied il 45 i it A~ GE Tl F2 8 1 i R L P o e A AR B R

c)  replyValTime
TR Mo R RTEA A R Y CertReply EE .
TE% P 3 (8 38 R th, validation Time S0 T H P 25 SR % S5 76 A1 2 0 ] JRAT AR 3, 250 R b A7
{E€ validation Time QLR 5% 8% (B 15 % 5 i i 52 0 i (8] S AR 55 2% Ak 3 55 oK 09 B a), L ok 3 39 2R i 17
) 17
d)  replyChecks
F o TR 55 b v 0T P B a2 Y Ak B SRR ] o RS B HE 2 ReplyChecks B9 ASN. 1 i id
.
ReplyChecks: : =SEQUENCE OF ReplyCheck
ReplyCheck: ;. =SEQUENCE/
check OBJECT IDENTIFIER.
status INTEGER DEFAULT 0}
ReplyCheck 4 FEHA & XN .
check, A OID &334 7 B 40 2,
status., F7n b BEEE FLARE  BE A pk Tl .
WREMRENEAERHIT .
Bt — A AT B i A E B ER AR (id-ste 1)) ARFEA M
— 0 WU T — A iR
— 1 K.
b A A A P 3 2 T S B AT O I T TR A SRR Cid-ste 20) GRAR{E N -
— 0 B EA &L
—— 1 SRR A .
WA~ AT R 32 2% BH I A5 B A2 T AT 58 R I B E Clidoste 31) AR N
— 0B UEH
L AR RO
— 2 05 B R L e an oA RO AR B 0 IR 55 e B A A Sl o 4 {8 3 A oA (e L B
A5 [ £ o A e i £ B
— 3 RUEI (R B0 AR R EE R IR 55 A B A A SN e A R AR R R OE N
4 W S R R R T, % B S5 2 AT T A ST — A R A A (R A G ) A Y
A~ I E AR A R R Y T S R
XA {E AR . AC BT FIE 1 BE AR Clid-ste 41) RN .
O I EE T A AR
— 1. ikt
Ao — A {5 AT S AC A4 %0 15 8% 4 JF BATT 1 B0 9 98 Clid-ste 510 LIRS R
0 IR AL
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1R UETCAL .
X — A~ fE AT AC 40 A 300 15 B A5 T AT 58 e 0 38R Clid-ste 6 ) IR
0 R A
— 1. Bk A

— 2R R

— 3R B OETE A

— 4 W R R AR

Aof — A TTR U S AC A 5 E 95 B 42 L PUAT B2 0% A9 S0 I JF PUAT BT IR B G A (idoste TH RS
o

— 0 B IEA &L

— 1 HRUETCR

— 2 WEIE R,

— 3 MR B IL RS

— 4 A B AR,

el replyWantBacks

PR WS A% S AT P i R 2 P A wantBacks Y08 LS5 R ReplyWantBacks B9 ASN. 1
L.

ReplyWantBacks: : =SEQUENCE OF ReplyWantBack

ReplyWantBack: : =SEQUENCE/

wh OBJECT IDENTIFIER.
value OCTET STRING

ReplyWantBack 87 E & LT .

Hopowh FEERABENZEN OID[Z W 7. 1. 2. 30) ] value FERAR BN . AR OID B xt
T (4 /L B N R U BR AN T

—OID:id-swh 1 .value {85 CertBundle 228 [ &0 7. 1. 2. 3P E L], CertBundle £ & P

Y RIE S M EE Bl O DA AR S o L .
——O1D:id-swh 2,value i 8 RevinfoWantBack 8, H ASN, 1 #i£1F . RevInfoWantBack . .

=SEQUENCE!
revocationlnfo RevocationInfos,
extraCerts CertBundle OPTIONAL}

AT — A~ R B R 4 2 A IE S B TE id-swhb-pke-best-cert-path 8¢ id-swh-pke-all-cert-
paths wantBack 1 #3% [v], CertBundle Fi 600 Ki 1 #7476 . CertBundle R £ 7 4= 4 # 3% 7] (1)

—O1D:id-swh 4.value fif N SubjectPublicKeylnfo 3381

—OID:id-swh 5.value {4 CertBundle 5% . CertBundle £ 7 # 12 T a2 IE 5. M AC i &
EUEAS I, LA AT 600 0k 5 8L .

——OID:id-swh 6.value {H A4 RevinfoWantBack 38, 35T — i i R S s (5 BLAir B i d
TE 1d-aa-cert-path 8 E [0] , CertBundle I £F W 1 P fE 76 . CertBundle F £l 5 4= 3 o ¥ 12 1]
F9 TE 5 & JC I R

—OID:id-swb 7,value {4 RevIinfoWantBack 2581, 7 4 — -~ 8 0 R 5o WE 408 {5 B 0 IE B iR

TE id-aa-cert-path 85 i& W], CertBundle K 7E W B f7 75 . CertBundle R £ 7% 4= 8 A 4 i (0]
GORTIRS v W [ 5 %

—OID:id-swh 12.value {5 CertBundles 258, 5~ CertBundle L% — -~ % gl 280k 1.
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BN 2% i S AR A5 A LA Bl 0 UE S A
——OID:id-swb 9,value {5 SCVPResponses 2581, #5180 A 4 25 F) B M H Al Al 45 #5365 0015 2
BUE ) 17 L SCVPResponses 1R s 7 B> DA Al 55 a5 005 im0 107, 25 1 BIR 5 45 7 A )
O ik oA (0 FH A Ao DA At il 55 4 2K 45 B9 15 &L . SCVPResponses i j& — 4~ J# 1] . SCVPResponses
1) ASN. 1 ikt .
SCVPResponses: ; =SEQUENCE OF ContentInfo
——OID:id-swh 13, value {8 RevinfoWantBack 258, #5T — 1~ 15 3 =R 36 5F 08 5 B ar i
7% 1d-swh-pke-best-cert-path ¥ 1d-swh-pke-all-cert-paths wantBack 8 i% [7] , CertBundle
IO FE MR Jif P AE . CertBundle 425 423 AR 0] (4 15 0N F 20K,
—O1ID;id-swhb 14, value {85 RevinfoWantBack 258 F4F — 8 15 2K 56 UE W s 5 B 0 IE 1 %
HTE id-swh-pke-best-cert-path 8¢ id-swh-pke-all-cert-paths wantBack o # i [2] , CertBundle
If 6 08 JOE P A7 AE . CertBundle R £ & 423 A R o] (9 GE 15, JCI 22K .
{3 wvalidationErrors
validationErrors =B ol & . FEom i 95 20 78 Ab BRE Poim ik pd 2 A s o £~ 01D
¥ n B4 O1D 30 — A4~ AR B9 I 1 . validationErrors {0 £ 32 (0145 5% {7 5L 04w 1 b 77 48 L I %L 1
replyStatus 4 3.5.6.,7 ¢ 8 Ay MR B FU TR IR 55 4% A5 75 A5 o 1 b i I 4 T AY B E PR A O WY
R, & P — s A RE T validationErrors JH 09 OTDs 368 B 7 88 0F 26 W 4 4= 56 5114
g) nextUpdate
nextUpdate T B0 i . &7 M55 5 i 15 01 % 7 i 1 20 i 468 o] LUAR A5 3 i E B A R B
h)  certReplyExtensions
certReplyExtensions B Al i, 245 B 45 8% o A0 2 P S =R i B P queryExtensions (90 R . H
#:H] Extensions A ASN, 1 f§ii & 0L 7. 1. 2. 3k psE &,
certReplvExtensions ' (Y extnlD I 5 5 2K ' queryExtensions #Y OID — E, critical I i 4
“FALSE”,

7.1.3.11 respNonce

respNonce 52 EL A 3 , F85 IR 55 &5 o ) 7 Bl A0 %0, 5500 07 6 26 5 35638 R 15 2 i B 1AL (request-
Nonce) — ¥, % P iR P& requestNonce. H R 5 % X5 2R ™ A= A G2 A7 A9 00 1, B 20 R 95 4% 1
TEM R IR [ 5 requestNonce {HAHA] 1Y respNonce, 5 IR 55 i G5 =5 182 100 28 28 0% ) S . 00) a1 oy — 52
A respNonce T,

TR IR 45 4% 5 32 5 requestNonce., & FU i i GE AR B 547 requestNonce A9 L7,

7.1.3.12  serverContextInfo

serverContextInfo 7 Bt n] i . 375 IR 55 i dim 1] 7 7 i 0 1) — 245 0, 1028 {7 B0 5 1 di ofe 130 33t
A7 B B S SR SR RN — U R o g b SCRR R S F R A E B A  — AU
A M T T SR GR (0] — 2 A — 0 AR, 0] LR i — R R ) serverContextInfo P % 6L 3 158 1 oK o
[ZW 7,02, 300, i R ACH AR 55 &% 0 % 5 s o] LAt iy i, ) AR 45 48 i ol i — 28 A AE L 7%
serverContextInfo,

AR HEAE S serverContextInfo AU AR =0, e e a] LL A 7758 SCAB NS e 1E — UCTs 2R/ g Ry &
bR SR B ] Al O 5 P S Y IE S R AR AU A

7.1.3. 13  cvResponseExtensions

evResponseExtensions B0 #9832 o Al 55 25 5 0e 7 5 B P a4 e iy 7L H2E B Extensions B 52
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S 71,2, 3k B AR,
7.1.3.14  requestorText

requestor Text “FBL A #E . 3R IR 55 4% 5 R 171 59 /& P v i R 2 6B SCAR N . & P umia R p
7% requestorText, H Mt 55 8% & 3 K 7= 4 AE 28 7F 19 e 1 . B 55 % 5E 76 e R op i [m] 5 99 oK op
requestor Text AR B requestorText, 5 Ak % &% X i 2R 3R 0] 28 77 0 o 107 , FI2 45 28 o Bf o — 5 A4
requestor Text.

F PR RE IR R P requestorText. SR GE I 40 P40 % requestorText A0 18, G R R
¥ i D S FFAEMA B P L requestor Text,

7.2 HEREBIER/IOMKER
7.2.1 ik

T AR 6k 0 C R s A2 e MR 95 i o MR 9 i o 2 TR O G e A SR (2 I 5. ) Ak
HUE P mie R . WURE P e A TE R B rb 52 DB SR P 09 SR L U IR 5 6 g 40 TR ) B SBCOA 1) S W E
A7 B 8 A0 i B A B IE

TR 15C 375 2R/ ) 1O R IRCA IR 5 25 S AR S AR . s v A K TR R A L i e 5
i FE MBI P i B 9 W 37 SR AR 85 . 1 B S A SRR A RORH OC A (R B e R I B GR e E R
J S

BRI TR 7 9 RNER T GB/T 16263, 12006 52 S DER 4i#% Jr Uit 7 4810

7.2.2 BEPHEKRER
7.2.2.1 ZEREEREEES

P R BRI Y B B 2 ValPolRequest g4 rp, % B, ValPolRequest # 3 7% ContentInfo
o H ASNL L R

ContentInfo{
content Type id-ct-sevp-valPolRequest,--(1, 2, 840, 113549, 1. 9, 16, 1, 12)
content ValPolRequest |

WA AR AT BTGP I content (19 YRR ValPolRequest,
ValPolRequest I ASN, 1 f{iifinTF ;
ValPolRequest: ;: =SEQUENCE/
vpRequestVersion INTEGER DEFAULT 1.
requestNonce OCTET STRING!
ValPolRequest J&H1 ep 257 B i) & SCUIR 23 514l ik

7.2.2.2 vpRequestVersion

R FEME TR SR H B RRUA S . A R Y, IR 95 25 i el iz T8 S o 1) RRCAR A5 R 5 IR SR T R P R R A
B, HOREANE LY 70102, 2 i9dE IR AR .
7.2.2.3 requestNonce

PR B P A A LR G0 S R 5 A% il ] — 0 me R R T R B P R R T S X
A B AL B0 T SR AR 5 2% i 3 [ 1 {500 — A~ 2B A7 0 11 8, L IR 408 i v — S S B L P g R R R
f1% 32X 1~ B L AR

26



GB/T 29243—2012

7.2.3 MREB[IHRMEEE
7.2.3.1 BRE#BHRMEAEERERX

Ml 45 i S i Lof B 235 7E ValPolRequest H, ValPolRequest ¥ 3 FE ContentInfo H7. H ASN, 1 fili it
T,

ContentInfof
content Type id-ct-scvp-valPolResponse —(1, 2, 840, 113549, 1, 9, 16. 1. 13)
content SignedData

Rl 55 s nie 17 0 pH IR 95 4% 5% 2 . N IE content = BRI N % 2 SignedData 58 . SignedData (4 Encap
sulatedContentInfo B EMNT .
—eContent Type. {8 4 id-ct-scvp-valPolResponse;
—eContent, {8 & DER i 5 ValPolResponse.,
ValPolRequest A9 ASN. 1 i fF .
ValPolResponse. . =SEQUENCE/

vpResponseVersion INTEGER.

maxCVRequestVersion INTEGER.

maxVPRequestVersion INTEGER,

serverConfigurationlD INTEGER.

thisUpdate Generalized Time,

nextUpdate Generalized Time OPTIONAL.

supportedChecks Cer1Checks.,

supported WantBacks WantBack.

validationPolicies SEQUENCE OF OBJECT IDENTIFIER.
validationAlgs SEQUENCE OF OBJECT IDENTIFIER.
authPolicies SEQUENCE OF AuthPolicy.

response I'ypes ResponseTypes.

defaultPolicyValues RespValidationPolicy.

revocationInfo Types RevocationInfoTypes.,

signaturelzeneration SEQUENCE OF AlgorithmlIdentifier.
signatureVerilication SEQUENCE OF Algorithmldentifier,
hashAlgorithms SEQUENCE SIZE (1., MAX) OF OBJECT IDENTIFIER,
serverPublicKeys SEQUENCE OF KeyAgreePublicKey OPTIONAL.
clockSkew INTEGER DEFAULT 10,

requestNonce OCTET STRING OPTIONAL;}

ValPolResponse P& FE & XHEIT 7.2.3.2~7.3.2. 21 #fiik .
7.2.3.2 vpResponseVersion

7R IR 4 &% S e R & S 0 S L 00 KA S, 0 R Y P e TR T B AR S — B il R
JUF FH R A5 AT B 55 88 3 455 04 Jp R 5, TR 55 488 i oHip R 1] JHC iy S 45 4 i R LA 5

7.2.3.3 maxCVRequestVersion

22 rs IR 55 4% i S A A E A5 I B I R A6 R T B RO R A

[+
e |
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7.2.3.4 maxVPRequestVersion
2o IR 55 48 i A 0 SR RS RO B B A
7.2.3.5 serverConfigurationlD

FE i 5 R 0 L 28 P i A I R I R R A B A R A S Y validationPolicies, | validationAlgs, au-
thPolicies, defaultPolicyValues & clockSkew A9 AT fof — -~ % A e il o A 5 85 R A= 18— 1~ Ho A 3 bR
A e R R

7.2.3.6 thisUpdate
Fe 1 I 4 45 i % 214 TR S W o T 9 2 A4 I ]
7.2.3.7 nextUpdate

2 M 55 A% s 5T 3 S W o 1 9 R A e R 2 i ) R TP A nextUpdate B L 356 A iR 45 253 (] 1
— A EEAE R R 5 7 00 L AL nextUpdate. 58 R 55 85 0 — A5 € 05 oK P 17— AR A 0 0 i
JIE 55 5 R 45 nextupdate 52 SCAHY IR ] o 8] B0 7= A S 0 o iz L R 45 2% nT B 6 22 4~ A [ A4 i o A 1) 6
ValPolResponse,

7.2.3.8 supportedChecks

Ferm 5w i TR S 3R 0 K A 2580 i — 1~ O1D @ 3y Rk H 35 M CertChecks B9 300 7. 1. 2, 3b)
Eﬁ"xjk o

7.2.3.9 supportedWantBacks

TR % B BT RE & 0 L 8 L i — 4~ OID 4 B Al . FE 8 WantBack 1952 X0 7. 1. 2. 3¢)
filF 3 .

7.2.3.10 validationPolicies

22 W55 A v TR R RS2 1~ OID W IR . 35 M 55w A v S8 408 B0 36 1% L validation-
Policies P —E A FEAL & id-svp-default ValPolicy,

7.2.3. 11  validationAlgs
o IR 5 4% 0 L R 1 3SR R L 2y —> OID J7 508 R, 3 v B4~ OTD {50 W] —Fp B E 5 3% .
7.2.3.12 authPolicies

FEom I 55 % 5 S 5 B S5 1] SRR Ll — 1~ S i SR ) FH B E A . L2 AuthPolicy 9 ASN. 1
k.

AuthPolicy: : = OBJECT IDENTIFIER

s S0 SR W 1 5 ) L P R A AR o B A T RR R S SR g Y O1D,

7.2.3.13 responseTypes

25 55 4% i = e Y g R 215 B L HE2E R Response Types BY ASN. 1 #5300 F .
ResponseTypes :: =ENUMERATED/
cached-only (0,
28
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non-cached-only (1),
cached-and-non-cached  (2)}
ResponseTypes P& B & SL0F .
a)  cached-only: 3 7m i 55 # S 0% 0 R 57 5L 222 47 00
b)  non-cached-only : 7 & 95 a4 i [9] ) 0 Lif {5 6 A J& B2 77 1) 5
¢)  cached-and-non-cached s Mt % %% 3 F528 77 00 S AE 2B AF 0 o 1 o 35 0] 38 [T 25— Flvo) 1

7.2.3. 14  defaultPolicyValues

Fen M4 g i Al F 0 BR U NG . HB A RespValidationPolicy (195 340 7. 1. 3. 6 fifax, validation-
Policy M0 4= & vl G I00 Ny g 15 B . 2% P i oK 9 | PR DA S s EL oA u) 2 (8 A 7 il e oL AR E I g5 Ak
{5 T g 1 R A

7.2.3.15 revocationInfoTypes

Feom Mt 55 a0 o BT GE Ak Ay B 5 B R 2R L, 2 W RevocationInfoTypes B9 ASN, 1 ik
i 7s
RevocationInfoTypes: : =BIT STRING/

[ullCRLs (o),
deltaCRLs (1),
indirectCRLs (2.
oUSPResponses (3}

RevocationInfo Types FH 8309 5 L INF

a)  fullCRLs . # a5 58 4 ik 1540 91 2

by deltaCRLs: 3%/ 8 G0k 44 51 35

o) indirectCRLs s F 7R [B] F UF 15 il & 911 32

d)  oCSPResponse v OCSP [ 5 #% w1 11 5.,

#5525 AR R LRI 15 B A 26 L RevocationInfoTypes BIT STRING Y XF R 4 1,4 3
T i 28 AU B R AR 0.

7.2.3.16 signatureGeneration

Fem IR 5% ak dw S R 09 T3 CVResponse i B % 2 019 %8 2 505288 -8 B — 1 Algorithml
dentifier #78. FEMERPPE PR EMEFRIANELT L, SHPRBEERTL M EH
SR AE TS, W TRAEERY. HAGEN CVResponse i 17 % 2 (19 IR % 2% . signatureGene-
ration J5E 115

7.2.3.17 signatureVerification

P M55 7% S S R Y AT B0 IE 1Y 55 44 L A2 Y A8 A WLl AlgorithmIdentifier #on. & F
A CVRequest {5 B HETT 2 4 53iE i 45 3%, signature Verification h %35 B3],

7.2.3. 18 hashAlgorithms
Fom % AR SR AL e RIS R, TR ) e 0 R R R AR S R BRIA I
7.2.3.19 severPublicKeys

Faom M 95 4% i R AT BT R A A 23 B LU KO D £ 2 8. JEE ) KeyAgreePublicKey Y ASN. 1 §ffi i
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mr.
KeyvAgreePublicKey: : =SEQUENCE!{
algorithm Algorithmldentifier.
publicKey BIT STRING.
macAlgorithm AlgorithmIdentifier,
kDF Algorithmldentifier OPTIONAL)

KeyAgreePublicKey 87 B3 L I0F .

a)  Algorithm . F2R 5 RH;

by publicKey: R4

¢)  macAlgorithm . 375 % 8 ¥ J5 20 09 0 FR 582

d)  kDF.#nm&9H TR

FFEEA AuthenticatedData {8 2R 5 38 =K 69 %5 8 th i 6910 B8 IR %5 85 0 & 4 serverPublicKeys B
Diffie-Hellman %85 fi57i% . £ 4F serverPublicKeys 4GB % 25 00 2 55 1 024 i o 82 55 B8 9
({Modular Exponential group key)., %4 scerverPublicKeys 0% {0 F it 55 2% i o] 68 & #7 HAh 49 Diffie-
Hellman(Diffie-Hellman groups) LA B HAb S S hfg 8k .

7.2.3.20 clockSkew
e MR a0 B0 OB A R B AR L R0 DR AR ERIAME A 10 min,

7.2.3.21 requestNonce

TR MR & R A L M REPLEL . 5 nextupdate 3 [R] 32 45 0 57 J2& 95 S 28 A7 09 0 1T B 25 R o AS
fF1E nextUpdate, Wi L 71 57 42 & requestNonce, H {8 51 =K A requestNonce {HH . 2 nex-
tUpdate B, 03 B if— 32 A BE{Y 7 requestNonce,
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MoFx A
(33 1 bR 30
AR 58 A R IE

A1 BE

Xof BCFAE 5 A S0 BiF 22 07 . AT AR R A A SO B AR I CRL 2R HL S E i R L R —
BeFE A TR RN (R BE DA PR AV RO 7 i X T B R R A S R G R DU EAY T 4 R
A, B R RO BB R B S A B PRI R AT b o POTIT S 25 06 20 44 4 7 32E 7 E 45 TA I % 42 44 i
WE A5 S G B 4 5 il O T 6

AR 55 09 5 AR I 2 400 7 0 7 E 15 8 E F 358 4 B 4 3 T4 22 pa £ T IR 95 5 ke 6 L I B
A4 L R o M . R IR 5 22 4 S AN [ L RT3 R I 5

a) AR EEDAGE B A5 H o

by AREREGIE.

A2 HFIEBREBIMNEREEMES

W T A7 HE 7 A ATIE A5 B, L 300 B DL — O R — Y 28 SO I AR A IR B AR A B A R . B IE
A5 i A AE 5 £ i 2 b AU G 55 # P AT AR 0 B A . SRR B B b
—— 3 2 A A A A — U AE T R T B nT L OIS I A5 AT B LI S R B L OCSP W i
A ELAY BT MU O o S B i A A L 0 N IR S DA IE B A b TR R 5 2R
W] 4§ 7 1 A AT i LDAP,HTTP  FTP sl il 85 4 14 35 8] B 30k 15 5 84 22 5 L3R X
HEH,
———FETIE A5 DA TIE 0 b 3 R 55 e, My T 0 A AR 5 2% A 5 B T 4R Y 25 R IR 0
FISRELPUR At R L A
it PR IR 55 A R A A U ) A P A Ll R AT B T S L My ) R R 5 g AR
(19 BAA 575 R RH 2 T R 1025 T BT ARE R B 0 25 1 R L EL AR B IR % 2% 04 48 A T i b
I,
0T A 55 48 R M B T e — 0 Rk O ) 0 R A [ 2K R Y B I L SR AT M E 1
TAE 5 18 T il 2 4 A — 2R 901 A R e I U ) A LR S e A A 0 ) 5 (k£ R 55 85 . B
e a1y Ak 75 B ), M Py DT AT T AR U () R R A AR Y .

A3 HFIEBREWRIE

X FAF Al R AR GE A1 AT R AS GE R B AR A S R AR A AT A SR I A 8 T
A (A o 00 U 13 9 S G TAF Al g ey AUER AR 95 AT R A0 X AR O R A T 2 i
FAFREE b A A% sh b i A A RCF BV CPDA) 5 02k 28 0w . 52 300 28 i 15 4 00 A6 L T 39068 0 0 R0 258
i i o A PR 70 £ S AS Ml 0 A 0k A5 DA TR A A P 3 AR A 5 U A R PR AR Y L 2 R R A e [ SE AR
X A 2 5 /1N 0 O B 1O P 8 I S 3 22 B — A T 5 A AR R 55 B AT R AR A9 Ak . A
LOFP 0L T Oy 42 52 H R S 15 35 A2 (U Al 5 5 6 Ri7 + b A M 7 U A5 DA Uk i A ) 1
T B B B ) 2820 15 2 B GE 5 PR B AR O £ R i S FAFT S8k BT i 0% A (] A ke R 5 A R
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