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GM/T 00032012  SM2 Hifi [ i £k 23 8 5 5 50k
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RFC 3647 [HFFR X, 509 2581 2 5l 5l . 1F 45 3 0% F1 DA E J 55 #E %2 (Internet X, 509 Public Key
Infrastructure; Certificate Policy and Certilication Practices Framework)

REC 3700 [R5 R X, 509 S8R0 E0E . X, 509 5F 3 a9 845 (Internet X, 509 Public Key Infra-
structure: Logotypes in X, 509 Certificates)

RFC 3779 HF 1P Huhkf1 AS #1845 0 X, 509 5FE H3° kE (X, 509 Extensions for IP Addresses and
AS Tdentifiers)

RFC 4059  FEFR X, 509 280 6l il . 3108 65 21 54" 2 (nternet X, 509 Public Key Infra-
structure: Warranty Certilicate Extension)

RFC 4334 245 g %) 2 U B CPPP) FIJG 28 Ja) B0 (W LAN D %5 531 09 3iF 45 47 J/& 1 J& # [ Certificate
Extensions and Attributes Supporting Authentication in Point-to-Point Protocol (PPP) and Wireless
Local Area Networks (WLAN)

RFC 4387 HHFR) X, 509 2> 9 5 il 12 56 48 1F B 33 @ i HTTP 9 [k 45 77 i (Internet X. 509
Public Key Infrastructure Operational Protocols: Certificate Store Access via HTTP)

RFC 4523 HIF X, 509 9k 45 i s i 28 H g0 B D CLDAP)Y EEE0E 3 (Lightweight Directory Ac-
cess Protocol(LDAP) Schema Definitions for X, 50% Certificates)

RFC 5280 AR X, 509 29T Bl b - iF 15 FHE 5 4508 91 48 (CRL) % (Internet X. 509 Public

Key Infrastructure; Certilicate and Certilicate Revocation List (CRL) Profile)
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3.1

PKI £% PKI system

PRI UE A5 B A A2 LA B o O R A5 f% 0 el {358 8 P A B9 R
3.2

PKI EZ  PKI application

fof BT E 45 DL R 2G5 B ARG 2 2 I & A BOE (R 45
3.3

PKI i EIE¥® administrator of PKI application

P B B AR T PRI R IR A B,
3.4

PKI B2 {EtEEE PKI interoperability

M- LLE GO PRI FR 48 2] PRI R AT IE § Hb 52 TR T 45 RL BG4 2 (5 B HERE.
3.5

SELHIEE PKI &4 fully interoperable PKI system

BB TER PRI R GRS 5 i A PKT N SEBE 56 4= 1 T4 4
3.6

SE2HIZ/E PKI KA fully interoperable PKI application

RLEMER PKI N AT BERE 5 Fr A7 PRI & &858 M58 4 ) 34
3.7

PKI ER{EBENZ S PKI interoperability level

P52 PKI &S5 56 4 PKI A PRI G080 0E B 6E 09 B e 25 3L, ol 3 2 8% 8 PKI L 5 58 4 PKI
FE PKI AR B e 0 b 5.

4 GERRIE

P 5 45 W 1 S T A SO

BER FEA G AL (Basic Encoding Rules)

CA HEFPGEFLY (Certificate Authority)

CP IE5 5 W% (Certificate Policy)

CPs NEE 55 7B (Certification Practice Statement)
CRL WE A5 5 91 3% (Certificate Revocation List)
DER a] HE A A HL] (Distinguished Encoding Rules)
DN ] # 44 Br (Distinguished Name)

F-APP A HAEE PKI W (Fully interoperable PKI Application)
F-SYS AR PRI &40 (Fully interoperable PKI System)
HTTP HOCAEHT L (Hyper Text Transfer Protocol)

10L T EAERE SS9 (Interoperability Level)
101 HEAEGE NS —2 (Interoperability Level 1)
10112 HPEEEGE DS — 2 (Interoperability Level 2)

1013 HARVERE S 4 (Interoperability Level 3)
104 HARVERE DS S (Interoperability Level 4)
1015 AR ERE DS B8 (Interoperability Level 3)
LDAP Frhbgr H ot i A i (Lightweight Directory Access Protocol)
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OCspP TELEIE A A Y (Online Certificate Status Protocol)

O1D A EARINTF (Object Identifier)

RDN A AT AT HE S 44 BF (Relative Distinguished Name)

TOE PEAGE 52 ( Target of Evaluation)

URI #— I FR I AT (Universal Resource Identifier)
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PEtL AT B e A —HE,
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WO TE BRI A 2 CRIL A OCSP,
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I3 ffi Fil BER %i#% .
by A
I 2% DER f#65 .

1.2 ERHER

F 45 2 A% T A4 £ 28 40 RS B F &5 GB/T 205182006 WE R . XHIEAi#5 A 2RI F
a) KA version
B R v1C0) (v2(1) 8] v3(2),
by  F#S serialNumber
b BUE R A R EG
2y AT AHE CA 0 % B UE 15 BN 0E 45 7 05 in B B — 1
3 KENAKTF 2057,
c)  ZEATHYE signature
1) I i Y S 0 A B S i ofe i 450k L 28 [ 50 BT BRSO al 0 ml o R S 8 b
A SM3 with SM2 W, GM/T 0003—2012 fil GM/T 0004—2012), (MD2., MD4, MD5.
SHA-1.5HA-224 ., SHA-256, SHA-384 . SHA-512) with RSA.(SHA-1,5HA-224,SHA-
2560 with DSA. (SHA-1, SHA-224, SHA-256, SHA-384. SHA-512) with ECDSA,
(SHA-1.SHA-224 . SHA-256 . SHA-384.SHA-512) with RSASSA-PSS.GOST R 34,11
94 with (GOST R 34, 10-94.GOST R 34, 10-2001);
2y ARBEHN 5 signatureAlgorithm MHUE —F .
d) il A # issuer
1y REAdE=E Y X, 501 DN;
2y RDN L ff T % J& $% : country. organization. organizational unit, distinguished name
qualifier.state or province name.common name. serial number. locality. title. surname.
given name- initials. pseudonym. generation qualifier. domain component. 8% email ad-
dress;
3) 41 RDN B 2 A7 — i v fi .
e) A validity
1) REAE 2049 4E LUAT A9 B )3 B UTCTime %% .2050 4E CF) LUS B9 [ 3 8 Generalized-
Time 2%,
2)  notAfter FILFER BB notBefore 300 2 7% (4 B 1] 062 5
3 f#iH Generalized Time ## 200, AR 4865 4 09009123123509592,
{3 F & subject
1y RDN R F % & 1« country. organization, organizational unit. distinguished name
qualilier.state or province name.common name.serial number. locality. title. surname.
given name, initials, pseudonym., generation qualifier, domain component, 5 email ad-
dress;
2) B RDN I R AT — A Jm PR
3)  ARTifY DN A7 0 . subject AltName §1 BT 42 & £ 4 fr (i B BFRid ol G
g)  FEAHGE B subjectPublicKeyInfo
O feff FED ] 5 38 0 4 4 e St ofE ) B0 . o R S N A8 B O VT S AT (T ) AR b Y — el
SM2,R5ALVRSASSA-PSS.RSAES-OAEP. DSA,DH.KEA,ECDSA.ECDH . ECMQV ., GOST
R 34.10-94,GOST R 34, 10-2001,
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1.3 iEf¥ R
FAT Y R frRIC AR G Y e .
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ECDSA . (SHA-1.SHA-224,SHA-256 . SHA-384 . SHA-512) with RSASSA-PSS,

b ﬁﬁ :!SE 42; 1ssuer

RDN f & 4% F % & tE: country. organization, organizational unit, distinguished name

qualifier.state or province name.commaon name. serial number. locality. title. surname. given

name.initials.pseudonym. generation qualifier.domain component.email address,

2.4 OCSP#EHRER

% OCSP iR Ay 2R INF .

1) IR E S requestorName
AR otherName,

by S ZEE signatureAlgorithm

RiE 8 D P 3 0 0 0 Dy A A B0 0 U S B B F TR m) B R R B b e —
SM3 with SM2, (MD5, SHA-1,SHA-224, SHA-256, SHA-384, SHA-512) with RSA, (SHA
1,8HA-224, SHA-256) with DSA, (SHA-1, SHA-224, SHA-256, SHA-384, SHA-512) with

RSASSA-PSS,
¢) IR BIE S regCert

hashAlgorithm F 5z I H a5 E M E MR R L, 2EKEHEMEIF T EAIER T

L —Fh . SM3,MD5,SHA-1,SHA-256,

2.5 QCSP i Rz &=

i OCSP i pi s 209 2R F
a)  BHH signatureAlgorithm

1o 7 4 ) 0 6 PR o A R L N SR Bk b 2 W 6 B R 0T A R L SM3
with SM2, (MD3, SHA-1, SHA-224, SHA-256, SHA-384, SHA-512) with RSA. (SHA-1,
SHA-221,SHA-256 ) with DSA. (SHA-1, SHA-224, SHA-256, SHA-381, SHA-512) with

RSASSA-PSS,
by AR AR cert]D

hashAlgorithm 01 235 0 B % WS BB ACERN T L. N R F A RE b 2 H % % 0 A
S B SMALMD5 . SHA-T.SHA-224 ,SHA-256.SHA-384 ,SHA-512,
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6.4.2.6 R AMAEE R
17 5 B B IR AR EY I R H

6.5 FRAR.KEWHITHR

6.5.

6.5.1.1

PKI &%

iE B &=

BORTIIS PR E DR 1 O

al

bl

c)

[F %)% serialNumber

KRR ANT 457,

%A B signature

1o {6 1 2 8 ) T Sy bt o 0 B 3k . 2R R A BRI AT S nT 6 R A 8k b i — Fb
SM3 with SM2,(SHA-1.SHA-256)with RSA |

F #2115 B subjectPublicKeyInfo

o {3 A AR At o ) . £ I W A B R OF AT S R R B b Y — F

SMZ,RSA.

6.5.1.2 CRL &zt

A EE signature Rl H] [ 208 098 B R ok 09 B k. B FE WA E B R VR S ] R A
) — i, SM3 with SM2.(SHA-1.8SHA-256)with RSA,

6.5.1.3 OCSPi§FEx

X OCSP R # 2 AY BRI F -

a)l

by

AT signatureAlgorithm

BoF 7 455 [ S B A B Rt M A B . N S AR R S Bk b 28 [ 5% R I B R T 9 B8 3k . SM3
with SM2, (MD2, MD4, MD5, SHA-1.SHA-224 ., SHA-256. SHA-384 . SHA-512) with RSA.
(SHA-1,5HA-224,SHA-256) with DSAL(SHA-1,5HA-224 . SHA-256 .SHA-384.SHA-512)
with ECDSA L (SHA-1,SHA-224, SHA-256, SHA-384, SHA-512)with REASSA-PSS,GOST
R 34.11-94 with (GOST R 34, 10-94.GOST R 34, 10-2001),

I EME TR reqCert

hashAlgorithm T35 52 5 B 508 M8 AR MMER T % . W8T IR LD 2 FE 208 T A
F i Rl i i . SM3, MD2 . MDA, MD5 . SHA-1,SHA-224 , SHA-256 ,SHA-384 ,SHA-512,

6.5.1.4 OCSP &R

X QCSP e R A5 =AY ZER T

al

by

B H B signatureAlgorithm

o fe Y (e 5 o S T M At offe o B g £ I E O RS R I T U AT R 3 B b Ay — Fb
SM3 with SM2.(SHA-1.SHA-256)with RSA,

WE P FRIRTT certlD

hashAlgorithm 735 7 4 11 FFL ¢ 8 B0 A5 J R Al ME 07 2 . 28 180 5 A 0 0 80 ¥ T U T 4510
FIF kb i —Fb . SM3.SHA-1.SHA-256.
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6.5.1.5 CP/CPS

6. 5.

6. 5.

6. 5.

N 2 RS S AR CP/CPS,

1.6 BRGIBEER
Ut B SRR BRI T .

al

b

)

d)

el

)

2)

h)

CP/CPS &

1) UEAS S O1D 0 4= i 5 WA 1 /s 1 10 48

2y IAE sk % IR I AR A R AN R T L AR

30 R EA AR B UL R RAVEAS FOEGE CA B E - 52w REAGIE Al %5 79 81,

{m B 2 S BRI IR SR

D BEREE R FRHE 724 h AR5 L AR HLER IR SR 0 B[R] SR AT R A A 0. 594 . Tk RIS A7
[i] AL T 20 000 hs

2y JFR AP RN AT 1 000 4

3)  GEHET AR BN TEE RS 30 s NEFTER .

S BH TR O A £ e ST S Y o 1 By g )

WIhG B S 0 2 e B A AR E R T P AT - WG B 2

TIE 45 93 FE 45 5 O

FH T 2 48 000 o A 2280 1 P E 500 F b B 3 AR TT - I T R,

11 VRPN G B E R

1) CA Zfiny CRL A3 800 ARy it 35 K

2) T CA A RUE K R CA RETE 18 h Z AL ESEEE .

3) A S nE S RIE B A CA A # CRL A 8UHA N EE 7 K,

B A7 4 o)

I FEARE 24 h Hi iy —iE CA S8 i wi s enyit h &L,

Gilag s I L i

W RSO A R AR A 6 UL UK A R R ST H AR R Y 2504,

TAEBLF 5 5 5 B R 4

1) CA i st 8l i % R A7 10 4F

2y CA REZEAE 6 4 H ke — 00 0 Bl iy o 4

3) M CA WIEBAMIN AR B 26 4,

2 PKIMMAE

2.

UEF st

FHIE A3 A A E R AE

il

b)

%ﬁgﬂi :-'-ignalure
IOF S 4 [ O A PR R L ME O B8k . N SR R A R0k b 2 [ 50 A R BRJR) AT 19 B3k . SMI3
with SM2, (MDzZ, MD4, MD5,SHA-1.SHA-224, SHA-256, SHA-384, SHA-512) with RSA,
(SHA-1.SHA-224.SHA-256)with DSAL(SHA-1.SHA-224.SHA-256 . SHA-384.SHA-512)
with ECDSA,(SHA-1,5SHA-224, SHA-256, SHA-384, SHA-512)with RSASSA-P5SS.GOST
R 34.11-94 with (GOST R 34, 10-94.GOST R 34. 10-2001),
F R E B subjectPublicKeylnfo
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IO S 5 T B R At O A B ik . R SR R PNk b [ R TS RO AT Rk
SMEZ,R5ARSASSA-PSS,. RSAES-OAEP, DSA,DH,.KEA, ECDSA,ECDH, ECMQV, GOST
R 34.10-94.GOST R 34, 10-2001,

6.5.2.2 CRL &z

Bk signature NSRRI E B HOME Bk, N TR RS EEESE R
Al i . SM3 with SM2, (MD2, MD4,MD3, SHA-1,SHA-224, SHA-256,, SHA-384, SHA-512) with
RSAL(SHA-1, SHA-224, SHA-256) with DSA., (SHA-1, SHA-224, SHA-256, SHA-384., SHA-512)
with ECDSA.(SHA-1.SHA-224 .SHA-256.SHA-384.SHA-512) with RSASSA-PSS.GOST R 34, 11-
94 with (GOST R 34, 10-94.GOST R 34, 10-2001),

6.5.2.3 OCSPiERERX

6.5.

6. 5.

I OCSP iR # K2R F .

al

)]

2.4

A signatureAlgorithm

S {6 FH ] 5 A B R AL o B SR 0L . 28 T SR 0 LR ORI R Rl H T A Bk b — Fb
SM3 with SM2,(SHA-1,SHA-256)with RSA.(SHA-1.5HA-256) with RSASSA-PSS.

R AEF reqCert

hashAlgorithm 7305 F] FE 308 M AR MEM T, 2EKEMNTRRIFEERT
FIF iy —fh . SM3,.SHA-1,SHA-256,

OCSP M 57 15 2%

F OCSP i R k% 2 A 3k n F .

al

b)

2.5

AT signatureAlgorithm

R 34 [ R MR . W SRR ARk b 2 R R R R n] i R SM3
with SM2. (MD2,MD4.MD5. SHA-1.SHA-224, SHA-256. SHA-384.SHA-512) with RSA.
(SHA-1,SHA-224 ,SHA-256 ) with DSA,(SHA-1,SHA-224,SHA-256,SHA-384,SHA-512)
with ECDSA, (SHA-1,SHA-224,SHA-256,SHA-384,SHA-512) with RSASSA-PSS,
WEFFRIRTT certlD

hashAlgorithm TR Z F5 K EWE MR MEMNE . N EF TR L PLEFEEER
FF AT A . SM3 L, MD2 , MDA . MD5 . SHA-1,SHA-224 . SHA-256 . SHA-384,SHA-512,

Bz A ThRE £ K

I Ihfig a2k .

al

)]

c)

d)

A i e

P AT 4 A A PR AR AR AT .
Wit

B 28 B T AT — U T
s B

1o 42 Pk 55 = T i S R B

HEACES

o 3 e 5y A BT i A
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