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OtherSigningCertificate 2= SEQUENCE |

certs SEQUENCE OF OtherCertlD.

L
I

OtherCentID) 1= SEQUENCE 1
otherCertHash OtherHash,
issuerSerial IssuerSerial OPTIONAL }
OtherHash 1= CHOICE {
shalHash OtherHashValue. -- i FEBRA & —4 SHA-1 W7 8EH
otherHash OtherHashAlgAndValue!
OtherHashValue 1= OCTET STRING
OtherHashAlgAndValue 11 = SEQUENCE |
hashAlgorithm AlgorithmlIdentifier.
hashValue OtherHashValue |
6.1.9 HftEHEMY
A HE R AE % 4 RIS (SignedData) b A6 & — W B A w9 . 30451 H el Rk G
PR ok AT LR i 3 A N A SO AR B RSN i e L S A R E T PR R — D A
BURLI PR R EA RN HES R PEEE . XA REERRIEN A SRR, &4 R/iEbR R
A SR IRTT
id-aa-ets-sigPolicyld OBJECT IDENTIFIER ! = | iso (1) member-body (2) us (840) rsadsi
(113549 pkes(1) pkes9(9)smime(16) id-aat2) 15 }
HA a5 Ay ASN, L #idk R .
Signature-policy-identifier attribute values have ASN, 1 type SignaturePolicyldentifier.
SignaturePolicyldentifier 1= CHOICE/{
SignaturePolicyld SignaturePolicyld.
SignaturePolicylmplied SignaturePolicylmplied |
SignaturePolicyld 1= SEQUENCE |
sigPolicyld SigPolicyld.
sigPolicyHash SigPolicyHash,
sigPolicyQualifiers SEQUENCE SIZE (1.. MAX) OF SigPolicyQualifierInfo
OPTIONALY}
SignaturePolicylmplied 2= NULL
SignaturePolicylmplied 24 NULL 2881 3¢ B T . % 2 5 08 % 76 %5 24 1N 75 50 H b o) 30 2o b B 2 a0 45
Hi,
SigPolicyld FEAE T — P AE0EME — bR 1L 5 252 J00E 09 0 bR TR, OB IR &5 .
SigPolicyld (1= OBJECT IDENTIFIER
SigPolicy Hash 7 BU AL & 1 4% 5 5 25 A9 B LT T 0E 4 4 e 0 2 i sa B 4 0

12
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ISR 2% HEm S T ASNL 1 5 SCAY L DU HE 2% i (2 ol B 4 1% v B 2 08 288 0 0 98 4 Ml 2 i
iz B 4 Lt L % R MR B FE SignPolicyHshAlg B4 .
Q0 2 75 47 TR SR P Al o 72 9 e s S DO 1 8 g iy 285 R0 L R Al v 2 8 o I AR O B 4 R
W& B 5 A & L Bl % 2 RS PR SE 7 (signature policy qualifier) n i |
SigPolicyHash 1= OtherHashAlgAndValue
% 24 T BRI N 3 L A8 4 SRR PR A 0 LA AR OG5 B R . 2 A WM BRLSE 1F i i L B RS
J=4 SigPolicyQualifierTd 52 Bt o i) S fr A0 75 R OCIBE MY K ik g LR .
SigPolicyQualifierInfo 1= SEQUENCE |
sigPolicyQualifierld SigPolicyQualifierld.
sigQualifier ANY DEFINED BY sigPolicyQualifierld |
A 25 1 A R E A
a)  spuri: f0% T 48 )% 4 FEs5 A9 URI o URL;
b)  spUserNotice: & I~ I /i 1. 25 56 0 % 44 i 12000 5007 9 7 45 06 1k .
SigPolicyQualifierld 11 =0BJECT IDENTIFIER
id-spg-ets-uri OBJECT IDENTIFIER ! = { iso(1) member-bodv(2) us(840) rsadsi(113549)
pkes(1) pkes9(9) smimeC16) id-spg(5) 1}
SPuri 2= TASString
id-spg-ets-unotice OBJECT [IDENTIFIER I = { iso (1) member-hody (2) us (840) rsadsi
(113549) pkes(1) pkes9(9) smime(16) id-spgl(5) 2 }
SPUserNotice .= SEQUENCE {
noticeRel NoticeReference OPTIONAL,
explicit Text DisplayText OPTIONAL}
NoticeReference 12 = SEQUENCE |
organization DisplayText.
noticeNumbers SEQUENCE OF INTEGER |
DisplayText 1= CHOICE ¢
visibleString VisibleString (SIZE (1., 2000),
bmpString BMPString (SIZE (1., 200)),
utf8String UTF8String (SIZE (1., 200)) }
6.1.10 RFC2630 R3| NHTIEE S
1P B % 4 IR (countersignature attribute) . HELEE5H) @ LW RFC2630, BEEF 24 B HEMH
Bf R ok oA 2 4 IR A% (Unsigned Atiribute) .
6.1.11 RFC2634 5| N9 A] it IR 14
REC2634 thg| AWl ik & a5 LLF &k
a)  BHNES| RSP (Signed Content Reference Attribute) . % J& P #0 — 42 & Bde 6t #: 9] 5
— Ao AT RLRT T 06 T S i (o] T D S R R R, A — 48 2 B IR A A % 4 W
L azE N s 2 R . HAR R A SE LI RFC2634.
by AHEREENE (Content Tdentilier Attribute) , PZEFRIE R PEREE— 05 25 4 AW ERR i
fRIR AT TE LS & BAZ N AT o I R . % 0w Pk 0 o 2 45 # 3L L RFC2634 . 7E 4l
IF 3% TR P A R TR AL
o) WEHEHRREME(Content Hint Attribute) . WERRESEH TREFZEANENHRUGEE. 7]
VIR T2 2 38 ) Sk 3 55 W W 2 1 N A R 2. 2 0 8 4 v 5 o 200 S % B B R R L
P A6l & 7E % 24 Bl b . HAEIA S 5E LW RFC2634

13
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6.1.12 HfttaliE
FoAlb vl M 45 LT
6.1.12.1 FFEXRHIRIREHE
TER BT 00 P 8 2 3 A Bl o A ) SRk F R L A BN T B R R R I A
FRRUEPE(Commitment Type Indication Attribute) F TG5O E B . &8 110 R k% 2 s 1k .
RS BN R S 2 R Y — W B R — B TRy e,
BARUEHE T — P HaoAn m 8 G X RAR E R S h L E T B 20 m Rl i Ras 2
B, B ol p R 28 5L i i TR i E e T B
R AN bR IR E
id-aa-ets-commitment Type OBJECT IDENTIFIER 17 = { iso(1} member-body (2) us (810)
rsadsiC113549) pkes(1) pkes-909) smime(16) id-aa(2) 16}
R ME N LA ASNL 1 E LUK .
Commitment Typelndication : 1= SEQUENCE |
commitment Typeld Commitment Typeldentifier.
commitment TypeQualifier SEQUENCE SIZE (1.. MAX) OF CommitmentTypeQualifier
OPTIONAL}
Commitment Typeldentifier $1= OBJECT IDENTIFIER
Commitment TypeQualifier 1= SEQUENCE |{
commitment Typeldentifier Commitment Typeldentifier.
qualifier ANY DEFINED BY commitment Typeldentilier |
A p e 2 TLRR R 2 A
id-cti-ets-proofOfOrigin OBJECT IDENTIFIER (I = { is0(1) member-body (2) us{840) rsadsi
(113549) pkes(1) pkes-9(%) smime(16) cti(6) 1}
id-cti-ets-proofOfReceipt OBJECT IDENTIFIER 27 = { iso(1) member-body(2) us(840) rsadsi
(113549 pkes(1) pkes-9(9) smime(16) ctit6) 2}
id-cti-ets-proofOfDelivery OBJECT IDENTIFIER i = { is0(1) member-hody(2) us(840) rsadsi
(113549) pkes(1) pkes-909) smime(16) ctilG) 3}
id-cti-ets-proofOfSender OBJECT IDENTIFIER = { iso(1) member-body(2) us(840) rsadsi
(113549) pkes(1) pkes-9(9) smime(16) ctiC6) 4}
id-cti-ets-proolOfApproval OBJECT IDENTIFIER 1= { iso(1) member-body(2) us(840) rsadsi
(113549) pkes(1) pkes-909) smime(16) ctit6) 5}
id-cti-ets-proofOfCreation OBJECT IDENTIFIER i= { iso(1) member-body(2) us(840) rsadsi
(113549 pkes(1) pkes-9(%) smime(16) cti(6) 6}
ISR R LR
1) Proof of origin: &M% 7 # RIAILE 4 1A IF &8 TIRH R
2)  Proof of receipt: £H%E A HRINH G EZHZAEFENIHL,
3)  Proof of delivery: 2& W42 fit iz ity 1 n] {75 M2 55 $2 (1 O 2240 35 T B AL 28 45 T 3% 52 % ] 145 ] 1Y
A HBAT e s
1) Proof of sender, 3B HZ0E G 1Y 92 208 Sl i S (A — 2 B TR ED s
5)  Proofl ol approval, #&H1% 2 &AL B 09N %
6)  Proof of creation, W4 &A1 T S (HIF A — AR SR 2321 B .
6.1.12.2 ZEEELEEM
S A FH A B (Signer Location) F P48 28—~ F2 W 25 2 35 By 4k Hb 807 5 0 Be 477 . 09~ Bt 15
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I TF % 44 4 rFE Y [ S 70 2 i R Bl 95 (Public Telegram Service) . 1% 08 4 RE Al % 44
JE
(EACREIPUE R TR RE U
id-aa-ets-signerLocation OBJECT IDENTIFIER 1= { is0o(1}) member-body(2) us(840) rsadsi
(113549 pkes(1) pkes-209) smime(16) id-aa(2) 17}
E P R ES ) ASNL 1 GE SR .
SignerLocation 1= SEQUENCE { — T % A /4 L 2 /b — 2 8l
countryMName [ 0] DirectoryString OPTIONAL.,
localityName [ 1] DirectoryString OPTIONAL.
postal Adddress [ 2] PostalAddress OPTIONAL }
PostalAddress 0= SEQUENCE SIZEC(1, . 6) OF DirectoryString
6.1.12.3 EZERK
% A H B TE (Signer Attributes) H TR 8 4 F B I ALE B AL 95 % 20 5 RR 09 Im 1 M % 2 3 Bk
Moy mYE, mE PN s w
iEAR O R TR R
id-aa-ets-signerAtr OBJECT IDENTIFIER D = { iso (1) member-body (2} us (840) rsadsi
(113549) pkes(1) pkes-909) smime(16) id-aa(2) 18}
P m PRI RS ) ASNL 1 R
SignerAttribute 1= SEQUENCE OF CHOICE /{
claimedAttributes [ 0] ClaimedAttributes.
certifiedAttributes [ 1] Certified Attributes |}
ClaimedAttributes 1= SEQUENCE OF Attribute
W GB/T 16264, 82005 sg &,

Certified Attributes 1= AttributeCertificate
6.1.12.4 AEFHEHE
N #E S A (Content Timestamp) J& P02 8% 2 N 506 % 2 5000 — -0 B 8. 3% s 1 5 ok 8l 2% 4
R . HR SRR .
id-aa-ets-content Timestamp OBJECT IDENTIFIER I = { is0(1) member-body (2} us(840)
rsadsi(113549) pkes(1) pkes-9(59) smime(16) id-aa(2) 20}
HoaR ka5 80 ASN. 1 ik H .
ContentTimestamp: .= TimeSitampToken
TimeStampToken & %W GB/T 205202006, TimeStampToken Y messagelmprint 5 B A {H
Rf h HL 2 7 b signedData 1Y encapContentInfo F111 eContent 5 EEAY N 700 2482 {4 .
6.1.13 HEXEAMNZH
BEA AU R LA TR U R
a)  JHSEE Y. &y S 44 ] k4% 4 [ H— > SignerInfo SCEE, B SignerInfo #§
JOF B0 45 AR b o v M Y BT TR . 4 4 B IE A 1 R BT SignerInfo #B LM BEIE,
by A AL BT A 7 0] Gl R AR R I S 2 B P (counter-signature unsigned
attribute) SEHE . R G SE 2 45 5 L AR L RAE B 4 5 8L Signerlnfo Y — 1B 25 A T8 1
{ Countersignature) i,
6.2 LIEHIEME
6.2.1 £35l
A S MURE T B A 0 I B e (e ) 0 S 4 B B L A el R T R A L,
52 2 Wk SO 4 7 4% 44 (L 6 A 18D B L F 1 R 4 4 5 A e Uk Y AITAT Tk 5 R RCRT 45 B
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A Z i B S e RS A AR 2L IR ES-C O e e) 8 i 4R e (] R R B A )
FOHCE 5 B0l AV I L 2R ES-C. ¥ A 30 0E 808 10 % 56 2 B ik 8o il i 76 ES-C h i ik
TE AT R 5 BB S P fi . 3 R e (6] B 6 ik R0 0 55 Ao (] R A R i [ KL A R AR ES-C b By
A UE A 15 B 09 SRR

A G BLSE T T 0 T I 00 B A L TR 6 R A B e A e AU e B S R R
I (i) 8 25 24 FHE P B5CHRR 0 B A 30 R Y D O () R . U e ) ] DA — 1 TR S R R L AR
% 4 R (] i Bk 58 A e LR A o

AR T E SCRY R A B A R AR s A 2R
6.2.2 BFEHMER

LT 2 4 0T L WA (6] e ) LR A B 2 T R A i R B RUE A R R ERIR T

2 I ) 1%

id-aa-signatureTimeStamp Token OBJECT IDENTIFIER i= { iso(1) member-body(2)

us(840) rsadsi(113549) pkes(1) pkes-5(9) smime(16) id-aa(2) 14}

B 0 )RR PRI ASNL 1 3R 8 .

SignatureTimeStampToken 1= TimeStampToken

TimeStampToken H1AY messagelmprint 38 49 (5 5 4 T 4 signedData 3817 05 [8] 8 89 Signerlnfo
P 5 24 S A Y A
6.2.3 REWILHE
6.2.3.1 Z2WIEHEAF

56 4 M UE B dn b O A 65 4 44 06 0] B A L e e RS D LS e 5 A
6.2.3.2 mLEHSIARK

SRS HGIE T CAEBA 28, SCE B A T8IE ESC. — T HF%84 Dol A —45%
o1 T G R R O Y RO X TR R R O A T o 1o R D E

id-aa-ets-certificateRefs OBJECT IDENTIFIER (I= { iso(1) member-body(2)

us(840) rsadsiC113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 21}

SEUEF 5| HB Ay ASN. 1 iRiE R .

CompleteCertificateRefs 2= SEQUENCE OF OtherCertID

Horpr OtherCertID 5 2 IssuerSerial, cert Hash NS5 0E 5] AT A9 AL @ Cme .
6.2.3.3 ZTEHHSIAEKL

sEa i 7| S T CRL 2 OCSP W& B 79 42 45 . iX 48 CRL 8 OCSP mi 1 g 1 4% ik ES-C 'Mii
HrE2EM CAUESR ., —PMRFEZ LR e g ], PUF AR Rl T
S R EE .

id-aa-ets-revocationRels OBJECT IDENTIFIER I= { iso(1) member-body(2)

us(840) rsadsiC113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 22}

e AT T HB LAY ASN. 1 iRiER .

CompleteRevocationRefs [{= SEQUENCE OF CrlOcspRef

CrlQcspRef 1I= SEQUENCE |

crhids [ 0] CRLListID OPTIONAL,
ocspids [1] OespListID OPTIONAL.,
otherRev [ 2] OtherRevRels OPTIONAL)

CompleteRevocationRefs T £ 7 % 4 1k 4 49 — 1 CrlOespRef, CompleteCertificateRels J& % 1 45
4~ OtherCertID FY:] CrlOcspRefl . iZ 8 CrlOcspRel W5 31 OtherCertID W {45 —2L.

CRLListlD 7= SEQUENCE |

16
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crls SEQUENCE OF CrlValidatedlD
CrlValidatedID 1! = SEQUENCE |
crlash OtherHash.
crlldentifier Crlldentifier OPTIONAL}
Crlldentifier 7= SEQUENCE {
crlissuer Name,
erllssued Time UTCTime,
criNumber INTEGER OPTIONAL;
OespListlD 7= SEQUENCE |
ocspResponses SEQUENCE OF OcspResponsesll}
OcspResponsesID 11 = SEQUENCE |
ocspldentifier Ocspldentifier.
ocspRepHash OtherHash OPTIONAL}
Clespldentifier 12 = SEQUENCE {
ocspResponderID ResponderID,
produced At Generalized Time}
5 erlValidatedID B 5 5 25 4 B 52 4500 DER #6260 CRL | erlHash g5t 8 4, BdE CRL
ol LM A AE B PR L erlldenafier — BEARSE B, erlldentifier F A0 % #2552 # CRL i %2 i (8] of
e CRL. Hp CRL 0 Az Bf (8] % R #5 CRL Py thisUpdate™ 5 7], 2441009 CRL JE#4 CRL B,
erlListID R0 % CRL 825 151 I LA 3 3L 5¢ 2 i 48 3 2
Orespldentifier 90 % # 42 57 A1 OCSP Wi 1 45 % B 8] 3¢ f5 358 OCSP 0@ 1 Hodr OCSP 0 17 4 4 B (8]
R LA OCSP W B i produced At B 8] . H T nf G875 22 76 7 — 80 iy B0 30 69 w5 4~ A [ A OCSP
W i OcspResponsesTD oy i) o 1y 2% 5 (8 o5 BT i ok 30 fp iR i
(OtherRevRefs 1= SEQUENCE |
otherRevRe[Type OtherRevRefType.
otherRevRefs ANY DEFINED BY otherRevRel Type
OtherRevRefType 2= OBJECT IDENTIFIER
LA T 51 fraafe i Rl A TE AR B i
6.2.4 ¥ RIEEHE
6.2.4.1 EBEEME
WEBEEE AR B I EE DS R IE B, — AW 788 Ll A — AN IE 4 R
fal . BUF 9% SbR IR AR AR T E 5 A
id-aa-ets-cert Values OBJECT IDENTIFIER I= { iso(1) member-hody(2}
us(B40) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 23}
E S E S PR Y ASN. 1 BN
CertificateValues {1 = SEQUENCE OF Certificate
6.2.4.2 WHEREM
il 0 0 PE A AT e R R S S AE T 5 LAY CRL fT OCSP #{E. — W 7248 Bl LA — il
AR E . LR R SR R AT bR AR T 0 (8w
id-aa-ets-revocationValues OBJECT IDENTIFIER ::= { iso(1) member-body(2}
us(840) readsiC113549) pkes(1) pkes-909) smime(16) id-aaC2) 24}
O R PR ASNL 1 il R
RevocationValues 10 = SEQUENCE |
17
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crlVals [0] SEQUENCE OF CertificateList OPTIONAL.,
ocespVals [1] SEQUENCE OF BasicOCSPResponse OPTIONAL,
otherRevVals [ 2] OtherRevVals |
(OtherRevVals 11 = SEQUENCE |
otherRevValType OtherRevVal Type.
otherRevVals ANY DEFINED BY OtherRevValType)
OtherRevValType 11 = OBJECT IDENTIFIER
Horpr CernificateList 76 GB/T 20518—2006 3£ ¥ . BasicOCSPResponse & W, GB/T 19713—2005
g sE S,
6.2.4.3 ES-C B @8 E M
ES-C B [ #850 Ja 1 2 W 7 280 48 0 50 42 96 E BOHE 00 2 s (LAY i Tl 88, — 4~ 7 25 2% ] L DAAS Tl ) isf
(] kAL 73 3 22 ES-C il [ R S 48 . AR A9 S bR iR AR L T ES-C Ao i) i J 4
id-aa-ets-escTimeStamp OBJECT IDENTIFIER i= { iso(1) member-body(2)
us(840) rsadsiC113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 25}
ES-C B o] @ $E E 09 ASNL 1 &R .
ESCTimeStampToken 1= TimeStampToken
TimeStampToken HAY messagelmprint 38 @057 4 1 BLAE ES-C ohid LR Bl oF 2200 i 58 (8 n 2%
A
a)  Signerlnfo ) 3 4 5,
by % A () U 1
o) GEAEEHE
d) e g R
6.2.4.4 RfEBIEHFn CRL Bt
s ] 8 GE 15 A CRL T PR M1 56 TE B R OCSP i B/ CRL B9 — A4~ 410 38 L i3 491 2 ko 1 B i) 380
7 CA 24, LLF B SbRIRFF AR IR T 0 8] 8EIE 15 F1 CRL & 4k .
id-aa-ets-certCRLTimestamp OBJECT IDENTIFIER (i= { iso(1) member-hody(2)
us(840) rsadsiC113549) pkes(1) pkes-90(9) smime(16) id-aa(2) 26}
i} (A A5 A CRL & PE(EL RS ASN. 158
TimestampedCertsCRLs 11 = TimeStampToken
TimeStampToken "PIY messagelmprint S8 1ELL 4 1 ITE ES-C iy LU o o 09 5E B i 0y 2
1
a)  sEEiEA g E
by SEEH TS R
6.2.5 PFHBIEHE
TS — AR H A I ] Y e 4 L 0] B 2 O B R S AR B TSA IE A5 AT RO BR W L T A 4
F4 IS (1) JE P 2 7 4% A B, 3 I 0 4 250 0 WL 58 4 g I (V) R U BN i) R FH T A Bk A A [ B )
AT AR — v B R BN .
USRS e ] i 1 o P P A AR 2 R I IR, — Tl % 4 AT LD WA [RD A% e 1) ST
A7 A [ (1 G0 75 ) 2 S R o ] R e S ] DA AR AR IR AT bR AR T 28 R e 1] 80 42
id-aa-ets-archiveTimestamp OBJECT IDENTIFIER i= { iso(1) member-body(2)
us(840) rsadsiC113549) pkes(1) pkes-9(9) smime(16) id-aal2) 27
U i B (R P ASNL 1S A

ArchiveTimeStampToken 1= TimeStampToken
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TimeStampToken H1 Y messagelmprint 3 i B0 57 A7 H BLAE B 7 % 2 b id LU 8008 0T Sny i He
F1% 2% 1 {1 -

a) encapContentInfo eContent OCTET STRING;

h) signedAttributes;

c)  signature field within SignerInfo;

d)  SignatureTimeStampToken attribute:

e)  CompleteCertificateRefs attribute;

[y CompleteRevocationData attribute;

g)  Certificate Values attribute CIV A LEFE X5 Bl i 57 ES-A o

hy  RevocationValues attribute( 8 5 TETE -5 Bl W i 65 1F ES-A oy,

1) ESCTimeStampToken attribute if present:

17 TimestampedCertsCRLs attribute if present;
k) any previous ArchiveTimeStampToken attributes,
U 22 6 ot 0 58 o o 0 T 0 9 0 o A I
B,
6.3 BAWMER
T W A i 2R
a) B RV R N A 4 SR 1 A I 2 A SRR R AR AR IE SR A
by U HY 6 % 42 SR R i T R R A bRl
o) AT R 44 SR 0 SRONE 1
d) Rl A A AT R AT T S Y SR E A L O LR A i ] A
e) X FaE I H R G A EA RGN N - MRS R R E RS B E
O[] 36 il o 4 0% 122 A o 0 B SR L DR O G A A R E
B 4 TR UL 3 A A O T R B — A £ S L 8T % SR R 0 R U DA R At B 4 4% RO A G
fri &
6.3.1 ASN.1 Bk
A PR HESS AT ASN. 1 15 7E 45 1 DER 2 #4985 2.
B AHEMERY ASN, ik E e mF .
SignaturcPolicy 11 = SEQUENCE {
signPolicyHashAlg AlgorithmIdentifier.
signPolicyInfo SignPolicyInfo.
signPolicyHash SignPolicyHash OPTIONAL |
SignPolicvHash 1= QCTET STRING
SignPolicyInfo 1= SEQUENCE {
signPolicyldentiflier SignPolicyld,
date(Issue Generalized Time,
policylssuerName PolicylssuerName,
fieldOfApplication FieldOfApplication,
signatureValidationPolicy SignatureValidationPaolicy .,
signPolExtensions SignPolExtensions OPTIONAL}
SignPolicyld 1= OBJECT IDENTIFIER:
PolicylssuerName Bl H] General Name (95 2UER TR FEWE 4 % #  ASN. 1 5E L INF .
PolicylssuerName 2= GeneralNames;

18
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fieldof Application = B4 34 122 52 8% Ay 10 28 R A B, ASNL 1 8 LI .
FieldOfApplication i = DirectorySiring;
6.3.2 ERWIFRAR
BT e A B IR H N (Signature Validation Poliey) B05E 17 L 85 45 o 1y 4 35 i) SI08E o o0 o 3%
T4 A S IEH B2 Y UE NG BLE 1RSS4 SO 00 BEOR L L 4 4 b R A S B oo A ] B S
ki i .
B4 B T W IR TR A E LIF .
SignatureValidationPolicy (1= SEQUENCE ¢
signingPeriod SigningPeriod.
commonRules CommonRules.
commitmentRules CommitmentRules.
signPolExtensions SignPolExtensions OPTIONAL)
Herh signingPeriod Bt B 47 H 1% 55 2 SR W AT 80U B0k & H AR (8], 55 o205 Bk A — >l i
i ¥ & 25 A RS AT O 2k BB e ] B IR A T,
SigningPeriod 1= SEQUENCE |
notBefore Generalized Time.,
notAfter GeneralizedTime OPTIONAL }
6.3.3 BEAMAM
8 EEI  Common Rules) J2& & B 45 1 250 22 8 Ccommitment types) #53E F O ELI . H ASN, 1
LS E LA
CommonRules 1= SEQUENCE |
signerAndVeriferRules [0 SignerAndVerifierRules OPTIONAL.,
signingCert TrustCondition [ 1] SigningCertTrustCondition OPTIONAL,
timeStampTrustCondition [ 2] TimestampTrustCondition OPTIONAL,
attribute TrustCondition [ 3] AttributeTrustCondition OPTIONAL.
algorithmConstraintSet [4 ] AlgorithmConstraimtSer OPTTIONAL.,
signPolExtensions [ 5] SignPolExtensions OPTIONAL)
AR E AP BAE CommonRules i 3L U R A9 7 B Y 76 CommitmentRules i B, QAR
S B AT B FE CommonRules W4 H 30 FE 61 CommitmentRule AR Rz &5 H .
a)  signerAndVerifierRules;
b} signingCert TrustCondition;
) timeStampTrustCondition.,
6.3.4 FiFMMW
TR (Commitment Rules) sl & 7 X 25 5 AR Uy 245 51 (0 56 uE MEON . HE ASNL 152 L F .
CommirmentRules 11 = SEQUENCE OF CommitmentRule
CommitmentRule A5 SLNTF .
CommitmentRule ! = SEQUENCE {
selCommitment Types SelectedCommitment Types.
signerAndVeriferRules [07] SignerAndVerifierRules OPTIONAL.
signingCert TrustCondition [1] SigningCert TrustCondition OPTIONAL,
timeStampTrustCondition [2] TimestampTrustCondition OPTIONAL.,
attribute TrustCondition [ 3] AttributeTrustCondition OPTIONAL.
algorithmConstraintSet [4] AlgorithmConstraintSet OPTIONAL,
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signPolExtensions [5] SignPolExtensions OPTIONAL}
SelectedCommitment Types (0= SEQUENCE OF CHOICE
empty NULL,
recognizedCommitment Type Commitment Type |
W SelectedCommitment Types P FR 09 2 empry . I 32 K00 35 FH 5 35 A4 5 a8 o005 200 09 15
CBP 7RG ZERGE i B a9l LA ER ). &, B SelectedCommitment Types % A /& recognized-
Commitment Type, MZHLE H T recognizedCommitment Type &5 AT R iE 288, —FpoRifs
TUN 2 22 A7 — R U, RG2S TR ASN, 1R IR R E LR .
Commitment Type 11 = SEQUENCE {
identiflier Commitment Typeldentifier,
fieldOfApplication [0] FieldOfApplication OPTIONAL.,
semantics 1] DirectoryString OPTIONAL |
Horp fieldOfApplication B Fl semantics 57 BEoE S0 112 a7 25 7 45 24 01 W 405 1 0 i 17 B 4
b AR R
6.3.5 EBZEMMIEEMM
6.3.5.1 &3l
B F U #F HLW (Singer and Verifier Rules) 1 & T — 4~ 2 & #& HLI A1 — A~ 36 35 40 00,
ASNL 1R LA E LT -
SignerAndVerifierRules 11 = SEQUENCE |
signerRules SignerRules,
verifierRules VerifierRules |
6.3.5.2 EZEMN
pxE S W T
a)  eContent 7B A28 . LU & U A7 23 CMS S5 4 LLSM (9 B4 04 2% 52 10 i 00 45 4 265 2R «
by AREIR A 2 RE S A RO CMS # % 2 IR 1
o) RIEIRE S RS S A AR CMS R % 2 st
d) ¢ SigningCertificate B, 2 75 % 5405 MIAE B 45 25 AT 5 45 Cerust point) (1 B A §F 45
BRI 5
e) {E SignedData 1 certificates 7P B (U B AL & % & & 09IE 15 27 2 MOAER 2 35 1E
i AL A AE T
A E A ASN. 1L I L .
SignerRules 1= SEQUENCE |
externalSignedData BOOLEAN OPTIONAL.,
A B CMS S5 H SR A L 0 B
R A AR CMS S5 by — 4k T A R
—— G R AR A % B AN B
mandatedSigned Attr CMSAttrs,
mandatedUnsignedAttr CMSAttrs.
mandatedCertificateRef [0] CertRefReq DEFAULT signerOnly.
mandatedCertilicateInlo [1] CertInfoReq DEFAULT none.
signPolExtensions [ 2] SignPolExtensions OPTIONAL}
CMSAttrs 12 = SEQUENCE OF OBJECT IDENTIFIER
P mandatedSigned Avtr “7 Bu i 24 15 BT A7 A< i b BUAE B LA B2 me BILSE 1) B 3% 44 T 1 ) X
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LHRIRTF . mandatedUnsigned Atvir 57 BE W R 6158 By 47 A< b ol v 80 5 0% L B 02 O s 0 o 0% o 1 2% 4 U
P 0 SR .
mandatedCertificateRefl F i B & % & & (05 B 42 6 % 4 3 ik 45 a0 s S 0k i 4 iy
FrATIEAS . L ASN. 1 ik e i,
CertRelReq 11 = ENUMERATED ¢
signerOnly (1),  —— (U 2L Z HiE
fullPath (2)} —— BRI A AT
mandatedCertificateInfo 7B H TR SignedData 1 certificates % B, & (W H 340 % 2%
AHWUE L R ENNER R EEMS SN FAIEBREEAFMIESR., H ASN, 1 fEsi e L
nF .
CertInfoReq 2= ENUMERATED |

none (0). —— o i R
signerOnly (1), —{{ R E 2 ZFUEH
fullPath (20}  ——BRUER R AT Ak

6.3.5.3 BIEF MM
8 0F & R0 H T 15 B AR AR i R 0, 55 4 AT Y CMS K238 2 T8 1, DA R ISR 55 2 1 A A5 3R
B WA A A S A . B iR AU Y ASNL 1 IR A HE LN .
VerifierRules I = SEQUENCE |
mandatedUnsigned Attr MandatedUnsigned Attr.
signPolExtensions SignPolExtensions OPTIONAL}
MandatedUnsignedAutr 22 = CMSAttrs
6.3.6 IEHRMHEN
6.3.6.1 EFEX
certificate TrustTrees #5 T — 41 [ 2 2 Uk 15 . {5 116 o0 (0 X 08 [ 25 22 40 15 45 A ik - B 12 b 7 1Y
AL, HOASN. 1A E L F
Certificate Trust Trees 1t = SEQUENCE OF Certificate TrustPoint
Certificate TrustPoint 2= SEQUENCE |

trustpoint Certificate, — HE AU
pathLenConstraint [ 0] PathLenConstraint OPTIONAL.
acceptablePolicySet [1] AcceptablePolicySet OPTIONAL., S B A R

A W
nameConstraints [ 2 ] NameConstraints OPTIONAL,
policyConstraints [ 3] PolieyConstraints OPTIONAL }
trustPoint 7 Bz Hh &5 78 UE 15 #8424k BE P AR R (SRR A0 CA HE R IET.
pathLenConstraint 7B 45 th MR T 5 s HF IR A9 UE 45 02 b CA Gl i dee R B . 3 A 06 L ik
F5 4 v L AT £ AT il s AE 4 AR s s e . AR i T B B A R AT R T B
B 0 S A S Y S RE AN BRI
pathLenConstraint {1 = INTEGER (0, . MAX)
acceptablePolicySet T Bt s T 1 15 %% 4 % We FF 47 7T 4222 (0 AE 153606 . ASN. | ¥ 25 52
LE
AcceptablePolicySet 10 = SEQUENCE OF CertPolicvld
CertPolicyld 17 = OBJECT IDENTIFIER

nameConstraints 2B H T IEBEEAE DAL 1 F 4 firad g Fas |, 387 EkE T
22
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subject distinguished name I subject alternative name, %36 F 15 R £ 55 100 09 %4 5 7 8 FfAS o iF
W27 FR . JASN. 1 kg5 5E LT
NameConstraints -2 = SEQUENCE |
permittedSubtrees [0 GeneralSubtrees OPTIONAL.
excludedSubrrees [ 1] GeneralSubtrees OPTIONAL }
GeneralSubtrees (0= SEQUENCE SIZE (1. . MAX) OF GeneralSubtree
GeneralSubtree 10 = SEQUENCE |
base GeneralName.
minimum [ 0] BaseDistance DEFAULT 0,
maximum [ 1] BaseDistance OPTIONAL }
BaseDistance 1= INTEGER (0. . MAX)
PolicyConstraints 9 ASN, 1 & FE LINF .
PolicyConstraints -2 = SEQUENCE |
requireExplicitPolicy [07] SkipCerts OPTIONAL.,
inhibitPolicyMapping [ 1] SkipCerts OPTIONAL }
SkipCerts 1= INTEGER (0., MAX)
4 inhibitPolicyMapping = BEAEAE - WNZ AT T 3 05 75 9 W 10 59 A5 B fo 10 i3 45 3% 48 o H: fl5iE
F AR (SRR A A A BB
I F requireExplicitPolicy 7 Bt #f 6. J5 £ 09 WE 15 b 0 4 % 0T 42 2 09 % 8 45 i8R 4T,
requireExplicitPolicy 7 Bt (04 {8 H] T 3 7675 2 i 205 mg i L 1 A5 B 5 b HoAl i 15 A9 $lc it .
6.3.6.2 HIHEHEX
RevocRequirements 5 EEE ST %M CRL F/8E OCSP Wi 57§ 8 A 3815 00 FH T 35308 3 45 0% 75 Y 4l
A B R NER D OASN. 1 IR E LR .
CertRevReq 11 = SEQUENCE |
endCertRevReq RevReq.
caCerts [0] RevReq}
E MR AT LT NE:
endCertRevReq: £ 50E 45 (2 Z0E 4 @ HEIE B A TSA GE$)
caCerts: CA JE1S
RevReq -2 = SEQUENCE |
enuRevReq EnuRevReq,
exRevReq SignPolExtensions OPTIONAL
EnuRevReq :i= ENUMERATED |
clrCheck (0).
ocspCheck (1),
bothCheck (2),
eitherCheck (3),
noCheck (4),
other (5) }
B E LT LTINS
a)  clrCheck: RIHRHESHTAY CRL 8 ARL #7747
by ocspCheck: if i ] OCSPC W, RFC2450 ) 5 A 50745
¢)  bothCheck: I [ B fit OCSP #1 CRL K4 ;



GB/T 25064—2010

d)  eitherCheck : BE AT LA OCSP B 0] LA S CRL & 7+
e} noCheck: RERKEA.
6.3.7 ERIEHEEEH
F AT & (SigningCert TrustCondition ) #1581 8% 0F 5 25 b 45 i &b B OF 8 B8 4 19 (5 5 &
. H ASN. 1B LS E LWF
SigningCert TrustCondition = SEQUENCE |
signerTrust Trees CertificateTrustTrees,
signerRevReq CertRevReq)
6.3.8 MEPMEERMGE
i (] 845 A 45 F CTimeStampCondition) BLE T T 2A GE B (0] 8 #LF 19 50 52 4 0 46 G0E GF 15 % 42 119
{5 AF 20 LA B ] ek ] SR LA 19 2 S PR . BS54 S PEAIR I R T T ES-T 24 b i e ) 3
TimestampTrustCondition = SEQUENCE |
ttsCertificate Trust Trees [0 Certificate TrustTrees OPTIONAL.
ttsRevReq [ 1] CertRevReq OPTIONAL.
ttsNameConstraints [ 2] NameConstraints OPTIONAL.
cautionPeriod [ 3] DeltaTime OPTIONAL.,
signature TimestampDelay [ 4] DeltaTime OPTIONAL
DeltaTime ! = SEQUENCE {
deltaSeconds INTEGER.
deltaMinutes INTEGER.,
deltaHours INTEGER.,
deltaDays INTEGER }
&L tisCertificate Trust Trees ASFEAE ) certificate TrustCondition FVEL5E A9 8L 0 5E B 1 DA GF i 8]
FHLR Y208
tstrRevReq HLSE T X5 M CRL H1/E OCSP Wi 1 i B op 3075 09 506 (5 50 di /b SR, 0B 6 15
EHTHAE ES-T i [ B9 S AT
W resNameConstraints 3 8 W EE T tesCertificate Trust Trees 1L AR %) T o (8] {8 $1 #4745 4 H Al
i) 4 7 B .
CautionPeriod T B RLE T — 4~ % 23 0 (8] 2 J5 09 34 B0 (] B2 7 31 1 (] BBt 14 48 45 3 1 Bl 1k % 2
AHF RS IEEE Tk B R EAE T ELAE % B[R] B A AR o] AH G 00 4R A 0 B A . ES-C B4 P A R
TR S 0 R TE L ) BE RS A RS BUE ] TRk A A AR
signature TimestampDelay 5 BE8UE T — /0 M1 i 2 42 31 6] 4 ES-T b iy il 18] 38 1 5 A ned fa] 2%
B2 7 mF S % A mt A JE fE ( signing-time  attribute ) v B O[E] A & O[R] E K F
signature TimestampDelay . W% %5 2 Wl oA o %k,
6.3.9 EHFEERHE
A attribute TrustConditions 57 Bt A7 5 B, D076 AT (o] 56 10F 5 0 1 4T 407 A TE 09 J 4% 9405 A= 1 iAoy
k. T EBA ASN, 1 ifZ:85E LT .
Attribute TrustCondition 2= SEQUENCE |
attributeMandated BOOLEAN. —— i PE R
howCertAttribute HowCertAtiribute.
attrCertificate Trust Trees [ 0] CertificateTrust Trees OPTIONAL .,
attrRevReq [1] CertRevReq OPTIONAL,
attributeConstraints [ 2] AttributeConstraints OPTIONAL |
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W attributeMandated S B, W) R 7 028 F 0 DA GIE A9 JE 0 L B, T SR S B 00 dn B T A A R
kR
howCertAttribute S EHLUE 1 AAUER) B P2t 28 2 8 5 A 7 b 2 75 J& PRk P A, 5 & 48
6.1.12 Py SE & F ImPEE L,
HowCertAttribute 1= ENUMERATED |
claimedAttribute (07,
certified Atiribtes (1),
either (2) |
attrCertificate Trust Trees 7B 5 ST XA A7 I8 PEIE 15 (19 G 15 B 42 45 00 W0 i 7 B A fE 78 0
H certificate TrustCondition 97 (14 B0
attrRevReq #L5E M CRL F1/58¢ OCSP ma R 11 &, o 18 1 14 4808 15 2 a9 e /DR . X se TR A T4
A8 JE PR E A AR
IR attributeConstraints SFEEARTEE AL 2506 W T X 8 PR (T T PR . 52 B ASN, 1 X
r .
AttributeConstraints 11 = SEQUENCE ¢
attribute TypeConstarints [0] Attribute TypeConstraints OPTIONAL.
attributeValueConstarints | 1] AttributeValueConstraints OPTIONAL |
I T BATAE G T BOIUE TR g T ik e vy 25 i,
Attribute TypeConstraints + 1= SEQUENCE OF AttributeType
IR attributeValueConstraints FBAATE W& 7B & 1 T TR %0 T Sk A w10
AttributeValueConstraints {0 = SEQUENCE OF AttributeTypeAndValue
6.3.10 Hi&MRH
At AlgorithmConstraints "= BUE7E W12 BLET o vl BLRT 345 08 T 28 09 55 48 300 D Ml /MR
R SR 7 B AN H B D) 32 B 3 S 1A A AT RO
AlgorithmConstraintSer 1= SEQUENCE |
signerAlgorithmConstraints [0 AlgorithmConstraints OPTIONAL.,
eeCertAlgorithmConstraints [1] AlgorithmConstraints OPTIONAL.,
caCertAlgorithmConstraints [ 2] AlgorithmConstraints OPTIONAL.,
aaCertAlgorithmConstraints [ 3] AlgorithmConstraints OPTIONAL.
tsaCert AlgorithmConstraints [4] AlgorithmConstraints OPTIONAL}
AlgorithmConstraints i = SEQUENCE OF AlgAndLength
AlgAndLength i = SEQUENCE {
alglD OBJECT IDENTIFIER,
minKevLength INTEGER OPTIONAL.
other SignPolExtensions OPTIONAL}
6.3.11 FEWMY R
B N R ] LA AR A A2 A e R .
a) GRS NS S
by %% B UE SRS AG H
)3 R
d)y R
e)  THHEMW
£ Sk HL

[
o
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g) TR
hy BT .
DALY RE R ASN. 1k 2 50, 045 % 07 09 X G A0 25 . L ASNL 1 il g5 iy sE LnF .
SignPolExtensions 1= SEQUENCE OF SignPolExtn
SignPolExin 11 = SEQUENCE ¢
extnID OBJECT IDENTIFIER,
extnValue OCTET STRING |
extnlD B R 4 &0 AU SRR . ExtnValue 7BV AL & & A DER 6%, % e
f18) 5 SN, 335 L 12 5 6 LD B I A o 5L



GB/T 25064—2010

M F A
CHL S5 T B 5% )
BFEZ2EXNMSIEEICE—(ASN. DERT

A g H AT S GB/T16262, 1—2006 HUE AL T % A 45000 ASN. 1 #oR .

ETS-ElectronicSignatureFormats-97Syntax { iso(1) member-body(2)
us(840) rsadsiC113549) pkesC1) pkes-9(9) smimeC16) id-mod(0) 6}

DEFINITIONS EXPLICIT TAGS ii=

BEGIN

== EXPORTS All -

IMPORTS

-= Crypographic Message Syntax (CM3). RFC 2630
ContentInfo. ContentType, id-data, id-signedData, SignedData.
EncapsulatedContentInfo. Signerlnfo.
id-content Type. id-messageDigest. MessageDigest. id-signingTime. SigningTime.
id-countersignature, Countersignature
FROM CryptographicMessageSyntax
{iso( D) member-body(2)us(840) rsadsi(113549) pkes(1) pkes-909) smimeC 16 ymodules(0)emsC1)

== £S5 Defined attributes; RFC 2634 (Enhanced Security Services for S/MIMIED)
id-aa-signingCertificate. SigningCertificate. IssuerSerial.
id-aa-contentReference. ContentReference, id-aa-contentldentifier. Contentldentifier
FROM ExtendedSecurityServices
{15001} member-body(2) us(840) rsadsiC113549)
pkes(1) pkes-909) smime(16) modules(0) ess(2) |

== Internet X, 509 Public Key Infrastructure - Certificate and CRL Profile: RFC 2459
Certificate. Algorithmldentifier. Certificatelist. Name. GeneralNames. GeneralName.
DirectoryString, Attribute, AttributeTypeAndValue, AttributeType, AttributeValue,
PolieyInformation

FROM PKIX1Explicit93
{iso(1) identified-organization(3) dod(6) internet{1)
security(5) mechanisms(5) pkix(7) id-mod(0) id-pkixl-explicit-88(1)}

== X, 500 '97 Authentication Framework
AttributeCertificate
FROM AuthenticationFramework

{joint-iso-ccitt ds(3) module(1) authenticationFramework(7) 3}

== (USSP 2560
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BasicOCSPResponse. ResponderlD
FROM QCSP
== | OID not assigned |

-= Time Stamp Protocol Internet Dralt
TimeStampToken
FROM TSP
I OID not assigned }

== 5/MIME Object Identifier arcs used in the present document

s

== S/MIME OID arc used in the present document
-=id-smime OBJECT IDENTIFIER 1= { iso(1) member-body(2)
-= us{840) rsadsit113549) pkes(1) pkes-9(9) 16 )

-= 5/MIME Ares

-=id-mod OBJECT IDENTIFIER (i= { id-smime 0 |}
-- modules

-=id-ct OBJECT IDENTIFIER i = | id-smime 1 |
== content types

-=id-aa OBJECT IDENTIFIER iI= | id-smime 2 |
-= attributes

== id-spg OBJECT IDENTIFIER 7= { id-smime 5 }
-- signature policy qualifier

-=id-cti OBJECT IDENTIFIER i= { id-smime 6 |

== commitment type identifier

-- Definitions of Object Identifier arcs used in the present document

-= The allocation of OIDs 1o specific objects are given below with the associated
-= ASN, 1 syntax definition
-= 01D used referencing electronic signature mechanisms based on the present document
for use with the IDUP API (see annex 1))
id-etsi-es-IDUP-Mechanism-vl OBJECT IDENTIFIER =
{ itu-t(0) identified-organization(4) etsi(0)

electronic-signature-standard (1733) partl (1) idupMechanism (4) etsiESv1(1) }

== CMS Attributes Delined in the present document

-= Mandatory Electronic Signature Attributes

OtherSigningCertificate
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id-aa-ets-otherSigCert OBJECT IDENTIFIER 1I= { iso(1)
member-body(2) us(840) rsadsi(113549) pkes(1) pkes9(9)
smime(16) id-aa(2) 19 }

OtherSigningCertificate + 1= SEQUENCE |
certs SEQUENCE OF OtherCertID.,
policies SEQUENCE OF PolieyInformation OPTIONAL
== NOT USED IN THE PRESENT DOCUMENT
1
OtherCertlD 1= SEQUENCE {
otherCertHash OtherHash,
issuerSerial IssuerSerial OPTIONAL |
OtherHash {i= CHOICE |{
shalHash OtherHashValue. == This contains a SHA-1 hash
otherHash OtherHashAlgAndValue!
(herHashValue 1= OCTET STRING
(MherHashAlgAndValue (0= SEQUENCE /{
hashAlgorithm AlgorithmlIdentifier.
hashValue OtherHashValue |

== Signature Policy Identifier

id-aa-ets-sigPolicyld OBJECT IDENTIFIER 1= { iso(1)
member-body(2) us(840) rsadsi(113549) pkes(1) pkes9(9)
smime(16) id-aa{2) 15 }

"SignaturePolicy CHOICE |
SignaturePolicyld SignaturePolicyld.,
SignaturePolicylmplied SignaturePolicyImplied

L
I

SignaturePolicyld 1! = SEQUENCE |
sigPolicyld SigPolicyld.
sigPolicyHash SigPolicvyHash,
sigPolicyQualifiers SEQUENCE SIZE (1.. MAX) OF SigPolicyQualilierInfo OPTIONAL
i
SignaturePolicylmplied 27 = NULL
SigPolicyld = OBJECT IDENTIFIER
SigPolicyHash 1= OtherHashAlgAndValue
SigPolicyQualifierInfo 1= SEQUENCE |
sigPolicyQualifierld SIG-POLICY-QUALIFIER, &.id
({ SupportedSigPolicyQualifiers} ).
qualifier SIG-POLICY-QUALIFIER. & Qualifier
( { SupportedSigPolicyQualifiers}
{ @ sigPolicyQualifierld  JOPTIONAL |
SupportedSigPolicyQualifiers SIG-POLICY-QUALIFIER ::= | noticeToUser | pointerToSigPolSpec |

29



GB/T 25064—2010

30

SIG-POLICY-QUALIFIER II= CLASS {
&.id OBJECT IDENTIFIER UNIQUE,
&.Qualifier OPTIONAL |}
WITH SYNTAX |
SIG-POLICY-QUALIFIER-ID &.id
[SIG-QUALIFIER-TYPE & Qualifier] }
notice ToUser SIG-POLICY-QUALIFIER i= |
SIG-POLICY-QUALIFIER-1D id-sqt-unotice SIG-QUALIFIER-TYPE SPUserNotice |
pointer ToSigPolSpee SIG-POLICY-QUALIFIER 1= |
SIG-POLICY-QUALIFIER-ID id-sqt-uri SIG-QUALIFIER-TYPE SPuri |
id-spg-ets-uri OBJECT IDENTIFIER II= { iso(1)
member-body(2) us(840) rsadsi(113549) pkes(1) pkes9(9)
smime(16) id-spg(5) 1 }
SPuri o= IALSString
id-spg-ets-unotice OBJECT IDENTIFIER 1= | iso(l)
member-body(2) us(840) rsadsiC113549) pkes(1) pkesS(9)
smime(16) id-spq(5) 2 )
SPUserNotice i = SEQUENCE {
noticeRel NoticeReference OPTIONAL,
expliciiText DisplayText OPTIONAL}
NoticeReference - = SEQUENCE |
organization DisplayText.
noticeNumbers SEQUENCE OF INTEGER |
DisplayText 7= CHOICE {
visibleString VisibleString (SIZE (1..200)).
bmpString BMPString (SIZE (1..200)),
utf8String UTF8String (SIZE (1., 200)) }

== (ptional Electronic Signature Attributes
-— Commitment Type
id-aa-ets-commitment Tyvpe OBJECT IDENTIFIER I= { iso(1) member-body(2)
us(B840) rsadsiC113549) pkes(1) pkes-909) smime(16) id-aa(2) 16}
Commitment Typelndication 1= SEQUENCE |{
commitment Typeld Commitment Typeldentifier.
commitment TypeQualifier SEQUENCE SIZE (1.. MAX) OF CommitmentTypeQualifier
OPTIONALS
Commitment Typeldentifier 11 = OBJECT IDENTIFIER
Commitment TypeQualifier 1= SEQUENCE |{
commitmentQualifierld COMMITMENT-QUALIFIER, &.id.
qualifier COMMITMENT-QUAILIFIER. & Qualifier OPTIONAL |}
COMMITMENT-QUALIFIER {I= CLASS |
&.id OBJECT IDENTIFIER UNIQUE,
&.Qualifier OPTIONAL |}
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WITH SYNTAX |
COMMITMENT-QUALIFIER-ID &.id
[COMMITMENT-TYPE &.Qualifier] }
id-cti-ets-proofl(MOrigin OBJECT IDENTIFIER (1= { iso(]1) member-hody(2)
us(840) rsadsit113549) pkes(1) pkes-9(9) smime(16) ctit6) 1}
id-cti-ets-proofOfReceipt OBJECT IDENTIFIER i= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(l) pkes-9(9) smime(16) en(6) 2}
id-cti-ets-proofOfDelivery OBJECT IDENTIFIER I= { iso{1) member-hody(2)
us(840) rsadsiC113549) pkes(1) pkes-9(9) smime(16) ctilG) 3}
id-cti-ets-proolO{Sender OBJECT IDENTIFIER 1= { iso(l}) member-body(2)
us(840) rsadsi€113549) pkes(1) pkes-2¢9) smimet16) cti(d) 4
id-cti-ets-proofOf Approval OBJECT IDENTIFIER := | iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) cti{6) 5}
id-cti-ets-proof(MCreation OBJECT IDENTIFIER (I= { is0(1} member-body(2)
us(840) rsadsiC113549) pkes(1) pkes-9(9) smime(16) ctit6) 6}

-— Signer Location
id-aa-ets-signerlocation OBJECT IDENTIFIER != { isa(1)} member-body(2)
us(840) rsadsiC113549) pkes(1) pkes-9(9) smime(16) id-aal2) 17}
SignerLocation 1= SEQUENCE { -- at least one of the [ollowing shall be present
countryName [0] DirectoryString OPTIONAL.,
== As used to name a Country in X, 500
localityName [1] DirectoryString OPTIONAL.,
-- As used to name a locality in X, 500
postal Adddress [2] PostalAddress OPTIONAL |
PostalAddress (2= SEQUENCE SIZE(1..6) OF DirectoryString

-- Signer Attributes
id-aa-ets-signerAttr OBJECT IDENTIFIER (1= { iso(1) member-hody(2)
us(840) rsadsiC113549) pkes(1) pkes-9¢9) smime(16) id-aa(2) 18}
SignerAttribute 11 = SEQUENCE OF CHOICE |
claimedAttributes [ 0] ClaimedAttributes.
certifiedAttributes [ 1] Certified Attributes |
ClaimedAttributes 1I= SEQUENCE OF Attribute

CertifiedAttributes 11 = AttributeCertilicate == As delined in X. 509 : see section 10.3

Content Timestamp
id-aa-ets-content Timestamp OBJECT IDENTIFIER {I= { iso(1) member-body(2)
us(840) rsadsiC113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 20}

Content Timestamp:: = TimeStampToken

== Validation Data
Signature Timestamp

31
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id-aa-signatureTimeStampToken OBJECT IDENTIFIER i= { iso(1) member-hody(2)
us(B840) rsadsit113549) pkes(1) pkes-909) smimeC16} id-aa(2) 14}
Signature TimeStampToken 11 = TimeStampToken

== Complete Certificate Rels.

id-aa-ets-certificateRefs OBJECT IDENTIFIER ii= { is0(1) member-body(2)
us(840) rsadsit113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 21}

CompleteCertificateRefs 2= SEQUENCE OF OtherCertID

== Complete Revocation Refs
id-aa-ets-revocationRels OBJECT IDENTIFIER (1= { is0(1) member-body(2)
us(840) rsadsiC113549) pkes(1) pkes-909) smime(16} id-aa(2) 22}
CompleteRevocationRefs 1= SEQUENCE OF CrlQcspRef
CrlOcspRefl (1= SEQUENCE |
erlids [0] CRLListID OPTIONAL.
ocspids [1] OespListID OPTIONAL,

otherRev [ 2] OtherRevRefs OPTIONAL
L

CRLListID i = SEQUENCE {
erls SEQUENCE OF CrlValidatedID)

CrlValidatedlD I = SEQUENCE |{
crlHash OtherHash,
crlildentifier Crlldentifier OPTIONAL)

Crlldentifier 1= SEQUENCE |
crlissuer Name,
crllssuedTime UTCTime.
criNumber INTEGER OPTIONAL
'

OesplistlD 2D = SEQUENCE |
ocspResponses SEQUENCE OF OespResponsesID)
OespResponsesID 11= SEQUENCE |
oespldentifier Oespldentifier.
ocspRepHash OtherHash OPTIONAL

L
I

Ocspldentifier 11 = SEQUENCE |
ocspResponder]D ResponderlD), == As in OCSP response data
produced At GeneralizedTime -—— As in OCSP response data

L

OtherRevRefs [ 1= SEQUENCE |
otherRevRefType OTHER-REVOCATION-REF. &.id.,
otherRevRels SEQUENCE OF OTHER-REVOCATION-REF. & Type

i
OTHER-REVOCATION-REF 1= CLASS |
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& Type.

&.id OBJECT IDENTIFIER UNIQUE |
WITH SYNTAX {

WITH SYNTAX & Type ID &.id }

-- Certificate Values

id-aa-ets-certValues OBJECT IDENTIFIER i = { is0(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 23}

CertificateValues .= SEQUENCE OF Certificate

-- Certificate Revocation Values
id-aa-ets-revocationValues OBJECT IDENTIFIER 1= { iso(1) member-body(2)
us(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 24}
RevocationValues 1= SEQUENCE |
erlVals [0] SEQUENCE OF CertificateList OPTIONAL.
ocspVals [1] SEQUENCE OF BasicOCSPResponse OPTIONAL.,
otherRevVals [ 2] OtherRevVals |
(OtherRevVals i = SEQUENCE {
otherRevVal Type OTHER-REVOCATION-VAL, &id.,
otherRevVals SEQUENCE OF OTHER-REVOCATION-REF. & Type

I
I

OTHER-REVOCATION-VAL I= CLASS |
& Type.
&.id OBJECT IDENTIFIER UNIQUE |
WITH SYNTAX {
WITH SYNTAX & Type ID &.id }

-= ES-C Timestamp

id-aa-ets-escTimeStamp OBJECT IDENTIFIER 1i= { iso(1) member-hody(2)
us(840) rsadsi€113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 25}

ESCTimeStampToken 2= TimeStampToken

-— Time-Stamped Certificates and CRLs

id-aa-ets-certCRL Timestamp OBJECT IDENTIFIER 1I= { iso(1) memhber-hody(2)
us(840) rsadsit113549) pkes(1) pkes-9(9) smimeC16) id-aa(2) 26)

TimestampedCertsCRLs 1= TimeStampToken

== Archive Timestamp

id-aa-ets-archive Timestamp OBJECT IDENTIFIER I= { iso(1) member-body(2)
us(840) rsadsit113549) pkes(1) pkes-9(9) smime(16) id-aa(2) 27}

ArchiveTimeStampToken 1= TimeStampToken

ENDI}  ETS-ElectronicSignatureFormats-97 Syntax
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M F B
030 T B )
HEEMPMSRIEEIDE—(ASN. DERFR

AR AT E GB/T 16262, 1—2006 HLUSE 1Y % 4 HWE MY ASN. 1 FR,
ETS-ElectronicSignaturePolicies-97Syntax { iso(1) member-body(2)
us(840) rsadsit113549) pkes(1) pkes-9(9) smime(16) id-mad(0) 8}

DEFINITIONS EXPLICIT TAGS 1=
BEGIN
== EXPORTS All

IMPORTS

-=Internet X, 509 Public Key Infrastructure - Certificate and CRL Profile: RFC 2459
Certificate. Algorithmldentifier. Certificatellist, Name, GeneralNames, GeneralName,
DirectoryString. Attribute. AttributeTypeAndValue. AttributeType. AttributeValue.

PolicyInformation

FROM PKIX1Explicit93
tiso(1) identified-organization(3) dod(6) internet(1)
security(5) mechanisms(5) pkix(7) id-mod(0) id-pkixl-explicit-88(1) }

== S/MIME Object Identilier arcs used in the present document

———— T L L I —————————————

-=5/MIME OID arc used in the present document

== id-smime OBJECT IDENTIFIER = { iso(1) member-body(2)
== us(840) rsadsi(113549) pkes(1) pkes-9(%) 16 }

e S/ MIME Arcs

== id-mod OBJECT IDENTIFIER ::= { id-smime 0 )
== modules

w=id-ct OBJECT IDENTIFIER :i= { id-smime 1 }
== content types

cwid-aa OBJECT IDENTIFIER := { id-smime 2 }
«= attributes

cwid-spy OBJECT IDENTIFIER 1= { id-smime 5 }
== signature policy qualifier

w=id-cti OBJECT IDENTIFIER 1i= { id-smime § }

-— commitment type identifier

-— Signature Policy Specification



SignaturePolicy 11 = SEQUENCE {
signPolicyHashAlg Algorithmldentifier.
signPalicylnlo SignPolicylnfo.
signPalicyHash SignPolicyHash OPTIONAL |

SignPoliecyHash (1= OCTET STRING
SignPolieylnfo 1= SEQUENCE |
signPolicyldentifier SignPolicyld,
date(lssue Generalized Time.,
policylssuerName PolicylssuerName.
fieldOfApplication FieldOfApplication.
signatureValidationPolicy SignatureValidationPolicy,
signPolExtensions SignPolExtensions OPTIONAL
i

SignPolicyld 1= OBJECT IDENTIFIER

PolicylssuerName @i = GeneralNames

FieldOfApplication @1 = DirectoryString

SignatureValidationPolicy 1= SEQUENCE ¢
signingPeriod SigningPeriod.
commoenRules CommonRules.,
commitmentRules CommitmentRules.
signPolExtensions SignPolExtensions OPTIONAL

i
SigningPeriod 1= SEQUENCE |

notBelore GeneralizedTime.

notAfter GeneralizedTime OPTIONAL }
CommonRules = SEQUENCE {

signerAndVeriferRules [ 0] SignerAndVeriflierRules OPTIONAL.,
signingCert TrustCondition [ 1] SigningCert TrustCondition OPTIONAL.
timeStampTrustCondition [2] TimestampTrustCondition OPTIONAL.,
attribute TrustCondition [ 3] AttributeTrustCondition OPTIONAL.
algorithmConstraintSet [4] AlgorithmConstraintSet OPTIONAL.
signPolExtensions [ 5] SignPolExtensions OPTIONAL

i

CommitmentRules !1= SEQUENCE OF CommitmentRule

CommitmentRule i = SEQUENCE |

selCommitment Types SelectedCommitment Types.

signerAndVeriferRules [ 0] SignerAndVeriflierRules OPTIONAL.,
signingCert TrustCondition [ 1] SigningCert TrustCondition OPTIONAL.
timeStampTrustCondition [ 2] TimestampTrustCondition OPTIONAL.
attribute TrustCondition [ 3] AttributeTrustCondition OPTIONAL.
algorithmConstraintSet [4] AlgorithmConstraintSet OPTIONAL.,
signPolExtensions [ 5] SignPolExtensions OPTIONAL
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H
SelectedCommitment Types (.= SEQUENCE OF CHOICE ¢
empty NULL.
recognizedCommitment Type Commitment Type |
CommitmentType 1= SEQUENCE |
identifier Commitment Typeldentifier,
fieldOfApplication [0] FieldOfApplication OPTIONAL,
semantics [ 1] DirectoryString OPTIONAL |
SignerAndVerifierRules 11 = SEQUENCE |
signerRules SignerRules.
verifierRules VerifierRules |
SignerRules 1= SEQUENCE |
externalSignedData BOOLEAN OPTIONAL.
== True il signed data is external to CMS structure
-- False if signed data part of CMS structure
== not present if either allowed
mandatedSigned Attr CMSAtrs. == Mandated CMS signed attributes
mandatedUnsignedAttr CMSAttrs. -- Mandated CMS unsigned attributed
mandatedCertificateRefl [0] CertRefReq DEFAULT signerOnly.
== Mandated Certificate Relerence
mandatedCertificatelnfo [1] CertlnfoReq DEFAULT none.
-- Mandated Certificate Info
signPolExtensions [ 2] SignPolExtensions OPTIONAL
'
CMSArtrs 1= SEQUENCE OF OBJECT IDENTIFIER
CertRefReq i = ENUMERATED ¢
signerOnly (1), == Only reference to signer cert mandated
fullPath (2}
-= References for full cert path up to a trust point required

H

CertlnfoReq 2= ENUMERATED |
none (0), == No mandatory requirements
signer(nly (1). << Only reference to signer cert mandated
fullPath (2)

-- References for full cert path up to a trust point mandated

|
s
i

VerifierRules i = SEQUENCE ¢
mandatedUnsigned Attr MandatedUnsigned Attr,
signPolExtensions SignPolExtensions OPTIONAL

L
I

MandatedUnsignedAtutr 22 = CMSAtirs == Mandated CMS unsigned attributed
Certificate Trust Trees i = SEQUENCE OF Certificate TrustPoint
SEQUENCE |

Certificate TrustPoint 22
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trustpoint Certificate, == sell-signed certificate
pathLenConstraint [0] PathLenConstraint OPTIONAL.,
acceptablePolicySet [ 1] AcceptablePolicySet OPTIONAL, == If not present "any policy”
nameConstraints [ 2] NameConstraints OPTIONAL,
policyConstraints [ 3] PolicyConstraints OPTIONAL |
PathLenConstraint ©.= INTEGER (0. . MAX)
AcceptablePolicySet 11 = SEQUENCE OF CertPolicyld
CertPolicyld :2= OBJECT IDENTIFIER
NameConstraints -. = SEQUENCE {
permittedSubtrees [ 0] GeneralSubtrees OPTIONAL.,
excludedSubtrees [ 1] GeneralSubtrees OPTIONAL |
GeneralSubtrees (1= SEQUENCE SIZE (1. . MAX) OF GeneralSubtree
GeneralSubtree .= SEQUENCE |
base GeneralName.
minimum [0] BaseDistance DEFAULT 0.
maximum [ 1] BaseDistance OPTIONAL |
BaseDistance (i = INTEGER (0. . MAX)
PolicyConstraints : . = SEQUENCE |
requireExplicitPolicy [ 0] SkipCerts OPTIONAL.,
inhibitPolicyMapping [ 1] SkipCerts OPTIONAL }
SkipCerts 1= INTEGER (0. . MAX}
CertRevReq 1= SEQUENCE |
endCertRevReq RevReq,
caCerts [0] RevReq
i
RevReq i = SEQUENCE |
enulevReq EnuRevReq,
exRevReq SignPolExtensions OPTIONAL}
EnuRevReq 1= ENUMERATED {
clrCheck (0), == Checks shall be made against current CRLs
== (or authority revocation lists)
ocspCheck (1), == The revocation status shall be checked
== using the Online Certificate Status Protocol (RFC 2450)
bothCheck (2}, == Both CRL and QCSP checks shall be carried out
eitherCheck (3). <« At least one of CRL or OCSP checks shall be carried out
noCheck (4), <« no check 1s mandated
other (5) —— Other mechanism as deflined by signature policy extension
i
SigningCert TrustCondition = SEQUENCE |
signerTrustTrees Certificate TrustTrees,
signerRevReq CertRevReq

[}
I

TimestampTrustCondition 1= SEQUENCE

——
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ttsCertificate Trust Trees [ 0] Certificate Trust Trees OPTIONAL.
ttsRevReq [1] CertRevReq OPTIONAL,
ttsNameConstraints [ 2] NameConstraints OPTIONAL.,
cautionPeriod [ 3] DeltaTime OPTIONAL.,
signatureTimestampDelay [4] DeltaTime OPTIONAL }
DeltaTime i = SEQUENCE ¢
deltaSeconds INTEGER.
deltaMinutes INTEGER.,
deltaHours INTEGER.
deltaDays INTEGER |
AttributeTrustCondition 12 = SEQUENCE |
attributeMandated BOOLEAN. == Attribute shall he present
howCertArttribute HowCertArtribute.
attrCertificate Trust Trees [ 0] CertificateTrust Trees OPTIONAL .,
attrRevReq [1] CertRevReq OPTIONAL,
attributeConstraints [ 2] AttributeConstraints OPTIONAL |
HowCertAttribute 1= ENUMERATED !
claimedAttribute (0),
certified Attribtes (1),
either (2) }
AttributeConstraints 1= SEQUENCE |
attribute TypeConstarints [0 AttributeTypeConstraints OPTIONAL.,
attributeValueConstarints [1] AttributeValueConstraints OPTIONAL |}
AttributeTypeConstraints I = SEQUENCE OF AttributeType
AttributeValueConstraints @ 1= SEQUENCE OF Attribute TypeAndValue
AlgorithmConstraintSet 1= SEQUENCE { -= Algorithm constrains on;
signerAlgorithmConstraints [0] AlgorithmConstraints OPTIONAL, == signer
eeCert AlgorithmConstraints [ 1] AlgorithmConstraints OPTIONAL, -- 1ssuer of end entity certs,
caCertAlgorithmConstraints [ 2] AlgorithmConstraints OPTIONAL, == issuer of CA certificates
aaCertAlgorithmConstraints [ 3] AlgorithmConstraints OPTIONAL. -- Attribute Authority
tsaCert AlgorithmConstraints [47] AlgorithmConstraints OPTIONAL -- TimeStamping Authority

i
AlgorithmConstraints [ 1= SEQUENCE OF AlgAndLength
AlgAndLength 11= SEQUENCE {
alglD OBJECT IDENTIFIER.
minKeyLength INTEGER OPTIONAL, -- Minimum key length in bits

other SignPolExtensions OPTIONAL
!

SignPolExtensions 11 = SEQUENCE OF SignPolExtn
SignPolExtn 1= SEQUENCE {

extnlD OBJECT IDENTIFIER.,

extnValue OCTET STRING |

END =- ETS- ElectronicSignaturePolicies-97Syntax
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