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. JLATE B BRSO Ha o oA (B0 46 BT 8 B8 38 i T 4 30

GB/T 1988 {5 EEAR {5 B3 AL A7 it 7w 15 5

GB/T 13000 {5 E R 2/ 4t 75 (UCS)

GB/T 16264.8—2005 (FREFAR HMRGELE Hx % 85 AHMIEMEUEHES

GB/T 18793—2002 fgH#FEAR nly EHERIES (XML)1.0

GB/T 20518—2018 fFRELEHA AR AUk

GB/T 35276—2017 {5 R &2 AR SM2 %HE %M HME

RFC 2045 HTZHAEEBMEEAY B 5 150 BN IE S A& # 2 (Multipurpose Internet
Mail Extensions(MIME) Part One. Format of Internet Message Bodies)

RFC 3279  H.HKK X.509 22 2L fill it ) B35 AAR IR Uk 43 Ak 5 45U 51 3 42 5 [ Algorithms
and Identifiers for the Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile]

RFC 3986 4 — ¥ iEAn R4 (URD ¢ 8 A&7 Uniform Resource Identifier (URI) ; Generic Syn-

tax |

RFC 4514 #% B 795 [ i (LDAP) : 8 51 24 1 F4F & F /[ Lightweight Directory Access Pro-
tocol (LDAP) . String Representation of Distinguished Names |

RFC 5480  #f[&E fh 28 2= 5 G- 4K 2~ 55 {5 B (Elliptic Curve Cryptography Subject Public Key Infor-

mation)

3 ARiE EXMAERIE

3.1 RiEBMEX

GB/T 18793—2002 55 iy LA B HIARTE e SGE 1 T4 3
3.1.1

S EEH  detached signature

% % T Signature JTTR LLAMIN 2 |, % 24 FIEHE X R AL T AR XML U R XML 2844 SCE Y
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3.1.2
HRNEH  enveloping signature
24T Signature JG&E 1) Object SR Z I . LA Signature B I & B JE I SCHEY £ & 7E Signature
Ty XML 2524 SCE R H TP A
3.1.3
FHEZ® enveloped signature
FA4THEAD XML NEZ EL ARG Signature 7F 2 550 2 4 A B JE 85 SCR ) XML % 24 SO 4
P 3.
3.1.4
=44 Signature
% 24 7 3 T RA B 0] R 45 44 B0 10 2% B3 (E IHUE 102 B B 45 2R .
i XMLEZAA =Ffd . 0@ Ea8 HNEAMBELES.
3.1.5
EZN A ERF  signature application
LI T Signature JuF 28 B G54y B 451 590 AR P
3.1.6
THa  transform
8 — s R G AR S F AL S HARZS Y AL 2
a8l . XML 851k . XPath 1 XSLT 75 5 .

3.2 HSIMBEREIE

T HIAF 5 FN 4G g TS T AR S0

7 B4 B 0 R 1 Ik

+ Bl — A5 B 1 REE K

xS HI— B 0 K1 IEE K

CA . jF B IAIEPLF (Certificate Authority)

CRL. uF s 41 # (Certificate Revocation List)
HTTP.# A& Hithil (Hypertext Transfer Protocol)

MIME . 3T £ B i& 5 B Bp 3 & (Multipurpose Internet Mail Extensions)
OID. 32 b1 iR 47 (Object Identifier)

PKI. 7413 it 1% fiti (Public Key Infrastructure)

URI. 4t — & FEHRiHAF (Universal Resource Identifier)

XML ] 9" fE®E triE 5 (Extensible Markup Language)

XPath: XML %42 (XML Path)

XSL. [ ¥ EkE L F1E 5 (Extensible Stylesheet Language)
XSLT:XSL 27 # (Extensible Stylesheet LLanguage Transformations)
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XML %5 25 vl 3 8] 42 07 200 A B8 X4 AL 30 28 3R 2 5o X B0iE X R it 17 a3 A 3, Ak 34
JG WG R ICEAE P ICR T BEX R R AT R T R A B B I e rik i T & 4. XML %

T2 # A Signature SRR R, HE5HUTF .
<_Signature 1D? >

<_SignedInfo™>
<Z CanonicalizationMethod/
<_SignatureMethod/ >
(<ZReference URI? >
(< Transforms™=)?
<_DigestMethod >
< DigestValue>
< /Reference =)+
< /SignedInfo>
<_SignatureValue™>
(<<Keylnfo=>)?
(<ZObject ID? =) =
< /Signature>

%2 il URT SCHERBUIE X R0 . 78 XML U N . 4% 2% i XML R Bebr PR A OC B A 1 1) X
X R AMBIE T O EERNEL D WU R EEA Y., 0 B% 2 ER T SE R 28 5% 15 23 1F
AT R mRIE B A A — 4 XML SCR A 500 X 4 I X fp s A BEAS 2 H N B2 B A Z
B EHL . —4 XML X &2 0 E (UL E R 1D fE HEE A 2 5 T 5 H At o R W i A2 78 .t a] A

HAIC R 4565 78— 8 . iy 24 B 0L T 0 S ids le XML AR R G i — 1%
APRUE LI B W RE AR N A 15 I8 B A B ML S e
%40 S0 Z DU SR A

4.2 EXXHREIRH
ABRUER 3% B 8072 44 SO E 3 i s €y XML B 28 44

S 0RE o

TE 0 A IS, KB 5% B RN 5% C f% SO Al 3 0 T 35 Ta) 89 4 & 1 4 {8 A7 iCfE TP b
ik 127.0.0.1 @9 Bz 55 4 b & X9 BE 42 08« hetp: //127.0.0.1/2001/XMLSchema. dtd, http: //
127.0.0.1/2000/09/xmldsig-core-schema. xsd . http: //127.0.0.1/2009/xmldsigl 1-schema. xsd, http://
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b) JFEAR S B R X R A B
c) BIE— Reference L& . FE— A EBEHE X LN vl k2 Hoc R BN RER L
R,

5.1.2 Signature 4

Signature JLE A WY 2 BT

a) Ll SignatureMethod 3§ 7 1Y) 25 24 &, - . CanonicalizationMethod 158 & %) #1546 58 2 #1594 i
) Reference N N %%, 81| & SignedInfo JL .

b) i SingedInfo #1435 & 1) FL b B L A7 FE L 3 SignedInfo 45 7 19 25 44 5. 355K 11 5. Signed-
Info (% % 1H.

c) HEALFE SignedInfo,Object,KeyInfo fl SignatureValue 1y Signature JG %, Signature JG %

AT IR 9 F SOM BARH 38 J7 35 A 6 &
5.2 ik

5.2.1 HiR

fiff TA N AL 45
a) | H#fGIA .5 uF SignedInfo 14~ Reference £ & 1) 2% 1511 ;
b) A& AN A HE W U7 A % 15 SignedInfo 15 3] (1945 24 #1725 44 101

5.2.2 Reference A

IR LNV 3 (T
a) Mg SignedInfo ' CanonicalizationMethod 4§ & B0 LAk Jr i3k 4b Hf SignedInfo J0E ;
b) Xf7F SignedInfo P HE] Reference:

1) RIS HATRIEL AT R

2) ¥ J Reference w45 5 B % 5 5% 58 55 15 X 45 SR80 X ST 5 S 2% B3 E

3) B b — A i 2% A SignedInfo H'i#) DigestValue 7o 3= BIE# AT HL B, WHER A A,

| 7R N
i* : SignedInfo 74 T8 a) gEfT 17 HLE AL - B FH#E i B i {% CanonicalizationMethod A~ 2= 7= 4 515 .

5.2.3 Signature F§iA

Signature #ifith W b3 ) CanonicalizationMethod 35 52 1) J8 4k 77 = f1 SignatureMethod 4§ & 1Y 2%
2 AR SignedInfo 1945 B2 5 SignatureValue FHY{E 2 5 VERC .
Signature BN 2B U T .
a) M KeylInfo i & #MH IR K15 201G B
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75 2] 1 P15 B X SignedInfo 703 HEAT % 24 (H 5 ik
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{2 7Y 7 B P R S AR

ﬁﬁﬁi:

<7 xml version="1.0" encoding="UTF-8"7 >

iE: E—178 XML =z ay<<? xml jg— 88, Fon & XML SCPERIRaG . miAs fn i 3.2 w7 SOy =77 3%
RICER BB T TEE K.

<! DOCTYPE schema

PUBLIC "-//W3C//DTD XMLSchema 200102//EN" "http.//127.0.0.1/2001/XMLSchema.dtd"
I

<! ATTLIST schema

xmlns.ds CDATA #FIXED "http.//127.0.0.1/2000/09/xmldsig & " >

<! ENTITY dsig 'http.//127.0.0.1/2000/09/xmldsig # =

<! ENTITY % p ">

<! ENTITY % s ">

1>

Sl

<_schema xmlns="http.//127.0.0.1/2001 /XMLSchema"
xmlns.ds="http.//127.0.0.1/2000/09/xmldsig# "
targetNamespace="http.//127.0.0.1/2000/09/xmldsig = "
version="0,1" elementFormDefault="qualified" >
2R E X
<! ENTITY % Object. ANY "=
<! ENTITY % Method. ANY ">
<1 ENTITY % <Transform™=.ANY "=
<! ENTITY % SignatureProperty. ANY ">
<! ENTITY % KeyInfo.ANY ">
<! ENTITY % KeyValue. ANY >
<! ENTITY % X509Data. ANY ">
P bR H dsigll . 24 723 Al Gfr BB E SCnF .
<7 xml version="1.0" encoding="ut{-8"7? >
<_schema xmlns="http.//127.0.0.1/2001/XMLSchema"
xmlns:ds="http://127.0.0.1/2000/09/ xmldsig £ "
xmlns:dsigll="http://127.0.0.1/2009/xmldsigll £ "
targetNamespace= "http://127.0.0.1/2009/ xmldsigl 1 # "

version="0.1" elementFormDefault="qualified" =

6.1.2 ds.CryptoBinary f& £ £ #Y

E X ds:CryptoBinary faj 28 Y, {8 XML T E K E AR R 70 F 8. B rERait
e BUEL %% Al R e 2 7E RS A9 B L A6 L 5 FF ETAb O (EAS A2 B0 8 Ay BUE . K Ik W T 710 (L
8 1~ 0 BYNL ) L8R Jg XX 57 58 4T base64 4ifY .base64 Zig#E i RFC 2045,

i¥ : base64Binary 5 CryptoBinary 2588 [6] .58 L — a9 258 2 Z I EAF A9 215,
S X
<_simpleType name="CryptoBinary" >

|
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<_restriction base= "base64Binary" >
< /restriction_=>
<_/simpleType>

6.2 Signature jJu =&

Signature JGZ J& XML 24 4R 6 & . Signature JLZE B 414 0 06 T 1 156 B i B =L
5 E s

<Zelement name="Signature" type="ds:SignatureType"/ >

|

<_complexType name="Signature Type" >

<_sequence_>
< element ref="ds:SignedInfo"/>
<element ref="ds;SignatureValue" />
<Zelement ref="ds;KeyInfo" minOccurs="0"/>
<element ref="ds:Object" minOccurs="0" maxOccurs="unbounded" />
<_/sequence_>
<Zattribute name="1d" type="ID" use="optional"/ >
<_/complexType=>
AR E L
<! ELEMENT Signature (SignedInfo, SignatureValue, KeyInfo?, Object ¥ ) >
<! ATTLIST Signature
xmlns CDATA = FIXED 'http.//127.0.0.1/2000/09/xmldsig &’
Id ID # IMPLIED >

6.3 SignatureValue T &

SignatureValue Ju R {0 & T B0 F % 4 10 BAK{E . 38 % (] base64 #4744, 445 i M 4> Signa-
tureMethod B ¥E I, — & N SEBLAY » 75— PTaE S BLY . FA Al A B o R,

X B AR SignatureValue B AR & H A &,
5 X

<Zelement name="SignatureValue" type="ds:SignatureValueType" />

Sl

<ZcomplexType name="SignatureValueType" =
<ZsimpleContent >
<_extension base="base64Binary" >
<Zattribute name="1Id" type="ID" use="optional" />
< /extension_>
< /simpleContent >
<_/complexType=>
VLB
<! ELEMENT SignatureValue ( # PCDATA) =
<1 ATTLIST SignatureValue
Id ID £ IMPLIED >
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6.4 SignedInfo jT =

6.4.1 #fi&

SignedInfo L5 FE MR IE  BEABIEM— 18 # £ 5| H . Signedlnfo Ju & A] 1 & —
Al e ID J& ¢ i HAD 2 A 5 E X f 5 H .

SignedInfo AN 4% & X #9285 45 8l 2% 22 & 1 (5] an ik B sk (] L 351 45 7 905 58 ) 2% 0 ] 72 s
a5 &4 e Z9iE A G . M Al AE Object JtE N Y SignatureProperties 7GR P F I ZRES .
o5
<_element name="38ignedInfo" type="ds.SignedInfoType" />

o

<_complexType name="SignedInfoT ype" =
<_sequence >
<_element ref="ds:CanonicalizationMethod" / >
<element ref="ds:SignatureMethod" />
< element ref="ds.:Reference" maxOccurs="unbounded" /=
</ sequence >
<Zattribute name="1Id" type="ID" use="optional" />
<_/complexType>
AR E X
<! ELEMENT SignedInfo (CanonicalizationMethod.,
SignatureMethod. Reference+) =
<1 ATTLIST SignedInfo
Id ID # IMPLIED >

6.4.2 CanonicalizationMethod JT=

CanonicalizationMethod j& SignedInfo St ZP H TS E MR ENLE LR IEHEZ R Z Hi
AT ALYE A AL # F) B/ ¥ . CanonicalizationMethod JU & I FIA bR IR S B R th 45 A B/ . A
SN S A E LR

Al ik s e B e AN R A E L SR 1Y BB 1k 3% 2 Canonical XML,

%f SignedInfo SR M2 5 M FTIEAGH K. Nl iy 2 %EH T 43 XML 9 7%

T XML gy iafess 8L, e Bl A — > XPath R RS, R E G IR T35 SignedInfo JLE Y X
B4 I 48 A9 SignedInfo. J5 U J& 1 SignedInfo 447 %5 8] 75 G ME 1Y J5LICEK
S X

<_element name="CanonicalizationMethod" type="ds:CanonicalizationMethod Type"/ >

|

< complexType name="CanonicalizationMethodType" mixed="true" >
<_sequence_=>

<Zany namespace="# # any" minOccurs="0" maxOccurs="unbounded"/ >

<! — (0,unbounded) elements from (1,1) namespace ——>
< /sequence >
<Zattribute name="Algorithm" type="anyURI" use="required" />
<_/complexType>

PREESHYS'E
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<! ELEMENT CanonicalizationMethod ( # PCDATA % Method. ANY;) ¥ >
<1 ATTLIST CanonicalizationMethod
Algorithm CDATA # REQUIRED >

6.4.3 SignatureMethod JT=

SignatureMethod J& H1 5K 45 7 #4745 24 A= AU B UE 3835 1) L ou &R, 3% B 48 24 224 o B /Y %5 64
PR (N F RS R BRI AR R MAC 1T T 5 . XA IToHR EHE ERRAT G ERR IR E 5 nT
ZxE % D).
5 UE X
<_element name="=SignatureMethod" type="ds:SignatureMethodType" />

|

<“complexType name="SignatureMethod Type" mixed="true" >
<_sequence_>
<_ element name =" HMACOutputlLength" type =" ds: HMACOutputLengthType "
minQOccurs="0" />
<Zany namespace="# # other" minOccurs="0" maxOccurs="unbounded" />
<! -- (0,unbounded) elements from (1.1) external namespace --—>
< /sequence>
<Zattribute name="Algorithm" type="anyURI" use="required" />
<_/complexType=
AR E L
<! ELEMENT SignatureMethod ( # PCDATA|HMACOutputLength % Method. ANY;) * =
<1 ATTLIST SignatureMethod
Algorithm CDATA # REQUIRED =

6.4.4 Reference L=

6.4.4.1 #ti&

Reference JUE P H Bl — R el & 2K FHRIE B 2 e A 1 L 29 R . B 24 X L bR IR AT L 25 24 X
SRR HE AT 4% 2 A PR BT B9 — AR A 2, AR H CURD) 028 e 485 38 7 a0 fa] XF N & Fr 22 s b 7,
Type J& P45 B tnfo] 40 ¥ 5| A O848 . AT 619 ID B4 214 Reference 5| A H A N 2.
i1 E X

<_element name="Reference" type="ds:ReferenceType" />

|

<_complexType name="ReferenceType" >
<_sequence_>
< element ref="ds.Transforms" minQOccurs="0"/">
<_element ref="ds;DigestMethod" />
< element ref="ds.DigestValue"/ >
< /sequence>
<Zattribute name="1Id" type="ID" use="optional"/ >
<Zattribute name="URI" type="anyURI" use="optional" /==
<Zattribute name="Type" type="anyURI" use="optional" />
<_/complexType=>
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SRR E X
<! ELEMENT Reference (Transforms?. DigestMethod. DigestValue) >
<! ATTLIST Reference

Id ID # IMPLIED

URI CDATA #IMPLIED

Type CDATA #IMPLIED>

6.4.4.2 URI E&

URI J& 1 F URI 5] A SR ARIR— 4~ 804 %1 4 . URD Al XML ¥1{f ] GB/T 13000 & ) 7 £fF 4.
{H URT 5| firp 5 1B AIBR # . 20, 140 . RFC 3986 5| i (1) fir 5 AF GB/T 1988 - £ Fl R B F S5 4%
FAF o 2R IEAE A WS4 N IR 8 i A T R

a) BN EEIEFAEIR DS F AR GB/T 13000 %ifid ;

b) ALAS —ANEE LA A LAY R A E R URT 59 %% SOJ7 35 047 e 35

o) FHAE B A5 e 50 A AR 1 4

XML % 22 @90 AR Fe B BE i At URT 153 JFRESAKIE HTTP Fr ik i@ B URT 5| H 2% P 300
ZPHAREFE L b H HTTP @R 78

— I 24 URLARIR R, B i B AR A9 URL FRA.

W7 P e 35 R0 T X R AR RS . AT A 4R URT J& 4

URI 1) Type J& 440 & #2822 0 20028 85 B . R il URI, Type J& ¥4 2 o] £/ .

{5 2 -

Type="http://127.0.0.1/2000/09/xmldsig # Object" , 8§

Type="http://127.0.0.1/2000/09/xmldsig # Manifest"

Type J& PN 4 ) HARAYXT R WA 2 AN A, Type J& MO 4 B P89, A ZREUE Type #9421

6.4.4.3 Reference &b IF & HY

AN A LR T A A e 5 XPath Bl — 2, HXF TR L8 798 78 70 F F XML $¢4E 8
XML %5 2 A= B AE R E AR P (59— 8 43 o Ak 3 Y O 78 e D 7 fff ] XPath 2048 80 | CFIIE L. K
Fi XPath 1 H 1 52 R L6 75 B8 i {3 BERFAE , T XAF & XPath By a9 0 F $& it —Fp al i 42 . W AT
Xf —AN RS AT S B THRE R . OF H AU SE A bR o 5 2 1 AR L Xpath kA7 0, 8 T 1) LR
W, s A fE 38 (i H Xpath ARE 1 ASTE B~ 5 &R F W . X T “XPath 5 sl 8257 KAl L | — 105
RS TIRe R A N AR . W ER P R XML SCR SR 5 Xpath b3 58 28089 J7 AR FROCHY

BT URL 8(7 — & ] Transform Y78 # 45 J2 10 Bl 26 B2 — A~ /LA 4 i 50 2 — 1> Xpath {1
TRES.

AR HE T P8 B 1) 28 R AR IR A E . B4 N R B IR E AT R NN

a) AR EAE X G N A i H R — R R EEOR — AN SRS 44 N R N T R A AT

S BT .3 3 XML by o Ak 3 B ok 15 0 W5 B9 1 S s
b) WIRBHEXRZE— W R LG — 42 5 22 /AL, %5 24 N AR e 06 200 (o RV 1
XML R85 5 5 5 5% A6 B\ A 2 3

T i B AN [R) iy A1) 728 e rp i A7 AR e isF , F P AT A e B A 28 4 o A X SR A 1Y AR 4 L s A\ A
(AL & T Z R iR R - H DigestMethod 45 % (19 % % 2% 55 B35 X0 X SR8 X 4 o047 A0 3. 15 1Y
25 R IAE DigestValue H,
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#r URI 5| FI AR SCRY 51 A - @ #r URI 5] |45 808 — 4~ /i 4 . URI RiRR) XML TR,
fi 1) 7] SCFS 5 | FH Bl 0 AN 225K 722 i i), 25 24 7 FH % e AS 06 i b 2

£ 7 B B — 4 0 53 AT URT @Y §i i AR 2 R Beny & il R B9 MIME 28 8¢ X, X F
XML SCAY 3 7] 38 5 — MU B Sl 5 i 25 4 B 7 4F URT % Bt CRLAE X - BEpg b B . 4 58 H oAk BOR
et LA B S| BN AT e R W . Atr i & URL & M AL 56 7 Brbn 34T » 108 X P &b 2R o 78 2
VE R i XPath 224 3k #1710 B

YA BEicA B AE URI fifm f , XML 28 24 78 7y i S 725 URI f1E 44 Xpointer; 75 W ] #8276 2
SCAFATAT R AE T B 1 AL S AL 54 L I8 4 B DOXT ) ST 1) Xpointer $2 it 3 FF, o1 T 02 77 vl g ik 4%
il i B i) A2 G PRIk P A HAth X Xpointer 19 32 45 4B A& AT & 09 - Bt A % JC 25 #2705 1 Xpointer (19 32
L2 T E Y .

6.4.4.4 [63X4 URI 5|

i AT W) SO 5 L L= A — a5 e e XML ff R Xpath 5 S48 & Bl . b — 4= URI
W P=HE —A> Xpath T ESG  ZEGOQEHA URLEHM XML SCEMENEERY S . FEB URI

5 5 T 1 F 45V £7 4 Xpointer 153, 40P Xpointer B9, 1 8 5 0 8 FH 49 & URI J& 1 i XML
SCES AR Y SR 86 16 Xpointer 2P SCH ., #5 Xpointer 40P J5 i 45 F & — 0 sl 46 G 1 B FH AR P 1
GIBUN TR O =

a)  RITRTAG

b) 4 a3 [a] - BE I8 A 5 e B 5 R o WA Y XPath 5 515

o) FHF AU AR A B e AR Y AR S BLIED

d) JEFTAICET A EZEHN E M E MRS CUR GER.PLEFE TR LA E FME K

Ja AT 3R 1945 7 23 18] A& 275 55

e) WIH URI AzE—1 5858 1 XPointer, H 4 M Bx Fr g By F 87y

i AT sk N PR AT 20 R D Y . XPointer 2 fff H] 4§ A9 AR Y f—k":ﬁi?;l% B — 4~ XML SCH 135 3 0
ArB 9 4, i EAE ) XML E— P AR S SETRNES  EXMEL F. D ERT A
FAEMEIE XN ERA 2

A BR ) Fk A B A URL R 15 #F HIF 7 5 XPointers, Y& — 7 sl 85 B, 7 B4 A T B
FRPE T B f AR G AT A B, A B A T e 25 A A Xpath 2GR XGRS I BCE BA TR A ik,
N T AEAR BT AU S R e O B TR T R A SR AT O . 2 BRAESE B 1Y XPointer 1Y URI, 75 E AE il
AR IR ID £ o0 2 09 B e 48 B8 B L 0 f A aX HE 1) 42 XPointer: URI="# xpointer(id 'ID’)) " ; #
SEAE D PEEE A SCRY Y B A5 8 o B N B X A 1) 4 XPointer; URI="# xpointer(/) ', XPointer fJ £
TP EAERT AR Xpath FiR 2, P O R ZRY g yiEE ST A A (A
0 JE AR BT A 8 N T A T SR 4 E A ED

6.4.4.5 Transforms JT=

_I;L__E‘l’j Transforms JLE G — 18 JF 1Y Transform JLE ¥ # , X B0 F #4825 44 & W o] 35 15 %%
ZREE A P B e M 22, B ) Transform i % H #EAE N T — 4 Transform % A, 56 — I~
Transform W%y A 2@ #r Reference sJt E{Y URI @ T B8 4558, 5 )5 — 1> Transform {945 5 2 Di-
gestMethod B L5 A . ] Transform |5, % 2 & 4 FH B &4 2 R IGH) X . i & Transform 4k
PG B9 S0
B4~ Transform TR — T RERBEMSXITFEREN AESEH R WERE S H0E . B

10
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J& PEA 45 € Z AT AL PRI B35 1 4% 5, Transform P 258 42 1k Bt i 250488 O 4% i 15 AL 3 Transform
AW,

1E Reference 4b FFL R cht Z2 JR. 3] | — B8 Transform i A XPath 37 S 4E 4 ki A . iy HoAfth — S5 35
— PN F . A bR AT Transform B9 5K, W Transform 75 #24F B9 B 6 A = B vk A, A
Transform (%45 A ZER M S i A B9 8 SCASR] S D052 Bl fir A s 22 0847 — 4878 i, Transform W] 5
Z B U MIME 28 245 8 50 2 BT HT 1 #9 Transform 5 5 £ 48 W ) 09 208 19 41 45 2, D LA
Transform 5352 B IE R HE X A B A FAE L 8 5d 2 8000 B 2 385X 28 808 FF AE 32 fE 45 Transform
B BV A 0 A0 il ik MR

Transform | FALFEH AL PE T base64 f#hd . XML #3541k . XPath i+ JEfn XSLT,
e X

<Zelement name=""Transforms" type="ds: TransformsType"/ >

|

< complexType name="TransformsType" >
<_sequence >

< element ref="ds:Transform" maxQOccurs="unbounded" />
</ sequence >
<_/complexType=>

<_element name="Transform" type="ds.TransformType"/ >
<_complexType name="TransformType" mixed="true" >
<Zchoice minOccurs="0" maxQOccurs="unbounded" >
<Zany namespace="# # other" processContents="lax"/ >
<! — (1,1) elements from (0,unbounded) namespaces -->
<Zelement name="XPath" type="string" />
< /choice>
<Zattribute name="Algorithm" type="anyURI" use="required" />
<_/complexType=>
SRR E X
<! ELEMENT Transforms (< Transform =+ )=
<1 ELEMENT < Transform™> ( # PCDATA |XPath %< Transform™>.ANY;) * =
<! ATTLIST <<Transform=>
Algorithm CDATA # REQUIRED =
<! ELEMENT XPath ( # PCDATA) =

6.4.4.6 DigestMethod JT=

DigestMethod J& 455 & % 44 0 G 1) 55 i 2% 32 S A 2 o 3% (o FH 38 FH 45 ) 5 i ik 8038 b TR A N 5
WAL ZFE 5 D),

a2 URT fi A i) 45 A0 22 kb 3 45 802 — 4> XPath 35 gl 485 W45 R 0 #% Reference 4b JAL 7Y
o JLE B 7 A AT AR 4 s ISR URT @by R0 22 0 b B 45 002 3, WA 75 S e A7 728 48, 43 X0 15 H i F
T EE AT R A B R AR
e X
< element name="DigestMethod" type="ds:DigestMethodType" />

|

11
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<“complexType name="DigestMethodType" mixed="true" >
<_sequence_>

<Zany namespace= "% # other" processContents="lax" minOccurs="0" maxQOccurs="un-

bounded" />
<_/sequence >
<Zattribute name="Algorithm" type="anyURI" use="required" />
<_/complexType=>
AR E X
<! ELEMENT DigestMethod ( # PCDATA “%Method. ANY;) * =
<! ATTLIST DigestMethod
Algorithm CDATA #REQUIRED =

6.4.4.7 DigestValue TTE

DigestValue JTCE L& T 2B H 9 )5 1945 B . 24 B8 V[ base64 #7474 65 .
5 0E X
<_element name="DigestValue" type="ds:DigestValueType" />

Sl

<_simpleType name="DigestValueType" >
<_restriction base="base64Binary" />

< /simpleType=>

SRR E

<! ELEMENT DigestValue ( #PCDATA) =

<_| — base64 encoded digest value —=>

6.5 Keylnfo TT=
6.5.1 #ik

KeyInfo J&# W # 2R U I\ 25 2 Frits B AR T & e R . KeyInfo EFEMGEER HH. 8% .
WES L HAB A FFEAE G S . APREE T —Sefay AR, N R 7 Al 97 g ix e 28 Y, i1 w] A XML
273 BE X H C S AR R SRR BT . (B% 35 B a9 al (5[] 28 (6] 4n . & /Y 2 501 a5
FE) AAEA SR UE T e 70 B 2Z N L 1 L el 7 P R e SR A 2

PRI BE M R e 19 R SCHp SR BUEG UIE 25 44 19 % 4 B ] 2288 KeyInfo J6 % . Keylnfo H1 i) 24
i B A] 35 ] [6] — % 80 . N R SE B Key Value . fH AN — € SE B RetrievalMethod, K 12 n] 38 1o 5|
AN B F BB ITE ke XA B 2 P EE L

KeyInfo 0% (fi] {1 X509Data) fYEL X/ SCRYZE R @ SCHLYE 7o 177 Ho N 28 o HoAth Ay 25 =5 [ Y o0 &=
" ABAAE Zmg i TR IR &8 24 20 & W T oo ;R (Al oo R i RS #4) 1l KeylInfo 1)
JLER

Tt T disg: 4 525 [ ' B 4> B A7 L5 ) KeylInfo 257, 7] 7 RetrievalMethod 76 % iy Type
J& P e TR 4 i — M 1Y KeyInfo 4544,

—http://127.0.0.1/2000/09/xmldsig # RSAKeyValue

—http.//127.0.0.1/2000/09/xmldsig # X509 Data

R T AE dsigll: 245 A5 B A Fo AR AT 1 HoA KeyInfo 284,

http://127.0.0.1/2009/ xmldsigl1 # SM2KeyValue
12
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http.//127.0.0.1/2009/xmldsigll # DEREncodedKeyValue

Br 17 Lo A XML 4548 58 SO X Se 28 B, AR PRl 78 S T — A~ 28 B 3k 287 — o 1l 59 8807 Uk 5 (PR
X509 iE45) . Bk LW GB/T 16264.8—2005 55 7 %,

http.//127.0.0.1/2000/09/xmldsig # rawX509Certificate
52 UE X
<_element name="KeyInfo" type="ds:KeylnfoType"/ >

o

<ZcomplexType name="KeyInfoType" mixed="true" >

< choice maxQOccurs="unbounded" >

<element ref="ds;KeyName" />

<Zelement ref="ds:KeyValue"/ >

<element ref="ds:RetrievalMethod" />

< element ref="ds.X509Data"/ =

<! - <Zelement ref="dsigl]l :DEREncodedKeyValue" /> —->

<! —- DEREncodedKeyValue (XMLDsig 1.1) will use the any element --—>
<! - <Zelement ref="dsigl]l :KeyInfoReference" /> —->

<1 - KeyInfoReference (XMLDsig 1.1) will use the any element —-==

<Zany processContents="lax" namespace="# # other"/ >

<! - (1.1) elements from (0.unbounded) namespaces --=>
< /choice>
<Zattribute name="1Id" type="ID" use="optional" />
< /complexType™>
SRR GE S

<! ELEMENT Keylnfo ( # PCDATA |KeyName|KeyValue| RetrievalMethod | X509Data % Key-
Info.ANY ;) ¥ >
<1 ATTLIST Keylnfo
Id 1D =IMPLIED =

6.5.2 KeyName ;L=

KeyName JC R WA & — A4 CEP R E 82 A RRZ IS &2 FH 7 e 5 ECEL 5% Ak
RAF. KeyName i £ %5 25 19 %5 83 % AU G PRIRAT ot w6 335 X0 oAt 5 B 250 5G9 18] 422 b 2 285 33 % 19
{5 B,

S E X

<Zelement name="KeyName" type="string"/ >
SRR E

<! ELEMENT KeyName ( # PCDATA) >

|

6.5.3 KeyValue ;T =
6.5.3.1 #EiA

KeyValue W 1 &M —FRHINZE AT A8, KeyValue JLE S ENE E X9 2AHE . EATLA
PCDATA s{ /M A Fa B T R ERIE R A, TEMZ A PG T SM2 24 H % 50 19 45t 16 4% =0 1Y
S

13
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i E X
<“element name="KeyValue" type="ds.KeyValueType"/ >
<complexType name="KeyValueType" mixed="true" >
< choice™>
<element ref="dsigll :SM2KeyValue" />
<Zelement ref="ds:RSAKeyValue"/ >
<Zany namespace="# # other" processContents="lax"/ >
< /choice™
<_/complexType=>
SO 2RI E S
<! ELEMENT KeyValue ( #PCDATA| RSAKeyValue % KeyValue, ANY;) * =

6.5.3.2 RSAKeyValue JT =

PRI -

Type="http.//127.0.0.1/2000/09/xmldsig # RSAKeyValue"

(n] FHHE RetrievalMethod 3% 3 Reference 70 & K £ RIERD

RSA % SEHA P13 B8 5L

S

<_RSAKeyValue™>
< Modulus=xA7SEU4e0yQH5rm9kbCDN9%03aPlo7HbP7tX6 WQoc
LZAtNIyxSZDU16ksL6 WjubalOgNEpcwR3RdFsT7bCgnXPBe5E
Lh5udVEy1 9IMzxkXRgrMvavzyBpVRgBUwUIV5{oK5hhmbktQhy
Ndy/6 LpQRhDUDsTvK + g9Ucj47es9AQJ3U =
< /Modulus™>
<_Exponent >AQAB<_/Exponent_>

<< /RSAKeyValue>

(EEREMREBLESE XML 1 ds: CryptoBinary 28R %€ L. il XML RR A F A58

e X

<Zelement name="RSAKeyValue" type="ds:RSAKeyValueType"/ =

<ZcomplexType name="RSAKeyValueType" >

<_sequence_>
< element name="Modulus" type="ds.CryptoBinary" />
<Zelement name="Exponent" type="ds:CryptoBinary"/ >
< /sequence >

<_/complexType=>

SO 2RI E S

<! ELEMENT RSAKeyValue (Modulus. Exponent) >

<! ELEMENT Modulus ( # PCDATA) >

<! ELEMENT Exponent ( # PCDATA) =

6.5.3.3 SM2KeyValue ;¢ =&

PRIAAT -
14
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Type="http.//127.0.0.1/2009/xmldsigl]l £ SM2KeyValue"

(] FH7E RetrievalMethod 3§ # Reference ju & W FH ke FE R 25H)

SM2KeyValue JGZEFE XAE http://127.0.0.1/2009/xmldsigll # 44 F45 [a] 1,

SM2 7 8 i 8 Z 0 PublicKey #3543 41 1%

S ] -

< SM2KeyValue xmlns="http://127.0.0.1/2009/xmldsigl]l # " >
<_NamedCurve URI="urn:o0id:1.2.156.10197.1.301" /=
<_PublicKey> BDanuWjsEPOKiZursklRv—+pBeXNnGFkrS2Veu/ FrudFKF TiscMJ1 TCa0K231.k0

+L7HIGz+SWFZZDAnHPD7n+ YQ <</PublicKey >

<_/SM2KeyValue>

2 3n] A 5| FfE A dsigll: NamedCurve JT R 4 hY . v 24 th £ th URI %45 %€ . i@ OID &

i 0 3 FF dsigl1:NamedCurve JGZE Al OID & 1.2.156.10197.1.301 [ 256 {v Z 42k 1 5 il £ .

PublicKey JUR L &% R « Fl y A5 il i) Base64 4ty HAHTTHE LW T

a) HILHFBEIUE « My Fd /LA & IR 5 R Bl 2 (o o y) e 8 R AL 15 A AT
FORE 5 25 R AT T I | 0x04, OID 24 1.2.156.10197.1.301 Bf A H) « Jp it My Jr i B EE
256 HCHF

b) Base64 Xf 2P HR a) i i Fe i By r= A2 19 /AL ZH B AT S 6

52 UE X

<! -- targetNamespace="http://127.0.0.1/2009/xmldsigll #" -

< element name="SM2KeyValue" type="dsigll. SM2KeyValueType" />

<ZcomplexType name=" SM2KeyValueType" >

o

<_sequence_>
<Zelement name="NamedCurve" type="dsigl]l.NamedCurveType" />
<_element name="PublicKey" type="dsigll: ECPointType" />
<_/sequence>
<attribute name="1Id" type="ID" use="optional" /=
<_/complexType=>

<_complexType name="NamedCurveType" >
<Zattribute name="URI" type="anyURI" use="required" /=
<_/complexType=>

<_simpleType name="ECPointType" >

<Zrestriction base="ds:CryptoBinary" />
<_/simpleType >
2R E X
<! ELEMENT SM2KeyValue (NamedCurve. PublicKey) =
<! ELEMENT NamedCurve ( # PCDATA) =
<! ELEMENT PublicKey (# PCDATA) =
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6.5.4 RetrievalMethod 7T =

X

—A

Refe

KeylInfo 1) RetrievalMethod J0 & Ml T @ AF 8 1L 77 — L B ) KeyInfo {5 851 . #lin, —
NI LA A — N R AhER Y X509 Ik 5 5% >k 39 ik 45 44 » 51~ % 4 1) KeylInfo %K AJ
RetrievalMethod J6% 3k 5| Uk %% , iy Jo 20 423 Ik &R fd B X509Certificate 6% (19 52 Bk 45 5%

b T %A DigestMethod 8§ DigestValue T JG % . RetrievalMethod f#i f] 5 Reference [ URI J& 4 fI
rence Ab HIREL Y [A 4 1915 L A fENT 5 | ATk . H R4 & URI,

Type @R AE/ R BAEET G AT ERRAT . AR e T HAMB XML 2551 Keylnfo 28

B, % H1 — 1~ RetrievalMethod 1) Reference 45 4 /& — 4~ XML s R F 2 LIt E AR 3CH.
KeyInfo 1) rawX509Certificate 58 (A4 & XML 4544) & [/l — 4~ — i il X509 k45,

Sl

5
<_element name="RetrievalMethod" type="ds: RetrievalMethodType"/ >

<_complexType name="RetrievalMethod Type" >
<_sequence_—>
<Zelement ref="ds:Transforms" minOccurs="0"/—>
< /sequence >
< attribute name="URI" type="anyURI"/ >
<attribute name="Type" type="anyURI" use="optional" />
<_/complexType=>
AR E X
<! ELEMENT RetrievalMethod (Transforms?) >
<1 ATTLIST RetrievalMethod
URI CDATA # REQUIRED
Type CDATA = IMPLIED =

6.5.5 X509Data jt&

b AT

Type="http.//127.0.0.1/2000/09 /xmldsig # X509Data"

(£ RetrievalMethod #f# Reference 70Z& H H 3k IR

Keylnfo i) X509Data Ju R 5 — 82 M EHIRIRAT . 80 X509 UE45 CUE B AR IR AT 80U 11532 .

X509Data iy INEF -

16

a)  FE/DNEH—A AR ER PR IoER R s K R — AUk i, A — [R] {28
H FALE
b) HAKBNZEWT -
® X509IssuerSerial JTE W LT — T4 RFC 4514 (1) X5091ssuer 1) ¥ 51 44 /7 %1 5 %f .
ol 24 W A RE G AT 1 B 4% 4 B R
e X509SubjectName JGE WAL 5 —~ X509 yE4 F K% 5 . 0 #8§ RFC 4514,
 X509SKI JoE W& X509 Uk FARFHE HIRIRAT Y RE Y base64 faj HL4wH5 .
e X509Certificate JUZE . W & —~ baseb4d Zihd iy X509 yF 45 .
® X509CRL JTZE . W {18 — baseb4 43 i 1 #4855 & (CRL)
® dsigll: X509Digest JC & . N 1l & — > base64 4 i3 19k 5 2+ B H., Z Lt & W 1 &
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il

Algorithm J& PEPR IR % 2% 22 B L 19 URL, 2222 095 AN R Uk /Y I g /AL 5 5
o fEFEE(fM T FikmER MNP FE BAIITTER
X5091ssuerSerial . X509SKI,X509SubjectName 1 dsigll:X509Digest JG 2 W 45 [0 UE 45 8 & £1 &
BN UE S . BT A 458 ] — 4 % 2 Bk 5 Y o0 R W CFE X509 Data ot 28, 1 H 5| N 45 7] 3X A4
X509Data JTLE .
Al — A~ 2 51 1 A [8) IE B oe BE 1Y X509IssuerSerial, X509SKI, X509SubjectName Fl dsigll:
X509Digest JLF i 43 40 #|— 4~ KeylInfo juzE  H & ] H BLAE £ 1> X509Data JLE H,
I AE X509 Data Jo 3 H 19 1k 5 I GE 3¢ B 2 A 25 81 . vl o A & 0 A S A L mROHE Dk S Y — 3
A E XA EH AEAZSRIE B AT .

i B R B
< KeyIlnfo™>
<_X509Data> <! -- two pointers to certificate-A -
<_X509IssuerSerial >

< X509IssuerName>CN=Zongbhin WANG. OU=R&D. O=INFOSEC,
[L=Haidian District, ST=DBeijing. C=CN<Z/X509IssuerName >
< X5098SerialNumber =12345678< /X509SerialNumber—=
< /X509IssuerSerial =
< X509SKI=>31d97bd7</X509SKI1>
<_/X509Data—>
<_X509Data> <! -- single pointer to certificate-B --=>
<_X509SubjectName=>Subject of Certificate B<Z/X509SubjectName >
< /X509Data_=
<_X509Data> <! -- certificate chain —->
<1 —-Signer cert, issuer CN=arbolCA,OU=R&.D,0=INFOSEC,C=CN, serial 4->>
< X509Certificate >=MIICXTCCA..<< /X509Certificate
<1 —- Intermediate cert subject CN=arbolCA.,OU=R&D,0=INFOSEC.C=CN
issuer CN=tootiseCA, OU=R&D, O=INFOSEC,C=CN >
< X509Certificate>MIICPzCCA...<</X509Certificate >
<1 -- Root cert subject CN=tootiseCA,OU=R&D,0O=INFOSEC,C=CN -
< X509Certificate =MIICSTCCA...<</X509Certificate >
</ X509Data
< /Keylnfo™>
X X T PKCS#= 7 4 59k 45 58 sl CRL A HRZMHE . £ — 1 <<X509Data>>J0 & 7 A] i B — 2 ik 45 7
CRL, 1 HAE—4~ KeylInfo JTGZE # #] t 8 £ 4~ X509Data ;TR . 4 — < X509Data>>J0 % # HHh ML 4~k
Hf s Hop — SR B A & 5 E % 24 1A T
DN i) 247 8 (<< X5091IssuerSerial > ,<ZX509SubjectName = 8 < KeyName =) Jij % I8 F & J5 £
Zhi FL)
o EFERF R YIEELN GB/T 13000 F4F & ;
o REBRRERLAN 1\ " S B A R 2 A o e
R
o H W FTA M GB/T 1988 #£ il F #F (GB/T 13000 i
GB/T 130005 v 16 6l B A _E“\"F4F

M\ x00 ~ \ x1), BPFE &A1 1Y

17
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o NPT A MG LM AR 20740\ 7
A XML SCHZ 5 FAL S AT i A2 500 SOV AR 4 7™ A2 3% XML SCHS 4 ) 3 3% 7 B {9 7 45
G5 7 Pk X 45 5 GB/T 13000 47 BB lE 47 4 hg

1 A dsigll:X509Digest JUR )5« Al 57 X5091IssuerSerial JLE

6.5.6 DEREncodedKeyValue jT =

PR -

Type="http://127.0.0.1/2009/xmldsigl] # DEREncodedKeyValue"

(F] 7F RetrievalMethod 8% Reference J6Z 1 fdi FH . SR IR 5138 /= 5F £ 25 /)

X.509 WE B ERAAGBEFE P AHBRENE, g ny 2K W GB/T 20518—2018 Hr 5.2.3.7, 4
i )5 5 1T base64 faj B 4 i

X T A bR i b S 370 B P AL, R i A9 AR UE SCPFPR IR T 8 B/ SRR Y A2 S B 2CRAH O
OID 14 .

——SM2. W, GB/T 35276—2017 ¥ 7.1;

—RSA: L. RFC 3279;

——EC. I, RFC 5480,

H € XY e P28 a] WLF Y 7 =
5 UE X
<1 — targetNamespace= "http.//127.0.0.1/2009/xmldsigll £ " --=>
< element name="DEREncodedKeyValue" type="dsigll.DEREncodedKeyValueType" />
<complexType name="DEREncodedKeyValueType" >

|

<_simpleContent >
<_extension base= "base64Binary" >
<Zattribute name="1d" type="ID" use="optional" /=
< /extension_>
<_/simpleContent >
<_/complexType>

6.5.7 KeylnfoReference jJT &

KeyInfo H1 /] KeyInfoReference Jt % H T15i% Keylnfo Ju R WL & 5| FH. B, SR 1) 2 4~ 2
2] e [ — M BEE R IER B . 812 4 1) Keylnfo A {fi fj— > KeyInfoReference Ju & & 5| H
X AN UE 5 EE . 1A 2 Uk B EEE £ X509Certificate SR MF 1,

KeyInfoReference [#{#i ] 5 Reference i) URI J& 4 fl Reference 4b P4 RUAH [6] (1915 32 (HI%A FIC
= HEZORME A URLE .

KeyInfoReference B 145 5 W A — 4~ KeylInfo Ju . 8L & — 1~ L KeyInfo KR 6 &= ) XML
S
5 UE X
<! - targetNamespace="http.://127.0.0.1/2009/xmldsigll £ " --=>

|

<“element name="KeyInfoReference" type="dsigll.KeyInfoReferenceType" />
<“complexType name="KeyInfoReferenceType" =

<Zattribute name="URI" type="anyURI" use="required"/ >
18
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<attribute name="1d" type="1ID" use="optional" />
<_/complexType>

6.6 Object L=

PR AT -

Type=http.//127.0.0.1/2000/09/xmldsig # Object (0] FH7F Reference ;e &P FRnZFEA )

Object & Al FAL IR R Al EoC = . Al H Bl — IR B Z K, Object Jo & Al 444 A £ i) MIME 2§
BTD F g b s 1

Object 1) 4ifi% J& P 7] Fl URI J7 20hRR Object B st (1] a0 — > — i ST

MimeType AJ % J& 1 2 438 Object o B 4 5% 19 745 &3 {5, AR B9 B LI RFC 2045, I )&
2R B B AR A ZEOR X MimeType {5 B 2B 47 500k . B A 2 7 7 A 3 b o 28 789 4 % 11 45 24 0
NG Y A8 4, 1 4o, SR 5 52 v 41 5 base64 i1 PNG,HF 4 Encoding P] 45 %€ 4 base64 3 H Mim-
eType 45 4 “image/png”,

SignedInfo 8§ Manifest i 17 Reference 3 5| H Object i Id.Object Tt EZH H TH N E 2 . ¥ XK 4
KX N EAITCR I —T5 . WA Object TR ITEZEME ALFE T IH MG R bR %,
5 0E X
<“element name="0bject" type="ds.ObjectType" />

|

< complexType name="0bjectType" mixed="true" >
<_sequence minOccurs="0" maxOccurs="unbounded" >
<_any namespace="%# # any" processContents="lax"/ >
<_/sequence>
<Zattribute name="1d" type="ID" use="optional" />
<Zattribute name="MimeType" type="string" use="optional"/ >
<Zattribute name="Encoding" type="anyURI" use="optional"/ >
<_/complexType=>
SRR E X
<1 ELEMENT Object ( # PCDATA]|Signature| SignatureProperties | Manifest % Object. ANY ;)
<! ATTLIST Object
Id 1D # IMPLIED
MimeType CDATA  #IMPLIED
Encoding CDATA  =#IMPLIED =

7 BHMBERIEZE

7.1 iR

N A Manifest fll SignatureProperties JG % . -4 i @ o] £ 71 XML 4b P45 2 I B, x4k
Z Al A AR Y SV AT o] 7 ;s Signature N AR RELRL N H BLAE Object o, ASFE Al 3 N 25,
F & 4t ] AR 8 55 Pl Ol a2t F

=

-

i

7.2 Manifest ;T E

PRI
19
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Type=http.//127.0.0.1/2000/09/xmldsig # Manifest (1] FH{E Reference jJ0Z&E HF R LR
Manifest JC &Z 2 ft— 9K Reference % % . 5 SignedInfo 1 9% F A[6] » Manifest 41 Z& v 19 b FH 72 7
WA S SE B b T IR R B 4 R A A SR AR XS 5 | T ) B X B2 5 38 N AR E AN SR R AN AT [a) B R R g
(B FL 3 R WO S SR BT A 16 . 45 M\ SignedInfo Hr35 [a] Manifest, i F %5 45 8 A 17 4 & 5 Ik Manifest
AE R Ze 2l ., N FRF AT B @ o 58 3F Manifest ) Z¢ 2l . # M — 4> Manifest §1 5| f] 5 —
4> Manifest, W] 5 A G850 Uk X Fi 9 JZ ik B B R 22 1H .
5 UE X
<_element name="Manifest" type="ds: ManifestType" />

|

<ZcomplexType name="Manifest Type" >

<_sequence >

<_element ref="ds;Reference" maxOccurs= "unbounded" /=

< /sequence_>

<Zattribute name="1d" type="ID" use="optional" />
<_/complexType>
SRR E L
<1 ELEMENT Manifest (Reference-+) =
<1 ATTLIST Manifest

Id ID #=IMPLIED =

7.3 SignatureProperties JT &

PRIAAT

Type=http.//127.0.0.1/2000/09/xmldsig # SignatureProperties ( °] H #£ Reference 70 & W 3¢ %
AR )

SignatureProperty JG 2 " N A7 R T4 24 A5 B AT o] Bt 45 2 Cln < s ]/ B B8R A= B2 44 B
F %) 35 A 88 4 B e 1 5
5 HUE X

<_element name="=SignatureProperties" type="ds;SignaturePropertiesType" />

o

<ZcomplexType name="SignatureProperties Type" >

<_sequence_—>
<Zelement ref="ds:SignatureProperty" maxOccurs="unbounded"/ >
< /sequence_>
<Zattribute name="Id" type="ID" use="optional" />
< /complexType™>

<_element name="SignatureProperty" type="ds:SignaturePropertyType"/ >
<_complexType name="38SignaturePropertyType" mixed="true" >
< choice maxQOccurs="unbounded" >
<_any namespace=" & # other" processContents="lax" />
<! - (1,1) elements from (1,unbounded) namespaces --—>
< /choice>

<Zattribute name="Target" type="anyURI" use="required"/ >
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< attribute name="1d" type="ID" use="optional" /=
<_/complexType=>
AR E X
<! ELEMENT SignatureProperties (SignatureProperty+) ==
<! ATTLIST SignatureProperties
Id ID =IMPLIED ==
<! ELEMENT SignatureProperty ( # PCDATA %SignatureProperty. ANY;) * =
<! ATTLIST SignatureProperty
Target CDATA # REQUIRED
| ID # IMPLIED =

7.4 Signature TE P HALIEIES

A bR HE 1G5 5 A FRERCA ] XML 4bFi45 4

i . W CanonicalizationMethod %43 245 Wi I #2 ¥ iU#E SignedInfo iy 4B 45 % IE 4 BT S8 178 24 A0 H1
fiifi CanonicalizationMethod #8605 AbFE 454 . WIR — A~ Ab B 45 2 2 25 24 W PR PN 25 09 — 36 o1 - IR 4 Xf b B 45 4
AT fo] 2 78 0 2 T B02E 24 R

7.5 Signature TEH T E

AR HER TR S AL BRECA 1 XML 3 8,

£ . iR CanonicalizationMethod A 2234 SignedInfo W a9 3 B al & H fth 5] A9 XML, I 2 & {11#8 = % i 17 % 2 b
A, MRS T EN AR ER SR 2 B 24 KNG R, MR E AR ERAME/ 28T
5 CnAE ALy XML 3 F AR XML 845 /9 XML % 2 #8022 3R LAY 5200 .

8 UEXTIE

{5 TN D3 Pk ) 4 44 T B L3 UE g2 AT 6.1.6.2.6.3.6.4,6.5 J 6.6 BYZE5K 25 (i A 1 B
22 S RN IR R BTG 7.2.7.3 ESK B0 R WEAK R Z WH R A,

21
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AT

A.T.1

&) 2. 3E B

Bt i

M F A
(& B R)
XML # =% 2 L4

T2 E XML #EAHi A HTMLA N &M 45 5555 4 ]+

L
#1‘1‘}

s01 ]

s02 ]
s03 |
s04a |
s04b |
s05 |
s06
s07
s08
s09a
s09b
s10a
s10b

s11]
s12]
sl3a|
s13b]

ureValue >

PublicKey >

2
]

sl4]
slba_
s15b ]
sl5¢ ]
s15d |

sl5e

s151 |

< Signature Id =" MyFirstSignature" xmlns="http.//127.0.0.1/2000/09/xmldsig

<_SignedInfo™>
<_CanonicalizationMethod Algorithm=" http.//127.0.0.1/2006/12/xmlcl4nl1l1"/ >
<_SignatureMethod
Algorithm="http.//127.0.0.1/2001/04 /xmldsig-more # sm2-sm3" />
< Reference URI="http.//127.0.0.1/TR/2000/REC-xhtml1—20000126 /">
<_Transforms™>
<_Transtorm Algorithm=" http.//127.0.0.1/2006/12/xmlcl4nl1"/ >
</ Transforms™—
<_DigestMethod
Algorithm="http.//127.0.0.1/2001/04/xmldsig-more # sm3"/ >
< DigestValue™> BZT3Gm27GR]s+4{dl{2] +vNWZ5ybl48cg04PtalJUhE=
<_/DigestValue=
<_/Reference>
<~ /SignedInfo™>
<_SignatureValue™> x114qrUK7I8{U94X{mh88DUal.eaSAeWpybc/
ibzohF6qszDkvmHyO0FDufomhi30asLEkP2DCdieeM5IM{IpnOw = = < /Signat-

<_Keylnfo>
< KeyValue>
< SM2KeyValue xmlns="http.//127.0.0.1/2009/xmldsigll & ">
<_NamedCurve URI="urn:o0id:1.2.156.10197.1.301" />
<_PublicKey>BMKRxUw7]8 ThPCi8 FG4n4 k4 xm6 Xhsge MOKS5LIOS6 L
HVqUOIl + R3pLeNAVhg00yjXZisplLbmKulmCIIrEin8fH68 = </

< /SM2KeyValue >
<_/KeyValue>>
<_/Keylnfo™>

<_/Signature>
Hrp,[s02-12] SignedInfo J & & W 1Y . 3L Pr FE & ZiH1TE L 115 B . SingedInfo 1A 2
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5 P 0 25 19 AL P 2 < 72 SingedInfo [ Signature #jiA M 7E SingedInfo H 1 54> 5| I 2% % B A
FFEM 2. ITH SignatureValue ffi 19 8 - 7F SignatureValue 7¢ & 4t T SignedInfo U #p B . 1, #
UFBREEEZEANEE D,

[ s03 ] 4t SignedInfo Jo 3 H1F %2 #AF 09— &8 73 2647 Z%%8 b PR 2Z A7 . S5 o A ALY A0 3 2k X e
A . FEEE XM 1 LA BOAS B 5 1 BT A 09 401 1 AR AS & RE A Y B 2

| s04 ] f#i FH SignatureMethod B 2348 # 51k 1Y) SignedInfo #¥a i SignatureValue., ¥ & — 1~ % 5 2
72 SR A — MU T B 0 B 38 W] R A Bk (40 RSA-SHAL MR BB WE G BB IE AT
HEAT2E 25« DAAIRAE IR P 2 46 o R 02 2 2R FE s W SR i L o O 1 98 & N B34 RV 2 A (X
HE R R T AW EE AW 52 T — RIS LT AN R T —2L, Wi i
A H ORI

[ s05-11] %3~ Reference Ju 7 £ % % % 7% 33 J. 35 A1 W A iR S B9 2 4 XF 2 e A7 A 3 )5 19 22 33 45 0%
o n] G 45 7 A R A B A AR e, 38 A T R X 0 2% 3R (E IF HOVHZAE 2R AT 25 24 . DT A % B
LM E %4 WS o] 5| a2 2 00 DR AR B 25 4 A OR

[s14-16 ] KeyInfo #5728 FPR BN A WA . fnilmy Al GBI A3 UE -+ . B H AR ME H M H
#EAE R .. Keylnfo @l A M AEA,H — . A4 FATRA R ELELAE LRI L UL FE R %
Fsa P E B AR N/ B SCh st e e 2 A B AR k. i1 T Keylnfo 7£ Singed-
Info WyAPER, 4N 2R 2 B RBIEAAE B BMAZAE LD, HH Reference AJ1R & 5 K b iR E -4 Key-
Info A %2 .

A.1.2 B % Reference I H

| s05] <<Reference URI="http://127.0.0.1/ TR/2000/REC-xhtm!1-20000126/" =

| s06 | <_Transforms>

[ 507 ] < Transform Algorithm="http://127.0.0.1/2006/12/xml-c14nl11" />

508 < /Transforms™

| s09 | < DigestMethod Algorithm="http.//127.0.0.1/2001/04/xmldisg-more# sm3" />

510 ] <_DigestValue > BZT3Gm27GR]Js + 4{dlf2] + vNWZ5ybl48cg04PtalJUhE = << /Di-
gestValue>

[s11] <Z/Reference>

(h.[s05] Reference AJ /Y URI J& IR IRFFE AR IR L. fE— 1P RAFEL D . 2 RiER
—~ Reference Z Wiz &1,

[ s05-s08 [t Fril 5 28 o — e ik T th 25 45 & 52 (e LUfn] FpOR 2C 47 2% 35 Ak POk 3R 15 25 24 B 15 B
HBIR GBS IR ] F 5 b —Fh 7 ok R R AR H . FF IR Ol - Bk E A Al BRI — A ) i &
ARG N FE Nl AAS A7 6 i AS 72 URT 45 5 19 by

[ s06-s08 ] 77 i J& — > ] 3% B9 77 i A0 B A0 R 51 3, 7% TE U8 N A8 A7 2% 28 Ak P 22 i 5 FH 3 28 20 0%
XM BEATAL B . A2 e n] BE AL 6 40 T B9 4 - BLYE AL » S B S 1 (60 55 [ 4 AN féf [ 45D » XSLT, Xpath,
XML Schema FiE8{# XInclude, Xpath 728 i 8175 25 24 25 3K 75 20 W I SO Hovp — 3 70 19 30k . I Ut
AR L6 HEBR 72 59 SCHS AT 47 8022 T A 2552 W 25 24 98 20tk . Bilan , dn SR 4% 24 i o8 IR A0 5 48 4 A 5 Ll
S X MRS ANE BB TE P HERR £, R TR AL, IR A NS o T
ZeBE b, REHTEE SR T IA M Gl e Mg Ek, HrE e c it 2R
VFHY

[ s09-s10 | X &4 7B H 8 4/E 5 . (# F DigestMethod B #: 3k 7= 4 DigestValue, Xf DigestValue
23
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25 2 R IR NEMEEENEHAER R,

A.2 Object #0 SignatureProperty ¥ & 3£ 5l

A Bt RE AR T XML B % 24 Ab 3t i 8 CRICHE 58 8 M A B IE) « 7 B8 28 /s Hi At 38 SO 1 A
i i XML, RDF FHAMHE AR, E2VHBRFNVTEEEE A ANE . B0 HBEF{EA o8
HARLLIE X, ARA] ¢ T 25 24 A= L) N 25 4B nl {7 F SignatureProperty Jt & . %7 1Y Target J& P48

Signature JTC %& 5 [4] J& P4 i F 2] Signature JTE I

% J& bt @B 5 5 i A — BRI A9 45 18] — 4~ 42. 45 SignatureProperty JCER B4 XS R 19 51 H

| <<Signature Id="MySecondSignature" ...

[ p01] <<SignedInfo™

| ]

[ p02 ] < Reference URI="http.//127.0.0.1 / TR/ xml-stylesheet/" >

| ]

| p03] <_Reference URI="# AMadeUpTimeStamp"

| p04 | Type="http://127.0.0.1/2000/09/xmldsig # SignatureProperties" >

 p05 | <_Transforms =

| p06 | < Transform Algorithm="http.//127.0.0.1/2006/12/xml-c14nl11" />

 p07 < /Transforms™

 p08 ] <_IigestMethod Algorithm="http.//127.0.0.1/2001/04/ xmldisg-more # sm3"/ >

| p09 | < DigestValue > BZT3Gm27GR]s + 4{dlf2] + vNWZ5ybl48cg04PtalJUhRE = <Z/Di-
gestValue>

plo <~ /Reference>

' pll] <Z/SignedInfo>

pl2] ...

 pl3] <<Object=>

| pld ] <_SignatureProperties >

 pl5_ <_SignatureProperty Id="AMadeUpTimeStamp" Target =" # MySecondSignature" >

 pl6 ] <_timestamp xmlns="http.://www.ietf.org/rfcXXXX.txt" >

| pl7] <date>>19990914< /date>>

pl8_ <time>>14;34;34,34</time>>

[ pl9 ] < /timestamp_>

| p20_ <_/SignatureProperty >

p21 ] < /SignatureProperties >

 p22] <</Object>>

| p23] <</Signature™

ject, %lgnELJ[LII‘EPI‘DpEI"[}I bt Manifest Jo& W HFRF ] B X — A

Lrp, [p04] Ak Reference W1y Type J& PR ML T d1 URL pRiR a0 55 P8 19 AH (5 . . AT 45 B & Ob-

3 Xf — 288 Reference JU & #1745 0k

HIR) AL AE 3 . 35 15—~ Object JUF W 19—~ XML Bdls S0 & 19 5| R iZbs BB 45 1) i) HIE Y o R
MR ITTE N A AR XML (7 & 3 il 5034 4 059 )5 19 808D - 51 AR B Object 1 Reference &7 ; 4]
& e W] Object, ZIEE MY . Type J&— AN A &8 1 2 24 AT 280 B R BUE Aol 40 3 . 2 A H

24




KA

-
[p13] Object &— AR L E . Hl T £ Signature JC & 5 # -
Object #H47 4m 4,
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Ath 3 7 5] A B XS, ] Ik X

[ pld-s21] 2@ v . B 4N 2 24 IF 1], n] 28 3l 3 7E Reference B4 B E {1 XS B AT HATE 4

A% B 3£ 1T Manifest 2 2 3K JE 7% 10 0] 305 /2 B 99 — 26 35 5
fo] 5 S AT
U 45 4 B AR A 5 T B AR H 28 TF S5 0 2 % o PR P 073 8 226 3 7 2 5 A8 M %) 264 4

a)

A.3 Object F1 Manifest 3 & 3E {5

I Tl & P~ 77 2K DA & Manifes J& 4

RIATH AP . XA Z ]l i 7E SingedInfo WL 1% £ 1~ Reference JU R K LI . [ 4
IR BE SR B AR UE T R4 T 288 Ak B 08 1 22 4 . R, — 28 0 VF AS iy X Rh O ik
FERE Ik BB IATT . PO B T & SingedInfo H (55 4~ Reference #2853 5| I 8 WA i 2 19 Ak
B X SE R a BE A O e TR B 5 AR A DR R AR . il AN . — S el RE W R — A B = A

Reference JGE 1Y Signature ) 4 #: 1Y SingedInfo JCZE ., 15

L f— )~ Reference $#4F 28 W

T BRI B R M, AR . N R 5 A] RE B AR HE M A 2 Y Reference Ju & SH1E

A1 ROR AL B 5 AR A I

_};

Y 9%

R A

8]

1Y% g B T S X — 5, SingedInfo

ZZ A5 — P 2 Reference JGZ [ Manifest 70 & . 2R )5, Manifest (19 5| B #1504 T

IR PP T
b) 7 RE A — N X R Y SO EAT 1 2248 A AR AR (A

JE D . — DREERA KRS

8]

4 i DR 7 G802 o FH — 1> o 1 1 25 44 B A2 b o Y 31 K 1Y SingedInfo 03 H (fff iR 2 Refer-

ence) ; ;X FP AR IB R HARTUA . — 1~ @& 800 7 i & AE

A~ Manifest Jt & H A £ 1

Reference.dk J5 7E 2 |~ Signature JG Z& H 5| FHiX |~ Manifest,
T 45 T — 4 Reference. B %% T —11E Object JTtE H' #Y Manifest,

<_Transform Algorithm="http.//127.0.0.1/2006/12/xml-c14nl1l1" /=

<_DigestMethod Algorithm="http.//127.0.0.1/2001/04/xmldsig-more# sm3" />
<_ DigestValue = 8/ LEOKIIJEE/{FSE{fFTptZrLmUhOOSAJUhH3BIPbx0 = </Di-

I
 m01] <ZReference URI="# MyFirstManifest"
 m02 ] Type="http://127.0.0.1/2000/09/xmldsig # Manifest" >
 mO03 | <_Transforms>
mO04 |
mO05 | < /Transforms>
mO6 |
 mO07 |
gestValue™
' m08] <Z/Reference>
L 1.
m09 ] <<Object™>
'ml10] <"Manifest Id="MyFirstManifest" >
‘mll] <_Reference>
‘ml2 ]
‘ml13] <~ /Relerence >
' ml4 | <_Reference>
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' ml15 ]
 m16 | <~ /Reference>
'ml17] <Z/Manifest>
 m18] <</Object=>

A4 ZAZH

Adl DEEH
=G

<_? xml version="1.0" encoding="UTF-8" standalone="no"? >
<_Signature xmlns="http.//127.0.0.1/2000/09/xmldsig# " >
<_SignedInfo™>
<_CanonicalizationMethod
Algorithm="http://127.0.0.1/2006/12/xml-cl4n1l # WithComments" />
<_SignatureMethod Algorithm="http.//127.0.0.1/2001/04/xmldsig-more # sm2-sm3"/ >
< Reference URI="http.//127.0.0.1/ TR /xml-stylesheet" =
< DigestMethod Algorithm="http://127.0.0.1/2001/04/xmldsig-more # sm3"/ >
<DigestValue>BZT3Gm27GR]s+41dl{2] +vNWZ5ybl48cg04Ptal JUhE=</DigestValue>
<_/Reference>
< /SignedInfo
<_SignatureValue>
x114qrUK7I8{U94X{mh88DUal.eaSAeWpy6e/jbzohF6qszDkvm HyOFDufomhi30asLEkP2DCdfee
M5IM{IpnOw==<C/SignatureValue>>
< Keylnfo>
< KeyValue>
< ECKeyValue xmlns="http.//127.0.0.1/2009/xmldsigll £ " =
< NamedCurve URI="urn:0id:1.2.840.10045.3.1.7"/ >
<_PublicKey >
BMKRxUw7)8 ThPCi8FG4n4k4xm6XhsgcMOKSLIOS6LHVqUOI+ R3pLeNAVhg00y)XZispl Lb-
mKulmCIIrEin8{H68=<_/PublicKey >
< /ECKeyValue>
< /KeyValue>
< /Keylnfo>
<_/Signature>

Ad4.2 HRNEZ
)

<7 xml version="1.0" encoding="UTF-8" standalone="no"? =
<_Signature xmlns="http://127.0.0.1/2000/09/xmldsig & " >
< SignedInfo™>

<~ (CanonicalizationMet hod
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Algorithm="http.//127.0.0.1/2006/12/xml-c14nll # WithComments"/ >
< SignatureMethod Algorithm =" http://127. 0. 0. 1/2001/04/xmldsig-more # sm2-

sm3" />
<_Reference URI="# object" >
<_DigestMethod Algorithm="http.//127.0.0.1/2001/04/xmldsig-more # sm3"/ >
<_ DigestValue > yGOh7Glg/ngilB5SNE 4+ UsSQmtz9TnZUghrO8BOK]Gr3E = <Z/Di-
gestValue™
<_/Reference>
< /SignedInfo
<_SignatureValue>

zhHGxS4xCV1D6R2o0M7GmDMZKh8m + sWntGuDu33gVENrZnC2YUqBDPi7b9t707x41jq6sA6
Re9yi9{DuPYEPs]g= =<_/SignatureValue>
< Keylnfo™>
< KeyValue™>
< ECKeyValue xmlns="http://127.0.0.1/2009/xmldsigll £" >
<_NamedCurve URI="urn.oid.1.2.840.10045.3.1.7" /=
< PublicKey >
BNPobUqvBIYbo9zNDZvYrZiXGME2ACNDQncolfooRNzrPMIZISCko
AZ3jgwdeVpMIAIc6 AWSMEMK +1/g0qZ/woU=<_/PublicKey>
< /ECKeyValue>
< /KeyValue>
<_/Keylnfo™
<_Object Id="object" =>some text<_/Object=>
<_ /Signature>

A43 HEEZR
XA F

<_Envelope xmlns="urn.envelope" >
<_/Envelope ™
T4
<7 xml version="1.0" encoding="UTF-8"?7 =
<_Envelope xmlns="urn:envelope" >
<_Signature xmlns="http.//127.0.0.1/2000/09/xmldsig# " >
<_SignedInfo™>
<_(CanonicalizationMethod
Algorithm="http://127.0.0.1/2006/12/xml-c14nll # WithComments"/ >
< SignatureMethod Algorithm =" http.//127.0.0.1/2001/04/xmldsig-more # sm2-
sm3" /=
<_Reference URI=""">
<_Transforms=

<~ Transform
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Algorithm="http.//127.0.0.1/2000/09/xmldsig # enveloped-signature" / >
<~ /Transforms>
< DigestMethod Algorithm="http://127.0.0.1/2001/04/xmldsig-more # sm3" />
< DigestValue > hLA10BfAKncPgRR7c¢cCD8wlm/s9Fr/WmS8SEKzOdy4dlg =</
DigestValue>
<_/Reference™
< /SignedInfo >
<_SignatureValue™>
DHZ7uQSzGLk]2DSZxtGbXMT10voCUq9wryTTMZn 9FFwEcEDOO03y6zowm4O71Hr91m
As45kSIMt8WurE0gEsCQ==<_/SignatureValue>
< Keylnfo>
< KeyValue>
< ECKeyValue xmlns="http://127.0.0.1/2009/ xmldsigll1 &£ ">
<_NamedCurve URI="urn.oid.1.2.840.10045.3.1.7"/ =
<_PublicKey >
BGrl1OWM5ieRvilRhRHK/WLbUKgd -+ rQ3PHtHjlnm]/1HpobsZZuT6qaGMYs/IF4j9HilRL x
6ttP9xGENDbq/6L5LYc=<_/PublicKey >
< /ECKeyValue>
< /KeyValue>
< /Keylnfo>
< /Signature >
<_/Envelope>



<
<)
<
<)
<
<)

<!

< |
<)
<
<)
<
<)
<)
<)
<)

GB/T 25061—2020

B % B
(e MR
XML #HFEZXHEERENX

| - DTD for XML Schemas: Part 1: Structures

Public Identifier; "-//W3C//DTD XMLSCHEMA 200102//EN"
Official Location: http.//127.0.0.1/2001/XMLSchema.dtd --=>

-- $Id; XMLSchema.dtd,v 1.31 2001/10/24 15,50,16 ht Exp $ —=>

-- Note this DTD 1s NOT normative. or even definitive, --=>

-- prose copy in the structures REC is the definitive version ——=>

-- (which shouldn’t differ from this one except for this —=>

-- comment and entity expansions., but just in case) --—

-- With the exception of cases with multiple namespace
prefixes for the XML Schema namespace, any XML document which 1is
not valid per this DTD given redefinitions in its internal subset of the
'p’ and ‘s’ parameter entities below appropriate to its namespace
declaration of the XML Schema namespace is almost certainly not

a valid schema. -—=

I -—- The simpleType element and its constituent parts

are defined in XML Schema: Part 2; Datatypes --—=>

I ENTITY % xs-datatypes PUBLIC ’datatypes’ 'datatypes.dtd’

I ENTITY % p 'xs:'= <! - can be overriden in the internal subset of a

schema document to establish a different

namespace prefix ——=

ENTITY % s ".xs'> <<! — if %p is defined (e.g. as foo:) then you must

also define %s as the suffix for the appropriate

namespace declaration (e.g. :{foo) -=>

I ENTITY % nds 'xmlns%s; >

-- Define all the element names. with optional prefix -->
ENTITY % schema "% p;schema" =

ENTITY % complexType " %p;complexType" >
ENTITY % complexContent " %p;complexContent" =
ENTITY % simpleContent " % p;simpleContent" >
ENTITY % extension "% p;extension" =

ENTITY % element "%p;element" >

ENTITY % unique " %p:unique" >

ENTITY % key "%p;key" >

<
<
<)
<

—d—>>
—d—>
—d—>>
—d—>
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<
<)
< |
<)
<
<)
<
<)
<)
<)
<)
<)
<)
<
<)

<)
< |
<)
<

<

<)
<)
<)
<
<)
< |
<)
<
<)
<
<)
<
<)
<)
<)
<)

30

ENTITY %
ENTITY %
ENTITY %
ENTITY %
ENTITY %
ENTITY %
ENTITY %
ENTITY %
ENTITY %
ENTITY %
ENTITY %
ENTITY %
ENTITY %
ENTITY %
ENTITY %

— annotation elements — =

keyref "% p;keyref" >

selector "% p;selector" =

field "% p;field" >

group "% p;group" >
all "Y%p;all" >
choice "% p;choice" >

sequence " % p;sequence" =

any " %p ; any”f}’

anyAttribute " % p;anyAttribute" >

attribute " % p;attribute" >

attributeGroup " % p;attributeGroup" >
include " % p;include" =

import "% p;import" >
redefine " % p;redefine" >

notation " % p;notation" >

ENTITY % annotation "% p;annotation" >
ENTITY % appinfo " %p;appinfo" =
ENTITY % documentation " % p;documentation" =

— Customisation entities for the ATTLIST of each element type.

Define one of these if your schema takes advantage of the

anyAttribute="4%# # other’ in the schema for schemas —->

ENTITY %
ENTITY %
ENTITY %
ENTITY %
ENTITY %
ENTITY %
ENTITY %
ENTITY %
ENTITY %
ENTITY %
ENTITY %
ENTITY %
ENTITY %
ENTITY %
ENTITY %
ENTITY %

schemaAttrs

33 :>-
complexTypeAttrs

complexContentAttrs

simpleContentAttrs
'!'!l>-

extensionAttrs

elementAttrs

allAttrs ">

choiceAttrs

sequenceAttrs

>

anyAttrs

55:}
groupAttrs >

>
>

anyAttributeAttrs

attributeAttrs

uniqueAttrs

keyAttrs

>
attributeGroupAttrs
>
>

>
>

>

>

>
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<1 ENTITY % keyrefAttrs "=

<! ENTITY % selectorAttrs "=

<! ENTITY % fieldAttrs ==

<1 ENTITY % includeAttrs "=

<] ENTITY % importAttrs =

<! ENTITY % redefineAttrs ">

<! ENTITY % notationAttrs "=

<1 ENTITY % annotationAttrs '~
<! ENTITY % appinfoAttrs ">

<1 ENTITY % documentationAttrs =~

<1 ENTITY % complexDerivationSet "CDATA" >

<! — z#all or space-separated list drawn {from derivationChoice -
<1 ENTITY % blockSet "CDATA" >

<! - z#all or space-separated list drawn {from

derivationChoice + ‘substitution’ — >

<1 ENTITY % mgs "%all; | Ychoice; | “sequence;
<1 ENTITY % cs '%choice; | % sequence; ==
<! ENTITY % formValues '(qualified| unqualified) >

<1 ENTITY % attrDecls "(( %attribute; | %attributeGroup;) * .( % anyAttribute;)?) =

<1 ENTITY % particleAndAttrs "(( Y%6mgs; | Y%group;)?. YattrDecls;) =

<! -- This is used in part2 -
<! ENTITY % restrictionl "((%mgs; | Y%group;)?) =

% xs-datatypes;

<_ 1 -- the duplication below i1s to produce an unambiguous content model
which allows annotation everywhere --—>
<! ELEMENT %schema; ((%include; | “%import; | %Uredefine; | % annotation;) *
((%simpleType; | %complexType;
Voelement; | Yattribute;

YattributeGroup; | “group;

Yinotation; ),
(% annotation;) * ) x )=
<1 ATTLIST %schema:

targetNamespace % URlIref; # IMPLIED
31



GB/T 25061—2020

version CDATA # IMPLIED
%inds; % URIref; # FIXED ’'http://127.0.0.1/2001/XMLSchema’
xmlns CDATA # IMPLIED
finalDefault % complexDerivationSet; v
blockDefault % blockSet ; .
id ID # IMPLIED
elementFormDefault % formValues; ‘unqualified’
attributeFormDefault % formValues; ‘unqualified’
xml;lang CDATA # IMPLIED
VischemaAttrs; >

<_! — Note the xmlns declaration is NOT in the Schema for Schemas.

because at the Infoset level where schemas operate.
xmlns(:prefix) is NOT an attribute! -=>

<! - The declaration of xmlns is a convenience for schema authors -—=

<~ | — The id attribute here and below is for use in external references
from non-schemas using simple fragment identifiers.
It is NOT used for schema-to-schema reference. internal or

external, — =

<] - a type 1s a named content type specification which allows attribute

declarations— >

<! - -
<1 ELEMENT %complexType; ((%annotation;)?,
( % simpleContent; | % complexContent; |

YiparticleAndAttrs;)) >

<1 ATTLIST %complexType;

name % NCName; =z IMPLIED
id 1D # IMPLIED
abstract % boolean; = IMPLIED
final % complexDerivationSet; = IMPLIED
block % complexDerivationSet; = IMPLIED

mixed (truelfalse) false

% complexTypeAttrs; >

<_! — particleAndAttrs i1s shorthand for a root type —=>
<_! -- mixed is disallowed if simpleContent, overriden if complexContent

has one too, — =
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<1 -- If anyAttribute appears in one or more referenced attributeGroups

and/or explicitly, the intersection of the permissions is used -->

<1 ELEMENT %complexContent; ((%annotation;)?, (%restriction; | % extension;)) >
<1 ATTLIST %complexContent;

mixed (truelfalse) #IMPLIED

id ID # IMPLIED

% complexContentAttrs; >

<_ | -- restriction should use the branch defined above, not the simple

one from part2: extension should use the full model ->

<! ELEMENT %simpleContent; (( % annotation;)?, ( %restriction; | % extension;)) =
<1 ATTLIST %simpleContent;

id ID # IMPLIED

% simpleContentAttrs; >

<! --restriction should use the simple branch from part2, not the

one defined above; extension should have no particle —=

<! ELEMENT %extension; ((%annotation;)?, (% particleAndAttrs;)) >
<! ATTLIST %extension;

base % QName; = REQUIRED

id ID # IMPLIED

ViextensionAttrs; =

<_ ! -- an element is declared by either:
a name and a type (either nested or referenced via the type attribute)

or a ref to an existing element declaration -

<! ELEMENT %element; ((%annotation;)?, (% complexType;| YUsimpleType;)?,
(% unique; | “key; | “Ukeyref;) x ) >
<1 -- simpleType or complexType only if no type|ref attribute --=>

<_ 1 -- ref not allowed at top level --=>

<1 ATTLIST %element;
name U NCName; = IMPLIED
id ID # IMPLIED
ref 0 QName;: # IMPLIED
type % QName; = IMPLIED
minJccurs % nonNegativelnteger; # IMPLIED
maxOccurs CDATA # IMPLIED
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nillable Y boolean ; # IMPLIED
substitutionGroup % QName: = IMPLIED
abstract Y boolean; # IMPLIED
final % complexDerivationSet ; # IMPLIED
block Vo blockSet ; = IMPLIED
default CDATA # IMPLIED
fixed CDATA # IMPLIED
form % formValues: # IMPLIED

% elementAttrs; >
<1 - type and ref are mutually exclusive,
name and rel are mutually exclusive. one is required --=>
<! — In the absence of type AND ref. type defaults to type of
substitutionGroup. if any. else the ur-type. i.e. unconstrained --=>

<_! - default and fixed are mutually exclusive -

<! ELEMENT %group; ((%annotation;)?.( % mgs;)?) >
<! ATTLIST %group;

name % NCName; =z IMPLIED
ref % QName; = IMPLIED
minOccurs % nonNegativelnteger; = IMPLIED
maxQOccurs CDATA = IMPLIED
id ID # IMPLIED

% groupAttrs; >

<1 ELEMENT %all; (( %annotation;)?, ( %element;) % ) >
<1 ATTLIST %all;

min(Jccurs (1) = IMPLIED
max()ccurs (1) # IMPLIED
id ID = IMPLIED

Y allAttrs; =

<1 ELEMENT %choice; ((%annotation;)?. (%element;| “group;| Yes; | Yany;) * ) >
<1 ATTLIST %choice;

minUccurs % nonNegativelnteger; = IMPLIED

max(Occurs CDATA = IMPLIED

id 1D # IMPLIED

% choiceAttrs; >

<! ELEMENT Y sequence; ((%annotation;)?, (Y% element;| %group;| %es; | Y%any;) * ) >
<1 ATTLIST % sequence;

minQccurs % nonNegativelnteger; = IMPLIED
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maxOccurs CDATA # IMPLIED
id ID # IMPLIED
% sequenceAttrs; =

<_ | -- an anonymous grouping in a model, or

a top-level named group definition, or a reference to same -->

<_! -- Note that if order 1s 'all’, group i1s not allowed inside.
If order is "all’ THIS group must be alone (or referenced alone) at
the top level of a content model -

<! -- If order is 'all’y minOccurs==maxOccurs==1 on element/any inside -

<1 -- Should allow minQOccurs=0 inside order="all" . .. —->

<! ELEMENT %any; (%annotation;)? =
<1 ATTLIST Y%any;

namespace CDATA '# #any’
processContents (skip|lax|strict) ‘strict’
minQOeccurs % nonNegativelnteger; 1’
maxOccurs CDATA 1T’
id ID = IMPLIED
YhanyAttrs; >
<_| -- namespace is interpreted as follows;
# #any - - any non-conflicting WFXML at all
# # other - - any non-conflicting WFXML from namespace other

than targetNamespace

# # local - - any unqualified non-conflicting WFXML /attribute
one or - - any non-conflicting WFXML from

more URI the listed namespaces

references

& # targetNamespace # # local may appear in the above list,

with the obvious meaning -

<! ELEMENT %anyAttribute; ( %annotation;)? >
<1 ATTLIST %anyAttribute;

namespace CDATA "H #any’
processContents (skip|lax|strict) ‘strict’
id ID # IMPLIED



GB/T 25061—2020

YhanyAttributeAttrs; >

<_ | - namespace 1is interpreted as for ‘any above --—>

<! —- simpleType only if no type|ref attribute —=>

<_! — ref not allowed at top level, name iff at top level —=

<! ELEMENT Yattribute; (( % annotation;)?, (%simpleType;)?)=>
<1 ATTLIST Y%attribute;

name U4NCName: =z IMPLIED

id 1D # IMPLIED

ref % QName; = IMPLIED

type % QName; = IMPLIED

use (prohibited | optional | required) #IMPLIED
default CDATA # IMPLIED

fixed CDATA # IMPLIED

form Y formValues; = IMPLIED

Y attributeAttrs; =

<! - type and ref are mutually exclusive.

name and ref are mutually exclusive. one is required --—>

<1 — default for use is optional when nested. none otherwise -->
<! — default and fixed are mutually exclusive -

<_| — type attr and simpleType content are mutually exclusive —-=>
<_ | — an attributeGroup is a named collection of attribute decls, or a

reference thereto --—>
<1 ELEMENT %attributeGroup; ((%annotation;)?.
(Uattribute; | YattributeGroup;) * .
(Y% anyAttribute;)?) >
<1 ATTLIST YattributeGroup;

name % NCName; =z IMPLIED
id ID =z IMPLIED
ref % QName; = IMPLIED

YhattributeGroupAttrs; >
<_! — ref iff no content, no name, ref iff not top level —=>
<_ | - better reference mechanisms --—>

<! ELEMENT %unique; ((%annotation;)?, % selector;. (%field;)+) >
<! ATTLIST “unique;

name U4NCName; =z REQUIRED
id ID = IMPLIED
YouniqueAttrs; >
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ELEMENT %key; ((%annotation;)?, %selector;, (%field;)+)>
ATTLIST %key;

name 04NCName; = REQUIRED
id ID = IMPLIED

YokeyAttrs; >

ELEMENT Y“keyref; ((%annotation;)?. % selector;, (%field;)+) >
ATTLIST %keyref;

name U NCName: = REQUIRED
refer % QName; = REQUIRED
id 1D = IMPLIED

Y keyref Attrs; >

ELEMENT %selector; (( % annotation;)?) >
ATTLIST “%selector;
xpath % XPathExpr; # REQUIRED
id 1D # IMPLIED
ViselectorAttrs; >
ELEMENT %field; (( %annotation;)?) >
ATTLIST Y%f{ield;
xpath % XPathExpr; # REQUIRED
id ID # IMPLIED
0o fieldAttrs; =

-- Schema combination mechanisms ——>

ELEMENT %include; (%annotation;)? =

ATTLIST %include;
schemal.ocation % URIref; # REQUIRED
id ID = IMPLIED
YoincludeAttrs: =

ELEMENT %import; (%annotation;)? =
ATTLIST %import;

namespace 0% URIref; # IMPLIED
schemal.ocation Vo URIref; #IMPLIED
id ID = IMPLIED

YoimportAttrs; =

%attributeGroup; | “group;) * =

I ATTLIST %redefine:
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| ELEMENT %redefine; (%annotation; | YosimpleType; | Y%complexType; |
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schemal.ocation % URIref; # REQUIRED
id ID = IMPLIED
YoredefineAttrs; =

<1 ELEMENT %notation; ( %annotation;)? >
<! ATTLIST “%notation;

name % NCName; # REQUIRED
id ID #IMPLIED
public CDATA # REQUIRED
system % URIref; # IMPLIED

VinotationAttrs; =

<_! — Annotation is either application information or documentation --—>
<_! — By having these here they are available for datatypes as well

as all the structures elements -

<1 ELEMENT %annotation; (%appinfo; | “documentation;) * =
<1 ATTLIST % annotation: “annotationAttrs: =

<~ | -- User must define annotation elements in internal subset for this
to work ——>

<! ELEMENT %appinfo; ANY> <! — too restrictive — >

<! ATTLIST Y%appinfo;

source % URIref; # IMPLIED
id ID # IMPLIED

Y% appinfoAttrs; >
<! ELEMENT %documentation; ANY> < | — too restrictive — >
<1 ATTLIST “documentation;

source 0o URIref ; = IMPLIED
id ID = IMPLIED
xml:lang CDATA = IMPLIED

% documentationAttrs; >

<! NOTATION XMLSchemaStructures PUBLIC
'structures’ "http://127.0.0.1/2001/XMLSchema.xsd” >
<! NOTATION XML PUBLIC
'REC-xml-1998-0210" "http://127.0.0.1/TR/1998/REC-xml-19980210" =
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M F C
(FSE M)
XML HFEZZENXTE X

C.1 xmldisg-core-schema.xsd

<7 xml version="1.0" encoding="UTF-8"7 =
<! DOCTYPE schema PUBLIC "-//W3C//DTD XMLSchema 200102//EN" "http://127.0.0.
1/2001/XMLSchema.dtd" [
<! ATTLIST schema
xmlns:ds CDATA # FIXED "http.://127.0.0.1/2000/09/xmldsig# " >
<1 ENTITY dsig ‘http.://127.0.0.1/2000/09/xmldsig # =
<! ENTITY % p =
<! ENTITY % s ">
1>
<_! -- Schema for XML Signatures
http://127.0.0.1/2000/09/xmldsig #
$ Revision; 1.1 $ on $ Date. 2002/02/08 20.32.26 $ by $ Author. reagle$->
<_schema xmlns="http://127.0.0.1/2001/XMLSchema"
xmlns:ds="http://127.0.0.1/2000/09/xmldsig & "
targetNamespace= "http.//127.0.0.1/2000/09/xmldsig #" version="0.1"

elementFormDelault="qualified" >

<_! -- Basic Types Defined for Signatures --—=>

<_simpleType name="CryptoBinary" >
<_restriction base="base64Binary" >
< /restriction_=>

<_/simpleType >

<_| -- Start Signature -->

<Zelement name="Signature" type="ds:SignatureType" />
< complexType name="SignatureType" >

<_sequence >
<_element ref="ds.SignedInfo" />

<element ref="ds;SignatureValue"/ >
<Zelement ref="ds.KeyInfo" minOccurs="0"/">

<element ref="ds:Object" minOccurs="0" maxQOccurs="unbounded"/>
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< /sequence >
<Zattribute name="1d" type="ID" use="optional"/ >
<_/complexType=>

<“element name="SignatureValue" type="ds.SignatureValueType" />
<ZcomplexType name="SignatureValueType" >
<simpleContent >
<_extension base="base64Binary" >
<attribute name="Id" type="ID" use="optional" />
< /extension_>>
< /simpleContent >
<_/complexType>

<_! - Start SignedInfo —-=>

<_element name="SignedInfo" type="ds:SignedInfoType" />
<complexType name="SignedInfoType" >
<_sequence_=>
< element ref="ds.CanonicalizationMethod" />
<_element ref="ds.SignatureMethod" />
<element ref="ds:Reference" maxOccurs="unbounded"/ >
<_/sequence >
<Zattribute name="1d" type="1ID" use="optional" /=
<_/complexType=>

<“element name="CanonicalizationMethod" type="ds:CanonicalizationMethodType"/ >

<_complexT ype name="CanonicalizationMethodType" mixed="true" >

<_sequence_
<Zany namespace=" # #any" minOccurs="0" maxOccurs="unbounded" />
<1 - (0,unbounded) elements from (1,1) namespace -
< /sequence_>
<Zattribute name="Algorithm" type="anyURI" use="required"/ >
<_/complexType=>

<“element name="SignatureMethod" type="ds.SignatureMethodType" />
<_complexType name="38ignatureMethodType" mixed="true" >
<_sequence_>
<element name="HMACOutputlLength" minOccurs="0" type="ds: HMACOutputLe-
ngthType" /=
<Zany namespace="% & other" minOccurs="0" maxOccurs="unbounded" />

<! — (0.unbounded) elements from (1,1) external namespace --=>
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< /sequence >
<Zattribute name="Algorithm" type="anyURI" use="required" />
<_/complexType>

< | -- Start Reference --=

<Zelement name="Reference" type="ds:ReferenceType"/ >
<_complexType name="Reference Type" >
< sequence_>

< element ref="ds: Transforms" minOccurs="0"/—>

<element ref="ds:DigestMethod" />
<Zelement ref="ds:DigestValue" />
</ sequence >
<Zattribute name="1d" type="ID" use="optional" /=
<attribute name="URI" type="anyURI" use="optional" />
<Zattribute name="Type" type="anyURI" use="optional"/ >
<_/complexType=>

<_element name=""Transforms" type="ds: TransformsType"/ >
<complexType name="TransformsType" >
<_sequence_>

< element ref="ds.: Transform" maxQccurs="unbounded" />
< /sequence_>
<_/complexType=>

<Zelement name="Transform" type="ds: Transform Type"/>
<_complexType name="TransformType" mixed="true" >
<_choice minOccurs="0" maxOccurs="unbounded" >
<_any namespace="# # other" processContents="lax" />
<1 -- (1.,1) elements from (0,unbounded) namespaces --—>
< element name="XPath" type="string"/ >
<_/choice>
<Zattribute name="Algorithm" type="anyURI" use="required" />
<_/complexType>

<! -- End Reference --—=>

<_element name="DigestMethod" type="ds:DigestMethodType" />
<ZcomplexType name="DigestMethodType" mixed="true" =
<_sequence_>
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<Zany namespace="# # other" processContents="lax" minOccurs="0" maxQOccurs="un-
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bounded" />
<_/sequence >

<Zattribute name="Algorithm" type="anyURI" use="required" />
<_/complexType=>

<_element name="DigestValue" type="ds:DigestValueType" />
<_simpleType name="DigestValueType" >

<_restriction base="base64Binary" />
<_/simpleType=>

<! — End SignedInfo -->

<! - Start KeylInfo —->=>

<Zelement name="KeyInfo" type="ds.KeylnfoType" />
<“complexType name="KeylnfoType" mixed="true" >
<Zchoice maxQOccurs="unbounded" =
<_element ref="ds:KeyName" />
<element ref="ds:KeyValue"/=>
<_element ref="ds.RetrievalMethod"/ =
<element ref="ds:X509Data" />

<Zany processContents="lax" namespace="4# # other"/>

<! -- (1.1) elements from (0,unbounded) namespaces >
< /choice >
<attribute name="Id" type="ID" use="optional" />
<_/complexType=>

< element name="KeyName" type="string"/ =
y yp g

<_element name="MgmtData" type="string" />

<element name="KeyValue" type="ds:KeyValueType"/>

<complexType name="KeyValueType" mixed="true" >
<_choice>

<Zelement ref="ds.RSAKeyValue"/ >

<Zany namespace="% # other" processContents="lax"/ >
<_/choice>
<_/complexType>

<_element name="RetrievalMethod" type="ds:RetrievalMethodType" />
<“complexType name="Retrieval MethodType" >
<_sequence_=>
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< element ref="ds: Transforms" minOccurs="0"/"—>
< /sequence >
<Zattribute name="URI" type="anyURI"/ >
<Zattribute name="Type" type="anyURI" use="optional" />
< /complexType=>

< | -- Start X509Data ——=>

<Zelement name="X509Data" type="ds:X509DataType"/ >
< complexType name="X509DataType" >
<_sequence maxQOccurs= "unbounded" >
<_choice>
< element name="X5091ssuerSerial" type="ds:X509IssuerSerial Type"/ >
<element name="X509SKI" type= "base64Binary" />
<Zelement name="X509SubjectName" type="string"/ >
<Zelement name="X509Certificate" type="base64Binary"/ >
<Zelement name="X509CRL" type="base64Binary" />
<Zany namespace="4# # other" processContents="lax" />
< /choice>
< /sequence >
<_/complexType>

<ZcomplexType name="X509IssuerSerial Type" =
< sequence_>
<“element name="X509IssuerName" type="string" />
<Zelement name="X509SerialNumber" type="integer"/ >
</ sequence >
<_/complexType=>

<1 —- End X509Data --=

<! -- End KeylInfo -->

<1 -- Start Object (Manifest. SignatureProperty) -

<Zelement name="0bject" type="ds:ObjectType"/ >
< complexType name="0bjectType" mixed="true" >

<_sequence minOccurs="0" maxQOccurs="unbounded" >
|

<Zany namespace="# # any" processContents="lax" />
< /sequence >

<Zattribute name="1d" type="ID" use="optional"/ >
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<_attribute name="MimeType" type="string" use= "optional"/> <! — add a grep facet

<Zattribute name= "Encoding" type="anyURI" use="optional"/ >
<_/complexType=>

<_element name="Manifest" type="ds: ManifestType" />
<complexType name="Manifest Type" =

<__sequence_=>
< element ref="ds.Reference" maxOccurs="unbounded" /=
<_/sequence_>
<Zattribute name="1d" type="1ID" use="optional"/ >
<_/complexType>

<_element name="=SignatureProperties" type="ds;SignaturePropertiesType" />

<ZcomplexType name="SignatureProperties Type" >

<_sequence_>
<Zelement ref="ds:SignatureProperty" maxQOccurs="unbounded"/ >
< /sequence >
<Zattribute name="1d" type="ID" use="optional" />
< /complexType™>

<element name="SignatureProperty" type="ds:SignaturePropertyType"/ >
<_complexType name="SignaturePropertyType" mixed="true" >
<_choice maxQOccurs="unbounded" =
<Zany namespace="# # other" processContents="lax" />

<! - (1,1) elements from (1,unbounded) namespaces -

<_/choice>

<Zattribute name="Target" type="anyURI" use="required"/ >

<Zattribute name="1d" type="1ID" use="optional" />
<_/complexType=>

<! — End Object (Manifest, SignatureProperty) -

<1 - Start Algorithm Parameters --—>

<_simpleType name="HMACQOutputLengthType" >
<_restriction base="integer"/ >

<_/simpleType >

<1 - Start KeyValue Element-types —-—=>
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<“element name="RSAKeyValue" type="ds.RSAKeyValueType" />
<_complexType name="RSAKeyValueType" >
<_sequence_>
<Zelement name="Modulus" type="ds:CryptoBinary"/ >
<_element name="Exponent" type="ds:CryptoBinary" />
< /sequence >
< /complexType™>

<_! -- End KeyValue Element-types ——>

<_! -- End Signature --=>

< /schema ™

C.2 xmldsig11-schema.xsd

<_? xml version="1.0" encoding="ut{-8"7? >

<_schema xmlns="http.//127.0.0.1/2001/XMLSchema"
xmlns.ds="http.//127.0.0.1/2000/09/xmldsig # "
xmlns.dsigll="http.//127.0.0.1/2009/xmldsigll # "
targetNamespace="http.//127.0.0.1/2009/xmldsigl1 & "

version="0.1" elementFormDefault="qualified" =

<Zimport namespace= http://127.0.0.1/2000/09/xmldsig# /=

<! --Begin SM2KeyValue -
<Zelement name="SM2KeyValue" type="dsigll;SM2KeyValueType" />
<ZcomplexType name="SM2KeyValueType" >
<_sequence_>
<element name="NamedCurve" type="dsigll.NamedCurveType" /=
<_element name="PublicKey" type="dsigl1: ECPointType"/ >
< /sequence>
<Zattribute name="Id" type="ID" use="optional"/>
<_/complexType=>
<_! --End SM2KeyValue -

<element name="ECKeyValue" type="dsigll ;ECKeyValueType" /==
<_complexType name="ECKeyValueType" >

<_sequence_>
< choice™=
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<_element name="ECParameters" type="dsigll.ECParametersType"/ >
<Zelement name="NamedCurve" type="dsigl]l:NamedCurveType" /=

</ choice>>
<Zelement name="PublicKey" type="dsigl1: ECPointType"/ >
<_ /sequence >
<Zattribute name="Id" type="ID" use="optional" /=
<_/complexType=>

<ZcomplexType name="NamedCurveType" >
<Zattribute name="URI" type="anyURI" use="required" />
<_/complexType>

<_simpleType name="ECPointType" >
<_restriction base="ds;CryptoBinary"/ >
<_/simpleType>

<_complexType name="ECParametersType" >
<_sequence_>
<Zelement name="FieldID" type="dsigll :FieldIDType" />
<element name="Curve" type="dsigll:CurveType"/ >
<element name="Base" type="dsigll:ECPointType" />
<Zelement name="0rder" type="ds:CryptoBinary" />
<_element name="CoFactor" type="integer" minOccurs="0"/"=>
<_element name="ValidationData"
type="dsigll:ECValidationDataType" minQOccurs="0"/">
< /sequence >
<_/complexType=>

<“complexType name=""FieldIDType" =
< choice™>
<Zelement ref="dsigl]1:Prime" />
<Zany namespace="4# # other" processContents="lax" />
< /choice>
<_/complexType=>

<_complexType name="CurveType" >
<_sequence_>
<Zelement name="A" type="ds:CryptoBinary"/ >
<Zelement name="B" type="ds:CryptoBinary" />
< /sequence>
<_/complexType>
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<_complexType name="ECValidationDataType" >
<_sequence_>
<Zelement name="seed" type="ds:CryptoBinary" />
<_/sequence_>
<Zattribute name="hashAlgorithm" type="anyURI" use="required"/ >
<_/complexType>

<element name="Prime" type="dsigll :PrimeFieldParamsType" />
<complexType name="PrimeFieldParamsType" >
<_sequence >
<element name="P" type="ds:CryptoBinary" />
<_/sequence>
<_/complexType>

<_element name="DEREncodedKeyValue" type="dsigl]l:DEREncodedKeyValueType"/ >
<complexType name="DEREncodedKeyValueType" =
<simpleContent >
<_extension base="base64Binary" >
<Zattribute name="Id" type="ID" use="optional"/ >
<~ /extension_=>
< /simpleContent >
<_/complexType>

<“element name="KeylnfoReference" type="dsigl1:KeylnfoReferenceType" />
<ZcomplexType name="KeyInfoReferenceType" >

<attribute name="URI" type="anyURI" use="required"/ >

<Zattribute name="1d" type="1D" use="optional"/=>
<_/complexType>

<element name="X509Digest" type="dsigl];X509DigestType" /=
<_complexType name="X509DigestType" >
<simpleContent >
<_extension base="base64Binary" >
<Zattribute name="Algorithm" type="anyURI" use="required"/>
< /extension_>
<_/simpleContent >
<_/complexType>

<~ /schema >
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C.3 xmldsigl-schema,xsd

<_? xml version="1.0" encoding="ut{-8"7? >

<_schema xmlns="http://127.0.0.1/2001/XMLSchema"
targetNamespace="http.://127.0.0.1/2000/09/xmldsig # "

version="0.1" elementFormDefault="qualified" >

<_include
schemal.ocation="http.//127.0.0.1/TR/2008/REC-xmldsig-core-200806 10/ xmldsig-core-
schema.xsd"/ =

<_import namespace="http.//127.0.0.1/2009/xmldsigl]l £ "

schemal.ocation="http://127.0.0.1/TR/xmldsig-corel/xmldsigl 1-schema.xsd" />
<~ /schema>

48



D.1 #EiR

Mt F D
(3 PR
HiEtRAR

GB/T 25061—2020

AR s 45 1 XML %007 28 24 BV i F B9 B35 A IR AT - 76 8 24 o0 3 Pl FH RO b IR AT - X BLVE 89 51 A
A B T3 B s MR RS R AR S R 1 E L

D.2 EHEFHRIAF

Bk URIL A . URI AE A bn iR B 3 £ O 0ot & 1 J& 4 (DigestMethod, Transform, Signature-
Method 8 CanonicalizationMethod) ., i B3| 98 0] 40 & 22, 1. SignatureMethod [& & 7 2 /9 4~
Z 3. % 10 CanonicalizationMethod 5 i, ZER ZItE P Lot E NEMNIE X B 2L 45 5209 B
Z3, ZROUEA AR TR AP B E O 1 H A AAF7E T XML %44 24 45 [H) h el & Bk fr
E W24 72 B/

AS B SR 25 W B R B AT

— WM IRBER L

SHA1 B
http.//127.0.0.1/2000/09/xmldsig # shal

SM3 % i
http://127.0.0.1/2001/04/xmldsig-more # sm3

— 415

base64 Zhitl
http://127.0.0.1/2000/09/xmldsig # base64

—— 3

HMAC-SHA1 % 3
http.//127.0.0.1/2000/09/xmldsig # hmac-shal
HMAC-SM3 & ik
http://127.0.0.1/2001/04/xmldsig-more # hmac-sm3

— BT AT

RSAwithSHA1 &
http.//127.0.0.1/2000/09/xmldsig # rsa-shal
SM2withSM3 & i
http://127.0.0.1/2001/04/xmldsig-more # sm2-sm3

— B Rk

Z0 W B XML #f1k
http,//127.0.0.1/TR/2001/REC-xml-¢c14n-20010315
T BN XML M1k

49



GB/T 25061—2020
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http.//127.0.0.1/2001/06/ TR /xml-exc-cl4n # WithComments
BRSBTS
o I %4 AL
http.//127.0.0.1/2000/09/xmldsig # enveloped-signature
e XPath 27k
http.//127.0.0.1/TR/1999/REC-xpath-19991116
® DBase64 {aj B4
http://127.0.0.1/2000/09/xmldsig # base64
e XSLT 7F 4
http.//127.0.0.1/TR/1999/REC-xslt-19991116

]
—j

D.3 EBEZFHIEEHZX
D.3.1 SHAI1

PR AT -

http.//127.0.0.1/2000/09/xmldsig # shal

SHA-1 LA B ANSE. SHA-L —1FF T

< DigestMethod Algorithm="http://127.0.0.1/2000/09/xmldsig # shal" />

SHA-1 Z%Z {H & 160 [LFfH, DigestValue JUR W N F Wiz 2 L X A R B AE 20 A~ /LA A
N AL L - R S5 EAT base64 ik . il 41, 5 B 2% 2 Ab #S  DigestValue JGE #Y+ 75 b il (£ 4 -

A9993E36 4706816 A BA3E2571 7850C26C 9CD0ODS89D

SHA-1 {H ) base64 Ziht A .

<_DigestValue>qZk+NkcGgWq6 PiVxeFDCb]zQ2]0=</DigestValue>

iE: ] SHA-1 Fikm i 56 I B ZE £8 70 AL 2 KR 27 .

D.3.2 SM3

PR IR -

http://127.0.0.1/2001/04/xmldsig-more # sm3

SM3 554 B A 9B E . SM3 [y — Bl T4 F

<_DigestMethod Algorithm="http://127.0.0.1/2001/04/xmldsig-more# sm3"/ >

SM3 ZR 3 {H & 256 HoHFEt . DigestValue Ju 3 HY N A58 3X 4~ Fo o 52 5% 0 B 32 4~ /AL 4L, 2R )5 i
17 base6d 3. B 5A T B J e b B  DigestValue 762 -7 2E I

DEBEOFF9 2275B8A1 38604889 C18E5A4D 6FDB70ES 387ELS765 293DCBA3 9C0C5732

o0
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SM3 {H 1) base64 Zht A .
<_DigestValue=>3r6{+SJIuKE4YEiJwY5aTW/bcOU4{ldIKT3Lo5wMVzI=<_/DigestValue>

D.4 HEE7H

D.4.1 #Eid

HE XM EEGMA RS HEH#E B Keylnfo #f 5% . 31 H i1 CanonicalizationMethod
ki N . HEENMEEEMEZREEESE FEMAN.BEEBENNEERE T — 13t
(1) B 2% %5 4H .

D.4.2 HMAC-SHAT

bRIRAT
http.//127.0.0.1/2000/09/xmldsig # hmac-shal

HMAC F 26 08 K AR N 280G R X AN S8R T HLE IR 2 5080 i B A AL 8 2 i
T2 —1 HMAC SignatureMethod Ju & [ 7 1

<_SignatureMethod Algorithm="http.//127.0.0.1/2000/09/xmldsig # hmac-shal" >

< HMACOQutputlLength™>128</HMACOQutputlLength™>

< /SignatureMethod >

HIMAC 25 o (1 i th 20 S22 S 5 9 0 A 14 57 L T e s 40 (7 ) 04 7 54
base64 Zfid 3 & X NE. . HMAC-SHAL % 4 2= 72 8 i 1Y SignatureValue JG & 19+ 7~ 3 il
{H -

9294727A 3638BB1C 13F48EF8 158BFCID

HMAC 1) base64 Zihd{H H -
<_SignatureValue >kpRyejY4uxwTI9I74FY v8nQ==<_/SignatureValue>

D.4.3 HMAC-SM3

http.//127.0.0.1/2001/04 /xmldsig-more # hmac-sm3

HMAC FEG AW K EAE NS B RIS ECR T HE BB A 5 b 5 Br A A7 90 2 5
FiE— 1 HMAC SignatureMethod 7t Z [ {5 F

<_SignatureMethod Algorithm="http://127.0.0.1/2001/04/xmldsig-more # hmac-sm3" >

< HMACOutputlLength>256</HMACOutputlLength>

<_/SignatureMethod >

HMAC 535 09 S H B 28 02358 5 19 5 0% %8 L i a0, 07 DA s i 2% 33 8 2 g b AR (W) ) 2 07 =X H
base64 Zy 5 3k &y ) X A~ {H . ] W. HMAC-SM3 %% i Z= 7 8 3 1Y) SignatureValue J0 & 1 + 75 3 il

{E -
CD921C4F DO679ABA E982D3E1 63A9F31A E17474F1 CAC069E0 7052E262 EBE18BC4

HMAC 1) base64 Zihd{H H .
<_SignatureValue>zZIcT9BnmrrpgtPhY6nzGuFOdPHKwGngcFLi Y uvhi8Q =</ SignatureValue >

o

SAE X
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<_simpleType name="HMACOutputLengthType" >
<_restriction base="integer" />

< /simpleType=>

SRR E S

<! ELEMENT HMACOutputLength ( #PCDATA)>

D.5 ZERZH*%

D.5.1 #EiR

AR EFXHAMI RS 2% Keylnfo #f 72 1% %5 ] #1 CanonicalizationMethod % H} 19 /\ AV {3/ 20
M. ZAR LM MAC BikfEiEk MR AHEE AR ERE AT EMY,

D.5.2 PKCS1(RSA)

PR AT -

http://127.0.0.1/2000/09/xmldsig # rsa-shal

RSA B L8 1 & RFC 2437 th g L) RSASSA-PKCSI-v1_5 & 1 . RSA B %A B =%,
4~ RSA SignatureMethod JC & ] 1 &

<_SignatureMethod Algorithm="http.//127.0.0.1/2000/09/xmldsig # rsa-shal" />

RSA 2 211 SignatureValue N Z B RFC 2437 1+8 H 38 19 )\ A7 & 1Y baseb4 Zihd. U RFC
2437 t EMSA-PKCS1-V1_5-ENCODE & #HLRE 119 » %5 43 pR B S A (B0 200 60 456 — > i3 119 2% 22 oA K
B35 X R AR RS H R X T — 2 AN ASNLT it &% F OID 1R A 2 i . PKCS£ 1 vl.5
RRITIEWE

CRYPT (PAD (ASN.1 (OID. DIGEST (data))))

R TG ASNLT R B i ag e 2

01 | FF* | 00 | prefix | hash
Hodp [ AT “017 “FF7H “00” 2 M0 1Y 16 i {H /9 [ & 57 57 ; “hash” & 24 # 17
SHAT1 4b¥ J5 1 4« #E1E ; “prehx”% ASN.1 ) BER #& X 4w 12 1) SHA1 & #: 19 48 BH 45 gy 2% . PKCS1
AL E 1Y

hex 30 21 30 09 06 05 2B OE 03 02 1A 05 00 04 14

fuli FH 3 A4 il 288 A4 £ P s o 114 050 5 P eR IS I B . FF /A2 7 o 5 e R U BB IS (45
fins i) BEE EE RSA B REEU— 4 /L4

15 Hi 1Y) base64 Hi 5k s& SignatureValue JTE M) F 3CAZE S 098 . 5140 .

<_SignatureValue>

IWijxQjUrcXBYoCeidQxjWo9Kg8D3p9tIWoT4t0/gyTE96639In0FZFY2/rvP+ /bMJO1EArmKZs
ROVWi3rwoPxw=

<_ /SignatureValue>

D.5.3 SMZ2-SM3

PR AT -
http://127.0.0.1/2001/04/xmldsig-more # sm2-sm3

SM2-SM3 4B %A B X Z8 . — 1 SM2 SignatureMethod 75 Z 1] F & .

02
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<_SignatureMethod Algorithm="http.//127.0.0.1/2001/04/xmldsig-more # sm2-sm3" /=
5 SM2 252 RIR RO £ il i 0 2% Ik SM3 BE . SM3 RIA 2 GB/T 32905, SM2 2544
B GB/T 32918.2, SM2 &2 F 4 il X Cros) A X6 v 1 s AT B 26 5 3 il s i
%W GB/T 35276—2017 "y 7.3, 8717 R E4T base64 Zitty , B A3 2 AR B e 19 45 24 {H
il r s @9+ S HERE N
r. C1A0106D 3CE59786 641 A6E28 CF0B6657 B7110FAC 98509CBD 0B6C1589 453540B8
s: 95E82609 9119F2A9 EC246D35 B0835B5C 912F414F F5C71D9D CC09874D 7F1CEAFE
B %< J5 It 11T baseb64 ) &5 R A
<_SignatureValue>
MEYCIQDBoBBtPOWXhmQabijjPC2ZXtxEPrJhQnLLOLbBWJRTVAuAThA]XoJgmRG
[Kp7CRtNbCDW1yRLOFP9ccdnew]h01/HOT +
<_ /SignatureValue>

D.6 MELEX

D.6.1 #EiR

AR N BT AEAL  RE AL B 2R I BB S8 WA B A . R 98 1% bl 1
R A ZE Y iy AL () 41, RFC 7303 %€ X XML fYBEARZERD) G 45 55 o MLV AL 55 3% 78 iR 55 % i i
B Je A Ak B SORS A8 44 A5G IE Rij 5%

F B AL BE T E e oy UTE-8. F gy 83k 2 /b n] B UTF-8 A1 UTF-16 A i A2 55 .
Xof - HoAth i Bt A2 AT 2E 1Y

F AP AL SRR UTE-8 it f% $ i, UTE-8, 1 1fi Y B 35 78 F% 46 4 015 B 647 SCAS bR HEAL 19
PRAE. S SCHY LG A TR 3 8 e il X SE BE

D.6.2 #MSEHI XML

Z g R XML G AL B9 bR IR A -
http.//127.0.0.1/TR/2001/REC-xml-c14n-20010315
i T B XML AL AL i bRiR A -
http.://127.0.0.1/TR/2001/REC-xml-c14n-20010315 # WithComments
—~ XML Mia oo = iy 65 F .
< (CanonicalizationMethod Algorithm="http://127.0.0.1/TR/2001/REC-xml-c14n-20010315" />
AFE ) XML bR fERLE & XML-C14N, X PRILRE 948 /\ AL A7 4 i AF i A . 7T 4E Xpath &5
ARG AE R A X AR A BG4 3. BRE ) XML R %5 5 18 i 2 80016 ok 22 0 2 fx B

—

D.6.3 XML #1354 1.1

Z W& R XML MyEik 1.1 PR IR -

http://127.0.0.1/2006/12/xml-cl4nl11

7 R XML #yefe 1.1 gdn iR 4T -

http.//127.0.0.1/2006/12/xml-cl4nl1l# WithComments

XML #E 1.1 i FrMERE 2 XML-C14N11, 3% ME 3k GBS HE /\ AL A7 2H i /E 4 S A, L AT 4 Xpath
5k
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3
o
o
cy
R
el

B AAE O X AEE A R R R LA . XML BEAL 1.1 R 45 5 i3t 47 24

D.6.4 Jh/45 XML #3554k 1.0

Z B R 5 XML #afe 1.0 iy pn 345
http.//127.0.0.1/2001/06/ TR/xml-exc-cl4n#

R R XML JLyEfl 1.1 B4R R4 -
http.://127.0.0.1/2001/06/ TR/xml-exc-cl4n# WithComments
oy XML HE 1.0 a9 kr #EM JE & XML-EXC-C14N,

D.7 THwEE

D.7.1 H#EkR

AR A AR B9 S % Reference B3 LAY Y9722 #e 19 i HH 755K B9 5717 17

BRAR WL P 5 A7 75 R o 377 0L R P T 2 38 S A4S B vp 8 S | Bir A 722 0 o 000 R0 AR R SR R 355 —
B0 o f K BIREE M 4 R L TR e 9 B R A i ELAE AN BEUE AT 97 R I & 1Y L FH R 7 b o 0L i 422 3k R 0%
o S IX 20 AR B 1

D.7.2 #ME
Al g% CanonicalizationMethod {if A 194 fo] #iL v 4b & 32 568 v 1 A 22 46 8 fd H
D.7.3 Baseb4

PR AT -

http.//127.0.0.1/2000/09/xmldsig # base64

Base64 S 40 bR dE V5 & RFC 2045, Baseb4 1Y) Transform JUE A N A .. B P40 & A 17
RS o 0RO PR e o 22 25 44 A BRI — o0 3R WY 4 B N 2 AH OB 1Y A B L X R AR R 2 AR ALY

Base64 7224 iy B — > )\ AL AL 0 S A W 2R 5l A2 Xpath 35 5048 & (B0 T 66 (W] 9 S A
AR 2 5 5L — R AN AL PRI & 5 A A — A LA AL - i A B R A2 5 bS] T

1) X) XPath 2= W FH 1 235 20 self: s text ()

2) WU AR A A E.

AR —4~ XML ST K8 id Reference iy URI th f9£R 44 15 B 2R AR IR L 10 H & B9 N B AU AL 5 base64
B ) “F AT B IR 244722 e B 3 A AR IR iZ T R B Fou R DL AT AT IS AR B AL B 4R 4 1 JF
RN S 7S NG 1 T W AN VAR 2§

D.7.4 Xpath 18

bR IR -
http://127.0.0.1/TR/1999/REC-xpath-19991116
Xpath FiRPEO PR HEM VG /& XPath, ZHEIFMT Y Xpath LRI FEFHAE L, AN S &
— 2 PR Xpath 2223 FIL R .
Xpath BT 2R & Xpath WG ES., BFEEN & R LR AZH % URI 805 8 2 1
XPointer ff B {5 K1 Xpath 57 558G R AT B 5200 Z 8% Q021 32 FR il $ar A 2 /A7 41 3 IR
54



GB/T 25061—2020

24 00 AR L A8 N A 21 i 4 4 O 3E S A R LS AL ) XML i I /9 Xpath 5 gl 48 5. 0] 05
Ul B AR SRS B SO T T A A A3 R BB B — 4 AR

a)  FIRAk XPath KA BT 3C. BGBCE WG 2055 T A XML SCERIARTT SR 3 E R

B EFRANA 15

b) 18 Xpath k=L (//. | //@ % | //namespace:: * ),

ZARA R R AR R/ LAAH R SRS PR SO T A S A (R . 2R Hay b
J& Xpath &5 S A, X T Xpath Z2H0b H A Xpath Fik AT S E S PG48 EIHE —
Ko G5 R B AT /R1E o WERA R (E 2 5 R4 sl A0 3 78 S th &5 V3R G s n 2R A /R (E 2R TR

285 KU & UG BN

A AR FEH R EEA GRS R T A XML SR R 2 g A8 fk . i T
() o SE B b TR A oK S A S B A AT R A RV B B — IR 2 24T U A T B R SCH,
XPath FikLHIAER 71 58 40 PR 22 1k I AT 6B 23 52 W) 722 460 g H 2R B AY BT A 715

— P EZNFIEZE T T REEw 2B 4 ﬁqjﬂﬁ“%fgﬁl‘l‘%%?%ﬂﬂﬂﬂﬁ%ﬁﬁﬂﬁ
C A B HEBRTE A1 (H ik AL 55 — 4> Signature JLR W55 — 2243 F b HEER & XA AR S =4
BAN TR F B4 .

XPath Transform Mg AGS S EG B NS S @& — 1D FHHE RS UF s

a) —~ context node. P EZ T A% HES T — 45 5,

b) —“> context position.,fJ 54t~ 1.

c) —7" context size. fJUIGIL N 1.

d) —" library of functions. Eff45 XPath & LA REE S . BN E—1% N here B R EL .

e) —NEREIEMES. XBEEFEXENHETOGE AT B Hik, /2315 Xpath £ k5L

1 B e 5 P 3] 19 728 B 20 S S 1Y . i B 7E Xpath Rk p i S 85I S SEEH.

) Xpath FiEXEE B B — 2 F = B HES .

HF B3O R E AR FEX S Transform v H B9 Xpath 22k 20 LXSLT J o {i H o9 AR L&
ARAREL X5 & & 1) size F position Eg 1. 45 E Transform B 2l [A] 5415 5 (FE XSLT o, &
1 I 1 96 apply-templates iy <3 U [ 5 AR 95 5

D.7.5 HEXZLTH

PRS-

http://127.0.0.1/2000/09/xmldsig # enveloped-signature

BRELTHR TRERANXHENEZELA TR . ENEEXNHFE T A <<Reference>u RHEATRE
HHEESERM T, K T XML A2 R XML 4 il 1) 6 & #£17 Siganture IEFCAY BN FAFE . X
AR EFN TR AR e R A T i Xpath Z280THK 19 XPath 2 # kBt T 153 19

<“XPath xmlns.dsig="2&dsig;" >

count (ancestor-or-self: : dsig: Signature |
here() /ancestor: :dsig: Signature[ 1]) =
count(ancestor-or-self ; ; dsig: Signature) <_/XPath>
XA 78 8 %8 T4 AR S H Y BESKR AN XPath 27§ 1) AR L & AR 6] 9 . (H 2 HiE T E R AE XML X
ST EREP S
iE . AT Z 8 ] Xpath #3530 evaluator 3 8 373X A~ 28 i o {H 25X > 722 e 200 4% B8 T B i i I A Xpath 72 5 4
Xpath 2238 202801k 09 [a] B 89 07 12 2k 41 2 5 i .

39
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D.7.6 XSLT Tk

bR IR

http://127.0.0.1/TR/1999/REC-xs1t-19991116

XSL 72 # bR E LT /2 XSLT, A 4528 8] PR peE 2038 JLoo 2= 09 JVE , B0 FH 4 1l 45 e i 4 5K
o8, XLST AbPREL R e g J& 45 %] BT I th i N i b PR A b XSLT 75 B 52 Bl 4k s 244 23R B 1 A 7 i
A e ST Z 207, M T— 1420 URT @ #7820 L a bR 3 AR SR I 45 H A ik i L€
‘B nl il i AR Y stylesheet 70K P Y xsl:include B3 xsl:import &35,

X AR T B — A N\ A A . WERSEBR ) 4 A2 Xpath 85 38 G I8 4% 45 N R 7
H % I8 Reference b PR Y 5ifi vk 19 5 32 2 & 55 A0 B/ \ AV A3 41 37

XA e Y R DL . #E XSLT Alya b il T XSL B UK f el E <Transform> 0%
)AL BRI . ASBff s B XSLT 22 4 G 2235 i ] XML fay i U7 ok Ab 28 XML i HTML, i TA 6 /Y
XSLT SEELA —E BB~ A2 578 4 — By i P 51 o A B s 8 W7 XSLT 224 J5 i | —~ Transform 3k A}
ot . X SERAE TS B 7E SCRF XSLT 2846 %) I FH 2 7 vh B O 45 24 45 R 19 B 5 /R

1S4 R SE 2 HTML, A2 5 Se b PP SR 25 RAEZ 3 S0 .

26
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