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B

AFRHEIE IR GB/T 1.1--2009 &5 Hy % 50 ) 2 &5
APRME AL GB/T 20518—2006 ([ B E AR AHEMRE HFIEBHEL).5
GB/T 205182006 fHHL FEEH AL T -
——TEM o E B A F o B T X% SM2 F1 SM3 #8560 5 00 L H s R T MDS.SHA-1 & ik
SR
Hn T 5.3 UE A 3 ey R A g DL BB UE T As U YT RS AY N 7
BiT 1 5.2.4 Hf—2 OID B 1{H.
W EA SR RLEE Nl GERE B M) L A< SOMF Y 2 A BILAS) As R PR 0 5 B8 1 R Y i T
AR th 4 EE S 2 e tnifE L AR 2 51 22 (SAC/TC 260 IR 1T,
A ME R AT . AR IR B A PR 2 v] A F E KOE O B AR B A BR 2y vl | L i i B
WE A AE PO AT B2 /] v B g @A e oG A0 s AR T RR R A R E] L b B T A UE e A PR FD
T E B R4 TR AR LG S D £5 2 =l B A B2\ L 2% Bl A5 R A A\ L R 15
AR BH AT A A HE G E R e TR DL,
APRHE F R F N X FBE A Sl B e REER B e e RS A PRI
FUW FLILE R EE
A I AR A 1 39 7 I RRAS e A 1F LR
GB/T 20518—2006,

Il
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ERREHRAKR LHAZEMIEHE
B FAE P

e E

b ifERLE 12O UE A AE B 3 R A B AL Y 5 SR AN
Ay s T8O UE 1A UE R GERY I A BCFE AR I IE AL 1Y iz 5 DL SR TR U 1 4 H

e S B

A SO R AR SO R R AT A . LA HO RS SR SO 00 H) Y RR AR 58 A T AR S
FUFE AT B3 A 5 | T S L 4 WUAS (£0 438 Fir 45 48 e 3 38 F T AR S0 i

GB/T 16262.1—2006 {5 BHAR FRIELICHE —(ASN.D 1 80 FA ik

GB/T 16264.8 2005 fF5BEHEAR JFAEEEE A 55 8 &5 208 M E 1% ik 45 HE 22

GB/T 17969.1—2015 {5 8K HMRESL GH OST B0 /e 951 50 . —
GB/T 35275  SM2 %5 #5555 i %5 26 24 11 B0H i S

GB/T 35276 SM2 % % 5 2 flf F LG

PKCS =7 #81 Bif#: (Cryptographic message syntax)

3 RiEBMENX

3.1

3.2

3.3

TR 15 S T A S
I EMIZHE  public key infrastructure; PKI

SR G PR ) o) R O B R M ] N 5 B AN AT A AR IR 55

ZA$HiEF  public key certificate

P B 2 97 3% [m A5 B L 91 i & A0 0%k 45 B9 ik A5 A ub AL 4 A% FA 879 2 47 Jn 5 4l HOAS ml fh i

WFE I F T certificate revocation list; CRL
— A BRI PER CERRE T Bk & il B uE45 . Br 758 CRL b b L T —

Bk Y CRL 2SR H] T S5 R iR 91 1 CRLs,

3.4

EBFEFS certificate serial number
7E CA A0 A& B93E 5 36 B N R B A IE B4 FC i) — S 380l . BB A FiZ CA B i & 19 B — 5K IE

o0 J e HE— HY

3.5

IEBIANIEHLH  certification authority; CA
Z H P EAT o ) A BCIE B AR ALES . GE B UGENLF L R] L A H P ) 2
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3.6

iF B I ‘7 A& m  CRL distribution point

—~ CRL 89 H g1 o HoAl CRL 43 & I . 53 CRL 43 & 543 & B9 CRL #] DL & A a4 CA ir i
IR S A S o gy B AR B AR T L nT A dE A 21 CA B RUET T .
3.7

HFIEH digital certificate

B ZA 0] Y B ALECEE AT S A IR A S 07 U BUAELA (CAY T U F 2 24 10—~
{5 BT 30

4 ZREEIE

T 5 4w iE S T A SO

CA  EPBIAENLEF (Certification Authority)

CRL ik Tl 58 %1 % (Certilicate Revocation List)
DIT H 715 B W RS (Directory Information Tree)
OID X Zhr AT (Object TD)

PKI 5 3 1% ifi (Public kev infrastructure)

5 HZFIER L5 CRL

5.1 #Eik

Bk 5 B A LLF R .
{T- {0 BE % P45 F1 4 T A UEMLAL 2> 83 08 F P #4007 LLPR & i A GE WL B TAGIE 19 23

—— R TIAUESLAY L 3G H AR PLAS BE 98 3 MGE 5 R AR Eh i Y .

Uk A5 A2 A ] O 1 o By DA AT L3 i g i e H s o B A AT LR R E R R EA] .

NIE DL 3 A 5 B S S 2 sk A BT P E B (5 ST #8228 L K —An]
T AL 5 P BN AS B R e — PEAR IR AT . ME—PEAR UUAT P9 2 10 0 D) A 2 R OB 2 L B 4 DA e BIL
P28 . ME— MR IR AT O] LR IE A S bR R AT L TE S L H 30 ol e U6 PR A 3wl HE 0 P 44 B0 PR Y
P HARE . B, R — A P e A el BE 54 o AL E—PERRIRAT S UAL I Bk 1 2 th
Zoh CALHME—MEFRIRAT S UCA MIGERLAE A i Y, 00 H Pk HoA T 59 g =X

CA<-<<A>>=CA{V.SN.AI.CA.UCA.A.UA.Ap.TA}

X BV OMIEASRRAS s SN O IE R 55 AT O R 2 3F Uk B A B 2540 1145 UCA 2 CA /Y vl 28 iy i
— bR IR A UA B P A BTk A ME— MR IRAT Ap AP AR TA #RuEBRA S . HA
A H W 2R W 22 ] A% B R B EGE S B A R . GE A RO R — A B ] X TR] L 7R X A B ] X fA) HL
CA MR UELE 2k B AR ASE B Wl E 2 M A XA WE B8HE. hFEE TATEANT 24 h 1Y
JE 3 P9 AR AL L SR R B LIRS BRG] S BEME R (], S L S 2 n] AT e HTE CA A8 CAp I P
FH o 88 0k SiF 15 09 A #erk:

CRL & CA XFHiCEH iY k5 i 25 & 09 — A4~ 91 28 SOk 3% SO ol T e H 3R & 256 5 P ik 5 p9 84
. CRL 25 1F X.509V2 5 i 09 UE 45 460H 91 Feps =X

5.2 HFIEHMERX
5.2.1 £k

AR HER A GB/T 16262.1 2006 AY4F5E 4 iS5 B CDER) X T 41 3k 4 11 v 1Y) 45 10 {5 B iE 71 4 05
2
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AR RIEFEE45 1 . ASN.1 DER a6t 0T 584~ J0 F AFRIC L 1 1 AEL ) e 0% & 45

5.2.2 EXRIEHEHMBIREN

BUTFAE A3 0 FE A Bl 25 4 1 F

Certificate .= SEQUENCE ¢

TBSCertificate,
signatureAlgorithm  Algorithmldentifier,
signatureValue BIT STRING |

TBSCertificate ;.= SEQUENCE ¢

version 0 EXPLICIT Version DEFAUT +1,

thsCertificate

serial Number CertilicateSerial Number,
signature AlgorithmlIdentilier,
1ssuer Name.,

validity Validity.,

subject Name,

subjectPublicKeyInfo SubjectPublicKeyInfo.

issuerUniquelD [ 1] IMPLICIT Uniqueldentilier OPTIONAL.
— N B version P40 E v2 B v3

subjectUniquelD [ 2 ] IMPLICIT Uniqueldentifier OPTIONAL.
— W, version D ATE v2 B # v3

exXtensions 3] EXPLICIT Extensions OPTIONAL 1 7 I
YA, version PAAIT R v3
/
Version ::= INTEGER { v1(0). vZ(1). v3(2) |
CertificateSerialNumber .= INTEGER
Validity :: = SEQUENCE |
notBefore Time,
notAfter Time |
Time ..= CHOICE |
utcTime UTCTime.
generalTime GeneralizedTime |

Uniqueldentifier .= BIT STRING
SubjectPublicKevInfo ..= SEQUENCE
algorithm Algorithmldentifier.
subjectPublicKey  BIT STRING
Extensions .= SEQUENCE SIZE (1. MAX) OF Extension
Extension ::= SEQUENCE ¢

extnlD OBJECT IDENTIFIER.
critical BOOLEAN DEFAULT FALSE.

extnValue OCTET STRING |

R YR EE 25 #) 1 thsCertificate. signatureAlgorithm #l signatureValue — /~1af 4 pif . 14 46

BT SCANE .

thsCertificate 30 % | TR 2 PRAIZE K A PR L B MR8 LUk 45 09 4 %808 BLECH At 59 AH OG (5 B

3
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signatureAlgorithm 54 5% Uk 555 R ALY 45 Rzouk 35 Br i 8% & 05 50 2 i i g . — 35 4 iR
FERY ASN.1 Z5H4nF .

AlgorithmlIdentifier ..= SEQUENCE |

algorithm OBJECT IDENTIFIER.,
parameters ANY DEFINED BY algorithm OPTIONAL}

PR AR IR R AR I — A 85T 55 Hob i OBJECT IDENTIFIER #0410 7 BAORAYST . Hof
RSB ETE S T el . A 3R IN A W 5 thsCertificate 9 Y signature 538
2 2 kAR R . ISR EIE N SM2. BB %L

signatureValue {43 % 1 X thsCertificate B{iF 7455 2 145 5% . % H ASN.1 DER %31 ths-
Certificate YE A RUF 45 23 BUH A L 117 %5 25 Y45 R M 75 B ASNLT S Wi BIT STRING 28 AL (R A7 78 1k 15
VA . IR S S SM2, SM2 ISR A A B R U GB/T 35276,

5.2.3 TBSCertificate £ #E 4514
5.2.3.1 hRZ Version

AT A T G i IE BB A S
5.2.3.2 5|5 Serial number

P55 CA B Be 45 B E B 00— FE 38 A CA S 00 4 5l 3E 45 19 77 91 5 1 & M 19 (X
FE LW 2 R B 2 TR S 5 RT DL ME — Hb A o — 5K E ) L CA MR UE RS S AR R, P S
af DL SO AR5 P N BRSPS IR 20 4~ 8 LhREE I SIS, CA R T 20 4~ 8
R A

5.2.3.3 FEHHEIX Signature

ASTAL B CA % AZAIE A5 B {d T A% 8 05 55035 0 A AT XA R AR IR i S IE B 7 signatureAlgo-
rithm 30T IEARRATMHE] . A] 0k Z 8000 N 3 58 2 WOl it bR R 19 5 R332 W LS4 HE P e SO % 44
R

5.2.3.4 MAE Issuer

ARIAAR R TR AR 2 44 MUk A5 ke i sE R, B AL — AN AR A5 Y B 51 44 F8 (DN-distinguished
name) . &L E X Name B8, T ASN.1 W25 0F .

Name ;.= CHOICE { RDNSequence |
RDNSequence : ;= SEQUENCE OF RelativeDistinguishedName
RelativeDistinguishedName ;.= SET OF AttributeTypeAndValue
AttributeTypeAndValue :: = SEQUENCE |

type AttributeType.

value  AttributeValue |
AttributeType ::= OBJECT IDENTIFIER
AttributeValue . ;= ANY DEFINED BY AttributeType
DirectoryString :: = CHOICE |

teletexString TeletexString (SIZE (1..MAX)).
printableString PrintableString (SIZE (1..MAX)).
universalString UniversalString (SIZE (1,.MAX)).
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utf8String UTF&String (SIZE (1. MAX) ),
bmpString BMPString (SIZE (1..MAX)) |
Name fii if T — 2 @AW Z RS AR, EZE 4 HNRE, W EHZE=CN”, Hrf At
tributeValue #3128 8 2Z ) Attribute Type 52 1Y 38 % E J&=— 1~ DirectoryString 2%
DirectoryString ZE#I ¢ % % N PrintableString. TeletexString., BMPString. UTF8&8String il Uni-
versalString 23#Y 22— UTF8String 2 %42 £ % 09 4 15

5.2.3.5 B Validity
5.2.3.5.1 #LiE

TE A5 A RO & — A~ ) Bz A2 X B R B P L CA AR B8 4R 40 o Tk 5B 095 B . 1% 5 g o
A~ B AT AN E E Y SEQUENCE 28 88 B i 1k 45 A7 2008 i) 38 85 15 8] (notBefore) FlE 45 47 00 9
2B [E] (notAfter) . NotBefore Fl notAfter & P10 [0l &R o] LIAE B UTCTime 25 8 5k & General-
ized Time JEAY 57 4 b

5.2.3.5.2 #mEGEXBIEXK

BEAEAPRMER CA TE 2049 4F Z /7 CALH5 2049 H) B iZ AT 0] 45 8% 28 UTCTime 2588 7E 2050 22
I &t o Generalized Time 2518 |

5.2.3.5.3 -5 EtE UTCTime

AT S A [ By R 35 7 A — D BRifE ASNLT 2R, 7R X B AT A M B R] R A A, UTCTime i i
A~ I Ao BB 28 AF L B RS B 32— A Bl el — 08P . UTCTime & ZCH T Zulu. S0 AR ELIE 45 BT [H])D
alg 15 [A] 2= .

FEABRIE T . UTCTime {5 R RSB ELIAR B3 fE B 8] ( Zulw) R . 38 HoRE AL & #0, B #0 f9 $0l A &
CRPIF a4 = 8 YYMMDDHHMMSSZ) . 4 AR B YY) I i F fig B

MYY KTHET S0 AEWMREN 19YY: 2 YY A3 50 WM RN 20YY.

5.2.3.5.4 HEFMKMEXE GeneralizedTime

AT g — bR ASNLL 288, R B (A) 04 AT ZE K 56 L . Generalized Time 52 BERE {2 & — 4~ A% b I
W L A I 6 2 9 0 2

AFRIE T Generalized Time {E R RS MB35 A o 1) 18] 2 5 o FL A0 35 F5 L BD (RBP4 0 0 & CRD
a2 YYYYMMDDHHMMSSZ) . Generalized Time {28 A~ GE €1 & /NECFP ({ractional seconds)

5.2.3.6 FK Subject

FERT A T AR B A a2 S AR R B SR . 2 R BR T LA B AE AR IR = S AR AT
Bl 2 R I o (subject AltName) . AR FE KR —~ CALVIB 4 R 0 J2 — N HE 2% 1 5 % & 3 W
[ PN 75 AH DL IE B9 Bl 1] 45 B (distinguished name), W05 3 A0 o 24 15 B B8 30 7E 3 4R 0] 58 3 4 25 Fr 4
Femii v (5] an % $ 25—~ Email #iht ok & URL 4558) P2 FIRZFRAN & — 25 78] H TR 0] 3£ 5
{ﬂ‘&ﬁ?ﬁﬁ"@ﬁﬁ?%ﬂmﬂ&ﬁ%ﬁﬁm

M 3 A AR 23 B L 1 XL500 WY ER B 44 FR (DND L — > CA DA UE I B4 32 448 55 44 1Y) B
ol 24 BRI A HE — 1Y —*’“i‘* CA 0] PA Ry 6] — A~ 5 A sS4 1L AH [w) i) 051 24 FR 28k 241k

FEA Y R E X GB/T 16264,8—2005 (194 FA R,
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5.2.3.7 FEHE25H{EE  Subject Public Key Info

AT R b A 20 BH FAH R 2 BH B L A BH SR A ik bR LA AlgorithmIdentifier %5 F9 2K
ﬁf‘lx

MO O SM2 I . AlgorithmIdentifier 2549 % W GB/T 35275 4y BH 5 72 0 RSA . Al-
gorithmldentifier 54 7E X L PKCS =7,

5.2.3.8 MEEBME—HRIRFF issuerUniquelD

AT T B A Ak P A i A s 4 B o R L AN bR R A AN ] B SRR PR AN B A
ternet P BY Uk 45 AN 2 ME— PR PUAF . ARG AS B 0 59 Uk 5 25 & BIL A W A A IS0 A A0 A HE — EI'LHﬂ Fi’]
UE A5 (B2 78 N A i e vh N7 B8 98 i A 122 10T R 17 X B

5.2.3.9 FEMHE—FRIEF subjectUniquelD

A T B ke Ab 3 (A 24 R 7R e R A b o R U AN TR (Y SE R 4 BR R B ] L R B R HY
Jﬂﬁlﬁ T A b i ) T 5 25 A HIL S I AN A B AT 2 AR ME — bR IR A IE S L (B R AE N AR P i 8 A B
— PRI AT TR

5.2.3.10 # BT extensions

ZIE— s 2 IE Y JE R F 3 (SEQUENCE)  HU N 78 AU 25 1 78 5.2.4 vhoe 3,
5.2.4 EBY RERHEBIELH
5.2.4.1 iEBI R

ASAR I i SR AR 47 T A AL T 40— S B 0 A [5) F P mle 2 B A DG Y ik L IR S 45 4 1 BE
JTiE . BUFUE T Opn EYT R IR T 9T BRI, RS UEA v 0y R n] LU e SO G B e TR O fi
. 1P RERER = T2 RIER P RCEEMY BOi{H, $ R XCHE (extension
criticality) 5 Ur— A~ TE A5 09 5 FH & Je 5 o] DA 2GR — 37 2R R . ik 45 (9 o 5= &¢ 00 2R AS RE D451 OC 68 11y
47 RE B L N 5 28 4% A7 3% A5 AR A TR TR I JE SR Ay 7 R L I nf L) 208 iz R I AR B .

ARG E SR AE AP I AR I T B AR FE S b T R e A SRR TR T RE
o] B T EOE — 2 i R el e

A R — A4 2 AR RAT OID fil—A ASNLT 4549 . Mk h i 8l — 9" ik OID 15 K
extnID J00 {14 B . H AR A9 ASNLT SRt 25 #4302 8bit FATH extnValue M. — N4 AIE 35 455 1Y
POEA R MU, B, ik ST LA S ARV E A IR R, Y R EE
AR B E I R v izt e my Stk s (H oy FALSE BPAECHEm . B9 By ik Cdg i 17 JCHt
RIS EEE

G AR MERY CA WSS PRIR AT JEAR R E % s R e F R s Sy B . 2 CA 2 &2 0k
By EARI S FE ALz CA BEN S ER e bRy e, HAb AP 2 nlitny, CA ik n] L) s
FEARRIE E L2 A b a9 RS . k5 p0 2 % & i L AN SRR Se T R gl E SR G HE Y L ) R BE 25 45 |
FRAT Ve A HE RS

BTG A B o 1 R R i 2R D e e U0 T BT R L B T R A R L T e 44 PR L SR AR BRI L 44 B
BRG] L S s PR ) R4 I i BT . 5o b L A bR M A DA BB S 3 UNIEHLE Cauthority) F1 3 4R 25 40 A5 1AL AT
(subject key identifier) ) Az 5% B& W5 5 B2 |
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5.2.4.2 IRETE

5.2.4.2.1 £xik

5.24.2 EXN B FIE P EIERY B.S1Y Y GB/T 16264.8—2005 1 FE LAY —~ OID #
¥ X OID #F - id-ce BRE G HE LT .
id-ce  OBJECT IDENTIFIER ..= { joint-iso-ccitt(2) ds(5) 29 }

5.2.4.2,2 MiAZVHZFHAIRIRF authorityKeyldentifier

Wi LA B AR AT R R T oy 20 LR Sk B A RHM B W A, Mk E R T A
AP r e th TR AN B A 2405 4 % 10l HZY R . R 50 el 3k T R T AUk R A AR
PABR R AT 2L T 40k 21 1) 24 B

W CA P4 B f 0k B W A2 35 authorityKeyldentifier §7 R 1Y keyldentifier Z0, DL T E 1 & <7 .
CA PAI* A %" (sell-signed ) Uk 59 2 2 BB, af DL B AEPL & sH AR IR A . RS, 35 Ak
PLFS & s b AT 2 58 = M R Ay

AT EE A FIAEDE 47 B aRn] FI/E CRL 97 e, A IiER PR S IETE IE - o) CRL L& 7 12
1. EREFER W — CA {IFH YA [ %80 (i an  FE % 8] B 2 2B ) . AT E Lk

id-ce-authoritvKevldentifier OBJECTIDENTIFIER .= {id-ce 35)

AuthorityKeyldentifier ;.= SEQUENCE |

keyIldentifier (0] Kevldentifier OPTIONAL.,
authorityCertlssuer [ 1] GeneralNames OPTIONAL.,

authorityCertSerialNumber | 2 | CertificateSerial Number OPTIONAL )

(WITH COMPONENTS e vauthorityCertlssuer  PRESENT.
authorityCertSerialNumber PRESENT} |

WITH COMPONENTS  {+,authorityCertlssuer ABSENT .
authorityCertSerialNumber ABSENT })

Keyldentifier : : = OCTET STRING.,

Keyldentifier 5 A {H W M FUEsEuE B A 2401 S H sk = E—{H ) ikl . A TF%HY
w5 PR IRAT Keyldentifier 028 T & 99 A 1] B9 585 2 R

a) keyldentifier i BIT STRING subjectPublicKey {5/ 160-bit SHA1 4232 {5 20 o ( = fgitn 2 | [

BE A 1) 5
by keyldentifier i 0100 i I FFERAY BIT STRING subjectPublicKey {H 8 SHA -1 4% % {H ™ i {I&
Vi #9 60bit 41 M.

125 B ] LA 3 keyIdentifier 57 B by 25 S0 bR 4 2R i il L w] DLIE o e 25 g Ok B i gn il Can L
authorityCertlssur 52 B F0 #YF 3 0 & & L) S authorityCertSerialNumber 52 Bt & @ 3F - 5 91 5 2k 45
P B BT DL 2 AR R A MU R A Ak bR iR AR R . R PR AR R IE IR 4 e T e CRL
P 001 A2 IO P R e AT I — EORY X Tl R AL O L 5 I R AR 5 2 CRL Ay B A S AR IR i & L B4
WA FR IR AT N 2GR ME — 1Y, ANER SRR YT R A S GE S Ab B authorityCertlssuer FE P 1Y T 47 24
IExL.

TEF A UE LM 45 % o B 3™ e 45 75 810 5 L SRR i 2 38 FE 45 77 51 4 AR 45 5 B ME — M bR T —
i iE 45

bR B R AR 22 Ah A U R AL AT RE i B AL keyldentifier HT . W1 AR A5 59 40 A 2 (IR
4 SubjectKeyldetifier §7 &, WA 2 keyldentifier 00 L 55000 % 22 194E 519 SubjectKeyldetifier §7

7
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B (8 — 2L B UE B a2 F Uk B %A SubjectKeyldetilier §17 &, 0 w1 DL Al B S A4 28 79 9 Fp 7 i
Z— eyt
zER Y kevIdentifier,authorityCertSerialNumber HEL A D38 (H AP B LW L AE 8 R1Y .

5.2.4.2.3 FHEZEHEIRIZFA subjectKeyldentifier

EWREHPRRAT Y R M — R E A A AR E A PRI A k. e R ARIR T OAIERY 2
JFE . BB EE X 4 [R] — 32 U T A% A (8] s B0 o L S5 S T 0 & AR D L e E LI

id-ce-subjectKevldentifier OBJECT IDENTIFIER .= {id-ce 14}

SubjectKeyldentiflier: ;: = Keyldentilier

AT AR BT E RSN FEAR PSS B DS AR MR, T e m
AR AR Y .

AP AT iy CA UE-B R 3G AP JE ;i H CA 2 Z Uk 50 48 CA Gk rp A3 JIE A9 {8 Wt 25 2 v 56 4k
45 AuthorityKeyldentifier §" & tp 1§ Keyldentifier I, CA §E5 19 3 {4 %5 b5 045 1M 2 B Bl A Rl e —
(A ik rh il 2o SR UE 45 09 A% SR AT R M B S il . A R 9 T s B2 v A
PR IRAT

5.2.4.2.4 E$AMiE keyUsage

A R4S 8 COIATE B 2 T %5 50 H a0 Fp & L 0 L .
id-ce-keyUsage OBJECT IDENTIFIER ::= {id-ce 15}
KevUsage:: =DBIT STRING!

digitalSignature (0.
nonRepudiation (1),
keyEncipherment (2).
dataEncipherment (3),
keyAgreement (4).
keyCertSign (5).
cRLSign (6) .,
encipherOnly (7).
decipherOnly (8) |

KeyUsage Mg LW F .

a) digitalSignature: $&3E b) D 5% @) B fr 209 H & 2 2F 80555 44

b) nonRepudiation ; 5 jik FH ¢ 42 St B HC G Mz 55 09 80 %5 24 5Bl R 55 B 1k 20 48 52 VRS S0 il 41 4 4t
BT CR G D @) FAYIE sk CRL 25 44) ;

c)  keyEncipherment . 1% % 9 ol oA %2 4= {5 8. 00 0 T 1% 40 4% 4

d) dataEncipherment: 1% H P &8 A5 TR o o ay %85 81 sl oAb 22 215 B,

e) keyAgreement: HAEZ FF 48 81 [ s 5 41

[)  keyCertSign: 4 iEuEF 19 CA &4 ;

g) CRLSign;3&E CRL ) CA % 4 ;

h)  encipherOnly: M4V 5 2 1% & 1Y keyvAgreement 1 — i F 6. 2 T & $H P @ HUH T
W O 5 © i HA A T i A — 2 T8y 3 SR GE 305

1) DecipherOnly: A4 5 21 B A kevAgreement {v — & {8 8 .2 755 87 B g 45 51 L T i
R R A5 B i VA H A B TR A — e fof HI A9 357 SR E 30

keyCertSign HH+ CAEH . WH KeyUsage #f B 4 keyCertSign FIFEAFR §il§~ A LE T+ H—ilk

3
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Tz B4 ey R CA WA AIER 84 A TRUE, CA W] ffi H keyUsag ™1 SCAY HAth 5% 50 H i%
{5F (5] G, B A0 S 1) RN 7 26 A PR < 55 52 B Y digitalSignature.

it keyAgreement . M AN E 2 encipherOnly {5 8 & %, # 1 £ encipherOnly vV . H key-

Agreement i {6F A, 3 0 5E B5F AR 0T 2R s A L ) PR T s P
ikt 7L keyvAgreement 7. M A % 2 decipherOnly i Y & 3 . %5 0 & decipherOnly fi . H key-
Agreement 1 L8 52 B L A8 0] 5T T 18 5 4040 HEHM?%”’EHUHR

Frdpy CA UEB W ALFEAY R o H WAL &% keyvertSign X — ik, Iy FEa] LLE 08 I 8 py i JE
FEEY  HUE P R H KSR

MR MY FEdnil R sy AP 2 % uk 15 1 O A6 % g i & o 1R S .

R bR iC b AR SCHE R . AR A 8 48 W I B A T IY Ay el 22 b L OF rT T A R HoAY 20
AR B SR IR S R . B IR R SRR S AR TR EM HIE. A0
frfr 45 WL 25 A A 2 TR R X — a3 . WS R A 2 2 0™ g 35 Wt %5 5 70 B0 A 1 B 90 1 33 =2 28 Ay 5
FhHIE .

A8 Lf AR HZ T BE IO IE 5 28 Ry i1y KO, S E 1 o) o) Jh) cD AR I — AR R aR iz E S
FINEIES; M E T a) b PR — B TR IZIE B S AR

5.2.4.2.5 ¥ REZEHFRE extKeyUsage

T4 W] 36 Tk 9 2o 1 55 B ] U —F s el 2 i A0 al AR O AT % 80 & 97 e 1 vp 45 1]
A i A4S i 9 b e el A0 e SCAnF

id-ce-extKeyUsage OBRJECT IDENTIFIER .. {id-ce 37}

ExtKeyUsageSyntax :: =SEQUENCE SIZE (1..MAX) OF KeyPurposeld

KeyPurposeld: : = OBJECT IDENTIFIER

A A g n] II o A SR R AT A i [ S T R 7 I (B < SR U e A R VA £
GB/T 17969.1— 201541 ic

P Uk 1 2 e 0 E T R R O Bl Y Bl R G HEAY

ISR MY bR IC o Y IR A e T R T e A R i 2 —

AR AR L A AR S HEAY A 4 L& 45 B e B A T 00 B B S R L O T T AR 2 S Sk
5 B SEAR AU IR0 B UE S . AR R T AN s TAUE LR R I i R PR T R AR s i A
SR A#E A7 1 FH A e 1 475 88 0T LD SR 48 B A 58 19 FH 2 o LA(EEE 5 5 1 o7 R 42 27

OH S E 5 00 3 JC B 1Y % o) H s TR O B iy 4 R S g L IR 4 P S T S Ak R SR HOIE R R
M TE5MWAT0 2 HaE, WREAE S0 84 kB AREH TR & .

A fE G ST P i

id-kp OBJECT IDENTIFIER ::= { id-pkix 3 }

id-kp-serverAuth OBJECT IDENTIFIER .= { 1d-kp 1 |

TLS Web server % 5]

—Key usage 1] LL1Z ¥~ digitalSignature, keyEncipherment 5§ keyAgreement

id-kp-clientAuth OBJECT IDENTIFIER ::= { id-kp 2 |

—TLS Web server % 5|

—Key usage A] L1 B 7 digitalSignature I/ 5% keyAgreement

id-kp-codeSigning OBJECT IDENTIFIER .= { id-kp 3 |

— 0] R AT TR Y % 24

Key usage af UL ¥l digitalSignature
id-kp-emailProtection OBJECT IDENTIFIER .= { 1d-kp 4 }



GB/T 20518—2018

E-mail {447

—Key usage 1] DL iz B A digitalSignature. nonRepudiation #1/8% (keyEncipherment o keyAgree-
ment)

—id-kp-timeStamping OBJECT IDENTIFIER .= { id-kp 8 }

— 5 X G (1 Hash 5 [a] — i [a] 5 42 {3t A4 06 () 9 52

—Key usage 0] L% ¥ A digitalSignature, nonRepudiation
id-kp-OCSPSigning OBJECT IDENTIFIER ::= { id-kp 9 }

—OCSP I %% 4

—-Key usage o] LLi% B A digitalSignature.nonRepudiation

5.2.4.26 FhBZEHEAE privateKeyUsagePeriod

AIIE W 5 C 56k A 23 JT 45 B AH 0 B i AL S B Ry IR . B REER TRFEAFH . e
E
id-ce-privateKeyUsagePeriod OBJECT IDENTIFIER: = {id-ce 16}
PrivateKeyUsagePeriod: : = SEQUENCE
notBefore 0] GeneralizedTime OPTIONAL.
notAfter 1] (reneralized Time OPTIONAL |
notBelore 5 B8 BIRAAT W 8 nl G H T 28 24 09 fe L H WA ES 6], Q22 9% 47 notBelere 5B I 4 A
AL SCRAAT S B A R AT B T BR A0 1S B . NotAfter FEEFS ARG 87 vl VL T2 24 iy 53R 1
SAETE] . AR notAfter FE IR 4 AN SR HEA SR & B ZOmE I i S A fE B
XA SR S AR SCEERY .
1. BLA 1A A I LA A RO AR T O IR i A T A AR R ECE S A N L
5 T ARNAT 8 B8 B — M b 36 2 T 35 80 1Y B[]
i 2. WU A 0y Ie Uk A A SR A P B g Gk i 2 g B T AR R L . ol e T RE IR A TR R R R R 2
WM S B ZOE T NEAE . T AR 15 s 22 h L 38 4 SR AR BEHORT CRIL I 38 30 A9 B

5.2.4.2.7 IEBEEE certificatePolicies

ASIA T A B CA B DA T UE A5 S W L 3 28 55 W il T UE A5 DA G T A LI A5 g i AT I
[ BRAE AT 15 5

WE R AL T — RV RIE LR H B FB A 1 OID M—4-al ey BRE & 1. XA
] 36 1 BR 7 S5 1 AN S U TR S

TEH AR, X e I (5 2 2% H AR 1 RS A B 408 9 SR LA BAE 09  H H 195 78 CA JIE
L R RS A% H AR T AL T X A Uk A B Dk AT SR S R G . LA el R W 2R B AR e A A
TR Z AR B B 3 2R IR UE B P R R O1D 59 Rk fr b i, Rz R o # Ay . 0 p% 4
A RPE BT N GE W R B R (LR B R PR PR 1), 75 0 0 4B 48 i S

J3 7 B2 R EARAEE AR ME AR BOR IS (5 B 4% 0 R & —A OID. it —A> OID A4 . it 35Ul i A
B LY PRI .

id-ce-certificatePolicies OBJECT IDENTIFIER ..= | id-ce 32 }

certificatePolicies: : =SEQUENCE SIZE (1..MAX) OF PolicyInformation
PolicyInformation: ;: =SEQUENCE/

policyldentilier CertPolicyld.,
10
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policyQualifiers SEQUENCE SIZE (1..MAX) OF
PolicyQualifierInfo OPTIONAL}

CertPolicyld. ; = OBJECT IDENTIFIER

PoliecyQualifierlnto; : =SEQUENCE/
policyQualifierld  PolievQualifierld.

qualifier ANY DEFINED BY polieyQualifierld |
—policyQualilierlds [or Internet policy qualiliers
1d-qt OBJECT IDENTIFIER .= | id-pkix 2 |
1d-qt-cps OBJECT IDENTIFIER ;.= { idqt 1}
1d-qt-unotice OBJECT IDENTIFIER ::= { idqt 2 }

PolicyQualifierld :: =OBJECT IDENTIFIER (id-qt-cps|id-qt-unotice)

Qualifier ;; =CHOICE /{

cPSuri CPSuri,

userNotice UserNotice |

CPSuri : .= TAbLString

UserNotice ; ; =SEQUENCE 1

noticeRel NoticeRelerence OPTIONAL.

explicit Text DisplayvText OPTIONAL

NoticeReference : . = SEQUENCE |

organization DisplayText.

noticeNumbers SEQUENCE OF INTEGER

DisplayText ::= CHOICE {

visibleString VisibleString (SIZE (1--200)).

bmpString BMPString (SIZE (1--200)),

uti8String UTESString  (SIZE (1--200))

ASIRUSE SCT P RD AL W PR E o s LUHETE A e i A FE A A AT . PRE TR ZE Y CPS Pointer
F1 User Notice FRE i,

CPS Pointer FREIEM & — 1 CA &A1 CPS(Certiflication Practice Statement) .5 7~ 5 19 1 =L
1 URI,

User notice A3 P Fp a] ¥ 5 . noticeRef 5B Fl explicitText 7Bt . NoticeRef 5Bz 4 — A&
38 e BSOS A AR B A — A~ T2 I SCA A B . ExplicitText B FEUE 5N BB A6 CA B L%
FEIRE—TERZEA 200 FHH . @R noticeRel Al explicitText 1 1 &B 7F [A] — 4~ FR 5 i o . H 2R
i A A] PLFE Y noticeRel 356 351 48 AH i 51 SCAS L DU R TS 7 iz SCAS 5 I 7 Jg 7 explicitText

5.2.4.2.8 HRHEEERE] policyMappings

AP RET CAIEF. Bl 44 OID X, 4 42 55— issuerDomainPolicy 1 — >
subjectDomainPolicy, XA IE L FR . &1 CA A FIL issuerDomainPolicy 5 F K CA Y sub-
jectDomainPolicy 255200y, At CA B9 HI Pl LLA E 0w I — 4~ issuerDomainPolicy, %8 Hg bt
S R AT CA TP CHRLE[R] CA A7 ¢ A9 56 0% AT LA 5 b 432 0 280 A 5 s 2 S5 280 . I e SLnF

td-ce-policyMappings OBJECT IDENTIFIER .= { idce 33 |

11
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PolicyMappingsSyntax: : =SEQUENCE SIZE(1.. MAX) OF SEQUENCE"

issuerDomainPolicy CertPolicyld.

subjectDomainPolicy CertPolicyld}

R AN 2= g B B0k A R R AY(E anyPolicy,

ZY RO CA F /s 32 FF, b5 & # 0T LIV 2y TE 2L O S i ul Ak S B Ay . A b ofie 41 72

Ay BB A I — A~k 3 P AN B8 TE o R R A CA TR R

i 1 BB — A SRR EE T R N E R E S N EGE s KRBT -z h L E S
YOS . 5 P B AT A D] 4 B U e SO PR LB = 18] BT AT A Bl < IR DG 1 T s A T B BT
b2 LI 22 A SV IA T B AR RE i

iE 2. ECHEWR R R A GRS FE R B E I B E R Y R S A MEB T AR L — W T
i 2 ) F P bl o P O o e S R T A A R A o AR HE L e LRl S 2 E L g O S P B R - Ly
e UE T b 5 BT B R Y

iE 3. TUT R e S B b HRE T B A AR R ) A R AT

5.2.4.29 EEHHEZF subjectAltName

AL — A~ s 2 A n] e g (nl il i 2 M A FRIE AR AT — D) IES IRl . CA IR S
INIERY A H I EE R,

A AT e B e 4 R S VTR BRI S O3 A0 BIE 45 00 FE AR L BT 0G0k T 4D PR ) T R A b
HE \DNS 25K V1P HhE Mg — 55 AR R AF (URD . b A7 — S0 A Hb g LAYk T, o] DL 4% 2 23 FR P 32X
MAaED 2 FRIE N 2406 . SR 0 B 0 8 B n 3] — ANk 5 v i, i (3 F 3 1 3 45 42 R o am A 1
AP ., T RS 00l 2 5 A — Ay, FAA ] 3588 52 89 B A7 58 7 B il CA A
WE . I Sk .

ld-ce-subjectAltName OBJECT IDENTIFIER ::= { id-ce 17 |

SubjectAltName ::= GeneralNames

seneralNames: : =SEQUENCE SIZE(1..MAX)OF GeneralName

GeneralName; : =CHOICE/{

otherName Kd (OtherName.,
ric822Name 1 IALSString.,

dNSName | 2] IA5String.,

x400Address (3] ORAddress.
directoryName [ 4] Name,

ediPartyName (5] EDIPartyName,
uniformResourceldentifier (6 IA5String .

1IPAddress | 7 OCTET STRING.
registeredID 8 OBJECT IDENTIFIER }

OTHERNAME .. =5SEQUENCE !
type-id OBJECT IDENTIFIER.

value 0] EXPLICIT ANY DEFINED BY type-id }

EDIPartyName: : =SEQUENCE/{

nameAssigner [0 DirectoryString OPTIONAL.
partyName L1 DirectoryString |

General Name S P a] #Ffi (v {5 52 T 51 2% FOE =009 25 F5

12
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a) otherName 1% OTHER NAME {5 8 & W2 5 92 il s AT —FpoJE a9 22 95

b) rfc822Name & Internet BT HE {4 Hb 4l

¢)  dNSName & Internet i 24 ;

d)  x400Address & O/R Hohl;

e) directoryName J& H 55 2 FF ;

[)  ediPartyName J&ill {5 19 8 2030 22 #0007 22 8] 5 5F 19 JE 202 #15 nameAssigner 70 8r 3 1

41T partyName HME— 22 FRIEAYHLEY 5
o) uniformResourceldentifier /£ Hl T* WWW BY UniformRAesourceldentifier. RFC1738 H1 5 3 1Y
URL 35 32 0 25 5% KLU 5

h) 1PAddress &2 H — i & 2519 Internet Protocol Hidik ;

i) registeredID J&XF FE M A9 Z K 57 BE B FRILAT .

CA AN %07 A subjectAltNames #2525 GeneralName WA UE$ . W HEGFEF P pyE— F{8 5
{7 > VB 45 2% PR 0 CUN — 7 v, B S kb > o W) = 4 B 059 44 i R A B S R A1) L B subject-
AltName " BN FAAE. WE EHRFZEQE — 12540 subjectAltName F)#LL*FL—J@?"&% P 1Y .
I 5L subject AltName PR A W s — N5k H .

A GeneralName 228 P fili g B~ 2802 2 WA — 2 M R 40, LUk Br 4 H a9 4F {7] 25 $
BE ] Tk 15 40 & 7 R A5 0 HT & Jo g Sl bR iR — >S54

e e n] DA SCHE A B AR SR AY  th IR B 48 A 7 5 £ . AN EE SR S5 it ™ e A9 52 2R 658 Ab B BIr A7 42 R
. QiR bR ic Jy Ry L IR 4 & 2 B HE R AL IR A AE iy 24 PRI 22— & L R A K ik 45
JoRC. B SR B Lll?hfthiI%ﬁJ—H%ﬁﬂqﬂlﬁmﬂﬁT ~RE VLU 19 3 B SR 09 24 FRE LR AT: ] 44
PR A kA5 B9 FE A G0 55 O SO RR P FE Y H s 2 R AR IE bR iC AR JCHERY

i 1. TYPE-IDENTIFIER 28509 FH7E GB/T 16262,2— 2006 [ i 38 A FOlff 3 C P ik .

2. AR TE M R R bR il S S AY L AR B AY subject T ] LL L A3 44 BRI G L A SG nf #5004 40— 0T R )DL FE

1 1 SN R N == B E S e SRR e R R T I T S TP

5.2.4.2.10 MAEEZEFH#HAFR issuerAltName
AL F — a2 FR (A {2 fp 2 FR 0 b AT — ), DL s CRL i & & H .

BT E AT
ld-ce-issuerAltName OBJECT IDENTIFIER ::= { id-ce 18 }
[ssuerAltName :: = GeneralNames

eI al LR S R Bl R SCHE Y . e ek CRL A& &% FF . A ZoR T35 R 6% 52 Fr 17 F 6E 4b B
Fifs A FRIE a0, ISR by R bric A e 8EAY A8 2 2 /0 1 68V ) Al b B AE 2 FR B 2022 — 35 T . A
R AR TR, B S i BR ) LA AR SRR A O AR S A BRI ELA R GE R B Y SO 350 44 FROE U
(T AR . iy UEFuk CRL 098 & 2 Wi & 7 — A~ B b L & ML A 09 H 5% 25 BR L 4 322855 0 01 A i
FAR CEE Y

WURAAAE MY S bRl o O EEAY e 5 58 CRL AY issuer 0 af DLAL {5 45 24 B O] i, X6 R af i 510 2
) —A4~ “0" A AEMCAR T i & # FURE T 2% PR a4 i v i) — 26 4 Bk PR R

5.2.4.2.11 K EBEZREM™ subjectDirectoryAttributes

AT R Ak A AT 2 S A o] B SR A . eI LU .
id-ce-subjectDirectoryAttributes OBJECT IDENTIFIER ::= { id-ce 9 |
SubjectDirectoryAttributes ;= SEQUENCE SIZE (1..MAX ) OF Attribute
AttributesSyntax, . =SEQUENCE SIZE (1..MAX) OF Attribute

|3
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ZA e R SR CE Y,
5.2.4.2.12 EZA&IRH basicConstraints

AT I H R fR R 1Y F R S e — CA LVl oh iz CA P REFETTANIER e 2 1. haiE X
nF.
id-ce-basicConstraints OBJECT IDENTIFIER .= 1 id-ce 19 |

BasicConstraintsSyntax: : = SEQUENCE!
CA BOOLEAN DEFAULT FALSE.,
pathLenConstraint INTEGER (0..MAX) OPTIONAL?
CA FEARIR M A YUk 15 2 Al F 56 Uk ik 152 44 .
PathLenConstraint FENAE CA ¥y TRUE B A7 & 3, B4 ik 2 J5 AE 4 i 2
) CA UE-FECH . 0 (HARW AR AR P 2o Do) 28 s SE AR 28 Bk 45 il A vl DA% & T8 CA IE4 . Path-
LenConstraint =B H BT R AT al 1 0, 0 BT DGE 42 19 o] 1F 45 b & H #L pathLenConstraint
B WX TAUE B4 A AoV B T A PR il .
CA UEH P R AL AY . my HRE OG0 & W R HEE Ay CA By SR a] BLAE ik 45 . W i ik 45
il A% e 2 A2 A R IO 1S G0 T 18 X AR IR 5
QAR LE Y e A7 AE T ARic A SRy I A
a) WA CA FEMIEE N FALSE. W% 8] AL A TE L & keyCertSign iX — 3% . L2 TF 4 8 1 A
HE H S g5 ik ik 5 25 45
by WH CA FEMEY N TRUE.JH H pathLen Constraint 17-4F . W QE 45 4 H £ &6 N7 k6 i g 4b 1
FIAERS R RS pathlLenConstraint i {E— 2.
F L R AT ] AR e AR B RS B RS o2 A P e, I |
PN B AT R A
F 2. ARW-EBEEREE s B AR CAVImE Sl IEY EBp Had 1% SEQUENCE {H$°
Jie 1t

5.2.4.2.13 ZAFMEH nameConstraints

AR T CA R B A ©— AP 8], R =S (8 B N IE# AR PR 22 e 45 T ey Brf =
PR xR, e S
id-ce-nameConstraints OBJECT IDENTIFIER: : = { id-ce 30 |

NameConstraintsSyntax: : = SEQUENCE/
permittedSubtrees 1 0] (GeneralSubtrees OPTIONAL.,
excludedSubtrees (1] (reneralSubtrees OPTIONAL}

(GeneralSubtrees. : =SEQUENCE SIZE (1..MAX) OF GeneralSubtree

GeneralSubtree: ; = SEQUENCE(

base (reneralName,
minimum L0 BaseDistance DEFAULT 0.,
maximum (1] BaselDistance OPTIONAL;

14
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BaseDistance: : = INTEGER(0, MAX)
INHLETE permittedSubtrees Fl excludedSubtrees 7 B, W /1 & A~ 80 B 28 — T~k Z 1~ 4 T #.
B4~ | LG 1B Ay AR A 24 B B LA R Ak TR N AT T T a BROR E S S B — A~ R R
FHBREMIXE ., R permittedSubtrees 7 7E, B F & CA FAIE R A2 b 28 CA M & 19 Br 3 13
AP WP EA 5 permittedSubtrees 5 B #l i K 24 BrAH 5] Uk 5 A4 A2 o] $2 52 49 . an 2
excludedSubtrees fF7E , th EW CA s8CIAE ISP 54889 CA M1 A& B Fr 7 ik %, [A] excludedSubtrees
W SE B2 FR A R A AR foT F 3 A 2 AN T 52 09 . N3 PermittedSutrees il excluded Subtrees #7753
H 24 Fras ) 518, WL A ik HHERF 75 B (exclusion statement)
i i GeneralName 5 B E LR aF 24 0% 2 . 575 ZR 20 B B 4758 SCRY 43 12 45 40 ) 24 B0 =X i 26
B4 Dircetory Name % BV R A B8R ;813 20 4 B R Ay & 89 F RIS T DIT 74, 455
M AT EAa &R A vl RE ) ar 2820, R ey @ br 10 A S s i L 5 H uk A3 F A 5g 15 51 H
T base T A 24 45 20, WAL [R] 50 AU i O R I AR R I AL PRI UE S . QR AR A R AR 10 O AR G B
(1, 3 FAEA5 P A GE L T base W g 24 45 208 20 nl DU PR R B0 . HuE B HEAEA
Al — 44 B 5% 1 2 4 44 B I CFE directory Name 4 B0 2 A0 F » A48 E 45 050 1 0 4 7 1 9 3
“07) B2 5 ke 24 BRI AT A 24 Bk BRI SR TS IR 3R B AT X B R
AL LLRT R 2 Frol E AR FE 2 B e AT PR . A 0 e 89 28 FRAS 0 SR A PR . SRR
IS AT ISR 24 R DU e A5 02 al L2 Y . 58 T i 24 i 20 PR ) Ay — SCPE Itk 15 3= 7R 2 AR Bl 4T
JeE vhgR iR 8 AR DG ER I, R T LAAR R
Minimum F-E & 1 FW X — KB i 5. &5 096 22 12 207 B0 s U 22 T Bir 43 24 5
AEEEKEN . FF 0" (ERUO M minimum (B3N T 3T (base) o B 0 A9 70055 05, . 5 i, 4o
A minimum BT WA 24 RS RS R GUin H AL R R 20 A
Maximun FEHE | RN X XL Tl F . Sl a2 18 U e 9l 2 F Fr i 24 5 A
W ETER XN dw AR 07 N F I 3 & (base) LBI . FREAY 0. AFETERY maximun 7 B g A 1 42
PR 5t hn 3 4 P9 B s K B L BN IR maximun BEORCTTLIE AL A 2 T REAS AL B R R
J T3 T A P A 0 A
A o R DORF B AR 0 S BRI A ] U PO R g DA R B AR P R SR Sk B2 AV T2 & CA
i1 E (41 24 380

QR AR MY AT AE T hRiC S s iy, PR3 T P 28 52 1o bk 3 B Ak 3 39 AR B 42 5 e 9 T A (B 75
-F,

A e AT o] 22 FrAs SR AS (8 HH e /N e R B B/ NELE R 0L e BB 22 By .

5.2.4.2.14 KREPRE  policyConstraints

TG PR P T CA W& A UE b, Ay DL Rb O PR Wil 5 2 60k, & ) L e &8 11 56wk
W 5 ol B oK B AR R B B UE AL — A R B SRR AR R AT . AT E LN T .
id-ce-policyConstraints OBJECT IDENTIFIER ::=1{ id-ce 36

PolicyConstraints: : = SEQUENCE/{

requireExplicitPolicy |0 |SkipCertsOPTIONAL.,
inhibitPolicyMapping |1 SkipCertsOPTIONAL}

SkipCerts; ; =INTEGER(0..MAX)
I requireExplicitPolicy FEfe4F . 3T HUE B AL 5% — W45 28 CA &m0k . Br 4 1F 11t 3%
BRI P A A D EAEUE B I P AL 5 Sl B IS AR AT L SIS S E RS AR AR AT 2 th P TR A g

15
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T SCHYBR RS » BT I ) o e SR 5 H SR A R B AU AR AT . R E Y CA 5 8L b e 4E BRI
WEHLFY Cn 5 requireExplicitpolicy BI{E 2 0™ 8 B E B2 P IS E BV CACHAE 0™ E 48 s 1Y) .
fn A inhibitPolicyMapping FE 77 . & R WAL AR BG4 s IR FR 2 19 CA JH IR 5 BTN IE B2 45 ol
JAE R AT A SRV A L 35 1 CA 8 A F Y R (F B A UE HLAS Cln 3 inhibitPolicy-
Mapping F{H R 0™) 8IS A UE RS W e 8 A IEPLRY CACHAET0™ETE s /1Y) .
SkipCerts 28 BY Y {H 7 7 76 HL — PR 1) A AT 2802 11 7 AR DA IE B 47 A s 22 Bk ek B Tk 5 39 1~ 5
e R th 5 25 % 37 pe R 2 o0 sy ih 2 dE s iy . R 4528 2 A Ho b i v e s iy . 5 ISk 5 T P oA
HE A~ AE 11 b i B DA IEPLAY CA 35 2 ny JILIL)

5.2.4.2.15 iEHBHEEFIFS & 5 CRLDistributionPoints

CRL 0 & i 47 JE R bR e 4k 73 CRL RS A RAUE IR B R AER . & T A T IRl
WEAS 0 SRS BHUE B LA BB PEE b . ARBEE T CRL 23 % 5 sk 45 P 19 45 58] o DA 8 Uk 15 2
e EE . IEBH PR AT e A S AR AR > CRL. 53 € A DM AR ALFY B 5% 100 58 45 24 51 50 8
1 CRL.

PRIE SLANE

Id-ce-CRLDistributionPoints OBJECT IDENTIFIER ::=1{ id-ce 31 |

cRLDistributionPoits: s = { CRLDistPointsSyntax|

CRLDistPointsSyntax: : = SEQUENCE SIZE (1..MAX) OF DistributionPoint

DistributionPoint: : =SEQUENCE!

distributionPoint K3 DistributionPointNameOPTIONAL.,
reasons (1] ReasonFlagsOPTIONAL.
cRILLIssuer [ 2] GeneralNamesOPTIONAL}

DistributionPointName: : = CHOICE "
fullName [0] (zeneralNames.

nameRelative ToCRLIssuer [1] RelativeDistinguishedName

ReasonFlags:: =BITSTRING/

unused (00,
keyCompromise (1),
CACompromise (2),
alliliationChanged (3).
superseded (1),
cessationOfOperation (5),
certilicateHold (6)}
distributionPoint FEgAr LU GEME ARG CRL 947 &, Wi sk Erah g 7 55 2 FREA 7 CRL
g R

S fullName AT BRSO TERARY L 93 e 028 B 0l RLAT Z Rh 2 BRI 5X. [/l — 24 B (2 A0 T
ARG Z —) W AFTE T4l &2 CRL B 73 & 5547 FE /Y distrubutionPoint FFE A . ANZERUEAS {1 R G0 hE
BT A A ARIE 0, AT LA H AR B A SR LAY T 2 A R 0P Y — R, IR AN RE AL B R — kR
(EAn] 2 BRI 20 27 B8 M 5 — A5 AR I A5 )00 2 09 483 15 62 10 o5 — 00 e i e CAH S 30, JUIE 5 1

16
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M Z ey et HiZ k4 .

A CRL 7p & S8+ — 1 EEMNE T CRL M & H M H AR H %24, 0 HEEfE H nameRel-
ative ToCRLIssuer FF . A . nameRelativeToCRLIssuer FE {714 5 CRL M & & H F#24 FA 0y af
o 24 .

Reasons RIS Bt CRL v 82 & 090y I H . IS 7% A reasons FEBL AN Y CRL 43 % 25 & A
A7 I TE A Can 5 e uE 5 © 9k HCESD A9 A CRL. M ASE iy IR A, & W, reasons {E 45 B A B A CRL
a3 0 B 7 1 I SRR B

CRLIssuer F* BChR 00 % #1285 F CRL AU HLEY, WSR3 A7 157 B CRL 40 & 5 /9 44 R BRI ik 13
TRAM AR,

e e ] DL SCH Y slCAR S sl Y L b Uk A e e R A DO Y R B O AR Se Y L B CA R H
R CAC TN

iz Ferric v o s . CA NI 22 Rk o0 2 s 2 7% B A 4608 IR IR ACHYS keyCompromise #l/ 5l CA-
Compromise, #5141 B 7CM 105 T IR keyCompromise W 24 3 52 (31 45) 2 CACompromise (4]
CA TE45) A48 5 1Y 4 e s R R FUEZ ) CRLGUE B8 T R G085 A AZE A5 . A6 73 e 50 2 B A5 80 1R
RS A CAL TR LY B 1Y CRLDistributionPoint) % 4 (1) ff A 3 45 70 Bt CRL {5 B A9 5, CA
AN AR CA TR A — 58 % /) CRL,

MR ARl A AE SRy Y Uk B H R AR R IR B e P R 2 B AT A TR R A O i
F G044 A5

a)  EHEM CA K45 —fr 5 % CRL JiH kA & Gl 2 /8 CRL A7 & A s 7 Jié 5ok 45 78 S5 i A

CRL Z5C3 1) ;

b) MG AR Al W AN R R R A 5 5l

o) FH A T B 5 pUUET R A

F LR CRL & 4 MRk CRL 22 A 20 GEAY . X8 CRL & & M2k CA W E CA R

W (19—~
i 2. IEP R 94 CRL 895 HT . 2 88 RFC 5280,

5.2.4.2.16 MRFIFTE XM inhibitAnyPolicy

A AR L — AR EAE I CAT ] g A TS CA R IR B IR B AE T RY B AT k45 B I
FWE AR AR B AVLRL . FHEM CA ZAELFTX Y EMUER M F A CACE inhitanyPolicy
(B4 0) . 22 R (AR 0 (B35 E) P I a4k EDLES CA.

id-ce-inhibitAnyPolicy OBJECT IDENTIFIER ::={idce 54}

Inhibit AnyPolicy ::=SkipCerts

SkipCerts ; : =INTEGER(0..MAX)

A fR UE A A 3 e PR OCBE T S AR OC T, EEUUE A il Jy OCHEE T 4 0 E A H P AT B B IE
fiffy i i B UEAILAG CA B 1Y KL

5.2.4.2.17 mIENEBHEIEIFE freshestCRL

fioft CRL 97 R H g AE Ak B4 Bl Y 5l 7e & 45 AR HL s UM P sy aE B P T . s br il 1
CRL, X} CRL 3 Bk 45 F P I &2 35 S 0 il £ G (B An . J3p Y ACRL)

IZIE LA

id-ce-CRLfreshestCRL OBJECT IDENTIFIER ..=/{id-ce 46}

freshestCRL ;= {CRLDistPointsSyntax;

AR e I A5 0 e B Y R T RE AT RE SR OCHE 1 L AT RE AR OCHENY . AN SRELHET Y CRL P& K

17
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B 1 R 2 0E 35 8 H R g A AT B Se R AT FlCH AN O B fB CRL AR . WORY e gids i A ¢
B B R o T AR G G Ao T A M kR D R A G A R Y CRL.

5.2.4.2.18 P ABHERiIEES  identifyCode
SANBFHIESESHTERNS NGRS, He LaE.

id-IdentityCode OBJECT IDENTIFIER .= 1{1.2.156.10260,4,1.1)

IdentifyCode ;. =SET {

residenterCardNumber 0 |PrintableString OPTIONAL.,

militarvOfficerCardNumber 1] UTF8String OPTIONAL.

passportNumber ' 2 |PrintableString OPTIONAL,
}

I3 I bRl o AE SRR .
5.2.4.2.19 T A#={®EES insuranceNumber

N S Y R DT R B b N N 3 e P = (O = W T Y |
ID-InsuranceNumber OBJECT IDENTIFIER ..=1{ 1.2.156,10260,4,1.2 }

InsuranceNumber: : = PrintableString
4 I iy HE G EE Y .
5.2.4.2.20 I THEHFME iCRegistrationNumber
ol TS 3 EmH T2on il TREM S, e LmF.
ID-ICRegistrationNumber OBJECT IDENTIFIER ;=1 1,2,156,10260,4,1.3 }

[CRegistrationNumber: ;: = PrintableString

e bR AC AR CEE Y .
5.2.4.2.21 A ALAPMIE organizationCode

A b 20 LA AT 597 RE 10 T 2eam Aol 2H PR AT e SCn k.
ID-OrganizationCode OBJECT IDENTIFIER . .={ 1.2.156.10260.4.1.4 }
OrganizationCode: : = PrintableString

I W R0 A AR S RE Y
5.2.4.2.22 1WFHS taxationNumeber

Al B 5 47 e U T s Al B S 4t o L .
ID-TaxationNumeber OBJECT IDENTIFIER ..=1{ 1.2.156.10260.4.1.5}
TaxationNumeber; : = PrintableString

A eI bR AR S HERY .
5.2.4.3 THEA®MY E privatelnternetExtensions id-pkix
5.2.4.3.1 £k

5.2.4.3 5E SC T WA NE R T AR 2 B B Al &5 0 (PKD 398 97 . T 48 5 0 DL 5] — 4 2055
18
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CA R uE e 55 . Hod S pniinran b
id-pkix OBJECT IDENTIFIER .:=
[ 1s0(1) identified-organization(3) dod(6) internet(1)
security(5) mechanisms(5) pkix(7) }
id-pe  OBJECT IDENTIFIER .:.= { idpkix1 |
BFA9" 2 A IASString {HAYF A, A2 w0 4 URD . URI F 456 7€ 15 5 0947 ¥ RS
A SRR (5 By 2.

5.2.4.3.2 ##{EE A8 authorityInfoAccess

AR A TR E R e R uE B 2 R nfar i n] CA RS B LR % . A4 1 2k T Uk iR g5 A
CA JEmgElE . 29 v w357 H P uk 5 CA R4S, Ho R AR S8 |
id-pe-authorityInfoAccess OBJECT IDENTIFIER ;.= { idpe 1 |
AuthorityvInloAccessSyntax ;=
SEQUENCE SIZE (1..MAX) OF AccessDescription

AccessDescription .= SEQUENCE |
accessMethod OBIECT IDENTIFIER.,
accesslocation GeneralName )

id-ad OBJECT IDENTIFIER .= { id-pkix 48 |

id-ad-calssuers OBJECT IDENTIFIER ::= { id-ad 2 }

id-ad-ocsp OBJECT IDENTIFIER ;.= { id-ad 1 !

Fe- 41 AuthorityInforAccessSyntax H AV &~ A D i A 2Cmi &2 & A 29 e ayuk 4 ry CA B fs B
AL E . (5B ERVAS 20 H accessMethod FECR M 7 B 107 B A accessLocation 7B B,
ta mHLEI AT LL i accessMethod M B H acesslocaion 1501 .

AARHEE X T accessMethod B —~ OID. HEHMBYE BAH T & A7IEHBE) CA & T 24714
FE Yk CA Bl ] id-ad-calssuers OID,

M id-ad-calssuers Ll accessInfoType ) BT . acessLocaion 5= Bz v A 2 2 B i 18 IR 55 48 Bk 19 =
AT EML . AcessLocaion FFELE A GeneralName. & 0] A JLFOE 2L G B 0T LL#E i hip.
ftp % Idap FE15 0}, acessLocaion I 4 —~]~ uniformResourceldentifier 2881 | Y {5 Q0] L1 &F 0 715 (1]
LR A B acessLocaion i & — 1~ directoryName 288 . {5 5 07 L3 o B -7 W {4 3K 14 B L acessLo-
caion W sg—1~ rlc822Name 1Y

5.2.43.3 E&{EE1Am@ subjectInformationAccess

AP RS TR E AR U AR . R AR CAL A FE GE 15 46 Uk IR 55 #1 CA 58 i &
5 A P A A T A R 55 A S R L R el U (e AT AR X R OO T L P RE R T i N 2R AE
FIT S 455 IR 55 0 B SO A 0B o S, =X AN eI N 4 aE SCR AR SCEERY
1d-pe-SubjectInformationAccess OBJECT IDENTIFIER :.=1{ id-pe 11 }
SubjectInloAccessSyntax .. —

SEQUENCE SIZE (1..MAX) OF AccessDescription
AccessDescription ::= SEQUENCE |

accessMethod OBJECT IDENTIFIER,

accessl.ocation (GeneralName |

FMM s A TPRLUE TUE VAR B s BP0 s S BCT R A S B O il 1 R0 A DG BE AR
BE LB C P RUE TIEBET S RN B R o D PRI 7 807 ik 15 4a i 245 1)
19
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5.3 CRL #&3%
5.3.1 £k

Aprifi X M GB/T 16262.1—2006 AYFFE 4 i B0 (DER) & F %1 1k 15 il £5 %1 & 10 A /) 25 101 {5 B
et , 4 B 2 0 BRI %) #5450 . ASN.1 DER 45 22 T a1 02 Mk = B E 4
HTES

5.3.2 CRL B#iE &

CRL BcdE45#909 ASN.1 HiktnF .
CertificateList ;:: — SEQUENCE ¢

thsCertlist TBSCertList.
signatureAlgorithm Algorithmldentifier.
signatureValue BIT STRING

TBSCertList :: = SEQUENCE ¢

Version Version OPTIONAL.
— T A B AR v2

signature Algorithmldentifier.

Issuer Name,

thisUpdate Time.

nextUpdate Time OPTIONAL.

revokedCertificates SEQUENCE OF SEQUENCE |
userCertificate CertilicateSerialNumber.
revocationDate Time,
crlEntrvExtensions Extensions OPTIONAL

AW, version P42 v2
i OPTIONAL,
crlExtensions 0] EXPLICIT Extensions OPTIONAL
— N B . version WA 2 v2
;
TRy CRL Z 4G 258 th thsCertList, signatureAlgorithm Fl signatureValue = >3 ¥ 5, 120 25 5§
3 CInF
a)  thsCertList 340 & T 3 & 2 Fr 0 & & 22 F Lol 2 1A H0es o9 3k 45 45 2 A1 CRL 7 &
&5 8.
b)  signatureAlgorithm {0 & CA % %% CRL Bl IS EARIRAT . — A T0E R R AT /Y ASN.
1 Z5kgn k.
Algorithmldentifier .= SEQUENCE
{
algorithm OBJECT IDENTIFIER.
parameters ANY DEFINED BY algorithm OPTIONAL
}
BT R PR NS R Horp 1y OBJECT IDENTIFIER & 43brl © BAR MR .

2()
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HoAival e Z 80 N 23 50 0Ol T Frbn IR S35 . iRy 3735 55 LA W 5 thsCertList 7 AY
signature b 0% A BT . QIR AN SM2. BB K.

¢) signatureValue {8 & T X thsCertList ST FHE L WS H. KR H ASN.1 DER %51y
thsCertList 1 AR 2 22 05T A N2 25 1 25 5L 00 $22 I8 ASNL 1 4 it B BIT STRING ZE#l jf
AETE CRL 25 & (g B0y, i % 4 3 3k oh SM2. SM2 % 64 7Y 3k 25 4 B4 4% X W
GB/T 35276,

5.3.3 TBSCertList #iF & #
5.3.3.1 M7 version

Al BRI A T 4% CRL BYMRASS . IS ] T Extensions T, W)L AEAE b 3, HOHA{E W A2 ver-
sion 2( HHHEEL 1 =),

5.3.3.2 TERZH L signature

AIALF CA 2k iz CRL Frflf A i) &8 69 B3k 1 bR iR AT . X DR IR A I 5 CertificateList
signatureAlgorithm Y B LR UAFAR R L (98 H [ 220585 00 5 BR800 1 ) R 4t e iy A Qi .

5.3.3.3 fii&#E issuer

ARIUER YL T % 24 U & CRL W SER . & AL & — 1 JE 25 (19 31 51 45 FR ( DN-distinguished name) .,
2N E YA Name 2581,
Issuer Y &% L0 |6] 5.2.3.4,

5.3.3.4 S HH] thisUpdate

AR T CRL A4 4 Hi . {#H A UTCTime or GeneralizedTime i fi% .

WAAABRMER CRL WA & 78 2049 4F2Z 51 (255 2049 A7) R 4% 0 6] 4 6% 2 UTCTime B 7Y, 7F
2050 F2Z 85 5 tS 8 Generalized Time 258 |

UTCTime (1) 4 %R [H] 5.2.3.5.3.

Generalized Time 0928500 [5] 5.2.3.5.4,

5.3.3.5 THXE#F HH nextUpdate

AIFRH T F —% CRL $Z &AW AU, F—I CRL o] RAFE B[] {1 28 % {5 AS 2 6 T it it [)
2. HH UTCTime or GeneralizedTime 2w fith .

HEAPRHERY CRL 90 % 4 WAL % & 1Y CRL 447 nextUpdate T,

EAEABRHER) CRL W& & 1E 2049 4F Z AT ((U4E 2049 4F) R A% I 8] 4i 65 2 UTCTime 2581 . 7
2050 A Z 8 it N Generalized Time 2571,

UTCTime Y4500 7] 5.2.3.5.2,

Generalized Time B9 405800 [5] 5.2.3.5.3,

5.3.3.6 #WHISHAIIERFFR Revoked Certificates

12 Sl s ) R AR B8S 13) TE 5 > 305 | SO B T8 R i 8 et P
an SR AT BT BRSO AEAE . I ) RO UE S B9 R A S, S E RS A

5.3.3.7 ¥ EIn crlExtensions

Z B AT AE version 2 B0, AR B I il — B 24~ CRL 97 FE By 13 41 41 AR .
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crlExtensions £F 5.3.4 ik,
5.3.4 CRL ¥ RIUIKEHMIELH
5.3.4.1 MAEZMEZFEAFRIZF authorityKeyldentifier

W B S PR IR AT AR AL T —F Oy L DRSS CRL Z 2 FVEHAH R A, Mk & A
LA AR T R AR B 22 2 S AHIEE iz R . R AT L a0k A IR AR iR
o g 3 T 00 K 300 44 RN S

5.3.42 MAEZEEBMAF issuerAltName
AR, B — a2 A B 24 B (o] il FH Z2 b 2 FRIE U 194 —4>) L BA it CRL 4% & H .
5.3.4.3 iEFH#EIEIIFTS criNumber

EBE RS2 DA R8N CRL Y B, R AAESEM CRL &k & M CRL 75 BN — 488
BEg . XA RAT LU P A E 8 — R ) CRL B HR 55—~ CRL. IEBHE &S 10
AR AR e E CRL B &t CRL,

AR CRL M0 & FAE PR e B AR T4 e 4% CRL A, b A= gl i CRL, 52 %% CRL Fl % i
CRL WAL — 4 be o), IR 58 %8 CRL #IE & CRL 7E [F)— W (8] 50 A o BAT T 4 AR (7] B ik 5 4l
{540 #e R PEEAR R) A e 45 B

A CRL 4 & & 75— 55 € 76 Bl 9 AU AS [ B[] A2 BG4~ CRLOH A~ 52 % CRL. B34 & CRL. 3k
B 5% CRL f1—A i CRL) XA~ CRL AN RE{H F AR W] (930 B 405 50 A5 . a2 il . Wi w
4~ CRL A9 thisUpdate S A [a] , iF 15 5085 51 25 1 A A

CRL S 0] PUfli H < 5 80, CRL 36 iF 25 10 GE 8 4b B 20 95 Y UE P U85 91 50 320 10 A< 4 HE Y
CRL i % & R ASEH FI R T 20 F345 a9 E 45 i o1 £ 5 .

id-ce-cRLNumber OBJECT IDENTIFIER ::= { id-ce 20 }

CRLNumber ::= INTEGER (0..MAX)

5.3.4.4 HEEIFHEHIIFIET delta CRL Indicator

e T LA A R AR R R — 0 HE CRL P . # — 4~ CRL & & CRL, #f& CRL & Eik
EAZIEHHEER MA R AN EESSE 1% CRL B, 78— 55 Bl 1 &
CRL a] A b 25 i 70 0 258 300 = 1A 3 RG]

e E BRE A R s BAaE 1258 N BaseCRLNumber 158 -—{H . E BREEN £ S RIH T
g R CRLE AL CRL, MAGAbRMER CRL M0 A& N 2% Beif CRL 4 9 5¢ 4% CRL, HE &
CRL & Br A M ECH MATIRE . 1w CRL A& % AL CRL A & 555 CRL 2 %530 .

BB IGAPRAMER CRL 1 % & 4 g R CRL, IR CRL WAL & — 1~ 50 5 A9 38 1 F 1 JR0ES ) & 45
A IR,

id-ce-deltaCRLIndicator OBJECT IDENTIFIER ::= { id-ce 27 }

BaseCRLNumber ;.= CRLNumber

5.3.45 MMA9 &5 issuing Distribution Point

A A R g e CRL YR, #l] —%eE CRL (94 & S B, iR ZiX 4~ CRL 27 B
5 TP UE B CCA GE MU el & — & 90 09 I R TR
id-ce-1ssuingDistributionPoint OBJECT IDENTIFIER ;.= | 1d-ce 28 |
22
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[ssuingDistributionPoint .. = SEQUENCE ¢
distributionPoint 0| DistributionPointName OPTIONAL,

1| BOOLEAN DEFAULT FALSE,

2| BOOLEAN DEFAULT FALSE.

3| ReasonFlags OPTIONAL.

4 | BOOLEAN DEFAULT FALSE.

| BOOLEAN DEFAULT FALSE |

onlyContainsUserCerts
onlyContainsCACerts

onlySomeReasons

indirectCRL

|
L) |

onlyContainsAttributeCerts

5.3.46 mHIIEPHEIFEIIFR freshest CRL

T HTIE U 91 e P e I e B 5E 4 CRI A9 89 i CRL {5 8 Wief #EHL . 35005 A 45 oE i) CRL 4 % & K
P AR 10 AR G HE . WU e 7 CRL i 3.

BT UE AR 2 e b R T AY A5 SR IE 1 AY cRLDistributionPoints 7 B IAH ] . (B & . 3% S
WE S 0F H T  Fe Ii op o 2 L BE A7 B SCRY s [RIBY Reasons Ml cRLIssuer 3L B% 25

d-ce-freshestCRL OBJECT IDENTIFIER ::= { id-ce 46 ;|

FreshestCRL ::= CRLDistributionPoints

5.3.4.7 IEFM#EIFSEB CRL Entry
5.3.4.7.1 B EAE reason Code

I RS D AR DG Y™ R L 2 DR 15 4B 9 [ 1A

% removeFromCRL (8) H Ty & CRL., HABACHS o] LA T{E & CRL,
id-ce-cRLReasons OBJECT IDENTIFIER .= { id-ce 21 }

—reasonCode : ;= { CRLReason |

CRLReason ::= ENUMERATED 1

unspecilied (0,
keyCompromise (1),
cACompromise (2),
affliliationChanged (3),
superseded (4),
cessation(OfOperation (D).
certificate Hold (6),
SE T
removeFromCRL (8),
privilegeWithdrawn (9).
aACompromise (10)

5.3.4.7.2 H#$E/tE invalidity Date

SRS B ] 2B S s RE 32 BH R0 i P BE RA T Mt R i uk 15 28 AR i )
205 /Y Generalized Time K AT RS BR RELE B o B 8] L 67 #ic BB 5.2.3.5.3 AYZLR R,
id-ce-invalidityDate OBJECT IDENTIFIER .= { id-ce 24 }

InvalidityDate :: = GeneralizedTime
5.3.4.7.3 IEHMALAE certificate Issuer

AR AFAT AR B UE FHY R E A A H CRL 28 H AT 1Y . MOUE 5 #9455 R/ 5l A2 5 45
23
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i 2 PR 2 1Y 24 7
id-ce-certificatelssuer QBJECT IDENTIFIER ..= { 1d-ce 259 |

Certificatelssuer . .= (veneralNames

st C BLE TIE B s RNE .

6 BIERFARBISHFF

78 B P BCFUE S AL el T E SRS E T A ARy SM2 1 SM3 SFRL . Z WIS E. B
Al [ B b R Uk 15 Al S8R 2 A R AL BNIL L an g iE Bk SHA-256. 4 44 FLik RSA A%,

24
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mo% W .S
TBSCertificate FEAGIE 45 5
signatureAlgorithm B VR B
signatureValue 2 (H BR
A2 EARIEHiE
JEAGE B UL A2,
® A2 EBEXRIEHE
LT I it fir i
version it A5
serial Number 515
signature % aRk:
issuer il Az
validity AH%CH W
subject F ik
subjectPublicKeyInfo EHaHEER
issuerUniquelD il Az 5 ME — FR LT A g o s A i
subjectUniquelD A — BR AT AR HE A H
. — e A bR BT EL. &%

A3

A3 RAEMT EE

PR IERY Y R L 2 AL

[~
P
L |
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= A3 BRERNT ERE

e Fi il s *x o w| B
authorityKeyldentifier B %5 81 fr iR 1 HE 3G
subjectKeyldentifier F IR EHRIRTT Ik 5 g
ACHE 15 b ic o G Lk B drid A
keyUsage % 1 H ik :||:,111(.f}£ e i
P o 7 T P R N U R L r=d )
extKeyUsage % i HI 3 ] Fpag R O, 75 W i 4 dE
Kt
privateKeyUsagePeriod AT 5 B {10 4k i
certificatePolicies il % o % E |5 ey
un BLAE 45 P O A R A A
policyMappings ot WES 1O S5 A CA 5 E /Y HE DA b 38k 50

7 IR 2 A G

subject AltName 44 o] ok B g 4 #R A
issuerAltName iAo A F G
subjectDirectoryAttributes T H s E dE G
CA TE i ic 2 G B - 2% 3 S Kk
basicConstraints HL A PR
omt R i o gk ekt
PUEESTIS U2 DRl 2% IR (A oAb N
nameConstraints 25 B PR il INIFES i Sy il E R — 5
I pric R JCHE . 5 Wi gk Ry e G HE
DI T S Il T S5 LR SR AN
policyConstraints ot % PR il WE AL CA 5 E 1Y R I A B 18k 26

CRLDistributionPoints

CRL 5 % 53

G b UK T
i X i

Bk 45 1 7 S OE i Hb A R A

inhibit AnyPolicy B il AT A7 T HEHLFY CA B 09 ML I 48 o G
ft T WA TR R AR G R
freshestCRL B # CRL Aot
id-pkix FAAT (1 Internet §7 F# A G
authorityInfoAccess PL# {5 B ) E| S
SubjectInformationAccess EX LN ERSRviL AR DG
IdentifyCardNumber AN Ak i E |39 3 5
InuranceNumber TN R R G Bt
ICRegistrationNumber Ak TR S F 3
OrganizationCode i b 21 2 LA 1R R A b
TaxationNumeber il Bt 42 [P i

26
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Bt % B
(HLSE 1 M %O
iE 45 /9 4544 35 B

B.1 HARIESHEHELG

FH P UE S Y &5 # S 6 3R B
* B.1 HARIERMSEHELG

S Wk

version R A 5

serial Number Wk 45 B 3

signature % 2 B ARAY

issuer il A& 3 2 R

validity gl EnaA
2 1A RO
= %
Ry
b rii

subject k2 B -
HLF 25 B
H P 4 8

subjectPublicKeyInfo FEAHE R

authoritvKevldentifier i 2 HL S ) 60 bRl

subjiectKeyldentifier F U A

CRLDistributionPoints CRL 4 % &5

B.2 BRFB=|/IEBAEHELG
i 55 e E 5 119 55 74 S5 4] UL B2,
& B.2 HRSSeRiEP RIS EH
A T

version LA

serial Number e 4507 5145

signature %A TR bR IRAT
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* B.2 (4)
€2 P il it
issuer i %z #7 24 R
| 2t 47
validity A %Y
2Lk AR
B
a1
Hh 713
subject RERE A i
H Y AR
GIR R
il 55 a4 B
subjectPublicKeylnfo FEAHE L
authorityKeyldentifier il Az HIL K 1) % B il
subjiectKevldentilier | SRR PR R TR RS
CRLDistributionPoints CRL 43 % A4

28
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B x C
(HLSE 1 M %O
IEPHHIIRAETE

C.1 ik

AT —RIUEBRER, BRI T — A% 5028 B 0E A el uE - ARCES 51 % Ak s 7.
TE PKI (& Z el )37 S Rp 0l e FRAE g 5 X S R PE R O S R & | b, FELPRI b,
E 45 FE 5 460 ) 2 rhonT R i 2 A0 45 fe il g b AE A Ag T R S A (S L (H 2 Y PRI & P ff A
AN MIXEEAMEE . b T RINE LAERP B Y B A FLirAE T B8 PKT Uk 45 5% ik 45 it
RN AP
LLRE 5 N7 0
a) H%EA CAUEPNAER. BIHGERNE TIEER.Ea L HTRE 2 UE R sl Foel i iy 2. 259
N— AR R A PRI R Ay CA K B2 UEH
b) TH CAIEPBWNERE.EE LT 9 CA k45 iy o il F1 0] 358 N7
¢) AU ARUEBHNEEREE LT B PKI AR S CA 4 & AY S % 24 0F 45 /Y 58 il F1 0] % 4
7 A g g — - 2eom S RV T 28 44 Ho 0 908 H 2R 3aik 28 25 2k 45 0 %35 5 X5 2% Az it
TE %5 P o A B O TP BT R A JLRA B 70 28 B A T rP 0% A AT 2 4
d) AR AR EE LT i PRI R & d CA A0 A2 59 352 0 i 48 3E 45 /9 58 il F1 o] 5%
. A& SAEE RV TR G . %91t g1 E s (KMD 3 & L AR o TR B
ZE S E B AL AEUE A RGH R E T AR S a9 BT nl RUE I IR A R o CA

b TR
e) UEBRUENFRANER.EFE LT i uk B R P 28 KA R A AUk HURS 9 2 A4 s A T 3
N2

b T 2% i S A 25 44 TR A5 FUIN B E A B AT R ZOE S O T B LA A R B i CA TP R T A R X
TR 38 2% v S AR UE A CRPBE AR % 42 - SO T 04 10 B3 28 g S5 AR IE 45D o /i T 28 G e] B FLPE A7 7
(] R PR I AS 2 B 1]

C2 BEEZCAIEBRNER

A4 CAIEBNARERIE C.1,
F C1 ERIEPIEEH

I
e, . (] EpL
il
Certificate
signature
AlgorithmIdentifier I Y signatureAlgorithm 1 T fi2
prik & ol R | K= PR
algorithm
1.2.840,113545.1.1.5 sha-1 WithRSAEncryption

29
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= C.1 (25)
" KU it i34
fir i
1.2.840.113549.1.1.11 sha256 WithRSAEncryption
algorithm 1.2.156.,10197.1.501 SM3WithSMZ2Encryption
parameters NULL 0k SM2 5 i R B o I AN
thsCertificate e 48 A2 I
version 2 SR 2 I MUAS 3 3k
serial Number INTEGER i —IE#2 8, &% 5.2.3.2
issuer
Name W5 R DN 2
RDNSequence
RelativeDistinguished Name
AttributeTypeAndValue
Attribute Type 1D
AttributeValue Z# 5.2.5.4
validity
NotBelore
Time
UteTime YYMMDDHHMMSSZ T 2049 £ 2Z A 4y (F 2049 5£)

general Time

YYYYMMDDHHMMSSZ

FIF 2049 4R 2 5 4R B

NotAlter
Time
UtcTime YYMMDDHHMMSSZ T 2049 4F Z 8 AR 07 (55 2049 4F)
general Time YYYYMMDDIHTIMMSSZ T 2049 2 J5 (4 {ir
subject
Name ni 5 E /1 DN %
RDNSequence
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType 01D
AttributeValue 2% 5.2.3.4

subjectPublicKeyInfo

algorithm

Algonthmldentifier

SNERE AT RE SR RSA 2N 4 ok [ i
HANH

30




GB/T 20518—2018

< C.1 (#0)
e i
e B {H il it
i i
1.2.840.1135459.1.1.1 RSA
algorithm
1.2.156.10197.1.301 SM2 i =] ith 2% 2 TH &5 i 1
NULL RSA
parameters 1 M SM2 %5 0 I, S SM2 5 Y
ECPublicKeySpec _ i
TiLkdhekny OID
. . A RSA Bk, B4 & N R 2048
subjectPublicKey BIT STRING 1 _ _ .
i .3 SM2 H ik A 2R 256 (i
DR NGO E A
subjectKeyldentifier FALSE A AR IR AT TR T R A
kevldentifier OCTET F# 5 AEE R SHA- IS Bkme
MEG B — 2970 K.
subjectInfoAccess FALSE VUAT — Fl fF il v ik B2 LS8 CAE
15
AccessDescription
HEAIEDEDEQUIETENE—1T
S LG R A G O iR URL 28 7
id-ad-caRepository HE LDAP i 8] H % Bl %5 8% 09 45 € i
acressMethod ) ) . _ e e
(1.3.6.1.5.5.7.48.5) B uE el @4 URIL 2 798 iU 2
HTTP ijj [a] WEB HR % #%. & —
URT Jif 45 ) CA UE-15 19 i &
accesslocation
(reneralName
uniformResourceldentifier A dap:/ /e E& hup /B
bhasicConstraints TRUE
ey TRUE
KevUsage TRUE
BT % 2 digitalSignature 0
5 i ¥ nonRepudiation 0
WA N % keyEncipherment ¥
i % dataEncipherment 0
A UMY kevAgreement 0
ik 4 % & KeyCertSign 1
2 CRLSign |
{in4 encipherOnly 0
L H % decipherOnly 0

31
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= C.1 ()
X b2
i - ff T
i
Al
. . . R4 & = A BUER AT L) AB A fe il Y
issuerAltName False
HE PR AR B
General Names
(zeneralName
ric822Name TIASString PKI & FEHLH 69 H 1 HE 4 i bk

C3 THRCAEBEBREE

T CAUWHFHAFRIFEC2,

RC2 THRCAIEBHRNAEFE

bl iif fi i ik
Certificate
signature
Algorithmldentifier Wi 4 signatureAlgorithm Bl IT i
AF T 518
1.2.840,113549.1.1.5 sha-1WithRSAEncryption
algorithm
1.2.840.113549.1.1.11 sha256 WithRSAEncryption
1.2.156,10197,1.501 SM3WithSM2Encryption
parameters NULL Mk SM2 Bk T AN 7
thsCertificate FEANE
version 2 gl 2 T RRAR 3EH
serial Number INTEGER ik — 1F %% &k
issuer
Name R 5 A2 474 £ DN — 2
RDNSequence
RelativelhstinguishedName
Attribute TypeAndValue
AttributeType 1D
AttributeValue
validity
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= C.2 (%)
o i i ik
i
NotBelore
Time
UtcTime YYMMDDITHMMSSZ T 2049 5E 2Z 01 19547 (F 2049 )
general Time YYYYMMDDHIIMMSSZ AT 2049 42 J5 A9 4E 07
NotAfter
Time
UtcTime YYMMDDHHMMSSZ HF 2049 4E Z AT BYAE 0 (5 2049 45)
general Time YYYYMMDDHHMMSSZ HIT 2049 42 J5 1Y 4 0
subject
Name
RDNSequence
RelativeDistinguishedName
Attribute TypeAndValue
AttributeType Q1D
AttributeValue
subjectPublicKeyInfo
algorithm
Algorithmldentifice SSHFEEE L Al BE 2 RSA 4 B a4 [ h
ES RN 2
1.2.840,113549.1.1.1 RSA
algorithm
1.2.156.10197.1.301 SMz2 iy 15 i £ 2 80 5 75 5 14
NULL RSA
parameters
ECPublicKeySpec SM2 ik ki) OID
subjectPublicKey BIT STRING ATRSA 5 ?‘&_' B & R 2018
{i A SM2 B A 3 b 256
PhA A4
authorityKeylIdentifier FALSE % BT
keyldentifier OCTET 547 4 M A HHEM SHA- Hf2il
subjectKeyldentifier FALSE F % SRR IR TR A
keyldentifier OCTET "7 17 & SNEHIE Y SHA-T Wy f B kg e
basicConstraints TRUE
cA TRUE
KeyUsage TRUE

33



GB/T 20518—2018

*& C.2 (z0)

1

R iR T

F i

{H

Jili it

% A digitalSignature

B 4IE 8 nonRepudiation

()

M keyEncipherment

e AE N dataEnciphermen

% I keyAgreement

ik 45 %% % KeyCertSign

MAPE Y CRLSign

L% encipherOnly

L% decipherOnly

certificatePolicies

PolicyInformation

policvldentifier

Q1D

The inclusion of policy qualifiers 1s dis-

couraged

CRLDistributionPoints

[hmstributionPoimnt

distributionPoint

InstributionPointName

fullName

General Names

(reneralName

directoryName

Name

RIDNSequence

RelativeDistinguished

Attribute TypeAndV

AttributeType

1D

AttributeValue

uniformResourceldentifier

mJ-HL‘ldﬂp:I"""."""""!;E‘ﬁ“‘]-‘lilp:I"""."“‘"J‘E-;'_r-t

authorityInfoAccess

FALSE

AccessDescription

accessMethod

id-ad-calssuers

(1.3.6.1.5.5.7.48.2)

Uil Jy o

accesslocation
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ok i
e B {F it
f i
GeneralName
uniformResourceldentifier AW dap: / /el #F  hp: /I A
AccessDescription iy o] iy ik
id-ad-ocsp
access Method
(1.3.6.1.5,5.7.45,1)
accessLocation
(reneral Name
uniformResourceldentifier F M 1dap./ /"o EF “http. / /7 2L
WEeE B A Eads— &6 W Jrik.
subjectInfoAccess FALSE HAT —FAfe il ik 8 CAGE
Sl
AccessDescription
% Z0F 5 2 0B el 5ETEE ik — -
S| L 3 B AR O R EE URI £ °F B
id-ad-caRepository M LDAP 5 o] H = IR 5 &= 89 98 7€ {if
accessMethod ) ) . . e
(1.3.6.1.5.5.7.48.5) o Uk ATl dE URT 4 5518 WIS
HTTP i# [n] WEB R % #%. & —
URI 7 45 ) CA Gk &
accessl.ocation
Greneral Name
uniformResourceldentifier A dap: //"ECE hup /M HE 2
a4 fE
, _ {FAu] 2 2w ELnT L) AH B il FH Y
1ssuerAltName FALSE
0 4 B A TE X HL I A
General Names
GeneralName
rfc822Name IASString PKI & #LELFY 0% f = 0B 14 Ho hE
FreshestCRL FALSE {7 1 R 2 o A/ e R
DistributionPoint
distributionPoint

DistributionPointName

fullName

(General Names

GeneralName
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*& C.2 (z0)

s e T
b RHEM i i i

F i

directoryName

Name

RIDNSequence

RelativeDistinguished

Attrnibute TypeAndV

AttributeType OID

AttributeValue

;Eé,]“ nldﬂp: ,-"'r,-"rﬂ-'-;’iﬁ“ 1‘11’1:1_] . ..-"r..-"r";l'E";Ift

uniformResourceldentifier

C4 KIRETARZZIEEHNER

Kol & A UEB A FER L C3.

xC3 HREXBEREFAFTR

< i 101
F i

{H

flli ik

Certificate

signature

AlgorithmIdentifier

i 55 signatureAlgorithm 3 U fi¢

A 1 905 %

1.2,840,113549.1.1.5

sha-1WithRSAEneryption

algorithm
1.2,840,113549.1.1.11 sha2536 WithRSAEncryption
1.2,156,10197,1.501 SM3WithSMZEncryption
parameters NULL
thsCertificate e AN
version 2 A2 A 3 uk
serial Number INTEGER ME — 1F B ¥
Issuer
Name N5 %y 4208 DN — 3
RDNSequence
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType 01D
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= C.3 (&)
JCHER T
B . {H il %
fir i
AttributeValue
validity
NotBelore
Time
UteTime YYMMDDHHMMSSZ T 2049 552 A BY4E4 (5 2049 4E)
general Time YYYYMMDDHHMMSSZ H T 2049 4 Z I35 8Y 45 47
NotAlter
Time
UteTime YYMMDDHHMMSSZ FF 2049 4 Z AT A5 (55 2049 42
general Time YYYYMMDDHHMMSSZ T 2049 42 J5 (15 )
subject
Name
RDNSequence
RelativelhistinguishedName
AttributeTypeAndValue
AttributeT ype O1D
AttributeValue
subjectPublicKeyInfo
algorithm
_ . SR AT BE R RSA 2 5 Bl (5
Algorithmldentifier
HES AL
1.2.840.113549.1.1.1 RSA
algorithm
1.2.156.10197.1.301 SM2 #fi [ fih 28 2 8 & 65 5 i
NULL RSA
parameters
ECPublicKeySpec SM2 Bkl £y O1D
| %1 RSA B % B B 0 % 42 2048
subjectPublicKey BIT STRING 1 o ‘
{ii AT SM2 .3 8 & 0 256 fif
WA A
authoritvKeyldentifier FALSE B RAEHAW IR

kevldentifier

OCTET F15 &

ety E AN A SHA- 0 7 B ik
1=
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* C.3 (zD)

1

R iR T

F i

{H

il ik

subjectKeyldentifier

FALSE

el 5 B bR LT L HT T e e A i)

kevldentilier

OCTET F47 &

ZYHARY SHA- D B &R B E

KeyUsage

TRUE

T % 2 digitalSignature

7 I ¥ nonRepudiation

WM % keyEncipherment

Hrdli % dataEnciphermen

& i keyAgreement

IE B % KevCertSign

0

AP CRLSign

{UIN%E encipherOnly

0

0

{iLfi# % decipherOnly

certificatePolicies

FALSE

PolicyInformation

policvldentifier

O1D

The inclusion of policy qualifiers

is discouraged

CELDistributionPoints

InstributionPoint

distributionPoint

[mstributionPointName

fullName

(GeneralNames

General Name

directoryName

Name

RDNSequence

Relativelhistinguished

Attnibute TypeAndV

AttributeType

01D

AttributeValue

uniformResourceldentifier
authoritvinfoAccess

AccessDescription

FALSE

A A ldap: // "B “hitp /A

Vi) 773k —
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1

R iR T

F i

{H

il ik

accessMethod

id-ad-calssuers

(1.3.6.1.5.5.7.48.2)

accesslocation

General Name

uniformResourceldentifier

;IEHIHIEJ.EL}J: a"ff'.”L;E ﬁ'"htlp : _f_xm 2 _It

AccessDescription

viln] ik

access Vethod

id-ad-ocsp

(1.3.6.1.5.5.7.48.1)

accessl.ocation

(reneralName

uniformResourceldentifier

A" dap: / /" ECE “hup: / /7 A

AR

extKeyUsage

BOOLEAN

117 e 8 1 ik

KeyPurposeld

1D

1ssuerAltName

FALSE

Aoy 22 2 el LA (H 5 fe il H
87 25 B A 7R X HL A

(reneralNames

(reneral Name

rfc822Name

IALString

PK1 & PP HL# Y B 00 128 b hE

subjectAltName

(reneralNames

FALSE

(zeneralName

ric822Name

TA5String

dNSName

TA5String

1PAddress

TASString

directoryName

Name

RDNSequence

Relativelhstinguished

Attribute Type AndV

AttributeType

(1D

AttributeValue

FreshestCRL

FALSE

fiff Ji g B PR A SO A T
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= C.3 ()
X b2
& . i fi it
i £ -2
DistributionPoint
distributionPoint

DistributionPointName

fullName

General Names

General Name

directoryName

Name

RIDNSequence

Relativel)istinguished

Attribute TypeAndV

AttributeType

O1D

AtiributeValue

uniformResourceldentifier

FHldap . / /"8 hup. / /"B

C5 ZimFTEMFIEBAER

i R BN E R LR Cd,

FCA4 LIHEEMBIEBABTR

I b0 {f i ik
Certificate
signature
Algorithmldentifier w5 signatureAlgorithm 35 PC g
T 98
1.2.840,113549.1.1.5 sha-1WithRSAEncrvption
algorithm
1.2.840,113549.1.1.11 sha256 WithRSAEncryption
1.2.156.10187.1.501 SMaWithSM2Encryption
parameters NULL
thsCertiflicate e 2ANE
version 2 2 T A 3E
serial Number INTEGER M IF. 45 4K

41)
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R iR T

F i

)

1ssuer

Name

RS AT 47 £ DN — 2

RDNSequence

RelativeDistinguishedName

Attribute TypeAndValue

AttributeType

O1D

AttrnibuteValue

validity

NotBelore

Time

Ute'Time

Y YMMDDHHMMSSZ

T 2049 S 207 09540 (5% 2049 4F)

general Time

YYYYMMDDHHMMSSZ

H T 2049 42 J5 44

NotAlter

Time

UteTime

YYMMDDHHMMSSZ

M T 2049 4E2Z A5 AYAEDF CF 2049 )

general Time

YYYYMMDDHHMMSSZ

T 2049 22 J5 19545

subject

Name

RDNSequence

RelativelnstinguishedName

Attribute TypeAndValue

AttributeType

O1D

AtiributeValue

subjectPublicKeyvInfo

algorithm

Algorithmldentifier

ZYP1H VT BE S RSA 2 9 o R
i £% 2 $1

1.2,840,113549,1.1.1

RSA

algorithm
1.2.156,10197.1.301 SM2 #f 8] [ £& 7 35 % 05 5 i
NULL RSA
parameters
ECPublicKeySpec SM2 Bk dh 2k ny O1D
. . A RSA Bk BLC 3 /b I i 2048
subjectPublicKey BIT STRING

hr X SM2 JiE A 2D 256 {u

WS A T

4]
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x C.4 (z0)

B j&?ﬁ:lﬁi A fili ik
fir i
authorityKeyldentifier FALSE B ke RN R
kevIdentilier OCTET FEffH ’%ﬁ S ARPIHERN SHAL &R &%
i %=
subjectKeylIdentifier FALSE F B A AR RF L FTE S B AR A R
kevldentifier OCTET 547 SNEE AT SHA-L wy & B i
KeyUsage TRUE
BU7 % 4 digitalSignature 0
Bif 416 #i nonRepudiation 0
% 5 0% keyEncipherment 1
g% dataEnciphermen ]
EF MY keyAgreement |
k4% & KeyCertSign 0
WA A4 CRLSign 0
{4 encipherOnly 0
% decipherOnly 0
certiflicatePolicies FALSE
PolicyInformation
solieyldentifier O1D The inclusion of policy qualifiers
is discouraged
CRLIDistributionPoints
DistributionPoint
distributionPoint
DistributionPointName
fullName
GeneralNames
GeneralName
directoryName
Name
RDNSequence
RelativeDistinguished
Attribute TypeAndV
AttributeType O1D
AttributeValue
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B ﬁ?ﬁ:rﬂ A fili ik
fir i
uniformResourceldentifier F M dap. / /" HE “htep, /" HE A
authorityInfoAccess FALSE
AccessDescription Uiy 0] Jy i —
+ccessMethod id-ad-calssuers
(1.3.6,1.5.5,7.48.2)
accessLocation
(reneralName
uniformResourceldentifier M “ldap:/ /"5 # “hip. // AL
AccessDescription v a) J7 ik
access Method id-ad-ocsp
(1.3.6.1.5.5.7.48.1)
accessl.ocation
GeneralName
uniformResourceldentifier FeH ldap: / /"B #H  hup: / /"B A
Al BE 4 R
extKevUsage BOOLEAN 1 L
KevPurposeld O1D
- cner AltName FALSE {EAar 25 =2 MU nT LA {5 2 AT el
HY 24 B A TR I B A
GeneralNames
(zeneralName
rfc822Name 1A5String PKI & HHL ) &Y e 7 WE 2F b bk
subjectAltName FALSE
GeneralNames
GeneralName
rfc822Name TA5String
dNSName TA5String
iPAddress IA5String
directoryName
Name
RDNSequence

RelativeDistinguished

Attribute TypeAndV
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x C.4 (z0)

1

R iR T

F i

)

Attribute Type

01D

AtiributeValue

FreshestCRL

FALSE

{1 0 S0 24 R A e

[hstributionPoint

distributionPoint

[hstributionPointName

fullName

General Names

{(reneralName

directoryName

Name

RIDNSequence

RelativeDistinguished

Attribute Type AndV

AttributeType

1D

AttributeValue

uniformResourceldentifier

A M 1dap: / /7 ali F “hiep /IR

C6 EFHBEIRABTR

IEEREMEHNFERLE C5.

* C5 IERBRAMHIIRATR

B T

fi A

1

CertificateLList

signature

Algorithmldentifier

W 5 signatureAlgorithm Pt fif

1L2.840,1135459.1.1.5

i 4 9050
sha-1WithRSAEneryption

algorithm
1.2.840,113549.1.1.11 sha256 WithRSAEneryption
1.2.156.10197,1.501 SM3WithSM2Encryption
parameters NULL
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< C.5 (ZE)
b ﬁ@:rﬂ ) il g
i i
thsCertList P A2 MNE
version 2 WA 208880 1)
issuer
Name o 5 & EM DN 3
RDNSequence
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType 01D
AttributeValue
thisUpdate
Time
UtcTime YYMMDDHHMMSSZ FH T 2049 S 2 00 A4 0 (F 2049 4)
general Time YYYYMMDDHHMMSSZ T 2049 52 J5 (194 {i
nextUpdate
Time
UtcTime YYMMDDHHMMSSZ T 2049 2 A1 B0y (F 2049 46)
general Time YYYYMMDDHHMMSSZ HF 2049 42 5 B4R
revokedCertificates
userCertificate INTEGER B iCEE T Y Y 8 S
revocationlate
Time
UtcTime YYMMDDHHMMSSZ FHF 2049 47 2 0§ BYAE 0 O35 2049 4F)
general Time YYYYMMDDIHTIMMSSZ T 2049 52 J5 (14 {i
crlEntryExtensions
Extensions
ensonCode EALSE Gn B 7 4 4O B B DT 9 %

1 i

CRI.Reason

I B A B PR L 45 - keyCompromise
% it 7% . CACompromise CA it £ .
affiliationChanged. superseded. BY ces-
sation(MOperation, G0 5 B g 5 [H R
UL e R T AN MR . remove-
FromCRL HiEH & CRLYy..ET
iE 15 % &5 centificateHold & 18 A4~ 2
it ]
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&= C.5 (&)
Ok R
e B 2] il ik
f i
invalidtyDate FALSE
(veneralized Time YYYYNMMDDHHMMSSZ
certificatelssuer FALSE
GeneralNames
GeneralName
rfc822Name IA5String PRI 45 8 HLF &Y e WE £ Hh bk
crlExtensions
Extensions
authoritvKeyldentifier FALSE PR W HRIRAT
R AESHED SHA-1 i & 8| B
keyldentifier OCTET 4 “ o
fi
| _ ) . {F ] & = 2 U ER o] L)L B By & i
issuerAltName FALSE .
Wﬁﬁiﬂﬁj—ﬁﬂfﬂﬁ"ﬁ
General Names
General Name
rfc822Name IA5String PKT 5 P HLH A% e 0F £ H
B WY ) B AT 0 CRL #R I i
CRLNumhber FALSE | INTEGER ) ) 1
7 i — Tl
A W AE 4B CRL . 4 CRL
_ ) e MO AT EE AU W AT
issuingDistributionPoint TRUE | OCTET 517 &

TR W, R A R FH a]
CRL =% A~ HE #& i Fr G 5L CRL

distributionPoint

DistributionPointName

{ii Hl 7€ 41 e CRL v, & 5 §FE 4 v 1Y
A Al AT e — 2L

fullName

(General Names

GeneralName

directoryName

Name

RIDDNSequence

RelativeDistinguished

Attribute TypeAndV

Attribute Type

01D

16
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Pl
S} B {H i
i
AttributeValue
uniformResourceldentifier IASString Ae H* dap: / /"8 & “htip: /"B A
WM B H L WA CRL H #3582
o , CRAES . (RS I A (8 S 2. 1
onlyContainsUserCerts BOOLEAN _ o o
MW T A SRS W distribut
ionPoint 7] 1 22 5% )
QAR o B A4S CRI B 55 CA
EH . (R R AN A R
onlyContainsCACerts BOOLEAN _ i
i U Fr 4T CAE . 0 distributionPoint
CIENCy L
A b o S HE R H (8] 4% CRL, Wi S A4
IndirectCRL FALSE CRL 27 e CRL % 47 & Br ol 4
Y 5 L 30— 00 L 15 P R L
FreshestCRL FALSE TE I RS & = A2 5 e i
DistributionPoint
distributionPoint
hstributionPomntName
fullName
GeneralNames
(reneralName
directoryName
Name
RIDDNSequence
RelativeDistinguished
Attribute TypeAndV
AttributeType O1D
AttributeValue
uniformResourceldentilier Fe M ldap: // "8k #H “http: / /"I
deltaCR LIndicator TRUE A4 e S Bl AE B & CRL

BaseCRLNumber

INTEGER

5 ) B CRL
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i & D
(B PR
A ERNE R R R

VIR ER L XU509 WA 3 U6 9 0] F 4562 3 R 4IE B

a)

h)
c)
d)

e)

D

g)
h)

1)

the serial number is 64 57 00 b7 00 00 02 {6 (dec 1s 7230248512745636598) ;

the certificate is signed with SM2 and the SM3 hash algorithm;

the 1ssuer’s distinguished name 1s CN=OSCCA SM2 CA, C—=CN;

and the subject’s distinguished name is CN=/J F 5. OU={ 1A . O=HH A Fr.S=
24 .C=CN;

the certificate was issued on March 22, 2011 and expired on March 29,2014 ;

the certificate contains a 256 bit SM2 EC public key;

the certiflicate 1s an end entity certilicate (not a CA certilicate) ;

the certificate include an authority key identifier .subject Keyldentifier and basic constraints
extensions:

the certilicate includes a critical key usage extension specilying the public 1s intended for gen-

eration ol digital signatures;

7} the certiflicate include a extend key usage extensions.

0000 30 200, SEQUENCE 1

0004 30 1TAL; SEQUENCE |
0008 A0 3 (0] 4
O00A 02 1. INTEGER 2

; i
000D 02 8 INTEGER

64 57 00 B7 00 00 02 F6

0017 30 C. SEQUENCE |
0019 06 8. OBJECT IDENTIFIER "1 2 156 10197 1 5017
0023 05 (.

: '
0025 50 24 . SEQUENCE |
0027 31 15, SET |
0029 30 13 SEQUENCE {
0028 06 3 OBJECT IDENTIFIER commonName (2 5 4 3)
0030 13 C. PrintableString "OSCCA SM2 CA”

i

: }
003E 31 B SET 1
0040 30 9. SEQUENCE |
0042 06 31 OBJECT IDENTIFIER countryName (2 5 4 6)
0047 13 2. PrintableString "CN’

48
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1
!

0041 30 SEQUENCE |
004D 17 D. UTCTime "1103220744447°
005C 17 D, UTCTime "140329074400Z2°
: j
0061 30 52. SEQUENCE |
006D 31 15. SET 1
006F 30 13; SEQUENCE |
0071 06 3 OBJECT IDENTIFIER commonName (2 5 4 3)
0076 0C . UTF8String "H P &4 7’
f
: j
0084 31  15: SET !
0086 30 13, SEQUENCE |
Q088 06 3 OBJECT IDENTIFIER organizationalUnitName (2 5 4 11)
008D 0C  C. UTF8String #1714 7’
j
i
0091 31 15; SET 1
009D 30 13. SEQUENCE {
009F 06 3. OBJECT IDENTIFIER organizationName (2 5 4 10)
00A4 0C C, UTF8String "#HZ 24§17
i
: i
00B2 31 B SET |
00B4 30 9. SEQUENCE |
00B6 06 3 OBJECT IDENTIFIER countryName (2 5 4 6)
OOBE 13 2. PrintableString "CN’
j
i
: i
00BF 30 59. SEQUENCE |
00C1 30 13: SEQUENCE {
00C3 06 7 OBJECT IDENTIFIER ecPublicKey (1 2 8§40 10045 2 1)
00CC 06 8 OBJECT IDENTIFIER "1 2 156 10197 1 301°
: i
O0D6 03 42, BIT STRING 0 unused bits

04 97 0A 71 9B CC 02 B4 6E E9 CC DF 59 2F 59 0B
2D C7 5A AC BlI C7 BYS 45 55 FE 07 E2Z2 70 B3 83 9A
1B EB 4C 37 A3 AD SE FF BF 23 39 0C AD 36 9A EC
o8 BZ 92 32 A0 CA 30 Z9% 6F OF F1 F8 35 F1 52 F6
76
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: i
O11TA A3 90, (3] 4
011D 30 8D, SEQUENCE |
0120 30 C. SEQUENCE |
0122 06 31 OBJECT IDENTIFIER basicConstraints (2 5 29 19)
0127 04 oy OCTET STRING
3003 01 01 00
: i
01ZE 30 1D, SEQUENCE |
0130 06 3 OBJECT IDENTIFIER extKevUsage (2 5 29 37)
0135 04  16; OCTET STRING
30 14 06 08 2B 06 01 05 05 07 03 02 06 08 ZB 06
01 05 05 07 03 04
: f
014D 30 B, SEQUENCE |
014F 06 3 OBJECT IDENTIFIER keyUsage (2 5 29 15)
0154 04 1, OCTET STRING
03 02 00 CO
: }
O15A 30 11. SEQUENCE |
015C 06 9. OBJECT IDENTIFIER
: netscape-cert-type (2 16 810 1 113730 1 1)
0167 04 4, OCTET STRING
03 02 00 80
: |
016D 30 1F. SEQUENCE ¢
OI6F 06 33 OBJECT IDENTIFIER authorityKeyldentifier (2 5 29 35)
0174 04 18, OCTET STRING
30 16 80 14 8E 7B 6D F4 CB 16 BC 42 79 80 22 80
92 49 97 1C EA BD D3 E5
: f
O18E 30 1D, SEQUENCE {
0190 06 3 OBJECT IDENTIFIER subjectKeyldentifier (2 5 29 14)
0195 04 16, OCTET STRING
04 14 1E 99 F3 37 As 7E 1F 5D C8 B> C4 DI F6 94
2E A6 9C 24 9F 31
}
i

e

'I'\.
!

OTAD 30 C; SEQUENCE |
OLAEF 06 8 OBJECT IDENTIFIER "1 2 15610197 1 501°
01B% 05 0,
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: '
O1BB 03 47,  DBIT STRING 0 unused bits

30 44 02 20 50 37 93 B4 OE OF 1C 9D 3E EE 7F 7E
02 BE BD 3E DE 01 27 27 20 82 EE 8F 0 6 E4 8SA
36 3F 26 BY 02 20 BS 70 08 46 76 VB o6F 27 43 6C
BE D7 45 98 C4 5B 98 5C CB C8 1A 14 0E ZA 3B 03
55 CA BE F1 72 F2



GB/T 20518—2018

Mt % E
(55 B M =)
BHEHAREZH

E.1 #EHZE

Z% 5= PR A (Hash Functions) AR M5 B8 253k . B T 7¢ Internet PKI A 5 (0] 2% % 2R &L MDS 17
T 42 4 PR [l J, Fiy LA HRABAE H .
fEEIN . SM3 Hik 2R ZH SR EERITAAMNRERL .S W GB/T 32905,

E2 ZZHE*

S A AR IE ek 3 CertificateList M1 signatureAlgorithm B N H . 3E 58 of — 4~ H B 7E
ik 5 8% CertificateList Y signatureAlgorithm 7 Bz PN B35 i bR PR A7 o 26 BH 81 4 |

EEN SM2 BEEEZHEHFRETRNAMNNELR L. S W GB/T 32918, B4 RS E.|
i AR A 2 32 B Tk — kS g T ]

M T ARz % 2 83509 ASNLL A AR 2

sm3WithSM2Encryption OBJECT IDENTIFIER ;.= |

150 (1) member-body (2) en (156) ceste(10197) 1.501 ;

D2
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