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A REZHEWON RA %610 RevReq i 8 . RevReq 18 B 1% G55 UE 15 77 51 5 5LE B4 & i bR iR
% . CA W RevRep 2 IR 3304~ 1 LR 2 4 £5 00 2 0 2 W17 B o AR AT L A5 35 05 0 5 0% B i 448 5

CA ZCRp e o = b = A s S O i b 20 SUER A CAD M NS E 153K . Rt i =
A A O O A R 0 CA SRR CertReq 31 BT A0 2R L 10820 8 i I 2l uk 1 0 28 5
FoAR LA CAL X B Y G AT IE B R 0 ol BRI 2 Y e A S TR iR BT
H— A, ZHE R ERAE AR R EE RS A BAH NSRS, ZF CA L
CertRep {1 5 AT 2000 57 R &, %00 26055 37 0E 45 Fohn 85 RA8H S0 S R A0S . o S5 a1 2% i 45 A9 i
I G B 5 AR A A 0T BB 2 BT A 2y 8, CA ] LB Rk b A R m A Ul

CA BZAE CAESS 28 SIE 06 (CRL LA B g il 4 0 £ S S 4% 1% 5 0 45 JHC A W8 ) I
5.3 EMHLHE(RA)

5.3.1 it

RA R UE 7R E 5 6922 R0y B 6y, RA AT LU 5ot %2 58 <2 04 A 4 30 4 b e A0 RAL 0 7 4 B8 1 %) 95 fih
ol i LA AL e 3 Sy MR B b Rk RA B RA B EE o 58 HIE— A 00 3 L ke 56 iE
I:HWE Hé\fﬂmwﬂﬂﬂiﬂwﬂmﬁ 6.2).

S UE SR — A e I SRR SR B B R S RA BB R A —
hli?ﬁ#lﬁ'}k%*ﬂﬁ“ﬂ@ CA,

BAYS RA ST 8 T4 i 69 G0F 45 0 R & L 78 EAT AE 5 i R i A B RA R 45 i B DA SE £
B X B e A MR b CAER [ O A B0, AR i A ut a8l 1 38 78 M R B
A1 55 ke R P A AT HLE

RA AT LA CA BEAUE 14 700 32 ARIE 58 RIE BRI . RevReq MIRSNTE 6.6.7 PE L, RA Y]
W LS CA 7E— 0T LLYE— A ) 59 8 i vh P AT

RA A G REA 4G IE - F5 4T H A ThE— R R B M B th CA Mk AE - CEM 2 ZIER M &
(L5, 4y LS P A IR fi B UE B CRL A K 36 EGE A e B8 (W 5. 50,

5.3.2 5 ERFEBEXM RANEER

RA R iZFr T4 ik .

5 % F B E A 457 oK

B CA % 26H0F K
RN IR B A CRL;
P I A IRCRT 5 R

RA R AEUEE [F) CA MIE 15— R 408 2 3 00E 15 & 85 0E B is A # .

RA R 0] AR 2 AS TR AT S AT 00 FLER JF FLOA BE 1% 80 58 O 100 58 A4 UE 45 K5 A7 #F 7 A 01 25 8 Ik 45 48
R CF ST T A A S O it 58 1 %5 43 5 B A 2 D6 20T i RS 5 20 PR TR A E L T E RO M R S
00T e 0 20T B AT A5 ) A 2 D AR A O L AR IR . IR CA AR % LA
FVF . RA WRZ O] LG RIE 5 & 09 8 217 4 05 2 Bk BRcE ok . BRI R h 5 R0 e i & ik

8
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B AEAE A CA Y RA FF% %,
5.3.3 EEHE

RA P F o 5 55 68 05 557 20 28 05 S (A0 15 Aty i o, 8 26 FRRCRS , L B Oy 0 08I 45 45 i B W ) o g
FUET A CRL, T 045 45 HH s S 30 55 09 — B4 s BT AE 6.6 th ik b it

RA FEW R AW EIE B A &8 CentReq # 2 AYIE R i K, CertReq il B8 fEIE B3 H & 1F
PKIProtection £5# b P 5 8 7690 0 7 iR & 0SB TE B OZ8 e IE B Rea S A M A R 2 5 .
RA AR B IF B RA W2 F R 7 8 3 — 13 1) CertReq 18 8. RA H1IZH B &1L £ CA,
RA JfiZ o] LA g i 4547 & #2408 CA PIESs .

RA ATLAM CA H: CertRep 8 . IFE Bif R #fH 48  RA ¥ & M CA Ak 85 iR A 3]
e Bl — B IIE R, WER— A EA YR B2 T O RA AT L) 535 47 & 48 05 (WHE 15 .

A BZETEAFHA T8 SR AIE B 5 A & S0E B E I EA S B R T L A il K.,
i Ak % T TR O RA IR R B0 B, RA R E ol LA™ 4 RevReq H & 4G IE 15 17 515 ol 4 15
FFAT HOATHEH 4 . B4 RevReq i B Z8E 1~ RA BT H . CA W iZA] RevRep 9145 711 RA .

3T 2N T A RS R 2 WA I, LT L 5 O T R E Y BRI A L A SR E Sl
T ORA BEZR MR G AR A R R IR T RA K A SRR I EL AT B PR R R
5.4 IEPHBENE

5.4.1 #fif
PKI WIE B A R GERFIRIGE. e B350 F 05F CAs RAs F1H fil 59 28 5 5014, RS
AR AN H P R AR S s e BT K AT R R R TR Y (CAs I RAs R I“

PKIAE 1 £ 47 # A4 % 45 91 0305 PKI 30 % 2 000 5007 AR AT A0 e 45
5.4.2 5 EREHEHEXN PKIIEEHEEDEER
iE A &I EE
A
e BE A5 i R
iR IE AR
i oI 5 BT () B0
IE B354 & Rl 2 % P e W H 5,5 o & P Oifg.
54.3 EBFEEEEES
IE B3 & 093 55 GE 0 IE B FEe A 8RR 3 005 15 . LY B iy S ai B8 A 00E B . B 09iE Bisa &
5 H R HOEF M CA B H CA BHUAY RA 177,
HE 5 F5 A7 % BLZ RE B TR MRS LT (1 AE S, XA 3%l CA BUAT . A VR IE 15 F A7 & 2 B b A
A UE TS 4R0E B R . E B R E R R B A SO YR 1 R — D RevReq i BJF R K5 CA,
RevReq il BB AL SRR S . CA 7 RevRep 1§ BIF IR IEBIFAE . X F S5 EAE6. 6.7 %
A
AT R Y E A AT A RES S BUE B R R, X P S CA BT RIFIE B R A H S E A 2 WiE
AR R %E RASEH S0 . CA AT LU F5 %00 95 45 (002 & i H AR (il H b AT b % 3 0] e i
EAR S RA 32 H (5 50T 75 K —4 B 0 IE 1 E B354 & 74— CertReq 15 8., I B F1E A9 F1 24 i
RIRLFHETT R4 . CA ™ CertRep WG, ARG R ) 8B & — A B e . 0 585K 4B 46, 5
ORI
HE 1A # e 0B (IR M A IE Bl R .
TE A el LS SN e Bl R . e S b IR B AT B P N R R L A A Y
HERELE I a0 S 2 HAZOH R E A . CA R — 4 0E 45 Fhn T % 09 #5802 5 iR
ey,
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55 BEFRME
5.5.1 EPE#k
PKI % P il Bl PKI & Uk F 454 & FOE 4308 A &, A58 CA R0 i f% 2 o 5 R 48 8k 43 4k B 2D
BE. %m0 At o] LUALEE RA LA AH P BT B0 40 Cln B eh 25 Bl ki) |
fEf /N X b LPKI % P8 ES 4, 005 0 45 1 CRLs, 35 88 3 0E B0 IE I 1% [0t H A B 5 A
H B0 % P LRl A AR AT RS R RO B R IE Y PRI 3%,
5.5.2 S5EB{EMEXM PKIEZAHAEE K
B R/NRERE S .
BE% 4
AT IR 55 45 TP A R AE 15 fl CRLs;
B EIE F AR AR
5.5.3 PKIZEPFEEHE
HEPREFSMEE P ENTERETREIERM CRLs, IS YIEBREEGX, TEHEN
I EE LT $ % .
BRI — X MEE AT —TH PR LDAP 285 H # R % s vR s Rl £k &
sl E A 55 FEE B R R
& CRL— X PH & AiF— 1 H PR A LDAP #0E H 301 5% ol fs 2 B e E— 15
SECA BT CRL o2 B N 4R 2 09 CRL. B4 09 % /2 #0060 20 & B 5% W H 3 1) il
(LDAP) , LA FRIE 1 Ml CRLs, #H % MiEHMES W RFC1777,

6 HiEHENX

6.1 HFEEAHIE
W25 PRI AL Z 18] (9 B3R AR 5 SO A B EE M . B A .CRL MF 5. A5
HEALEE T PKI 41 {F 2 18] \PKI client 1 PKI 41142 8] B 4 3 55 19 B #s =X
6.2 ERER
ABRHERE ] GB/T 16264, 8—2005 BIEA# 0, B8 ITU-T Bl X, 509 BEITHE A A4
A 3t TS Z %A, I B ANSI A9 X9, 55 M1 IETF 9 RFC 2459 #50 H 7 E 4035600,
GB/T 16264, 82005 AIEHMHE LI T A%
+  Version M4,
Serial Number E45F#]5;
Issuer Signature Algorithm 91 % % % 4 83,
Issuer Distinguished Name i % 35 ol # 5l 4
Validity Period F 543 &t 6] 5
Subject Distinguished Name 446 0] 8 5l 4 ;
Subject Public Key Information #2815 B
Issuer Unique Identifier W FHE—FR AR O AR ERHE A D
Subject Unique Identifier 3= &M —FRiLAF (0 i , A 4R i A {0 D
Extensions 1EH{ (AT #)
«  Issuers Signature on all the above fields 0 % 3 & L |- ffr 45 8§ 1 25 45 |
6.2.1 EPFE
X. 509 IE-BHFEM ASN. 1 E LW A, *P-F%fﬁ %L IEHH ASN. 1 DER 4i#%#%&/R. ASN. 1
DER B —MHHANNER THE KEMEMMORLE, #IL ISO/IEC 8825. 12002,
VIR 4r#8 GB/T 16264, 82005 8L 5. B fTﬁ_’E 1Y subjectUniquelD #1 issuerUniquelD 5= E .
10
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CA % ™4 F i 27 B Ll FL%& P R4S GB/T 16264, 8—2005 ] LB ST, CA BT RAASHI % €45
issuerUniquelD Fl subjectUniquelD f93E4, & P 0l LA 2B subjectUniquelDd il issuerUniquelD),
b AT AT LA AR £ A 28 55 A7 X P AR o BLAYIE S .

al

b)

o)

d)

e

Version

version FREEFERIEFER A4S, ZFEOMEN A 2, IERRMA 3 3545,

Serial Number

serial Number f& CA #5840 BLAY — D EEL, W — e CALE R AERIE 1 FE 5 5
3 2 g E — ) CE A 3 FIE 5 b 55 M —F iR —MIE 45

Signature

signature TR T — T HERIRMS  H TEREFIEBWE DL, KTFESH—1 algorith-
mldentifier. Hl & 248, 726, 2.2, 2 PAI T algorithmIdentifier BN %, 1E4 A< R iz
Hl signature 2B 24536 28037 F i 69 Subject Public Key Information) . [H & % 5 BE i A 8
pib-E R A TS 2

Issuer Name

issuer Name 7 Bt 42 it T 25 B F B U ) 2 BRE — bR FF . 90 & & /9 & 72— X, 500 #rifd
#. bR AR AR A, R X s00 RAEDE L RTEE N

DirectoryString 228 |

DirectoryString #] % # PrintableString, TeletexString. BMPString, UniversalString #

Utf8String ' —F. PrintableString J& — 3450 T A4, ol i ] K /AS 58 807

AT AT, TeletexString 72 PrintableString B4 B4 R T E PR IMA T EEFF M H A

FAF . BMPString 2 W0 EAF 8 E 2 4 R E A ON 45 4 . UniversalString J2 £ F

TEAE 4 TR A A Uti8String /2 UniversalString (980 i

6 4 R CA B PrintableString, BMPString, #1 Utf8String B! ik i /= K (g 25

A E DirectoryString, TR, (L H FH AL TR0 AtributeValue — B 8848 FH Print-

ableString, & EHF AT FERHY AtributeValue g F BMPString, 4 BMPString 77

A5 HI A (d ] Utf8String.,

IR TeletexString, #l UniversalString 208 1) 55 3F 280 B0 55 A B £F B B 004E

BTN, HE, M RT eSO S & MIEFH MM, Clients 7] 82 30 8 X

S A Y E 7,

AT B 4 AT FTE issuerAltName 47 BL, — 48 GB/T 16264, 82005 k43 i fif Jfj & % 42

issuer FEA AT BRI HE M ASKR HE A IE AR b Ay XA B AT XL 500 B RTHER 4 |

Validity

validity 2B 7k 4 45 45 &0 B 1 CnotBefore) f178 104009 H W] CnotAfter) . validity

TR A FRAE A UTCTime 2 Generalized Time.

T 1950 4F#] 2049 4 CEF A H L validity FEB— B H UTCTTime., UTCTTime ff H

5 B RS E (] 1 LB RS R, BPEE RSN VBIMEAE . UCTCTime B0 YYMMD

DHHMMSSZ,

o BRI R AUE

1 AR YY ST E00T 5045000 19YY

2y WFRYY /NT 5045008 20YY,

%t 2050 4F BLE GBS H 81, validity 52 Bt — 8 Bl Generalized Time, Generalized Time {67 H & #f

e o H R EE, BPE R RSB E . Generalized Time M A YYMMD-

DHHMMSSZ. GeneralizedTime AREALAE B, (1950 4F AT B H 1093 A b5 o 2 35 040, i LA
11



GB/T 19771—2005

ATFHIED
f) Subject Name
subject Name B0 H (92 45Uk 45 F (RS IE0E — A R il . B2 A X500 ol 852 . 18
1t issuer name P 09— FE W E DirectoryString BF CA i F & ™45 0 3 88, T #4000 2
FAAE subject AltName §7 B H . GB/T 16264, 8—2005 WE-H & FRAAFER S, KR
1 o 388 DA A o 2 P 0 45 9 15 3K 1~ B HL A A =AY X 500 ATHERI 2 .
g)  Subject Public Key Information
SubjectPublicKeyInfo 5 B 42 H e 54 20 80 #as 94 H 35 2219 . & 4048 subjectPublicKey
TEE A algorithmIdentifier 7 BE . algorithmIdentilier T EX# algorithm and parameters % #¢
TR,
h)  Unique ldentifiers
HEH B A subjectUniqueldentifier 1 issuerUniqueldentifier 52 B2 e b 3 35 4 4 fam & &
AP E A M T REME . CA Aol &40 M — PR iR T B E 4, PRI & P A 28 8ok
FAb R A X AR AT OV UE S . AR W T AT A Ak B S B, AT 2 1 A X g B
AYEAS
1) Extesion
extension T BRI NI GB/T 16264, 8—2005 iE Bk EEMHE, ¥ A =84 exenld. #
PAZA RE L eritical . P24 BE 52 critical 3 noncritical B, extnValue, 4" FE{E ., —~3E45 0T LA
Wi S 20 R E, WA e Led B, R ERE T criteal fril, SLERE R
A AR R AR T R E B B AR SRR S,
fE GB/T 16264. 82005 WA SCRAT BARME, 6.2, 3 TRk T X Se 45 fE 47 F8 75 A b ofiE b
filf
i) Issuers Sighature
b BIIEFS 48 4 () SIGNED 288, 37 1 o0 0% 2 9 B dig 19 SEQUENCE (9l n, ik 45)
FLEEAR T L Be—~ BIT STRING U PR 45 . algorithmIdentifier i 1 HI 4 Xk 43
AR RE R algorithmIdentifier FEALIE T —A4 parameters T B fE B BT LA
Al AWEMNSBE L6 2. 2. 3  HEASGHFAZ TR EAMME, parameters FE A
AEF ke G 28, 5 20T B e 45 45 19 2 B, 2 MO & 45 6 CA B IE F Y subject-
PublicKeyInfo B P 3515 4 1 2 8.
6.2.2 MERE
6.2.2.1 METBHEERRE
A% i AT DU 2B i WOH oR R RO A A R T BN TR RS B B R MR R S A
RS TR RE ] VeI G Vo IR 1 1o v el DB Z LD N IRV & el S e W R N I €
05—~ SR A B R e L RE A A
ok — A PKI AL 3 A1 50 B — 78 4 0. 6 0 S 1 PKT % 7 41 B35 R0
W — B A Y 25 2 O 4 88 1 Sl Al Y 2 R B 8 7 A R IE e — R R 2 A
BT ARTRERT PRI EH R0 % 3 — T s 7k,
FVE AR S P A B R B E e AR AR py X s RS . e, L Ay —
S B 0 AT L T 0 0 A A R R B e A S R R R
6.2.2.2 HIFIEEE
B R B T A B CRL PRS2 4 WA T 3L S R ) 2 3 S0 il eg
A P U] — R B, LA SHA-L A E RS R R R e R R RS
i, SHA-1 (Y ASN. 1 X G br 7T i .

12
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shal OBJECT IDENTIFIER ;.= {

1so(1) identified-organization(3) olw(14) secsig(3) algorithm(2) 26 }

OS2 X R AR AT 7R 5 128 B v o B, A 07 69 2 JOH R 2 B 22 s AR B, 40 NULL,
6.2.2.3 HFEEHEE

GB/T 16264, 8—2005 HHFE T K HGEF #9882 50 3 A AD 3 f sy b o 00030k . S MR 00 3 T D J2
A, AbRifELL RFC 2313 d ) RSA ik fi

RSA M8 AT RFC 2313 5 L, RSA ol 6 LR OO B . Akl b 3] A RSA JE
A

pkes-1 OBJECT IDENTIFIER ::= { iso(1) member-body(2) US(840)
rsadsiC113549) pkes(1) 1}
sha-1WithRSAEncryption OBJECT IDENTIFIER ::= { pkes-1(1) 5 |

TE RSA %8 B30E 45 FE A5 08T 51 3 ob B R BUAE SIGNED 88 f signature F B, HE S
PR B B LA 1 S S AR AT HH BB 4 2 B L AU NULL,

S UE A5 FVUE A5 4 3 22 2 3 B 28 2 R T SO0 Ak BRI S L GE S R E S HET 4 e ASNL 1
DER fin# . JF4E 8 SHA-1 #80] ed 8 i A . SHA-1 83 s By $ii ih v OCTET STRING -4 18
RSA BT LM, SF BT RSA R — B4 v, vy AEIEE ASN. 1 1 BIT STRING 4,
f£ y 1 signature FEAL S TR ol BRCR ) 2. GHE 50 0 W5 8y B LN octet string. 8
JE AR R bit string.)

BMCA BT —1E B O HEM subjectPublicKevInfo T-EE % T RSA (Y280 52 06 @ bRril £
rsaEneryption ¥ F 4 algorithmIdentifier tH B FE subjectPublickeyInfo =B i RSA AY2

rsalEncryption OBJECT IDENTIFIER ::= 1| pkes-1 1}
HE rsaEncryption 3 £ AR iH A7 E B pE 28 8 L B 2 287 B NULL,
RSA B2 816510 ASN. 1 B RSAPublicKey; #9258

RSAPublicKey . .= SEQUENCE |

modulus INTEGER, —n

publicExponent INTEGER -~ e}

Z¥h n.publicExponent 45 ILEEEL o . RSAPublicKey #mi% )5 4 BIT STRING subjectPublicKey
I .

RSAPublicKey BEH HL7E RSA 9% 2 W b, W7E RSA M &b, BAAEE LR
— A E R T N A A AR AR R
6.2.2.4 HEWERE

A o Al DU FE PRI R OAIESE . 1L DES-MAC R SHAT-MAC ) L 4 35l SHA1-MAC.
DES-MAC &8 T {Ruk 5 B9 e 4 vk

SHAL-MAC

AT il A BHE T — 4 SHA-1 HMAC {H (78 RFC2104 340 5 30) 1 42 fit 52 B R0, &
(RN TSR R

SHAI-HMAC OBJECT IDENTIFIER ;;= { 136155812}

At fE P AT mac 1K 96bit,

DES-MAC

AKE 0 5 A EAE T~ DES MAC {H (76 FIPS-113 il se 3O mif e # kg, Em i
PRI,

DES-MAC OBJECT IDENTIFIER ;.= |

iso(1) identilied-organization(3) oiw(14) secsig(3) algorithm(2) 10
13
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- MAC B B2 — TR NS 8 A RHEP RS 32 |

SHEAET T R]A T MAC B R, e A4 il b BUE ZE IR 32,

6.2.2.5 BHMBHEZE
A% A o T P T X A e S Bk R — e 1 B R R e . AR bR ME b, LU ) (DEA

( Triple Data Encryption Algorithm) 53k 8 ECB 80 fl 0 Frds s i ik p i .

tDEA ¥3E7E ANSI X9, 52 g X, +DEA Bk T DES 5k M 3 1~ 56 bit B#FH K1, K2 #l
fE A af b, HI AU S B K1 = K3, (DEA 83589 9 #1460 A 68 i BL7E GB/T 16264, 8—
2005 WEH . AT .27 PKIMessage " {Z 51 (DEA A% 91, X 0 & (DEA B 90 40 £

Ki.

e,

T T (DEA B AU CECB BE2C0 & 7 i s 8 09 4 i ks =X
tDEA 84 Algorithmldentifier. i H 24 tECB 4 OID, X% 8 % 0 £ ECBParams 45 #

.

ASN. 1 FRWF .

TDEAlIdentifier ;= Algorithmldentifier {{ TDEAModes | )
TDEAModes ALGORITHM-ID ;.= |

OID tECBE PARMS ECBParms | | - mode 1

OID tCBC PARMS TDEAParms | | — mode 2 —

OID tCBC-1 PARMS TDEAParms | | — mode 3 —

OID tCFB PARMS CFBParms | | — mode 4 —

OID tCFB-P PARMS CFBParms } | — mode 5 —

OID tOFE PARMS TDEAParms | | — mode 6 -

OI1D tOFB-1 PARMS TDEAParms } . — mode 7 —

e M i S U

)

ECBEParms ;.= TDEAParms (WITH COMPONENTS {
..« Wwieneration ABSENT })

TDEAParms ; ;= SEQUENCE {

kevingOptions KeyingOptions OPTIONAL.

ivGeneration | 0 IVGeneration OPTIONAL

— Atk b H R W

KeyingOptions :: = BIT STRIN( |

option-1 (0), — (3-key) K1, K2 and K3 are independent keys
option-2 (1), — (2-key) K1 and K2 are independent and K3 = Kl
option-3 (2) — (1-key) K1 = K2 = K3

H

id-ansi-x952 OBJECT IDENTIFIER ;.= |

is0(1) member-body(2) us(840) ansi-x052(10047) }

Second CRADA Dralt, Version 2

mode OBJECT IDENTIFIER ::= { id-ansi-x%52 1 |

tECB OBJECT IDENTIFIER ;:= | mode 1 }

AWML T . FFEX (DEA 7% Sk 17 40 05 . 82 P % 3 i HeE S 3. TwoKeys = [KI

TwoKeys B fi i il K1 098 e i be s,

14

| K

1.



GB/T 19771—2005

6.2.3 iEBYRE
6.2.3.1 IEB¥F R
fE GB/T 16264, 82005 T L T AR ME RS . 97 e ol =80 20 2L A 4 e 42 B L OGB4 4 iR
fE Y U . 48 GB/T 16264. 8—2005 it 7400 F BLSE . 2 7 00 S AS AR Ab 05 5 17 G S 4 b AR )
PR R AS BB S TE A 2 T AT AL
il Al 4 R AT LA A DA U 3 0 PR R R A R s ORI A K A )RR AE 36 i B A2 PR ] s CRL AR i
1k
6.2.3.2 EAMERES
A3 F T A0 5 0 2 B RNIE 15 & a7 BART 1 DO 2 0E 15 A IE B A iENLE (CAD p
B FEE M AE AR TE P AR REE 0 CA E 17, LA EE 37 5e i PR A2, ik 0§ 2 aT LB )
W L AR CACUE S b OC T R B M T AY {5
a) AL AR IR
P ke authorityKevidentifier #2008 17— F B 5 55 24 0F 5 00 45 2 BB 09 T BE L b iR bk f5 B R 0T L
ETHYPRRA ol IR Tl &2 2 FHFE0S . ERmiED . HSEHmIRT0 k. £
I8 T A7 24055 2 9 B 00 A 8 (B ) R 224 B0 L s T RE RS TE A AT B AR ) L
FANUEHLHY CC A L 2 RE 8F /= A A B2 L FL % 7 N fE i 48 F 36 iF B 20 807 % 2 S 3 aYiF
o e F CA MRTER e, iU B Ak 9% b 7 % B R U 4T, SAE 0B Ak B by iE 5 A % 2 FIE
4 e 30 5 21 B A AR R AT A T B BRI B AT .
by BRI
AFBATEHN - EERMEA 2050 w802 WIEB P an e & AFE. A
N PR | B i
c)  HEHHE
{718 keyUsage 5 S0 1 k45 o %5 8 76 6 F b o PR L 33 o B o) 2 L SRR 0/ ol 3 0 I 3%
) CA RS RE P2 % e T P Y BB AR FRZ YT . R keyUasge 5E LK BIT
STRING . Fir A7 38 M A b5 o ) CA F I 24 75 28 S S0 ACTE 45 o 15 B — > fF L 40 s — 4~ 248 g S 44
WEFEFE KeyUsage AR BE2 digitalSignature 2 2 dataEncipherment. 4% 87 B8 B 24 (% & &
R PEmI
dy  RLET4d AT RR
I8 privateKeyUsagePeriod {18 Al T 807 2 2 % 8. 76 #0908 T PR 22 51 04 45 44 J& T3
ML CA RTLL™ S e i 8 M E P AR My fE |
e) PREMNEHMEMEE
I extendedKeyUsage B T3 SCAE R b ik 45 95 40 00 8 HY BR ) . i 56l e 4 L g A4S %
IEHEAEMNE, oA PRI H AR R iEd R,
D EAT AN
PR certificatePolicies 45—~ o 2 44 QB IRAT (OTDs) A4~ OTD {8 %2 A e 45 9 — 4~
Wl CA RLYAESS A A — D sl 2R R i OID BYEA5 . CA RL 24 3245 — /> 57 5% 3w
O1D, BHE E B anvPolicy, anyPolicy 1 O1D 1] LLIA b & — il F#F . GE 02 VT AEAE {o] 56w,
F PN Y RENE AL BE policyldentifier 2B, I 45 0] $H2 52 04 0 8% 1) 2 CHR NG 910 3 HRCHR 1 A0 R e 0
B bR RS T e, QR ERE T el SR S 3 L JF B B A S SR b 0 SR
g H G W AFTE T certificatePolicy WIS & P A BB S UEIE 15 A UES% A2 . 0 52 76 G 15 5w P
FEAESE SE JEE BRI AT anyPolicy, JF BT B8 (Tl 520 (WL 6. 2. 3. 4) L5 nT LA R 51 3% iy BT
A RSB Al LA A2
TR AT A At o 0 2 1 BB AR BE certificatePolicy B ¥ 3k policyQualifiers, & H 2 +F id-pkix-cps
15
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g)

fil id-pkix-unotice( W. RFC2459) ., fFEAFRMEMN CA AERFE™H IR T B,

B Bk

MR R T CA WE . =% 5 i Sl e 3 X R IR AT U 48 issuerDomainPolicy
Fll subjectDomainPolicy, EEIF M A CA A A H issuerDomainPolicy %t T F{& CA 1
subjectDomainPolicy, CA I HHE ™ 48" B policyMappings . % 5t 17 HE 0% b Bz 5 e |

6.2.3.3 IEBEEHEMMEESAE
" subjectAltName. issuerAltName. subjectDirectoryAttributes Fl authoritylnformationAccess

AR AR SCREAE Y . B TR AL T G T AR AN A A ) L A B R E A B I £

6. 2.

16

a)

b

c)

Pl

subjetAltName il issuer AltName $ 42t T 6E 45 3= (4 FIE 15 0 A& & 09 B hn {5 8 . 3 48 B
fif B RFC822 4 P G FHEfF bbb ) \DNS 4 frfige — W47 I FF(URD . 5ol LI
WE4AF, WRTEEUE P rh I s {5 8 L5 2 subjectAltName Fl issuer-
AltName,

HHE A bR B subject AltName Fl issuer AltName WY AR ICHAY . PR8] B0 p B 0y 1 H
B A DB RE SR BT T RE M REFE . W0 SR RHAS RE VA SE 45 b 0 2 L R AT L 2 R
fEAtnifith A8 issuerAltName T URI G B URT B8R 140 % & iF Fag s & sz al P
KRB FIE B PR . (AR EA ME subjectAltName FHLEHI{F B HNE X,

I FAEFAELE (CAY BHEBA BN X, 500 HRMRHS HER,CA ®N HEIEB D&y
JErp L F AR A URTE R LU I EAFIE RIS, BRE FERALT URT B4 #0220
AR5 LDAP URL[RFC1959], AZRE PR HAL URT #3X.

EhH AR

1B subjectDirectoryAttributes nf LIS L) 6 F 40 X. 500 HRBHER, &~V EL
JESCHMPERY , AT RE 09 SEBURE B L AT gk

AR LA 5 B A

Eil authorityInformationAccess R AR AR5 % CA TR &S afs 5. {58 FRE ol L)
LG E LR SR IE IR 45 F1 CA SEESEIE . (CRL A9 B {5 B ATEAY BB R %15 B ih cRLDis-
tributionPoints " B )

3.4 LEiF &R PR &
" B basicConstraints. nameConstraints fll policyConstraints F [ ] 4 %8000 55 1E B2 .

al

b)

el

HEALH

"2 basicConstraints il i CA &6 40 09 {5 B 96 & UE 5 49 92 & 2 45 2 CAL i if pathLenCon-
straint w0 B S B TR 0B . CA WY AME B P 7 B basicConstraints. %
PR A B AR ke, RAAE CA N True BYRY %, pathLenConstraint 48 5L,

T CA UEB b ER I 248 basicConstraints #7800 H CA W25 N True, 7F2mEH
9 IE 5t o] L AL A9 B basicConstraints, 3015 78 28 355 92 4 &9 GIE 45 th il BLE & basicCon-
straints. B0 YR — TS A FEPHE . E0A CA EB Y 8 basicConstraints R 2535 5 56
HEPERY

BT

1" I nameConstraints B AEITE CA IE1 P B4 22 iE 15 49 o ik B 12 0 BT 4 J5 S0k 15 1 4 73
B, CA RN HEIEH PRE™ 4 B nameConstraints. % P 167 GE 08 4 MG 4 2 %4 B R i
A .

W £ o

I policyConstraints R F CA R, &0l LA LLF fp 27 20 % 5 me i 58 0 7 PR o) . BE mT L2 PR
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il SR s B G L AT LS SR I AR A A B TE T LS — A AT 2 00 S A A
A4 AL G W 1~ BE s inhibitPolicyMapping #1 requireExplicitpolicy, 0% inhibitPolicyMap-
ping TF7E ., & 09 {8 18 3 55 UF 8§ 2 b 09 3 6% o 55 A A 802 6 69 30 4 Gk 5 69 4~ B R
requireExplicitPolicy F¢7F . 76 J5 Z2 19 1E 45 v 5 4 DA 88 2 % vl 452 52 09 RS R i AT . RequireEx-
plicitpolicy B 12 75 35 UF 5% 2 b SR W A4 5% 8% wi A i 45 A9 1~ 8

CA RS TEM A 5 p 4G A e & P NI RE U Ab A" e . %4 e R i B A R R A

d) 21k anyPolicy
AR AR 1L AE 4 IR B EE TS T E T anyPolicy. I OCHEYE A4 37 BT LI SR AE MR 4% CA HIIE 35
v B LI I R R R 0B R AR AT anvPolicy OID(E R (2 5 29 32 o)) A BB FH {h 3F 15 5
WEVCHC ., %4 A9 {E 2 INTEGER .8 2675 S ik % 72 TP AP FLIF anyPolicy 22 11T 1% H{liE 15 (4
AEC. BN, 1 ERE any-policy HURETEACUEAS (4 32 04 B 45 % A9 45 b Ak B TR SR E B AR D
HAbGEF s AR . CA REYEEGE = E e B . F P R AE s b A Y e |

6.2.3.5 CRL#zBYE
AR A A0 ] AR A U B S R (CRLYMAE B . i brill CRL FIi %2 CRL 3 (9 2 Rk (i
H TREA R AR B CA Y, W LU K6 CRL #1815y 4 24~/ CRL 313,

CRL 4+ % ..

CRLDistributionPoints 3" AR CRL 48 & &1, o098 5 % P 40 40] 53 5F — 4~ © MO 9 E 5. A9

=& B B . distributionPoint, reasons fl cRLIssuer,

a)  DistributionPoint £ B I 357F CRL WAL EEE . MRARTFTEEE ,CRL 77 &AM 2 72
MRE#/F, 7€ CABRMN CRLBKMELR T L FRIEMAT —F CRL Y AZE
R W p ML

by  Reasons fFHCFHN Y distributionPoint 43 % 0 CRL #8695 HE . M58 reasons A L dis-
tributePoints 78 & 09 CRL o] LA 4% i 4T {7 J (4 o i85 B9 ik 45, AN ZORE 7 BEAL 3T rea-
s500s,

¢) CRLIssuer 85 77 & 32 4 CRL BRI . IR % T BA B, CRL 9k & 53k 45 4 #
filE . RAFER A LI 5% —#) CRL. M2 CA SR MIES,

CAs W SHEMR 4 distributePoint #4309 cRLDistributionPoints ¥ 88 . WHE A GE M 430 aY

X. 500 H MR % h 343 CRL 313, CA N M 1E distributionPoint ' H URI 51 2 #& =L #5 EEM N CRL
FIRMGE ., BEOREPARGELA cRLDistributionPoint 4 8. #0201 A 8% iR 5| URI #% 20, 2 4 E 6% b 57
LDAP URI#3, R M T cRLIssuer, R EF PB4 & S P % E CRL, 7€ 6. 3.3 hxiar &
SR — 2B T
6.3 IEBMBIIE
6.3.1 IEBMHTIRME
UE 5 08 9 F CCRL) I 3k 51 H 1 2 8 9l fi0 65 B8 Ok &5 00 (0 3 R W0 9 e 45 . GIE 105 0 Ji X 2 b &2
FE 0 H R R B CHIEB R BRI T R A, ST AR RE R R A T AR ) L SR B el
W, AR CA A HEE PRI B E AT Z B 9 5E .
X, 509 v2 iE BT AN 7S nT Ry R, ERE L SIEBY A, CAs NEEEMT
Y X. 509 v2 CRLs, [HEGE B IAER N & P W GEAL PR E ], 8% CRLs B CA A — 5 44 7 J2 il
AR UE T CA. —28 CAs HfA s & CRLs. X.509 v2 CRL B FLFHEE:
Version K4 ;
Issuer Signature Algorithm /& # % B 7%,
Issuer Distinguished Name i % 35 0l 3 51 4 .
This Update AR
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Next Update FUCHE

Revoked Certificates  HU# (930E 15 . 24~ s 24~ L F 90 17 5]
# Certificate Serial Number WEH 7315,

€ Revocation Date %5 H 1,

¢ CRL Entry Extensions CRL Entry §7 (0 i),

CRL Extensions CRL 4" (7]i%);

AR BB,

6.3.2 CRL =
X.509 v2 CRL 9 ASN. 1 %3 B A, M FE &8, %24 00 ASIER ASN. 1 DER EAH
Hf% ., ASN.1 DER HtS 48 — oo E 2 s K AMSMAL, U F&OH#RT X. 500 v2

CRL Ay H .
a)  Version
AR TSR CRL BRA . P B IR R 1,382 v2 CRL .
b)  Signature

c)

d)

e)

f

EFBRATEFE CRL (ARG IET. EMNESIERH signature FR—# ., XTX

T FEMHEBW 6. 2, 1 PRT signature FEAE XL, CRL ATLLEE 6, 2, 2, 2 Hodiifl o9 {E ] B

A GEE CA M HIE —R ok HE+H Al CRL 24,

Issuer Name

issuer TEAEM T2 F CRL 19 CA MR —FRiR4 . Wk HF ML TR X 500 0] # 545,

AtrilEA ZFF CRL W& & #5858 CRL,

This Update

thisUpdate FEHE 7% CRL B, 5B LLE UTCTime 8 Generalized Time, #f F

AR ifE L thisUpdate 52 BE 8 MGIE 519 validity FELHN], (WL 6.2, 1)

Next Update

nextUpdate FEIEE T F— 1 CRL fli &8 HW, F—4 CRL #ii % &9 H 0] LL7E$5 & B #

ZHiHATERE A WNZE, HFE R UTCTime 2% Generalized Time, & T A< 5.

nextUpdate 52 BEl MAE 51 validity BRI, (W 6.2, 1)

Revoked Certificates

revokedCertificates TEJE— O 28 SRS UE BRI 2. R el s e e .

Ly WEHFHS (FE userCertificate FE IR . B8 & BHUEIE B M serialNumber 5 B i
i, BEemMEMmE CA K AT R R LR — > O 28 80E & 3000 0 E 15

2y ALE R H W revocationDate FEBE . A F BEHUE 3 M GE ) validicy SFEEAHLIN , (L
6.2.1)

3) CRL Entry #" (AT EE) (UL 6. 3. 4) . & 0T LSS HE 5 fcks 09 P 0 B GE 45 0 1 14,
] LA i B R Oz O IE S R CA A 7 (BF S48 CRL 8 CA AR —1), EHE.
FATE A & CRL B CA Fai & s EIE B A CA 2 E—4 . B4k CRL Entry ¥ B &

certificatelssuer 55 |

6.3.3 CRL¥E

ISO/ITU FFE 34 X, 509 v2 CRLs ¥ FE4 08 T %4 8F CRLs MM H ARG E M. 81 CRLY
PR T4 eritical B noncritical, ( JCHEEAYEAE JCEEAY ) IR F PE R — T AT b B Y e ER PR R L4
KA % CRL #ATHRE,

AR TR RO CRL VR, 25 CA BB~ CRL M4 i HL& 1 Rl s 4k ¥ Z 5 Rewd,
M CRL ¥ e A B %,

18
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PLAE B B 4 LA
authorityKeyldentifier . JEJCHERE CRL V7 AR T CA HI 2B CRL & #H., X CAfEH
£ E P ZY A e A [ 00 9 B A LA DS (o S B SR ) . B 09 % T
ETHEWR IR RANE A FHFYS ., T K CRLs A EHRRA. SEREMA 2
PEAEHAN (SN Z2AEHN . SR EHEROMED GZY EERA M, SRR CAREA
AR AT AE A R CRL 4 HUAR R AL 45 3% 4 L L% 7t 1 R % 4R ) 3R 45 4F CRL 3%
TEREAE . &P I R A 3R 9 AR R 45 L 0 AR 85 AL B authorityKeyldentifier #4581 #7507
SR R A RS,
A A ) 4
issuerAltName AF CHME CRLY BT E . Q&% - P20 CA W4, B8 — O Bl E
1E issuesrAltName W FfE B AT oY 51 2 46 200 2R 0 Ak 38 L 80590 A i) 590 4 A =0 nT L 2
s, CA FJfE CRLs W E iz i AAME P ool LA T A4b 2l
CRL %5
cRLNumber, JF 3 B ¥E 5" 8 7 B, ik — A~ i B 9 F 91 5 1% CRL i CA 3 575269 CA |
AT CRL A0 A s A8, %4 8 T AR ok 30 00k 45 68 T 27 88 > CRL i AF 18 52 i ] % A
a2 5 ] I SR — CRL BU T % — CRL. 7 CRL "5 1%,
issuingDistributionPoint “F B2 AF CRPE M4 e g T — 445 CRL B9 CRL 45 41 5.
A A R — N R R CRLIMAFA D VEWES CAMHEFADRRE, CA ZEHEH
X CRL i . CRL 7 S84 A CAEHRT,
FAFissuingDistributionPoint B 48 5E B9 CRLs o] 58 HE 4 28 i o0 0 iy 3iF 45 L 8l & HEF 4t
CA GEAT . oE 3 FUEF b by F 5= R0 4 o T R BBy e 45, WS . Y R A nT L e — A )
CRL, [ 4% CRL J& 5 2 BT IE S CA ARBY CA Ay . 4 CRL & LU F 4164
« distributionPoint, &5 H T 43 5009 2 7 A6 X, 500 bRl 2 B0
onlyContainsUserCerts, i 5% it . 2800 7% CRL H A0 & S a0 ik 45
onlyContainsCACerts, A 88 i . 220i% CRL H A% CAGE;
onlySomeReasons, —f~ ReasonFlag {7 8 810 CRL o By 300 3F 45 04 fces A ik
&  keyCompromise, 32 B % £ it i =5 14 58 %5 9 it e
cACompromise. 2 B UE F R0 09 A 2 CA S8R . & HH TR CAWE$.
affiliationChanged . 28 B UE 154805 A9 2 0E - EH MM B C R LT .
superseded . F UZ IR O B0
certificateHold , F W UE 45 4k T FRENIR S, T fE 2> 0L AT .
& cessationOfOperation . 22 BNZUE S 09 H 09 2 28 A T 2 (000 A 2 %5 91wl O
+ IndirectCRL. i 75728 &t  F W IX i — 4[] 4% CRL.
& I e Ak X B
4 CRL #5777
deltaCRLIndicator f&—- 26 CRL ¥ & . S E — T CRL, # TR HHE CRL 454
A7 fHCHS 17 B A0 ] P B fe il i CRIL W] LAAT 20l 5 4 db B ] . e Fe i 40 8 fh iy 5 B 08
T30 A il FUHE P L 22 s g I S AR Ml BCHE P b 2 2R AR AE Y SR O M B A
BaseCRLNumber 9 {H 2 0 2 Al CRL # CRL FE %)%, Bl CRL &4 B HE B CRL Y I 2,
HiE CRL & 36l CRL MY H7 CRL Z B # B34, B&EEMEHE CRL 2 H CA %
HE
B oal LU A e CRL A & CRL 45 A1~ CRL. S # 2 WR A CRL # CRL ¥ 51
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SN TR CRL 1Y BaseCRLNumber, 15 M CRL #t A E# . W R E CRL %4H —1
CRL PS4 .24 00 CRL A CRL IF St 2 Z4 EAE, FP M CA & L&
CRL &0,
f) CRL ¥ JEfli o
1 EE THRME CRL IR 2 B45 T X Sediifl CRL 97 B Yl
%1 CRLYyRIEE

i i Al Critical

AuthorityKeyldentifier FRREE CRL 6 CA Y

Keyldentifier M — () 8 4 i AHRF  SE T certlssuer Al authorityCert- -

SerialNumber

authorityCertSerial Number HI certlssuer — 200 1] 5 7 75 00 20 0 —

IssuerAltName CRL # % # i) 81 4, No*
CRLNumber CRL f# 41 5 No
IssuingDistributionPoint CRL 4110 4 10 45 5 A 55 R 7 ks s 4 Yes
DeltaCR LIndicator BRI A CRL J 55 7 4 4 Yes

o« FonfE X500 2 CRL TPk 4 JEaT LD G RE 4T RE (o] LU AR DGR e 3 1 90 B0 B 8 1 A b i i 4
T U AR R,

&2 CRLYEREXRGHEPHER

i g CRL HH

AutharityKevIdentifier [ i Al ik

Keyldentifier B 41 B9 CRL 78 35 107 D1 :Ilft 11” st b L L
Certlssuer A7 ] g A e /1 510 P e T B 4% I 95 09 GE
certSerial Number A= A5 LB iE CRLc1)

CRLNumber SR AE AT A CRL ik

IssuingDistributionPoint L 15

DeltaCRLIndicator S tF aJ ik

TssuerAltName S tF nJ ik

T 3 CRL A, L35 8k CA BESEHULE S0 8 B0y CRL. M3 P, < £ 7 2 vk 35 % 1 ot g 4k
SATEY M CRL, JOibE M HEY RS &, e CRL S AR S ® .4 CA A ETERM . &1 #
I YR L B CRL YAV AR IE S .
6.3.4 CRL Entry B
X. 509 v2 CRLs Ff5E 20 Entry §7 2L T 00 CRL B R MHN{E B8 i, 84 CRL Entry 4§
R O G E P s A OCRME . AR AR BESCHE MY R i CRL MUk ff 2 R 8 . A2 AT iH
A AE B YE CRL Entey 3718 00 AT 1L Z005
a)  JREARE
reasonCode J2JECHYE CRL Entry 97 & bR TIEBACH LA . CA WY RESE A iz g (H
FHRPOIER B reasonCode §7 EIGE AT R A9 . T 19128 (1)) reasonCode B4 U .
«  unspecified, & H
«  keyCompromise. & W %5 & it g ol $4 56 itk 35
o cACompromise, 7 HZ0E 5 4y 09 I 52 CA S HiHE & HH PR CA IR
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+  affiliationChanged . 2 B 1% 0E 45 4085 04 TR R R E 1 B M E X R M T

«  superseded. B IZ0E 5 O 85 00 E B0,

+  cessation(OfOperation. # B iZF 45 09 DI RE O 28 AT 2 05 A 2 5% 8 il .
certificate Hold . & WIE 45 2 i A< RE{ HT . 0 R AUE 5 9 CRL M reasonCode F B2 certifi
cateHold . AIF 4 % P 8L JC L B8 HETE 5 A IEBE 2 5

+  removeFromCRL, H 51 & CRL —Yeffi B . 22 03 RE i M B — 1~ 7€ 89 CRLEntry,

expirationDate ,JEXHEH: CRL Entry 778 .2 W Entry B B8], Z5 B AYE CRLs Rl
M. A EPER,

instructionCode /2 3E S 8EHE CRL Entry 478 248 T — A~ I Mo A998 S 371087 38 S 4 L 5T
Ae 45 2408 B — Bl R 4G P E A B BOR AR FpBRAE . AP EAE CRL P

invalidityDate /24 268k CRL Entry 47 35 H 500080 55 51 ik i o 00 5 i 04 5 1. B HE 4
Mo, % H WS AT CRL Entry "PAVHCE H B ZE L, 1 CRL Entry A9 H &8
AR CA FHIE 00 B, 08 2 5 nT LIRS {5 & #B R85l CAs #Ibf5 . 5 CRL H
FAERE . CAs E CRLs "4 iy & BUE M B 202 Generalized Time,

certificatelssuer fu]# CRL —# i H . ([ CRL. 2 issuingDistributionPoint §" B H in-

directCRL FRIBFFI CRLY . WS40 B4 E M CRL % — -~ Entry Pér I8 4% 10E
B A i Bk CRL it . fERIE CRL MG M Entry BINREA I certificatelssu-

er, WA K IE S & i & 560 —T CRL Entry B &2

CRL Entry §" & {# ] &.45

by iR H Y
c) 4540

d) EEHM
e) AEEEHE
f)

3+

3 65T CRL Entry " . #2 4 85 TARED CRL Entry T BAHER .

& 3 CRLEntry ¥ B

Ei f# H Fo e 5 &
ReasonCode A0 A S 1 S ) TR P 77
S— Hi n:'u-rfifi-:'ﬂlellu-]d reasonCode — 2 Wf F L 3 0 3 3] — 0 o 25 40E -

et EREM TN
InvalidityDare k5 & B i
Certficatelssuer (] 43E CRIL w4 405 3L 5 Y 50004 7
& 4 At CRL Entry R HE A

e CRL P
ReasonCode SR AT B Encey A4S AT ok — 7 L2 e A 1300 0 2 W v 45
InstructionCode A ] i
TnvalidityDare X5 T — T LA o 4 1 3 TE Je e i 45 2
Certficatelssuer Qg AL 5 — ) B ok ] 4 CRIL B 90

f. 3 CRL U, E 5 @Ok H CA fEIEH% & 4% CRL Entry ¥ B CRL, MEPEE. LR EREE

PR S b I8 5 % Entey 3B DY CRL,

6.4 EBNEHE

RFC 2459 tp A5 6 %A B S0 OMNERFR DI BERL i & F A STHL,

21
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6.5 REHBMENX
6.5.1
AR T RN S PR S5 09 B U, 3350 W0 AL A S B 0 4 o 5 B 20 S 1 4
BRE AT, BE RS Il 09 7 A UM E AT, ks B UL ASNL 1 A AURE 3G BRI DER 4569
&4 .
6.5.2 ik PKI 4 S E#H

L)
[~}

al

b)

EEHBRBRAEE

PKI iH &,

A B A YA

PKIMessage :: = SEQUENCE /¢

header PKIHeader.

body PK1Body.

protection [0] PKIProtection OPTIONAL,

extraCerts 1] SEQUENCE OF Certificate OPTIONAL

extraCerts T BEFEA 5 iff oh HI 802 2 09 0E 45 7 91, J5 i 2 09 4l i v 3 X A4~ 7 BEAS P LK
T ik

PKI i 5.3k
FRA A PRI T LA Sk B iR i el Pk B — e {5 B S SRR E B i, B
Mm% PKI B #ES, X L{EEEEHEIN,

AT Sk B S

PKIHeader ;.= SEQUENCE {

pvno INTEGER { ietf-versionZ (1) |.
sender (GeneralName. - FRiR L H
recipient GeneralName, — iR
message T ime [0] Generalized Time OPTIONAL.,

T B e e ) i R
EARITBSE v & SUR LT SR

protectionAlg [1] Algorithmldentifier OPTIONAL,

— HEAR L R B

senderKID [ 2] Kevldentifier OPTIONAL,

recipK 1D [537] Keyldentifier OPTIONAL.

— 5 F A AR 4P 00 o 5 4

transactionlD [4] OCTET STRING OPTIONAL,

— W SE A5, R R AR A L e N AT B Y transactionID H[A] .
senderNonce [5] OCTET STRING OPTIONAL.,

recipNonce [6] OCTET STRING OPTIONAL.

nonces FHA L % (440 I B9 7 B #4 A senderNonce; 11 B 3200 164
— N B 6 A recipNonce.,
freeText [7] PKIFreeText OPTIONAL.,
— X AT LA AT #E AT — 2 TSGR (AT B ST N TR
generallnfo [8] SEQUENCE SIZE (1.. MAX) OF InfoTypeAndValue OPTIONAL
— HkfLiE LT O ER
— (ARFEARFEENNTEIER)
PKIFreeText .. = UTF&8String
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il B transactionlD B AL VF0 R TG B A ENCE ¥ E SRR, — 4 RA ST TE
6] — 4~ 20 R R ARG B, S 7 MR 0, M R 8 B R A AT B U R Y R
Th—J .,

MessageTime 5B 20 G P B il & 09 {H 20 200 02 85 b i 37 B (80, o0 200 455 1 B0RE ¢ Hp 4F
HHF YYYYMMDDHHMMSSZ)  BMEFE%E | Message Time PR A0 459050,
sender Hl recipient FEE ¥4 GeneralName, ZH 4040 F4F X, 500 fRil 4 H RFC 822 (In
ternet e-maiDHRINE ,

freetext 7 Bt 5 3 A4 PKIFree Text, PKIFree Text J& ASN. 1 ¥ 1) UTF8String %,
UTF8String /&4 — T %, E 8% 7 ASCIL, &4 b, PKIFree Text (X4 ASCII th ity
ProtectionAlg A B2 23 & , LU I BAEREPFHHESESZFER, 5—-THEA
R B0 L FE 5 A PKIHeader 7Y PKIMessage A M A protection FEEH] ) . Protection-
Alg P07 20 W

senderNonce fl recipNonce fE client fl RA 2 AT E A CA 3L H T 4H senderNonce
17 PKIMessage. #EU0207EBA S 199 B IR [ recipNonce, 45 ifE P . senderKID, recipKID,
generallnfo J& AN 11,

PKI{H B IEX

PKIBody :;= CHOICE |

-~ message-specific body elements

cr [2] CertReqMessages. —iiE F5 i 2k

cp B CertRepMessage, o L
plocr [4] PKCS10CertReqMessages, —3| H[PKCS10]
rr [11] RevReqContent, -3 5 2R

rp [12] RevRepContent ., ——4HL 5 M) R

conf [19] PKIConfirmContent . . N

HAL A message specific IF LILHEFE RFC2510 , RFC2511 HiE 3, Abpii AT EixX o E,
AT LU AL ENT A T . Bt C PHiE T message-specific IE TR E M T8I F#.,
HAh 43 B i 19 CertReq, CertRep, RevReq, RevRep £ PKIMessage Lk B35 ir.ip.cr.cp.
revrp, — N PKCS# 10 R 248 A plocr EXCEMBEE, — T HIAHEHFAEELHEA
conf,
PKI i S 4
i F LA 854 . 0r 47 PKI i B 00 58 3 HE 06 18 3 G 4
PKIProtection; : =BIT STRING
A& HE PKIProtection (% AJE W0 T S4B S 11 DER %465 .

ProtectedPart. : =SEQUENCE/
Header PKIHeader.
body PKIBody |
EREZHWEN T PKIProtection FES & — T8 F 2 4 . PKIHeader LAY protectionAlg F
Bef 1 % —4~ Algorithmldentifier. FIRIEEI MR B B F 2 2800,
EASER T Pl EHER MM aEE g 208N, X, E4HEERENS 81
CA A MHE AN —1 PKIBody BJCE : F— T8 AN TR HE, 204 2 AW E
HEPI A SRS N,

23
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6.5.3 BMAHIEEN
T A A 2 R X LA i L A AR R

al

b)

E AR

TEAFp % HE 09 PKT 2B S b, 06 % AT GE 2 48 00— S (R R 0 — > 2 A2 7R 000k 15, S0 i i
— A UERFE R P E A —8{H, CentTemplate Z544 A F LR X 2 . CertTemplate
BEEN—-MEEIENRAGED.,

CertTemplate ;= SEQUENCE |

version [0] Version OPTIONAL,
- FH AT R R iR R A
serial [1] INTEGER OPTIONAL,

FH 2 08 2R — > S 10 e 915 B0 A B 3 R — - AT A e 15 R AT
signingAlg [ 2] Algorithmldentifier OPTIONAL,

subject [3] Name OPTIONAL,

validity [4] Optional Validity OPTIONAL.,

issuer [5] Name OPTIONAL.,

publicKey [ 6] SubjectPublicKeyInfo OPTIONAL.,

issuerUID [ 7] Uniqueldentifier OPTIONAL. — not supported
subjectUID [8] Uniqueldentifier OPTIONAL, — not supported
extensions | 9] Extensions OPTIONAL,

— L E R AR UE T R R

]

OptionalValidity ; ;= SEQUENCE |

notBefore [0 Time OPTIONAL.

notAfter [1] Time OPTIONAL

]

CertTemplates ;.= SEQUENCE OF CertTemplate

M CertTemplate P, validity 57 B A 5 5 2 0k 45 09475 2R 2 6 H 1 (notbefore 57 B ) FL
i B I (notAfter) . X CertTemplate Y validity B FIEF BT validity B0V FEAH A,
(s 2.1

% 24 RV Y B0 AT UE W]

A1 1 A A BT CA T B UE TE 5 3 AR b T A AT X R TR R 2 B AL L R A
ProofOfPossession B A5 BLAY

MH PR 2 AR A, W ProofOfPossession AT signature 5= BB, % signature
JE—A4~ POPOSigningKey #1945 & i ABER . — T BRI —1 284

it ABAEAE S DER 980519 popInput. & i 1E 45 3 oK b oy 8Os 28 sl iy . 8% B F Cert-
Template B A 2G4 — 57 A 32 A3 K i1 2581 mac 39E 5 . 002 RA 8T £
25 . poplnput #4400 f POPOSigning Key &5 ¥ (9 0] 22 8038 #1 Cert Template B 25 8] 1
M. LT RAJEH A IEL & &5 CA A AT#CEE CertTemplate,

ProofOfPossession :: = CHOICE |

raVerified [0] MNULL.,
— M RA CLEEGUE T i R 3 90 A LR EH B (il
signature [1] POPOSigningKey,

— PP A A L O H A 4 T R
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kevEncipherment (27 POPOPrivKey.

— A A filf 2
kevAgreement [3] POPOPrivKey

— At A i e
POPOSigningKey ;.= SEQUENCE ¢
poposklnput [0 POPOSKInput OPTIONAL,
algorithmldentifier AlgorithmlIdentifier.
signature BIT STRING }

— & poplnput ) DER ##85{8 % 4 (H]"algorithmIdentifier")
— {ER . MRAE pop FE R A poposklnput. poplnput #EH otherinput ¥,
MAE poposklnput AT ., EEFE Cert Template HHY 5 5,
— & Poplnput EC T ER T ey . O
PoposkInput ; ;= CHOICE /¢
Subject name,
Sender [0] generalName,
publicKeyMAC [ 1] PKMACValue}
— pop i R T poplnput IE5HIEY, Poplnput AESHE LINF .
Poplnput ::= SEQUENCE {
CHOICE

otherinput popskInput,
subject name ;.
publicKey subjectpublicKey

— W poposkInput 7€ pop FELH B popInput £ otherinpu #8E ., @R poposkInput
AP, LR CentTemplate P Y # T

— £ & Poplnput B4R 24 B S WIAY .

UEH 3 K B

CertReqMsg ZIE BT RATEA G, CertReqMsg th =7 B LAY SEQUENCE , cer-

tReqs pop; reglnfo(T] %), certReq 225 CertRequest. pop 46 17 iE 4 B A 15 B,

reglnfo €37 T8 10 E M B E B . reglnfo TR M, CertReqMsg & L WLE S D,

CertReqMsg .= SEQUENCE |

certReq CertRequest.

pop Proof(fPossession OPTIONAL.

— AR Aoy o RS o o 20 AR e A e R BAS T

— A ER P A A A T B Y B

— o e P R B S A A A A R RO L U B i B

reglnfo SEQUENCE SIZE(]. . MAX) of AttributeTypeAndValue OPTIONAL

CertRequest

CertRequest HYZH BAL S 35 RARIRAT IEBE MR, ATaEry a8 .

CertRequest ;.= SEQUENCE |

certReqld INTEGER. FH e VC i 17 R R R Y 1D
cert Template CertTemplate. - 1 SE AR Y Lt B
controls Controls OPTIONAL | - 5 il 01 4 (1) — 22 J5

certReqld J&—“ INTEGER. certTemplate J& CertTemplate ,controls B LA,

[a%]
]
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d)

el

CertReqMessages

CertReqMessages J&— 1 £ 4 CertReqMessage I AYESHY

CertReqMessages ; ;= SEQUENCE SIZE (1., MAX) OF CertRegMessage

AbriE, CertReqMessages Al LLE % (U — 1~ CertReqMessage fJ 1) SEQUENCE., [l
MAX o] PLsE 3Lh 1,

Controls

CertRequest B4 #%0] LU0 AR —~ 8 2008 G R 28 PEAY control {8,

Controls ;: = SEQUENCE SIZE (1.. MAX) OF AttributeTypeAndValue

T4 control FEIE- 13 B (CMP) 45 % . regToken; authenticator; pkiPublicationIn-
fo; pkiArchiveOptions; oldCertld; protocolEncrKey. 55 7450 8L P oY 3 55 0 L X 88 con-
trol 20 BE Y, 2 control 19 OIDs W F, Adri#fE AT EA control (oldCertld. regToken.
authenticator. pkiPublicationInfo. and pkiArchiveOptions) 7532 B A7 #i8,

id-pkix OBJECT IDENTIFIER ..:= | iso(1) identilied-organization(3)

dod(6) internet(1) security(5) mechanisms(5) pkix(7) |

- arc for Internet X, 509 PKI protocols and their components

id-pkip OBJECT IDENTIFIER .. { id-pkix pkip(5) }

- Registration Contrals in CRMF

id-regCtrl OBJECT IDENTIFIER ::= { id-pkip regCtrl(1) }

id-regCrrl-oldCertld OBJECT IDENTIFIER ::= { id-regCtrl 5 }
id-regCtrl-protocolEncrKey OBJECT IDENTIFIER ;.= { id-regCtrl 6 }
B350 o 455 85 80 452

NS AR B s s A R I R T CA R SR X CertReqMessages Y0 7 #2F 1 910 4 /)
wH.

MOCA B B 45 T I BT 0 Y e e DU P — L el B CA e
Y FLEH 2 o v i A (i LA R

protocol EncrKey $5# f J8 #2580 L E) id-reg-protocol EnerKey B9 O1D 2R, &89 {H 6 15
4 SubjectPublicKeylInfo,

PKI i BAR &

Fv A 0y ol i 3 L AR — SRS L. R I T A B

PKIStatus :: = INTEGER |

granted (0.
TR A BT A R
granted WithMods (1,
S B G I S R g e 3
rejection (2).
i R B A 4
walting (3,
— L WA A5 SR (EL I A At B A 3R TS K 2 BRI — 7w i
revocation Warning (4.

T ES R C B R IR R,
revocationNotification  (5).
— i O 2
keyUpdateWarning (6) |
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A ifE I A H 3 KeyUpdateWarning (R4,

R AE R

W 7 R LR ) i R IR A L

PKIFailurelnfo :: = BIT STRING { — [H 2L £y Ak 00

badAlg (0). - AN B SAS B SRR A
badMessageCheck (1), 5 Bt R A SR M R an A48 B R
hadRequest (2). — HE AR el

badTime (37, - message Time 5 5 GeAT [E] 422 K 2
badCertld (1), — IEfitniR 4 R

badDataFormat (57, - B A )

wrong Authority (6). it R4 I A authority FmE B & A~ [F]
incorrectData (7). - AR E MR AR AR AR & LD
missing TimeStamp (8), —— HEA R, H s B

badPoP (9) - A UE A 7 B SR

~ T EEZARMES )

PKIStatusInfo : ;= SEQUENCE |

status PKIStatus.

statusString PKIFreeText OPTIONAL,

faillnfo PKIFailurelnfo OPTIONAL}

WA B 2 7E PKIHeader i & T AT A {5 2 . Bk BUARSS N R A%,
PKIConfirmCotent: . =NUILL

kA5 U

Jr T HBFREMIE R T Cerld 5544

Cerld., =SEQUENCE{

1ssuer GeneralName.

serial Number INTEGER!

Centrally Generated Keys

AbrR e BLRE i 55 = b A e A M Ol A S U7 ACER IR A CAL R CA T Certified-

KeyPair £5¥) & b ik 4 |
CertifiedKeyPair .. = SEQUENCE |

certificate [07] Certificate OPTIONAL,

encryptedCert [17] EncryptedValue OPTIONAL.

privateKey [2] EneryptedValue OPTIONAL.,

publicationInfo [ 3] PKIPublicationInfo OPTIONAL |

EncryptedValue ;= SEQUENCE |

intendedAlg [0] Algorithmldentifier OPTIONAL,

- the intended algorithm for which the value will be used

symmAlg [1] Algorithmldentifier OPTIONAL.
TN X — value B0 FR L

encSymmKey [27] BIT STRING OPTIONAL,

— RN X — value B FREH (O s

keyAlg [3] AlgorithmlIdentifier OPTIONAL.
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i

— IR I A B S A R ik

valueHint [4] OCTET STRING OPTIONAL,

— encValue PFE00 TR 2L 4 A e 4 DU RF

— (AT F R B ik S PR 50, 0 K ik LR R Encrypred Value HE37 6 45 B (5 HD
encValue BIT STRING

— i HY value)

A E B

AT EEIME S —1 CA WAL, KM T O0BCert ## ., OOBCert BE&E—1 CA BIEH.
OOBCert: . = Certificate

6.5.4 BHBENEIELEN

a)l

b)

Ut/ E A5 iR

T WEFIE B3R T B (er) L & — 1 CertReqMessages B EE S, Z 85 WHLE T ki B A
R MU,

CertRegMessages J& CertRegMsg &5 #4049 — 1~ 2 4~ 41

CertReqMessages . = SEQUENCE SIZE (1. . MAX) OF CertRegqMsg

{5 B o A bl ML AR & R CertReqMessages {40 — 4~ CertReqMsg B SEQUENCE,
[l ISk 4t 25 4% 4 45 B S 5 AY 0T 3 T 4 6 R R CertReqMessages &2 A/ k2 /Y SE-
QUENCE. 75 i A 22l [R] o] o35 P9 E 45 . (HANEE Ik,

/R A5 e 1

T e 5 3 B Cep) 1 — 4~ CerRepMessage 55 ¥ (— 4~ Al i A9 25 8 fll — 4~ response) , 4§ 51
B4 A b ol B 5 S0 20 9% M TR e 1 A 2 — > CertResponse AU, — -~ #h 58 2 5 A 25 %
E F5 000 8 A 5 SR Y T 55 5 0 45 0 ) R AT AR R R BB 45 L B0 A DS CertRe-
sponse 5B 41

CertResponse 1% — 15K id IR ER B FI— 1 CertiliedKeyPair ( Al ), CertifiedKeyPair
Re— PN R F R, WA B R — T ER T EMEIESE . -2
RS AR AT B AR R T B S W BE CertifiedKeyPair M1, {4 b= 4
PSP A H PrivateKey, R 7B A B,

CertRepMessage ;.= SEQUENCE |

calPub [1] Certificate OPTIONAL.,

response SEQUENCE OF CertResponse)
CertResponse :: = SEQUENCE ¢

certReqld INTEGER. —55 H 1 (% i 2K 48 DT il
certRepStatus PKIStatusInfo,

certifiedKevPair CertifiedKevPair OPTIONAL;
— LU 20 granted 8% grantedWithMods A fE4E
rsplnfo OCTET STRING OPTIONAL

— analogous to the id-reginfo-asciiPairs OCTET STRING defined

— for reglnfo in CertReqMsg [CRMF ]}

A certRepStatus 7% faillnfo T-Bt, CertResponse ¥ A~ 7 certifiedKeyPair 7 H certRep-
Status F B status BY{EE 2 rejection. status YR waiting I, o] 25 52 Bt 5 &6 A~ 11 1.
status BI{H revocationWarning 1 revocatonNotification A2 /6 74 8 8

caPub M rsplnfo FECRE AT EA B =07 B0 A8 vl 1w 2w A f5 0 IF Al Certi-
fiedKeyPair F11% encryptedCert #l publicationInfo FE&.
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S I R N 7
MR UCR A e R LT AR S5 L TR 2 A PKIHeader PR
RevReqContent ;.= SEQUENCE OF RevDetails

RevDetails ;.= SEQUENCE OF |
certDetails CertTemplate,
FEVF I R S A) RE 22 (Y4 52 B0 i R RO R 45 6% S 8O n A RIE PR S
revocationReason ReasonFlags.
— %A DAM, ZH& CA BHEAZ M~ Dist. point
badSinceDate Generalized Time OPTIONAL.,

— indicates best knowledge of sender

crlEntryDetails Extensions

— BRA) erlEntryExtensions)

ReasonFlags 5 % WL 58 B b i 58 R 0 B 0 i i |
ReasonFlags ;.= BIT STRING {

unused (0,
keyCompromise (1),
calompromise (2),
alliliationChanged (3,
superseded (47,
cessationOfOperation (5).
certificateHold (6.
removeFromCRL (8) }

badSinceDate #l revocationReason #2005 B 0T LLFE crlEntryDetails o [7] #F # 75 2 L il
HERHER X, 509 CRL #" 8 invalidityDate F1 reasonCode. HEFZM {7 H I erlEntryDetails. 4
FEARE L CA AT ILAD A7 B A (5 5. 2 pRosFE e oy i f L o ARy B9, 2 40T IR
I ASTG e A CA T AL 45 B A7 A9 IR [

JRUET 1P 2

0 L T R A 7 T LR B A L U R R TR
RevRepContent ;.= SEQUENCE |

status PKIStatusInfo.

revlerts [0] SEQUENCE OF Certld OPTIONAL.,

—— ffy SE AR R RO A S

crls [1] SEQUENCE OF CertificateList OPTIONAL,

— PR E R A HH R B RL )

fEAARHE S  revCerts 2 — B E 4 Cent]D FELAY SEQUENCE  crls FEE A H R,
PKCS # 10 iF Fiif =k

EAEBIFR A ETE RFC 2314 P E L CHIEERE VAR EE .,
PKCS10CertReqContent ; ;= SEQUENCE {

certificationRequestInfo CertificationRequestInfo
signatureAlgorithm SignatureAlgorithmldentifier.
signature Signature)

SignatureAlgorithmldentifier ; ;= Algorithmldentifier
Signature ; ;= BIT STRING
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CertificationRequestInfo. ;= SEQUENCE {

Vversion Version,

subject Name,

subjectPublicKevInfo SubjectPublicKevInfo.
attributes (0] IMPLICIT Attributes)

Version ::= INTEGER
Attributes ;= SET OF Attribute
Attributes T RFC 2085 " L, A 7 EBAFMA Atcributes B9 S FF 22 0T 2E AT, BP0 31
T AT L w2 e
6.6 PKIES
6.6.1 PKIHREHE
AR T PKIL A H R T8 7 W R L SR MRS R 1, AR SRR T U W) H SR IR F Y
5.
CARA FIUEASF5 4 7 1 BB 50 BLAS Z 4 ik B BT A5 2R 55
X T CA FI RA ¥ 3 b 7e—i A SIS RA 9 PKI ™6 CA FI RA Z [i] i 1 5L 5 n] LA Z W 44
6.6.2 RA ZEMEMIBEK
RA AJ LI R CA A — 2 % % k4, XAF 0Ly, S—4, Ao ffund
WA Ay O AnE L R R A D T DA RARE A0, BT RA Gl
MEZAH LR CAWRIETR. 8 =2 .CAfd - MFAIEPRERANNELHLF N RA, Bl
RA G837 0 Jr 2 o) 28 0 90 (R HREAIE C A (9 20 B 0 B 1 22 ) E 45 (3 J2 B b = A 58 B 0 0 G 0 468 H I
B Zimac kT DL CA A5, R4 RA M CA BB HANBE, EX T8RP EE =%
HE .
a) M RA B CA ik 5K
RA #7— PKIBody # cr B PKIMessage., H PKIHeader 45 T #1045 & .
pvno j 1;
transactionlD 2% RA BT 5 4~ 0 4 A% o — 85 8
message Time & 25 B 5 60 2] &0 5 6 8]
sender J&= RA Y A] 380 4 5
recipient s CA 19 0] 3§54 ;
+  protectionAlg J& I 0R 8792 00 800 80 4 Wik 10 BT E A R AT
A BT B CertReqMessages. B — T H £ 4~ CertReqMessage FEERFH], AT
A% L CertRegMessages 2 —1 CertReqMessage BIF ], 3 CertReqMessage 5 1145
mrEE.
certReq A IR E A EUFEIERPAEE;
pop EB T4 ik 45 R B A A .
2 ol F L SR A I AR P A A B O L AN SR S SR A I L AT A A
M A PR e, IS e RA AL B4 RA B 1 14, popoSKInput 3 3, If H 4
wUECER RS, B RA AMEM EES A pop MU S IFRERAZ M E RS -FL TEH
[RHRIL 6.5, 3.
certReq /& CertRequest. & J&— 1 certReqlD,—~ Cert Template fil controls A%, %f TiX
A H 5 certReqlD nf L2 ATfo] 45 £
CertTemplate & H WM F{HE .
version J& v3(2);

a0
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subject A& H P2 F
publicKey & T B0E 15 /Y 2085 25 HL8E oy 200 4= 95 S0 0 A 4% i 2 B,
extensions £/ EE T Sk B4 XA IE 4 H Mg OID,
U A9 E 2T L4 5 7 CertTemplate f,
signingAlg 85 T ik B H L,
subject 18 58 T I TEUE B 547 & A9 o] 3 51l 4
WRA R ZAE T EE .
issuerUlD;
subjectUID,
PKIProtection 7B & A 48 &L #H B4 09 DER %P 40151 RA %% .
M CA F| RA BY3E 5[] i
CA #5352 [0 LLICE cp M PKIBody Y PKIMessage 5 RA,
PKTHeader {445 401F {5 & -
pvno i 1;
transactionID 5 er {8 P transactionD fA 4] ;
message Time 42 29 5 65 5 20 #0057 0]
sender 42 CA B ] 35 7
recipient #& RA B 0] #f 5l #
protectionAlg & H R IH B 00 % 2 5% B bR iR AT,
A senderNonce 75 UE 45 iR gl d2 48 7 B 4 12 A0~ [8) 57 A% 14 B3k R 208 HoAE R recipNonce
PKIBody JE# cp & CertRepMessage 228 3 73X 4~ # % . CertRepMessage 1§ & 43 M —
response F B . 1% response FEE — 1 certReqld, status Ml certifiedKeyPair 815 %], i
CAMiZ T —MER, HEEESHEMTHE.
certReqld #5515 K P Y certReqld PEf;
status $5 02 granted 38 F & grantedWithMods;
certiliedKeyPair FE# 4% £ L % H — 4 FEB——certificate, 4 & H GB/T 16264, 8—
2005 AES .
T 45 60 25056 2 I R R
version 5 WZJE v3(2)
publicKey 5B R i% 5 UE 45 i R p MRl 2l & 2 CA B4 my 24,
AT R A N % 5 e i R R R TR
R TR E CA A B4
A notBefore HBFEUE 4537 2K b, GiE 45 57 2 M % H 1 notBefore A8 2Z H B H 2
5 R
« A notAfter 1 BUTEUE S i R v UE A R % AE % H Sz a0
kA5 L i AL S T 4 (extensions) .
subject Keyldentifier f ;
fE certiflicatePolicies 7 B 2 A 4 45 — N IE 5 50 /Y O1D;
1% Keyldentifier 7 B AL RS SR IRAT .
ISR R A i K i B R — R A S AR AT LR A Y subjectKeyldentifier 5 B N
ORI AR IRAT AR B BRI B R AT L CA S R B R 2 AT 96 f SHA-L
B o8 U 1E M subjectKeyldentifier 5B Keyldentifier, #05 pR £ 230 b 33 HE 45 b 35 A4
BB B O 48 8 RS D) BT AR 3l Ay .

al
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c)

T S K A AE 1 AR CRLs A2 4 X, 500 H MR % Lk 5 3K 57 % 47 issuerAltName §7 &
1 URLs BLH CRLDistributionPoints 47 B Y distributionPoint 5B,
M status 42 granted # grantedWithMaods, 4 faillnfo 55 B o] LLASTREAE .
A CA R TR, IE SCP T AR R AL
status ¥ & rejected;
faillnfo = B AL 7 FH 57 A4 5t 260
& badAlg #5007 CA ASBERRIESE 4 | B 0 38 3 Fn AR AT JC i iR 3 ol 3 A S5,
® badMessageCheck #50 PKIProtection 7B WP (1Y mac 85k 55 (A PCHE,
&  badPoP ¥ popoSigningKey 7 Bt 9% 2 O & gk 4 {02 AV,
&  badRequest {5100 5 # A FLITER A L FFiZ 30 50K
€  badTime %58 B 3k P oY messageTime 52 B Y i 8] 5 00 R 3 09 5 80 ) ) 22 5]
KK
W status J& rejected, I 2 certifiedKeyPair FE 0T LLAS B,
PKIProtection 7 B A7 U0 {5 & 3k fLF SR 69 DER 4085156 CA 82 .
ik in 2
— B H) cp RA R iZ ™ 4 PKIConfirm 1 B2 . ¥kl B A PKIHeader A EHEER T mes
sage Time Z#b, NiiZ 5 UE B 15 R LAY PKIHeader iy 48 A1 7] .
PKIProtection ‘7Bt & A 846 1 B L A B EA DER &3¢ 71338 RA % 4.

6.6.3 FETHEABREMIER

T A R MR AT M — e CA SR Al LB HEm AR CA HUE — 3 R IE

W R AR A B~ PRI i i S 3 R B UE S T AE I Borb A 5 R 5 i R b 2 B R T R i R B 04 4 A
WEM, SRR RA SR {ERY — R0 9% % 81 SHA-1 HMAC k%4 PKLIHE. .

A CA 252 A EMHT R R R F - ip RS IEBRA & . BH R FIE B E 5
i) IR AR .

a)

b)

RA 5 Sk i sh 3 %
3% F A O A5 A R L RA RIS 2 o) 28 e — S IR SR R S R A L M A
i e i BUERY  C A BE W8 0 5 (R A7 Ak
I BUAEE SE Al A 2R A B I A P A R R S0, (EOR R A HT AT AE CA R 2 91 E B i
L —Fpon] {55 00y A% i 45 92 1
MAEA5 5547 & 2 CA A9 [ FR M K
iR H A — 4 PK1Body & ir Y PKIMessage, PKIHeader fLI5 40 F {5 5. .
pvno A& 1;
message Time J& 9 i 85 5 2] B i i (4] ;
sender S 2R F 09 0] B 51| 2 2 — 1~ L 70k
recipient 4% CA B0 ¥ 54 ;
+  protectionAlg J& A (30 209 26 4 L M B bR IR g .
BT A B R CertReqMessages, B — T3 £~ CertReqMessage TEIIF 5], X F
HAH 55 CertReqMessages J&— CertReqMessage BIIF 3], X CertReqMessage $5 115
WMFER.
certReq A7 iR & S FEUWEB P AE R
popoSKInput {3 & 258 ) mac
pop HEH T 35 #EH 0 .
Hor pop Bk i1 5 CertTemplate o002 5 40 % 5 09 B 50 2 7 A4 L 7= 2 pop 09 4 A B0 02 48
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popoSKInput 1 28] mac {Hf CertTemplate 1A 238,
certReq 42 —1 CertRequest. B —1 certReqlDD.—~ Cert Template Hl controls BIF#], %
FXAF 5.

certReqlD 24T ] B ¥l ;

cert Template J&—1~ Cert Template . 3 % 55 7 30 B 42 A 8BS publicKey B

controls # % W .
Cert Template ¥ S5 A M T EE .

version J& v3(2);

publicKey $#&4L T H1E 519244
W F A {E BT LLBE L5 7E Cert Template .

signing Alg §5 2 T 5% 2 0k,

subject F55E T #0155 A #00 n) HE 51 %

extensions /48 T H5IEA XHIE KBS OID,
TR A AR 0 F A A

issuerUID;

subjectUID,
PKIProtection 360 & — iR 2 Al M RA IR AR S =L A0 . S0t Rl RA H2 41 ) Fib
A 96bit BY SHAL-HMAC, protectionAlg B0 %1% B SHAT-HMAC.PKIPro-
tection M {E 1% 96 LEAYTH BIAIER . 18 PKIProtection 1% AJE W0 T 8046 45 #4919 DER
&Y,
ProtectedPart: ; = SEQUENCE {
PKIHeader.
PKIBody |
MCCA FIUE 5 R 0 F 38 T KA 8] 5
CA IR o] 25 0F B35 A & — 1 PKIEody R ip ) PKIMessage iR . PKIHeader &40 F
=

pvno 4& 1

message Time & 2 {5 88 2] F2 00w A]

sender J& CA [ 7] B 5 4 ;

recipient J&iE R 2 L sender BAY{E ;
«  protectionAlg & FI 2 47 400 B 00 26 24 B0 0 B4R IR A
A i il B PR EE T rransactionlD. 24 2] R B B Sk Ao A0 45 R BE Y transactionID, WA
ir 1.8 AL T senderNonce, 31~ [ 5 091 B3k g 42 % recipNonce.
PKIBody 7% ip /& CertRepMessage 2580, S CA W& T —iEB,. il BHEESH 0T
=

status J§4% granted 8§ F & grantedWithMods;

certificate fl & A GB/T 16264, 8 2005 AYIES .
A status S granted 3 # & grantedWithMods , failInfo 0] LLA{F7E
MR CAHETIHR.EEEESADTRHEE.

status 1§ /& rejected;

faillnfo {2 7 i 5 i HE R 106D

&  badAlg W CA AREIRIES 2, BN FEFRRAT IO IR ke & A 08,

& badMessageCheck 50 PKIProtection "7 EEP 1Y mac 8 F& 48 , {0 A TCE,

33
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d)

& badPoP ¥8W popoSigningKey B A% 4 O 2 95885 B AR ILi,

®  badRequest U580 L35 A i ok A 3 S 50K

&  badTime BB B 3L P 0Y messageTime 7 B (9 B (8] 55 0 5 35 09 5 &2 A ) 22 51

KAk

¢ badCertID &M CertDetails #F 9 5 S 8 5 — A A W R JLRT AYGESS -
WM status J& rejected. certificate 30T GEAFEAE L AN RAEFEUE B R Z 8 MW T 6, 2, 1 spod SLA9dE
B,
e R LR R (extensions) ;

subjectKeyldentifier B ;

T certificatePolicies 5B %8 A 65—~ 1E 45 52 0 19 O1D;

46 Keyldentifier 5 B2 ity £RLE 8 b 1L A°F
IAEAE i B PIEE T E NS RS AR 1 subjectKeyldentifier 5 BE R iZ 55 2
B ARIRTT . WREA BRSSP AT L CA K R B0 96 {7 SHA-1 B R 4L
YE 3N subjectKeyldentifier 7B tP i) Keyldentifier. {5040 o8 82 W 0E 5 o F A8 F BOO(E
(AL bR 2 A B T 545 2Ry,
W i 58 B E T ER subjectKeyldentifier Z #M ALY B CA M5B 2 & 205 %0 & |
Tn SR 4 2 # BSIE A a2 CRLs A2 X, 500 H R MR & EF 80 54 issuerAltName §7 J&
1 URLs LA B2 CRLDistributionPoints 4" B (Y distributionPoint 7B,
PKIProtection 7 B & A 45 14 & 3k f1iH B 609 DER &0F MR M CAMEH.
AT B
— B UCE] ip.iE B R # R % — 4~ PKIConfirm i1 8. #fik il B 6 PKIHeader 11 44
#5655 T messageTime Z 580, & 50F B iR 1 B0 PRKIHeader o9 S04 01 7] |
L7 R 4 52 L PKIProtection B4 & IE F 454 & 09 807 % 2, A5 3 09 25 42 0k 5 3 1 Y
AE I Bk A B RN DER 4@ F 4R & 4 . R R BB 4, PKIProtection 361 &
SHA-1 HMAC, | F 3 52 5 5 X 23k Rl S48 DER 25 #5551
— HAEW H] PKIConfirm.CA 1% ™ 4 —4~ PKIConfirm 74 5. #0042 A PKIHeader $ Y
AR T messageTime Z4b, 0% 5 45 R i 8 69 PKIHeader " A9EE F R .
PKIProtection 7 Bt & A HLAE 12 L A AR H) DER Sif e 5155889 CA B2 4 .

6.6.4 THMEMEE B EMIEK

— A AN Y B R L U AR 2 M — A CA ARAS e A5 Al W] L R B e AR
CA W — 8 090E 4, R S i i — A~ PRI cr 8 8 335 R 3 0E 45 R /60 Boh AL & 5k i Rk
SRR TR RE G RLGEH B B AT UE R ORI RA SRR — B 9 9 B R SHA-1 HMAC B4 PKI

HE .

W CA 2 QIR ERIRE—4 cp HESIERRAE ., ZHEAFIE BN EF S B
By R RS,

a)

h)

RA 534k 4h 30 %
F J&TEM B IE A p L B2 DL RA 858 — D IR S ay B W A SR TR A L ol M SR 0 B P
PR — A T BOAERS . CA BESE X S (R #E 1T IAIE .
3 AN R A AR S B 0 P AR S0 (DR A AT AR CA MY 2 (S B i
LA — ol ] 75 1 iy 3 A% o 5 9 R
MAEF R # 2 CA /Y [ 3R MG R
Tk FHH 7 PKIBody 4 er Y PKIMessage, PKIHeader 35 0T {5 5. .
pvno & 1;
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message Time J& 5 85 58 2 09 0 ]

sender S 2R # 19 0] B 510 2 o — 1~ B F 1 Ho bk
recipient 4 CA 1 7] #0424 .

protectionAlg ZHRERIPHEBMNE S B ENEEREIRAT.

AT BB TE R AR CertReqMessages, E £ — T8 £ 1 CertReqMessage TR FH] . T
E A% CertReqMessages J&— 4 CertReqMessage BJFH] . X~ CertReqMessage 45 145
MTRE:

certReq S AR EMEAFHEIEBPHFELR:

popoSKInput & 28 M) mac H;

pop HEBH T 3550 5 fL 80 i 4 7 .
Hp pop 35 CertTemplate H A4 2 B AH X R () #4580 26 7 A L ™ 4 pop 19§ A BICHE 62 45
popoSKInput #1948 mac {1 Cert Template #9254 ,
certReq J&— CertRequest. & — 1 certReqlD.—* CertTemplate # controls By #),
FXAH5 .

certReqlD 24T ] # 4% ;

cert Template e CertTemplﬂte.J’E?—ﬁﬂfﬂﬁ;’ T IE A R AN EH Y publicKey FE,
CertTemplate B 5 A M T {5 B .

version J& v3(2);

publicKey #2447 #iE 24 #.
nF a5 BT LA & 7 CertTemplate H1,

signingAlg 58 T 5% 205,

subject $65E T AE IR 58 F AT 0 4 |

extensions £AHEE T 5IEHH X HIE REE A OID,
R Z AN T EE .

issuerUID;

subjectUID,
PKIProtection 840 & — 15K FF H M RA KEARL S = A2 a9 0E . Sk Fl BT RA B (I Y R
HEHEATE "'I‘ 96bit B SHAI-HMAC, protectionAlg W iZ 3 SHAI-HMAC.PKIPro-
tection MY {E W% R 96 LLAYTH BIAIERS ., 118 PKIProtection 1% A JE 41T 804 45 #4919 DER
&G .
ProtectedPart: : = SEQUENCE |{
PKIHeader.
PKIBody |
MCA BNE B R 09 F 78 i Mg R 04 [0 R
CA 3K [0l 45 3iF 45 £ 4 # — 1~ PKIBody H cp B PKIMessage i & . PKIHeader f2 & f1 F
A

pvno J& 1

message Time & 29 A KT 58 2] F2 i 1 1A]

sender J& CA B 7T ¥ 5 4 ;

recipient JEE 153 R i B 2k b sender WA ;

protectionAlg & F 2 40 i 800 % 2 B8k 0 B i b 1R 1 .
WA er HEPREET transactionlD. 2 A4 vl R A4 314 8 Sk % 46 B BE Y transactionID, @013

cr 1 B AL T senderNonce . 34~ 81 R A9 1 B 3k % 4 & recipNonce,
an
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PKIBody JG# cp /& CertRepMessage 28 MP CAME T —PiEB.HEEESHEMTF
58
status J5 & granted o€ FH 2 granted WithMaods;
certificate B F #7089 GB/T 16264. 83—2005 BYIE4S,
I status 2 granted 58 & & grantedWithMods, fail Info 38 0] LA 7
WR CAEA TIHRIHEBEESHNTHER.
status J§ & rejected;
faillnfo 4 3% i 2 A9 B 1= (0D
& badAlg W CA ARRSRIES & A B E bR iR 1 0 R 0 8 3 A 20
badMessageCheck #iH] PK1Protection 5 EEH 1Y mac 8 F5 55 , {H 2 A PL
badPoP ¥8M popoSigningKey B A% 4 O 29k 8% . HE R ITE .
badRequest {50 13735 A i o A & 2% 0 505 .
badTime 58 il B 3k P 1Y messageTime T B 1 B 8] 55w 57 35 09 & 5 B 4] 25 51
KA,
¢ badCertID EMW CertDetails #1580 HE T E — 4~ AT W ORI B IEH ;
I status f& rejected.certificate 2 0] §EAFEAE N TEEIE B Z MW T 6, 2, 1 P LAgHE
sk
E A5 112 AL 45 I F 7 B (extensions) ;
subjectKeyldentifier & ;
1t certificatePolicies B 2 4 55—~ 1E 45 g 19 O1D;
{145 Keyldentifier 5Bt 198U % 8451 FF
EAE er B PR E — M EAE SR 240 B0 subjectKeyldentifier S BE R iZ 55 /2
FE AR IRTT . WU FR S TS AR AT L CA B B B B AYIR 96 i SHA-1 B3 ek 4
EH subjectKevldentifier FEE P Y Keyldentifier, 05 o8 82 XHE B b S FE O E
(AL AT B 2 A B ) T 545 2y
WS or i B P AL F T B subjectKeyldentifier 22 #0 89 HAL Y, CA $5 18 2l & 205 %4 .
R F ey ek CRL: AR X, 500 B #WR5%5 . iFEH W 5 issuerAltName 317 &
1 URLs Ll 2 CRLDistributionPoints #" & Y distributionPoint F B,
PKIProtection 7Bt & A 45 14 Bk M B89 DER &9 F MR A CA %A,
d) AT R
— HAEW R cp. ik BHA #FRZ 4 —1 PKIConfirm i B . @A B PKIHeader 9 44
#5657 messageTime Z8b, N iZ 5545 12 1 B A0S PKIHeader A9 9 S AR L
n AR5 K 9% 2 , PKIProtection 304 & 1E H 450 & 09 807 % 4 . F B 5 5 09 38 22 1k 45 % 5 /Y
AL I B Sk A S48 8 DER %8S 9T R84 . WRIEK 9 E 48, PKIProtection {2 %
SHA-1 HMAC. F| F 3% 5 58 5 X i B 3% F1iH B A B9 DER 4ib5 5.
— B A% PKIConfirm,CA 1%/ — 4 PKIConfirm ##§ 8 . # kil 8 8 PKIHeader * #9
FAEPE T messageTime Z 7, 0% S50 51 2K 1 B89 PKIHeader ™ B &R H1[H] .
PKIProtection Bt 7 47 #4518 3 #13 B A& ) DER iS¢ 91H5 09 CA %4 .
6.6.5 iEPBEH
AT S0 B A TEAT S N A B ) WE F Y PR SR el WL B e i Fi a2 % CA RS &
— A e . PRI S04 B PRI kr(Key update Request S8 H P i HE B (5 B P4 Tk
AR A pop., #RJG PKI 924 F A8 2GIE 5 69 X% 0 fVH AT PKI ke 1B TS 4 .
MR CA M CPS ZHEFEF 3 H . W CA B Pl kp(Key update response % # F B i) M8 . kp i

* 4 0

36
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SRS T A WA E S B R A MRS
LB T o A Rl A 11| NI % S Ol 57 I G o 1] el o S M o NP (| B T R o i
Fehahik SRS CA tn] Bl — P a A B

al

bh)

MAE 54 & B CA IE A5 523 i
PF 54T & A PKIBody &2 kr # PKIMessage., PKIMessage H 1) PEIHeader 0245 7 40 F
fri &

pvno J& 1;

message Time S B Fb ) 245 8 0 8]

sender JEUE-[3 45747 4 09 AT 85 51 4

recipient J& CA 1Y 0] #5044
+  protectionAlg 2 TP B2 2 0 1D,
il B CertRegMessages. 42— T # £ 1 CertReqMessage #H BRI FE# 0 F4F 5 W 5 55
7 CertRegMessages HEEE ML 17— CertReqMessage 1917 %], #F i B CertReqMessage
PR TR

certReq & T i & ZOR G AGAE 45 B9 %5 #0152,

pop J2 57 0E A B A A R pop WEBH
pop P AR publicKey B8 /Y 25 81 %60 R AR 7 4 A
certReq #& CertRequest, CertRequest 4 (H —1> certReqlD,—“~ cert Template il controls Fr#H
RS, X TUE R E R % .

version A8 v3(2);

publicKey H 2B uE 45 19 2545 |
CertTemplate PRI BERE T FHFE .

signingAlg f8 0 T B M % £ Wik,

subject U2 T 9 UE 5 355 4 & (19 o] BF 5 4 .
ISR B A signingAlg JIE 4 CA R FH 2 0 92 R B9 2 B 1 I R 25 44
H T oA LG R A

1ssuerUID;

subjectUID,
PKIProtection 382 Ff] 4 1 43 %CIE 15 (% %0 R FL B X 2 3k Al SR 0 DER $% {5 B0 % 2
BR.
M CA BIEAFFAT & AUk 5 55 e 1
CA 4 PKIBody /2 kp i PKIMessage . PKIMessage P PKIHeader 1045 T F{EE. .

pvno J& 1;

message Time S8 B FE Y 25 77 06

sender J& CA B 0] 3 51 4

recipient A= IE T FEA #0901 #5041 L k2 ke i1 B 1Y sender;

protectionAlg & HI T {40 B 4 4 W 1D,
IRAE ke B P BA transtionID, W CA [R5 51 200 53k AL 88 R FEAY transtionID, @14
1F senderNonce i B P E A senderNonce, W) CA 7] 5 i B 1931 B =3k 1P R B R 15 FE 0T recip-
Nonce,
¥ PKIBody .52 kp J0% ., kp 2 CertRepMessage #30, IR CA S8 7T H0E . 60 B
AR OR R (I NS

status #& granted K& grantedWithMods;
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c)

certificate /24 WA GB/T 16264, 82005 k45,
A B IE S R A AR IR 4R,

subjectKeyldentifier 4 ;

£ certilicatePolicies 7 Be v & A 5 — A~ 1E 45 H Mg O1D;

1E Keyldentifier 3 A7 — - HLH S HER L TE.
certificatePolicies I FEREZ FANY A4 AGIE 5 — 80, WRTE ke R PEET THHE NG R,
W 45 A R i 4% Ho AL % 7 subjectKeyldentifier; N3 A R A EH R IR B0 CA R iz
HEH 285 BT 3% 96 bit A7 SHA-1 i Z{EHAE N subjectKeyldentifier YR . $# 2 {5 2 4 HIE
By ERSHBETTR M AR,
R ke (FEPESET subjectKeyldentifier 22 5 #9878, 00 CA W LU H-flL 4 B 45 Bl 17 i
L 28
T A A AUE TR CRL ANEESE M CATAY X, 500 H & #3 5) WEETE 45 b B % AE issuerAlt-
Name 4% URLs {7 & . 7£ CRLDistributionPaints #E#il P 4145 distributionPoint
W status & granted 28 grantedWithMods, W faillnfo 8ASTE#E .
PUE SN ORNE ikl Wl SR B ISR SO RAR (N e =

status J&& rejected;

faillnfo BLIE TGl m9 GRS . v LR

& badAlg o CA AL E AR ke I8 E M E BRI,
badPop #7 popoSigningKey 8 (19 % 4 4%,
badMessageCheck #2278 PKIProtection 30 [l % 44 47 i .
badRequest F&5 [0l R & A % £y ol 35 A o ifF iz 8 % .
bad Time 78 1.8 3k P01 messageTime A 8] F1 5] 10 35 6 5 G0 0 ] 4 25 KK,

@ badCertld R iE 137 5 AREIE serial b A BUAYAE 20
W status JiE rejected, certifcate MATEFE .
PKIProtection B A& T CA X T Bk i 24689 DER %HifS %54 .
ik in 2
W F kep BB AT A5 354 #  i% 7L PKIConfirm 8. PKIHeader #1945 5 FIRI AT RA 1)
CA HHFIEBoIH i F 0 PKIHeader — %L J% T messageTime J& 2 Bif i 6],
A0 SR UE 5 TR Y RS ] PKIProtection J2& UE -1 43 47 #5 {4 7 6E 15 (0 % 1 AAHH L X T 2
S B A DER 4R f9 ) 384 . dn R g B e 48 . ) PKIProtection J2& iE 45 £ 47 & f H1 41
A BCE S 0 X R R 3T RSk R R R DER S % 4
I 8 PKIConfirm BB . CA B iZr= 4 PKIConfirm i§ 5 . PKIHeader P a9{5 5 M kp — 8L,
B T messageTime J& 25 {if i} 1]
PKIProtection & CA X FiH .3k #liH B &89 DER %509 % 4 .

* ¢ 00

6.6.6 PKCSE10 B&iTMisR

H A 2 GE B A A A2 0] LLR] RFC 2314 58 SCAYIE A5 R 35 B 4 ) CA e 45, iRk as
P77 1 PKCSReq 2571 ) PKIMessage T 5L f BT 5 o 7630 535 3K v % 1F S0 G045 4R 02 L B 00 045 3
B, RA LU A0 SR 1R 88 91 8 12 PKIMessage.

CA I8 11— A~ 0E 5 =R 0wl 1 77 545 0E T Bl #7301 B 6 & T 15 304k 710 2 W R AR

HE 3 i R 1 f RA Z 8] 5 F7 ob 0 2058 i — 448 1 8 A9 28 46t

as

a)

MAEBHA # ) CA B 3& Mk
R E T PRIBody 760 % plocr 19 PKIMessage, PRKIHeader 145 LI {5 B .
pvno & 1;
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message Time 7] 45 i 2] F40 [1] 5

sender T 2R # (1 7] 8t 51 4 ok i WE CF Hb bk 5

recipient CA 0] #5142

protectionAlg FHAE R P02 0 % 2 5 0 BE bR R AT .
PKIBody J& PKCS10CertReqMessages 28 8, I 25 9 BL — 4~ certificationRequestlnfo, signa-
tureAlgorithm #l signature B ¥, certificationRequestinfo 7% B F {5 2. .

version 4 V3(2);

subject 2 HAL MY serial 2=l A il 20, 55 A E 5 547 & o] #0024

subjectPublicKevInfo 58] T 0k 15 09 2550 FAH B 19 55 bR B AT
signatureAlgorithm 75 B 6175 H 2 42 B signatore 57 B 0980 09 0 17 8520 bR IR 7 2 48 234
DER #1515 i certficationRequestInfo #F47 Y,
PKIProtection “FE AL & — iR & H M RA 08 B8 n) — M H. A RA £
IEp @ 60 7™ — > MAC, protectionAlg 5% B W 8 B B A @ B DA IE #8200 OID, 3 H
PKIProtection MY {A 202 BNIESS . PKIProtection M4 ACE 10 BB 2544 19 DER 2464 .
ProtectedPart. . =SEQUENCE/|
header PKIHeader.
hady PKIBody}
M CA FIHIE W # A PKCS GIE 537 2R Wi L
CA 2R [ —~ {17 PKIBody JC# cp [V PKIMessage &5 1F B#FA & . PKIHeader % LT
HE.

pvno & 1;

message Time 25 5K 5 BEE (00 1]

sender CA 9 7] # 5] # ;

recipient WEP IR 3L B0 sender 191{H 5
+  protectionAlg F 2 08 4% i1 B 00 25 2 005 i B i A L FF
W PKCSReq 47 transactionlD, W0 i #Y PKIHeader 50 2235 #1 B8 B9 transactionlD,
PKIBody 0 E J&— 1 CerRepMessage 22 A cp, 5 CA Z KL 7 iE 5. PKIBody 4544 7 LU
IGECY

status A granted B grantedWithmods.

certificate €0 % #i ) GB/T 16264. 82005 WE4 .
27 ploer B 6 E T F90E (9 8 B B0 IRTF  IE B S 7E subjectKeyldentifier 5 B 61 7% i% % # 45t
TR, I A 4 0 LR R AT, CA B R E R A R 96 {7 SHA-1 #UH e BUFE R
subjectKeyldentifier 5% B 1) Keyldentifier, B o 8UETHE 5 ob E A F B0 (A
bR RIS IR,
W status A granted 28 grantedWithmods, faillnfo A~ 1 B, 35 CA 5 #4080k L F S0 5%
LT RE

status 4 rejected ;

faillnfo £ & H N A R AU .

& badAlg 48 B R0E A9 bR IR AT AR B A B SR Ik CA ik EES 4 .
badpop 16 pkloer BY signature 5 BE A% 44 0 82 85, (H 2 AN PLEL,
badMessageCheck $§ W PKIMessage ) PKIProtection 58 BLAY MAC #E 48,
badrequest $8§ PR 1 2 A~ Fe i ol A & Bk
badtime 5 B3 B 3k t 1Y messageTime 7 Bt 1 i) B (0] 55 0w RE 3 14 5 4 05[] 22 51

39
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P
# status F BN rejected , certifitate F B A B0,
HE A ik E AR LU R 4R
—4~ subjectKeyldentifier 7Bt ;
TE certificatePolicies 52 B vp 28 /b Gl 5 — - 30F 9 0% O1D;
—~ authority %R 15— Keyldentifier 7B,
#7 or {H B i WG FE subjectKeyldentifier B4 A A H Al 37 B, CA gl al BLAE 2 ol 2 w3 ok
i,
SR e W AE B CRLs AR X0 500 F IR % E 15805 &% 4 issuerAltName §7 &
) URLs LI B CRLDistributionPoints " EE P distributionPoint 7Bt .
PKIProtection FE & & CA %4 eI B3 M 160 DER %555 L84 .

6.6.7 fMEHIFER

WEA A A T AR A S ik . BB A & 7 4 RevReq il 8 X B #1754 0
FOAK SR RALIFTE RA W A6 H - 09 863 J5 1] CA J M A0 Sl 65 05 8. . %8 A 20 Ak 10 ok
FEAAE A 25 T A B AR R LR A OOT LR RS AYE 45D . RevReq i BB 653 H 8BRS A E 5 L R
EAAA A, CA B RA —4 RevRep i1 B RA FF 1015 E 45454 & HI10E BY RevRep 15 5.,

MR E rr (RevReq) U transaction] D, W CA A1 RA Frui 1 # rp (RevRep) 188 F 0 05
A E A cransactinlD, HE 2 H P MAE B 54 F A M AY rr #RA FFEZ AT e 3 E DAY transactinlD 1]
LIATEL rp iHE 2L EAE status TELL ISR PR SR revDetails 7B UL 8CHRCE 09 E 15 .

a)

40

MUE SR AT & 31 RA B9 H0HS R
PE A A — 1% — 1 PKIBody 7% rr i PKIMessage, PKIHeader £ LLF {5 &,
pvno iz 1;
transactionlD 5 #% ¥ 52 (6 4 — R ME— 4Rl — P& RS RA Z 18555 1§ 8
message Time 34 Y i R o 2 fb ) 0 @]
sender i UEAFFAT 19 0] #5024
recipient 24 RA 89 0] 8 51 4 ;
protectionAlg Ay f 47 B 100 442 FH 09 % 48 Wi a8 AT .
HEAYIE X PKIBody 4 RevReqContent. RevReqContent 32 RevDetails AY1F %], RevDetails
& CertDetails F1 =0T & 7 Bt 21 0019 17 91 o PR B 3 o 8 30 25 2 09 11 30 et il 5 1L B
crlEntryDetails(—4~ CRL Entry 7B F#1) . CertDetails # & 34—~ Cert Template, TF
AkpiE R RevReqContent s&—-1 RevDetails BYF#] ., CertDetails. e /084G5 F B .
serial WE 157 #1455
issuer kA3 A HCE AR IRA
B
subject WEFFEA & BPR A
issuer i 45 & B & BRI A
CertDetails #h0] fF extensions 7B 4L & — 4 subjectKeyldentifier, 1555 2K 5 A 2 fi 6
A A 5 e BB AT IES . CertDetails SN ALE A subject Ml issuer, WL, (A Bl
B P E 1 00 R B 2 A R S R subjectKeyldentifier ),
RevDetails B4 454 4 reasonCode 7 B Y crlEntryDetails, 0] B4 45 invalidityDate 47 &
e U A ] Bp iz AR EE L BLESAD AR o LA 2 removeFromCRIL
PKIProtection F Bt & 1 il 2K & (0% 2 B3 3k FLE SCH) DER S fdall 178 &, 2o sk #= A
HARE CA BT A A2 69 4 il A5 20058 44 U 5 B9 FRE R BT 28 44 .
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M RA H CA R iR
RA sk BHA # 4 W — T & —1 PKlBody 1% rr i PKIMessage, PK1Header 1 & LI F
GP

pvno /& 1;

transactionID $RiH RA & —iEME—4r i —1 RA 5 CA Z [ 3 5% A9 85

message Time S 29 508 6 080 09 0 0] 5

sender A RA AY1] H il 2

recipient 4 CA Y A] B 5] 4

protectionAlg Ay 47 I B0 {8 04 28 2 Bk AR iR AT .

HEESMAEBEr A # 8 RA A9 T R .

PKIProtection FE & RA &4 B4 L AIE X6 DER $tS#Fi7% 4 . RA EHRIMHRN CA
FIp 800 22 0 2N AT A S8 2 OV AR R RVH I T A

MOCA B RA 09 58 me) 1o

CA iRl —~#%# PKIBody JL# rp #) PKIMessage SR & . PKIHeader 8 F LU FEE

pvno J& 1;

transactionlD FIA RA 3| CA MRS K oo 3 B P AY transactionlD F B —#,

message Time 9 25 565 80 2150 A 0] 6

sender 4 CA B 7] ¥ 4

recipient 4 RA 0] 8F 51 44 ;

protectionAlg J (&4 {4 B i 6 F 9 25 28 SBE b i
IE AR M RA 8] CA BYHH il R P senderNonce . WM L A9 PKIHeader H R E R
recipNonce
PKIBody & RpContent, ll CA #t# iEH . E CH AL FHEER,

status JE granted 2R grantedWithMods;

revDetails 0 ECHBIEER Cenld ;

W status f& granted 8 grantedWithMods, [aillnfo F B th o] LA B,

IR CA JE4 iR, E U EAF N FHEE.

status N rejected;

faillnfo 40 7 AH I Y % WAL .

@  badAlg F5W] CA ARESEIESE 2 . B0 B8 09 b LR AS B U0 JE AN 52 6%
badMessageCheck #§ 8] PKIProtection 5% B B (145 4 19 2 35 4F  {H 2 AP Ed .
hadRequest 5% B 55 W ) 1 35 A~ fo i ol A~ 2 35k .
badTime 7 B8 B0 B3k P 1Y message Time Bt op 09I (] 55 i 1 2 (1) 5 45 B ] 2 51
KK,

¢ badCertID W CertDetails #1580 I8 E — 4~ AT ORHES B9 IEH ;

% T B 6% 6 5 A [0 8 199 45 L revDetails 56 5 30 P 8030 4 AT IE B AY Certld . PKIProtec-
tion FEALE CA WI% 4 , BIRE 3 A IE 3CHY DER @744 . & CA %W CRLs, 3 HLil #
TR BEEZ CRL A LT A

userCertificate 7Bt WP (%) g 58 UE 5 6% 91 5

revocationDate W HCHT il R (4 H B9 AR ]

crlEntryExtensions % H MR 4145 .

® RevDetails FEPHY reasonCode L BEAE CA B9HREA L] HLE .

& (£ RevDetails “FE 1Y badSinceDate §" B 0] LLJE invalidaityDate.

* ¢ o
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d) M RA FUEA R AT & 04 e 1
RA FEWCHE] CA 89 10 RFiE B S R [ — -5 f PKIBody JC % rp 9 PKIMessage 85k 45 4F
&,
PKIHeader 21§ LA T {5 &
pvno i 1;
transactionlD FIM RA ] CA AYRUE 2K oo {2 9 A transactionlD F B —4 ;
message Time 2 224 B4 i 2 80 7 i (@]
sender A4 CA B ] 551 4 5
recipient A RA 19 0] 33 4
protectionAlg A 0535 507 ] (9 % 2 5L bRiR .
ﬂﬂ%*ﬁf—lﬁl&m:ﬁﬁﬁ 3 RA BRI R B P A1 senderNonce WM R 1Y) PKIHeader
EAEHR recipNonce
PKIBody /& RpContent. % 5 M CA 8] RA #4085 W 15 [F] , PKIProtection T BEfil &% RA
9% 4, B Sk R IE 3 DER B85 #1724 .
6.6.8 HLAhTEFTHAMMBAETEIESYRIF
A S0 A BOE A B PKT SC 0K 0] DL i) i 5 0945 4 CA R HY R i o B g ™ A i 9% 98 1 6 928 %
BERIES . R A RSA g ] 150 0 v 5 i B . A [ P9 g A e i i T e 5 0 R T S A R U R o Y
MR 2, RS,
7 e M e G A PR
L PRI er GIEFS B certificate request) 758 . B IH RSA HFHE MU B . cr HEPEET L
— 5 A I I 4
1 F 24 A A 0IE S % R R L X BT A
ik CA.
WA CA () CPS ZFRPAE 7 4 % % 9134, W CA $hAT IR #4E -
CA # B iE I B 0 SR P A B e 8 R W e,
oI I S R I RSA %8
CA = B d 8
) FHof o ) I o 7 A A AL
it Tl B RSA 2387 5 00 B 2 9 5
=4 flER [ eplcertificate response WE 450 B ) i B 45 UE B35 & . cp B PEEE T 3 4 WY
UES AU J5 0 FLEH L JOE R 0 5 R A AR
a)  BE A A
WE P55 & 7= A0k 15 B i R PKIMessage il 8 9 (19 PK1Body # 41 /& cr 0% . PKIHeader
BETMTFEE:
+  pvno a 1;
message Time 42 4 57 ] 8] O 0 180
sender S UE B FFA # A9 A B 4
recipient Ji CA 19 7] B 4 ;
«  protectionAlg &M TRIPHEZE £ H 1D,
B4R CertReqMessages, s&— T B # £ 1~ CertReqMessage R 1 F 5], A T4Eop =4 8
FH A A R EH A HLIE S % L CertRegMessages HERWIE T — 1 CertReqMessage (5
H . i B CertReqMessage PHIE T F{EE.,
certReq 03 1 W& SR EEIEH P A& b5 B
42
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certReq #& CertRequest. CertRequest /& H—* certReqlDD,— 1" cert Template il controls Af 4l
HEf RS, X AR rp e A 8 H R R R A NI 5
o certReqlD J&{T &5 8%,
« certTemplate /2 — CertTemplate;
«  controls B & T protocolEncrKey #il. protocolEnerKey registration control BY{E &
RF 23 1 B4 fE 0 2 B Cn i ) L LR OID,
CertTemplate 1 & T F{EE. .
+  version & AIE v3(2);
publicKey 4§ B 7 805 fn] BE Y 240, 580 T B B M S
CertTemplate "Wl SEEFE T M TFHEHE .
signingAlg #5807 B 16 ) 8 & 55k
MR signingAlg, W CA K iZd H protectionAlg Hisi A i % 7 Fik
HiFHE R AN ZAFENTREER.
issuerUTD;
subjectUID,
PKIProtection 32 FH 24 6l A7 0k 5 &Y 0 2 $A B0 11 B 2% #2469 DER B {H 2 ME 4
iR,
e 7 A B [ o
CA & [0 85 80 0 3 (PKIMessage, PKIBody &t cp J0EH B IE BHsd & .
PKIHeader 04 T 41 F fi &«
+  pvno i 1;
«  messageTime J& 580 B (8] 45 5 2 $
+  sender J& CA BT B 4
«  recipient EUEPBERA F AT HE A R or B 09 sender;
+  protectionAlg ZH TFHRIPFHEEA T 1D,
MRAE or B BA transtionID W CA 015 15 8289 7 2.3k s B35 R EEAY transtionlD. G0 2R
1F senderNonce i B/ H A7 senderNonce, W CA[0] 5z 75 868 8 3 th 02 A0 455 R EEAY recip-
Nonce,
PKIBody & cp JL# . /& CertRepMessage ¥830, 05 CA %% T 3 E 15, 7691 B b i
M FEE.,
+  status J& granted B0 # 2 grantedWithMods;
s certilicate A04% T#T 2 A0 GB/T 16264, 82005 uE13,
«  certifiedKeyPair 22077 7 .
certifiedKeyPair ¥ 7 certOrEncCert WP 55 1E 15, 75 privateKey I o 61 55 %5 i 09 #4047,
i R RSA 258 L privateKey B0 1% 62045 symmAlg  encSymmEKey il eneValue,
+  symmAlg Wiz fldE tDEA-ech ) OID. keyingOption R iZ /& option-2( #& v K1 f1 K2 &
AEFE 4R L.K3 = K1),
+ encSymmEey JEAF CA P2 A A0 FR S S A s - 8 ah R A IR B RSA 2580 AT e
< RFREH KL R K2 R EER TwoKeys, IL(6. 2. 2.5);
» TwoKeys WiZfE R RFC 2313 iR WIRY RSA N b ik dbdfring
o IS RSN encSymmKey, INEEE RIS A BIT STRING.BIT STRING # 8 &
R o o A S R
B 69 PR A I AL IR AR,
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subjectKeyldentifier 3 ;

{¥ certilicatePolicies B A 260 F — A~ HE F 3 0E O1D;

1£ Keyldentifier 3 oy — 00 F S BRI 75
CA B3 UE AT 2 B 45 S HEAE 96bic (19 SHA-1 45 2 {8, I8 HAE A subjectKeyldentifier #
(. 40 SRS e A o i R A B AT A 2 A RS PR RS,

WR er BT TH R CA A T RES lall & Zmg 14 R

IS issuer MEHF CRL AREGE M CMAY X, 500 H 243 2], WEIE 35 o i fF issuerAli-
Name P14 URLs {5 & . £ CRLDistributionPoints # §l P 4145 distributionPoint J#,

WA status J& granted 38 granted WithMods, W faillnfo SANTETE .

AR CAJHE R P H I HEHREF I TEL:

status & rejected;

faillnfo BL4E T &G (9 fCHS . n] L
badAlg % CA AZFFeE ANIR ke SEE I E AR,
badPop #78 popoSigningKey B (195 4 4%,
badMessageCheck #2758 PKIProtection 39 A% 4 4 %,
badRequest Z5 MR H A A5 #FH A4 RifFiz 9 % .
badTime #2781 8 3L B messageTime A ] A1 0] 167 5 (Y 55 450 B[] ofH 22 28,

@ badCertld /R 1E 157 5 A AEIE serial B b BF BOAYAE 218
WM status J& rejected, certifeate WA FETE .
PKIProtection B & T CA X T &k Ml &K1 DER %M %54 .
c)  WINIHE
Y3 ep e Gk B 454 F W iE 4 PKIConfirm 5 8 . PKIHeader W15 B AR H RA [0
CA HFIEBM R T 09 PKIHeader — 3, B T messageTime A& 5 8if B 8]
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AuthenticationFramework {joint-iso-ceitt ds(5) modules(1) authenticationFramework(7) 2}
DEFINITIONS ;.=
BEGIN
EXPORTS All -
— The types and values defined in this module are exported for use in the ather ASN. 1
— modules contained within the Directory Specifications, and for the use of other applications
— which will use them to access Directory services. Other applications may use them for
— their own purposes. hut this will not constrain extensions and modifications needed to
— maintain or improve the Directory service.
IMPORTS
id-at. informationFramework. upperBounds selected AttributeTypes. basicAccessControl
FROM UsefulDefinitions {joint-iso-ccitt ds(5) modules{ 1} usefulDefinitions(0) 2}
Name., ATTRIBUTE
FROM InformationFramework informationFramework
ub-user-password
FROM UpperBounds upperBounds
Authenticationlevel
FROM BasicAccessControl basicAccessControl
Uniqueldentifier
FROM Selected Attribute Types selected Attribute Types
— types —
Certificate . : = SIGNED {SEQUENCE/
version [ 0] Version DEFAULT +1.
serialNumber CertificateSerial Number.
signature AlgorithmIdentifier,
issuer Name.
validity Validity.
subject Name,
subjectPublickeyInfo SubjectPublicKevinfo)
issuer Uniqueldentifier [17] IMPLICIT Uniqueldentifier OPTIONAL.
—-if present, version must be vl or vZ—
subjectUniqueldentifier [ 2] IMPLICIT Uniqueldentifier OPTIONAL.,
il present. version must he v1 or v2-
extensions [ 3] Extensions OPTIONAL
—if present, version must be v3— |
Version ;: = INTEGER {v1(0), v2(1). v3(2) }
CertificateSerialNumber .. = INTEGER
16
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Algorithmidentifier ;.= SEQUENCE/

algorithm ALGORITHM. &-id({Supported Algorithms} ),

parameters ALGORITHM. & Type ({SupportedAlgorithms}{ @algorithm}) OPTIONAL |

— Definition of the following information object is deferred, perhaps 1o standardized

— profiles of 1o protocol implementation conformance statements. This set is required to
specify a table constraint on the Parameters component of Algorithmidentifier,

— SupportedAlgorithms ALGORITHM .= { ... ... |

Validity .. = SEQUENCE/

notBefore ChoiceOl Time.,

notAfter ChoiceOf Time |

ChoiceOfTime ;.= CHOICE {

uteTime UTCTime.

general Time GeneralizedTime }

SubjectPublicKeyInfo . .= SEQUENCE/{

algorithm AlgorithmIdentifier.,

subjectPublicKey BIT STRING

Extensions ;.= SEQUENCE OF Extension

Extension ;: = SEQUENCE /!

extnld EXTENSION. &.id ({ExtensionSet} ).

critical BOOLEAN DEFAULT FALSE.

extnValue OCTET STRING

— contains a DER encoding of a value of type & ExtnType for the

— extension object identified by extnld -

— Definition of the following information ohject set is deferred. perhaps 1o

— standardized profiles or 1o protocol implementation conformance statements,
The set 1s required to specify a table constraint on the critical component

— of Extension,

— ExtensionSet EXTENSION .= { ... | ... |

EXTENSION ;.= CLASS

)
1

&id OBJECT IDENTIFIER UNIQUE.,
EExtmType

WITH SYNTAX

J
1

SYNTAX & ExtnType
IDENTIFIED BY &.id

Certificates .. = SEQUENCE |

certificate Certificate,

certificationPath ForwardCertificationPath OPTIONAL}
ForwardCertilicationPath . .= SEQUENCE OF CrossCertificates

CertificationPath ;= SEQUENCE |
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userCertilicate Certilicate.
theCACertificates SEQUENCE OF CertificatePair OPTIONAL}
CrossCertificates . .= SET OF Certificate
CertificateList ;= SIGNED { SEQUENCE |
version Version OPTIONAL, — if present, must he v2
signature Algorithmldentifier.
1ssuer Name,
thisUpdate ChoiceOlTime,
nextUpdate ChoiceOf[Time OPTIONAL.
revokedCertificates SEQUENCE OF SEQUENCE |
userCertilicate CertilicateSerialNumber.
revocationDate Choice({ Time.
crlEntryExtensions Extensions OPTIONAL |} OPTIONAL.
crlExtensions [ 0] Extensions OPTIONAL }}
CertificatePair .= SEQUENCE {
forward [ 0] Certificate OPTIONAL,
reverse | 1] Certificate OPTIONAL
— at least one ol the pair shall be present — |
— attribute types—
userPassword ATTRIBUTE .= |
WITH SYNTAX OCTET STRING (SIZE (0., ub-user-password) )
EQUALITY MATCHING RULE octetStringMatch
1D id-at-userPassword |
userCertificate ATTRIBUTE .= |
WITH SYNTAX Certificate
1D id-at-userCertificate |
cACertificate ATTRIBUTE ;.= |
WITH SYNTAX Certificate
1D id-at-cACertificate }
authorityRevocationList ATTRIBUTE .= |
WITH SYNTAX Certificatelist
1D id-at-authorityRevocationlList |
certificateRevocationList ATTRIBUTE .= |
WITH SYNTAX Certificatelist
1D id-at-certificateRevocationlist |
crossCertificatePair ATTRIBUTE ..= {
WITH SYNTAX CertificatePair
1D id-at-crossCertificatePair |
— information object classes —
ALGORITHM ;.= TYPE-IDENTIFIER
— Parameterized Types -
HASHED {ToBeHashed} ;= OCTET STRING ( CONSTRAINED-BY |
—must be the result of applying a hashing procedure 1o the —
48
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DER-encoded octets of a value of -~ ToBeHashed })
ENCRYPTED { To/BeEnciphered} ;= BIT STRING ( CONSTRAINED BY |
—must be the result of applying an encipherment procedure to the —
—BER-encoded octets of a value of — ToBeEnciphered )
SIGNED { ToBeSigned | ::= SEQUENCE/{

ToBeSigned.
COMPONENTS OF SIGNATURE { ToBeSigned } ).
SIGNATURE | OfSignature | ::= SEQUENCE |

AlgorithmIdentifier,
ENCRYPTED { HASHED [ OfSignature |}

object identiflier assignments -
id-at-userPassword QOBJECT IDENTIFIER .= {id-at 35}
id-at-userCertificate OBJECT IDENTIFIER . .= {id-at 36}
id-at-cAcertilicate OBJECT IDENTIFIER ..= {id-at 37}
id-at-authorityRevocationList OBJECT IDENTIFIER ;.= {id-at 38}
id-at-certificateRevocationList OBJECT IDENTIFIER ..= {id-at 39}
id-at-crossCertificatePair OBJECT IDENTIFIER ..= {id-at 40}
id-at-supportedAlgorithms OBIECT IDENTIFIER ;.= {id-at 52|
id-at-deltaRevocationList OBJECT IDENTIFIER ::= {id-at 53}
END
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CertificateExtensions {joint-iso-ccitt ds(5) module(1) certificateExtensions(26) 0}
DEFINITIONS IMPLICIT TAGS ;.=
BEGIN
EXPORTS ALL -
IMPORTS
id-at. id-ce, id-mr, informationFramework, authenticationFramework.
selected Attribute Types. upperBounds
FROM UsefulDefinitions {joint-iso-ccitt ds(5) module(1)
uselulDefinitions(0) 2}
Name. RelativellistinguishedName., ATTRIBUTE, Attribute.
MATCHING-RULE FROM InformationFramework informationFramework
CertificateSerialNumber, Certificatelist. AlgorithmlIdentifier.
EXTENSION
FROM AuthenticationFramework authenticationFramework
DirectoryString
FROM SelectedAttribute Types selected Attribute Types
ub-name
FROM UpperBounds upperBounds
ORAddress
FROM MTSAbstractService {joint-iso-ceitt mhs(6) mts(3)
modules(0) mts-abstract-service(1) version—1994 (0) }
— Unless explicitly noted otherwise, there is no significance to the ordering
of components of a SEQUENCE OF construct in this specification,
— Key and policy information extensions —
authorityKevIdentifier EXTENSION .., = |
SYNTAX AuthorityKevldentifier
IDENTIFIED BY { id-ce 35 | }
AuthorityKevldentifier : ;. = SEQUENCE |
kevldentifier [0 Keyldentifier OPTIONAL.,
authorityCertlssuer [ 1] GeneralNames OPTIONAL.
authorityCertSerialNumber [ 2] CertificateSerialNumber OPTIONAL |
( WITH COMPONENTS {... . authorityCertlssuer PRESENT.
authorityCertSerial Number PRESENT) |
WITH COMPONENTS {. ... authorityCertlssuer ABSENT,
authorityCertSerial Number ABSENT ! )
Keyldentifier ;= OCTET STRING
subjectKeyldentifier EXTENSION ;= |
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SYNTAX SubjectKeyldentilier

IDENTIFIED BY { id-ce 14 | }
SubjectKeyldentifier .. = Keyldentifier

keyUsage EXTENSION . .= {

SYNTAX KeyUsage

IDENTIFIED BY { id-ce 15 } |

KeyUsage ::= BIT STRING |

digitalSignature (0},

nonRepudiation (1),

kevEncipherment (2).

dataEncipherment (3).

kevAgreement (47,

keyCertSign (5,

cRLSign (6) }

privateKeyUsagePeriod EXTENSION ;.= |
SYNTAX PrivateKeyUsagePeriod

IDENTIFIED BY { id-ce 16 } |
PrivateKeyUsagePeriod ;.= SEQUENCE |
notBefore [0 ] Generalized Time OPTIONAL,
notAfter [17] GeneralizedTime OPTIONAL |

( WITH COMPONENTS {... . notBefore PRESENT |
WITH COMPONENTS (... . notAfter PRESENT} )
certificatePolicies EXTENSION .= |

SYNTAX CertificatePoliciesSyntax

IDENTIFIED BY { id-ce 32 } |
CertificatePoliciesSyntax :: = SEQUENCE SIZE (1. . MAX) OF Policylnformation
PolicyInformation ; ;= SEQUENCE |
policyldentilier CertPolicyld,

policyQualifiers SEQUENCE SIZE (1.. MAX) OF
PolicyQualifierlnfo OPTIONAL |}

CertPolicyld :: = OBJECT IDENTIFIER
PolicyQualifierlnfo : ;= SEQUENCE |
policyQualifierld CERT-POLICY-QUALIFIER. &.id
({ SupportedPolicyQualifiers; ) .

qualifier CERT-POLICY-QUALIFIER. & Qualifier
({SupportedPolicyQualifiers} { (@ policyQualifierld ) )
OPTIONAL |}

SupportedPolicyQualiliers CERT-POLICY-QUALIFIER .= { ... !
CERT-POLICY-QUALIFIER ::= CLASS {

&.id OBJECT IDENTIFIER UNIQUE,

& Qualifier OPTIONAL }

WITH SYNTAX |

POLICY-QUALIFIER-ID &.id
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TQUALIFIER-TYPE &-Qualifier] }

policyMappings EXTENSION ;= |

SYNTAX PolicyMappingsSyntax

IDENTIFIED BY { id-ce 33 | }

PolicyMappingsSyntax ; ;= SEQUENCE SIZE (1.. MAX) OF SEQUENCE |

1ssuerDomainPolicy CertPolicyld.

subjectDomainPalicy CertPolicyld }

supportedAlgorithms ATTRIBUTE ;.= |

WITH SYNTAX SupportedAlgorithm

EQUALITY MATCHING RULE algorithmIdentifierMatch

1D { id-at 52 } }

SupportedAlgorithm ;: = SEQUENCE |

algorithmlIdentifier AlgorithmIdentilier.

intendedUsage [ 0] KeyUsage OPTIONAL,

intendedCertificatePolicies [ 1] CertificatePoliciesSyntax OPTIONAL }
Certificate subject and certificate issuer attributes extensions

subject AltName EXTENSION ;.= |

SYNTAX GeneralNames

IDENTIFIED BY { id-ce 17 } }

GeneralNames .= SEQUENCE SIZE (1.. MAX) OF GeneralName

GeneralName ;= CHOICE |

otherName [0 INSTANCE OF OTHER-NAME.

RFC 822Name [1] TA5String.

dNSName [ 2 | TASString,

x4100Address [ 3] ORAddress,

directoryName [ 4] Name.

cdiPartyName [ 5] EDIPartyName,

uniformResourceldentifier [ 6] IA5String.

iPAddress [7] OCTET STRING,

registeredID [87] OBJECT IDENTIFIER |

OTHER-NAME ::= TYPE-IDENTIFIER

EDIPartyName ; ;= SEQUENCE |

nameAssigner [ 0] DirectoryString {ub-name} OPTIONAL,

partyName [ 1] DirectoryString {ub-name} }

issuerAltName EXTENSION ;.= |

SYNTAX GeneralNames

IDENTIFIED BY { id-ce 18 } }

subjectDirectaoryAttributes EXTENSION ;.= |

SYNTAX AttributesSyntax

IDENTIFIED BY { id-ce 9 | }

AttributesSyntax ;.= SEQUENCE SIZE (1. . MAX) OF Attribute

— Certification path constraints extensions —-

basicConstraints EXTENSION ;.= |

GY



SYNTAX BasicConstraintsSyntax

IDENTIFIED BY { id-ce 19 } |

BasicConstraintsSyntax ; ; = SEQUENCE |

cA BOOLEAN DEFAULT FALSE.,

pathLenConstraint INTEGER (0. . MAX) OPTIONAL }
nameConstraints EXTENSION ..= |

SYNTAX NameConstraintsSyntax

IDENTIFIED BY { id-ce 30 } |

NameConstraintsSyntax . . = SEQUENCE |
permittedSubirees [ 0] GeneralSubirees OPTIONAL,
excludedSubtrees [ 1] GeneralSubtrees OPTIONAL |
GeneralSubtrees ;.= SEQUENCE SIZE (1.. MAX) OF GeneralSubtree
GeneralSubtree . .= SEQUENCE ¢

base GeneralName,

minimum [ 0] BaseDistance DEFAULT 0.

maximum | 1] BaseDistance OPTIONAL |

BaseDistance :: = INTEGER (0, . MAX)
policyConstraints EXTENSION ;.= |

SYNTAX PolicyConstraintsSyntax

IDENTIFIED BY { id-ce 36 } |

PolicyConstraints Syntax :: = SEQUENCE SIZE (1, . MAX) OF SEQUENCE {

requireExplicitPolicy [0 SkipCerts OPTIONAL.,
inhibitPolicyMapping [ 1] SkipCerts OPTIONAL }
SkipCerts ;.= INTEGER (0. . MAX)

— Basie CRL extensions —

cRLNumber EXTENSION ;.= |
SYNTAX CRLNumber

IDENTIFIED BY { id-ce 20 | |
CRLNumber ::= INTEGER (0. . MAX)
reasonCode EXTENSION ;= |
SYNTAX CRLReason

IDENTIFIED BY { id-ce 21 | }
CRLReason ;:= ENUMERATED |
unspecified (0),

kevCompromise (1),

cACompromise (2),

affiliationChanged (33,

superseded (4),

cessationOfOperation (5) .
certificateHold (6,

removeFromCRL (8) }

instructionCode EXTENSION .= |{
SYNTAX HoldInstruetion
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IDENTIFIED BY { id-ce 23 } }
HoldInstruction ;: = OBJECT IDENTIFIER
invalidityDate EXTENSION ;.= |{
SYNTAX GeneralizedTime
IDENTIFIED BY { id-ce 24 | }
CRL distribution points and delta-CRL extensions
cRLDistributionPoints EXTENSION .= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY { id-ce 31 } }
CRLDistPointsSyntax : . = SEQUENCE SIZE (1. . MAX) OF DistributionPoint
DistributionPoint ;= SEQUENCE {
distributionPoint [ 0] DistributionPointName OPTIONAL.
reasons | 1] ReasonFlags OPTIONAL,
cRLIssuer [ 2 ] GeneralNames OPTIONAL }
DistributionPointName . ;= CHOICE |
fullName [ 0] GeneralNames.,
nameRelative ToCR LIssuer [ 1] RelativeDistinguishedName }
ReasonFlags :: = BIT STRING |
unused (03,
keyCompromise (1),
caCompromise (2).
affiliationChanged (3.
superseded (4) .,
cessationOfOperation (5).,
certificateHold (6) )
issuingDistributionPoint EXTENSION ;.= |
SYNTAX IssuingDistPointSyntax
IDENTIFIED BY { id-ce 28 | }
IssuingDistPointSyntax .. = SEQUENCE |
distributionPoint [07] DistributionPointName OPTIONAL.
onlyContainsUserCerts [ 1] BOOLEAN DEFAULT FALSE.
onlyContainsCACerts [ 2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [37] ReasonFlags OPTIONAL.,
indirectCRL [ 4 | BOOLEAN DEFAULT FALSE }
certificatelssuer EXTENSION .= |
SYNTAX GeneralNames
IDENTIFIED BY { id-ce 25 } }
deltaCRLIndicator EXTENSION ;.= {
SYNTAX BaseCRLNumber
IDENTIFIED BY { id-ce 27 } }
BaseCRLNumber ; ;= CRLNumber
deltaRevocationlist ATTRIBUTE .= {
WITH SYNTAX Certificatelist
54
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EQUALITY MATCHING RULE certificatelListExactMatch
1D {id-at 53 | }

— Matching rules —

certificateExactMatch MATCHING-RULE ;.= |
SYNTAX CertificateExact Assertion

1D id-mr-certificate ExactMatch |

CertificateExact Assertion ; ;= SEQUENCE {
serialNumber CertificateSerialNumber,

issuer Name |

certificateMatch MATCHING-RULE . .= |

SYNTAX Certilicate Assertion

ID id-mr-certificateMatch |

Certificate Assertion ;:= SEQUENCE {

serialNumber [ 0] CertificateSerial Number OPTIONAL.,
issuer [ 1] Name OPTIONAL.

subjectKeyldentifier [ 2] SubjectKeyldentifier OPTIONAL,
authorityKeyldentifier [ 3] AuthorityKeyldentifier OPTIONAL.
certificateValid [4] UTCTime OPTIONAL,

privateKeyValid [ 5] Generalized Time OPTIONAL,
subjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [ 7] KeyUsage OPTIONAL.

subjectAltName [ 8] AltNameType OPTIONAL.,

policy (97 CertPalicySet OPTIONAL,

pathToName [ 10] Name OPTIONAL }

AltNameType ;.= CHOICE |

builtinNameForm ENUMERATED {

RFC 822Name (1),

dNSName (2) .

x100Address (37,

directoryName (4.

ediPartyName (5).

uniformResourceldentifier (6).

iPAddress (7,

registeredld (8) |,

otherNameForm OBJECT IDENTIFIER |
certificatePairExactMatch MATCHING-RULE ..= |
SYNTAX CertificatePairExact Assertion

1D id-mr-certiflicatePairExactMatch |

CertificatePairExact Assertion ; : = SEQUENCE |
forwardAssertion [ 0] CertificateExactAssertion OPTIONAL.
reverseAssertion [ 1] CertificateExact Assertion OPTIONAL |
{ WITH COMPONENTS (... . forwardAssertion PRESENT}
WITH COMPONENTS {... . reverseAssertion PRESENT/| )

<
b
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certificatePairMatch MATCHING-RULE .= |

SYNTAX CertificatePair Assertion

ID id-mr-certificatePairMatch |

CertificatePair Assertion ;.= SEQUENCE {

forwardAssertion [ 0] CertificateAssertion OPTIONAL,
reverseAssertion [ 1] Certificate Assertion OPTIONAL }

{ WITH COMPONENTS {... . forwardAssertion PRESENT} |
WITH COMPONENTS {.... reverseAssertion PRESENT} )
certificateListExactMatch MATCHING-RULE .= |

SYNTAX CertificateListExact Assertion

1D id-mr-certificatelistExactMatch |

CertificateListExact Assertion ;.= SEQUENCE {

issuer Name,

thisUpdate UTCTime,

distributionPoint DistributionPointName OPTIONAL }
certificatelListMatch MATCHING-RULE :.= {

SYNTAX CertificateList Assertion

1D id-mr-certificateListMatch |

CertificateList Assertion :: = SEQUENCE |

issuer Name OPTIONAL.

minCRLNumber [0] CRLNumber OPTIONAL.
maxCRLNumber [ 1] CRLNumber OPTIONAL.

reasonFlags ReasonFlags OPTIONAL.

dateAndTime UTCTime OPTIONAL,

distributionPoint [ 2] DistributionPointName OPTIONAL
algorithmldentifierMatch MATCHING-RULE ..= {

SYNTAX Algorithmldentifier

ID id-mr-algorithmIdentifierMatch }

— Object identifier assignments —

id-at-supportedAlgorithms OBJECT IDENTIFIER ;:= {id-at 52}
id-at-deltaRevocationList OBJECT IDENTIFIER ::= {id-at 53}
id-ce-subjectDirectorvAttributes OBJECT IDENTIFIER ::= lid-ce 9}
id-ce-subjectKevldentilier OBJECT IDENTIFIER ;.= {id-ce 14}
id-ce-keyUsage OBJECT IDENTIFIER ;.= lid-ce 15}
id-ce-privateKeyUsagePeriod OBJECT IDENTIFIER ;.= {id-ce 16}
id-ce-subject AltName OBJECT IDENTIFIER ;.= {id-ce 17}

id-ce-issuerAltName OBJECT IDENTIFIER .= {id-ce 18}
id-ce-basicConstraints OBJECT IDENTIFIER ::= {id-ce 19}
id-ce-cRLNumber OBJECT IDENTIFIER ::= {id-ce 20}

id-ce-reasonCode OBJECT IDENTIFIER ::= {id-ce 21}

id-ce-instructionCode OBJECT IDENTIFIER ;.= {id-ce 23}

id-ce-invalidityDate OBJECT IDENTIFIER ;:= {id-ce 24}

id-ce-deltaCRLIndicator OBJECT IDENTIFIER ;.= {id-ce 27}
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id-ce-issuingDistributionPoint OBJECT IDENTIFIER ;.= {id-ce 28}
id-ce-certificatelssuer QBJECT IDENTIFIER .= lid-ce 29}
id-ce-nameConstraints QOBRJECT IDENTIFIER ..= lid-ce 30}
id-ce-cRLDistributionPoints OBJECT IDENTIFIER .. = {id-ce 31}
id-ce-certificatePolicies OBJECT IDENTIFIER ..= {id-ce 32}
id-ce-policyMappings OBJECT IDENTIFIER .= {id-ce 33!}
id-ce-policyConstraints OBJECT IDENTIFIER ; ;= {id-ce 34}
id-ce-authorityKeyIdentifier OBJECT IDENTIFIER ::= {id-ce 35}
id-mr-certificateExactMatch OBJECT IDENTIFIER .= {id-mr 34}
id-mr-certificateMatch OBJECT IDENTIFIER ::= {id-mr 35}
id-mr-certificatePairExactMatch OBJECT IDENTIFIER ;.= lid-mr 36}
id-mr-certificatePairMatch OBJECT IDENTIFIER ;= {id-mr 37}
id-mr-certificateListExactMatch OBJECT IDENTIFIER . .= {id-mr 38}
id-mr-certificateListMatch OBJECT IDENTIFIER ::= {id-mr 39}
id-mr-algorithmldentifierMatch OBJECT IDENTIFIER ;.= {id-mr 40}
The following OBJECT IDENTIFIERS are not used by this specification;
— {id-ce 2}.+ {id-ce 3}, {id-ce 4}, {id-ce 5}. {id-ce 6}. {idce 7).
— {id-ce 8}, {id-ce 10}, {id-ce 11}, {id-ce 12}, {id-ce 13},
— {id-ce 22}, {id-ce 25}, {id-ce 26}

END

ad
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ASN., 1 Module for transactions

The following section contains the complete ASN, 1 module from RFC 2510, the Certificate
Management Protocol. Only a small subset of the messages defined in RFC2510 are required
to implement this speciflication. The entire module is provided for completeness. Information
about messages defined by this ASN. 1 module but not used in the MISPC may be found in
RFC2510.,
PRIX-CMP DEFINITIONS . .=
BEGIN — EXPLICT TAGS
IMPORTS
CertRegMessages. EncryptedValue. EncryptedKey
FROM CMRF
PKIMessage ;: = SEQUENCE |
Header PKIHeader.
Body PK1Body,
Protection [ 0] PKIProtection OPTIONAL.
ExtraCerts [ 1] SEQUENCE SIZE (1.. MAX) OF Certilicate OPTIONAL
PKIHeader ;= SEQUENCE ¢
pvno INTEGER { ietl-version2 (1) },
sender GeneralName,
identifies the sender
recipient GeneralName.
— 1dentifies the intended recipient
message Time [0 Generalized Time OPTIONAL.,
— time of production of this message (used when sender
— believes that the transport will be "suitable”; i e. |
- that the time will still be meaningful upon receipt)
protectionAlg [1] AlgorithmIdentifier OPTIONAL.,
— algorithm used {or calculation of protection bits
senderKID [ 27 Keyldentifier OPTIONAL,
recipKID [ 3] Keyldentifier OPTIONAL.
— 1o identify specilic keys used for protection
transactionIlD [4 ] OCTET STRING OPTIONAL,
identifies the transaction; 1. e. . this will be the same in
— carresponding request. response and confirmation messages
senderMNonce |5 | OCTET STRING OPTIONAL,
recipNonce [ 6] OCTET STRING OPTIONAL,
— nonces used to provide replay protection. senderMNonce

o8



is inserted by the creator of this message; recipNonce
— is a nonce previously inserted in a related message by
— the intended recipient of this message
freeText [ 7] PKIFreeText OPTIONAL,
— this may be used to indicate context-specific instructions
(this field is intended for human consumption)
generallnfo [8] SEQUENCE SIZE (1., MAX) OF
InfoTypeAndValue OPTIONAL
— this may be used to convey context-specific information

— (this field not primarily intended for human consumption)

PKIFreeText ;= SEQUENCE SIZE (1., MAX) OF UTF8String
— text encoded as UTF-8 String (note; each UTF8String SHOULD
— include an RFC 1766 language tag to indicate the language
— of the contained text)

PKIBody ;.= CHOICE { - message-specific body elements
ir [0] CertReqMessages. —Initialization Request

ip [1] CertRepMessage, —Initialization Response

cr L2 CertReqMessages, —Certification Request

cp [37] CertRepMessage, —Certification Response

ploer [47] CertificationRequest, —imported {rom [ PKCS10]
popdece [5] POPODecKeyChallContent, -—-pop Challenge
popdecr [ 6] POPODecKeyRespContent, —pop Response

kur [ 7] CertReqMessages. —Key Update Request

kup [ 8] CertRepMessage. —Keyv Update Response

krr [9] CertReqMessages, —-Kev Recovery Request

krp [10] KeyRecRepContent, —Key Recovery Response

rr [11] RevReqContent. —Revocation Request

rp [12] RevRepContent. —Revocation Response

cer [137] CertRegqMessages, —-Cross-Cert, Request

cep [ 147 CertRepMessage, —Cross-Cert. Response

ckuann [ 157] CAKeyUpdAnnContent. —CA Key Update Ann.
cann [ 167] CertAnnContent, —Certiflicate Ann.

rann [ 17 ] RevAnnContent, —Revocation Ann.

crlann [ 18] CRLAnnContent, —CRL Announcement

conf [19] PKIConfirmContent, --Confirmation

nested [ 207] NestedMessageContent, —Nested Message
genm [21] GenMsgContent, —General Message

genp [ 22] GenRepContent, —General Response

error [ 23] ErrorMsgContent —Error Message

H

PKI1Protection .= BI'T STRING

ProtectedPart . ;= SEQUENCE ¢
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header PKIHeader.
body PKIBody

PasswordBasedMac . .= OBJECT IDENTIFIER --{1 2 840 113533 7 66 13}
PEMParameter ;= SEQUENCE ¢
salt OCTET STRING.
owf Algorithmldentifier.
— Algld for a One-Way Function (SHA-1 recommended)
iterationCount INTEGER.,
— number of times the OWF 1s applied
mac Algorithmldentifier
— the mac Algld (e. g. . DESMAC. Triple-DES-MAC [PKCS117.
b — or HMAC [RFC2104, RFC2202])
DHBasedMac ;.= OBJECT IDENTIFIER --{1 2 840 113533 7 66 30}
DHEMParameter .. = SEQUENCE |
owl Algorithmldentifier.
— Algld for a One-Way Function (SHA-1 recommended)
mac AlgorithmIdentilier
— the MAC Algld (e, g. . DES-MAC. Triple DES-MAC [PKCS11_,
b —or HMAC [RFC2104, RFC22027)
NestedMessageContent ;= PKIMessage
PKIStatus ; ;= INTEGER {
granted (0),
— vou got exactly what vou asked for
granted WithMods (1),
vou got something like what you asked for; the
— requester 1s responsible for ascertaining the differences
rejection (2),
— vou don't get it, more information elsewhere in the message
waiting (3},
— the request bodv part has not vet been processed.
— expect to hear more later
revocationWarning (4),
— this message contains a warning that a revocation is
- imminent
revocationNotification (5),
— notification that a revoration has occurred
keyUpdateWarning (6)
— update already done for the oldCertld specified in
CertReqMsg
H
PKIFailurelnfo .= BI'T STRING {
— since we can [ail in more than one way!
(&1l



- More codes may be added in the future if /when required,

badAlg (0).

— unrecognized or unsupported Algorithm Identifier

badMessageCheck (12,

— integrity check failed (e. g. . signature did not verify)

badRequest (2).

— transaction not permitted or supported

badTime (31,

— messageTime was not sufficiently close to the system time.

— as defined by local policy

badCertld (4).

— no certificate could be found matching the provided criteria

badDataFormat (5),

— the data submitted has the wrong format

wrong Authority (6),

- the authority indicated in the request is different from the

— one creating the response token

incorrectData (7),

— the requesters data is incorrect {for notary services)

missing TimeStamp (8) .

- when the timestamp is missing but should be there (bhy policy)

badPoP (9)

— when proofl of possession does not verily

'

PKIStatuslnfo .. = SEQUENCE {

status PKIStatus.

statusString PRKIFreeText OPTIONAL,

faillnfo PKIFailurelnfe OPTIONAL

O0BCert : ;= Certificate

OOBCertHash : .= SEQUENCE ¢

hashAlg [07] Algorithmldentifier OPTIONAL,

certld [1] Certld OPTIONAL.,

hashVal BIT STRING

— hashVal is caleulated over DER encoding of the
subjectPublicKey field of the corresponding cert,

POPODecKeyChallContent :: = SEQUENCE OF Challenge

— One Challenge per encryption key certification request (in the
same order as these requests appear in CertReqMessages),

Challenge ::= SEQUENCE |{

owf Algorithmldentifier OPTIONAL.

— MUST be present in the [lirst Challenge: MAY be omitted in any
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subsequent Challenge in POPODecKeyChallContent (if omitted.
— then the owf used in the immediately preceding Challenge is
— to be used).
witness OUTET STRING.
— the result of applying the one-way function (owf) to a
~ randomly-generated INTEGER. A. [Note that a different
— INTEGER MUST be used for each Challenge, |
challenge OCTET STRING
— the encryption (under the public key for which the cert.
— request 15 being made) of Rand. where Rand is specified as
Rand ::= SEQUENCE |
— int INTEGER.,
— - the randomly-generated INTEGER A (above)
— sender GeneralName
— - the sender's name (as included in PKIHeader)

!

|

POPODecKeyRespContent ;.= SEQUENCE OF INTEGER

— One INTEGER per encryption key certification request (in the

— same order as these requests appear in CertReqMessages), The
retrieved INTEGER A (above) is returned to the sender of the

— corresponding Challenge.

CertRepMessage ;= SEQUENCE /|

caPubs [1] SEQUENCE SIZE (1.. MAX) OF Certificate OPTIONAL.,

response SEQUENCE OF CertResponse

CertResponse ; ;= SEQUENCE |

certReqld INTEGER.

— to match this response with corresponding request (a value
of -1 is to be used if certReqld is not specified in the

— corresponding request)

status PKI1Statuslnfo.

certifliedKeyPair CertifiedKeyPair OPTIONAL,

rsplnfo OCTET STRING OPTIONAL

— analogous to the id-reglnfo-asciiPairs OCTET STRING defined

~ for reglnfo in CertReqMsg [ CRMF ]

CertifiedKeyPair ;: = SEQUENCE |{

certOrEncCert CertOrEncCert.

privateKey [ 0] EncryptedValue OPTIONAL.

publicationlnfo [ 1] PKIPublicationInfo OPTIONAL

CertOrEncCert ;.= CHOICE {
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certificate [ 07 Certificate,

cneryptedCert [ 17 Encrypted Value

KeyRecRepContent ;.= SEQUENCE |

status PKIStatusInfo,

newSigCert [ 0] Certificate OPTIONAL.,

caCerts [ 1] SEQUENCE SIZE (1., MAX) OF
Certificate OPTIONAL,

kevPairHist [ 2] SEQUENCE SIZE (1.. MAX) OF
CertifiedKeyPair OPTIONAL

RevReqContent ;= SEQUENCE OF RevDetails
RevDetails .. = SEQUENCE |{
certDetails CertTemplate,
— allows requester 1o specify as much as they can about
the cert, for which revocation is requested
— (e, g. .+ for cases in which serialNumber is not available)
revocationReason ReasonFlags OPTIONAL,
— the reason that revocation is requested
badSinceDate Generalized Time OPTIONAL.
indicates best knowledge of sender
crlEntryDetails Extensions OPTIONAL
— requested crlEntryExtensions
RevRepContent ;.= SEQUENCE |{
status SEQUENCE SIZE (1. . MAX) OF PKIStatusInfo.
— in same order as was sent in RevReqContent
revCerts [0] SEQUENCE SIZE (1.. MAX) OF Certld OPTIONAL,

— IDs for which revocation was requested (same order as status)

erls [1] SEQUENCE SIZE (1., MAX) OF Certificatelist OPTIONAL

— the resulting CRLs (there may he more than one)

)

CAKeyUpdAnnContent ;= SEQUENCE |
oldWithNew Certificate. - old pub signed with new priv
new WithOld Certificate. — new pub signed with old priv

new WithNew Certificate - new pub signed with new priv

CertAnnContent ;.= Certificate
RevAnnContent ;= SEQUENCE |
status PKIStatus.

certld Certld,

willBeRevoked At Generalized Time,

badSinceDate Generalized Time.,
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crlDetails Extensions OPTIONAL

— extra CRL details(e. g. » crl number, reason. loecation. etc. )

CRLAnnContent ::= SEQUENCE OF CertificateList

PKIConfirmContent ;.= NULL

InfoTypeAndValue ;= SEQUENCE |

infoType OBJECT IDENTIFIER.

infoValue ANY DEFINED BY inloType OPTIONAL

4

— Example InfoTypeAndValue contents include. but are not limited 1o:
{ CAProtEncCert = {id-it 1}. Certificate |

— | SignKeyPairTypes = {id-it 2} . SEQUENCE OF Algorithmldentifier |

— | EncKeyPairTypes = {id-it 3}. SEQUENCE OF AlgorithmIdentifier }

— | PreferredSymmAlg = {id-it 4} . AlgorithmlIdentifier ;

— { CAKeyUpdatelnfo = {id-it 5}, CAKeyUpdAnnContent }
{ CurrentCRL = {id-it 6}, CertificateList |

— where {id-it} = {id-pkix4} = {136 1557 4}

— This construct MAY also be used to defline new PKIX Certilicate

— Management Protocol request and response messages. or general-

— purpose (e, g. ., announcement) messages for future needs or for
specific environments,

GenMsgContent ; ;= SEQUENCE OF InfoTypeAndValue

— May be sent by EE. RA, or CA (depending on message content).

— The OPTIONAL infoValue parameter of InfoTypeAndValue will typically

— be omitted for some of the examples given above. The receiver is

~ free to ignore any contained OBJ]. 1Ds that it does not recognize,

— If sent from EE to CA, the empty set indicates that the CA may send

— any/all information that it wishes.

GenRepContent . : = SEQUENCE OF InfoTypeAndValue

~ The receiver is free to ignore any contained OOB), 1Ds that it does

— not recognize,

ErrorMsgContent : ;= SEQUENCE |

pKIStatusInfo PKIStatusInfo.

errorCode INTEGER OPTIONAL.

— implementation-specific error codes

errorDetails PRKIFreeText OPTIONAL

— mmplementation-specific error details

!



GB/T 19771—2005

M = D
(HR3E MR )
iEHiE K iE B ASN. 1 Module

The following section contains the complete ASN, 1 module from RFC 2511, the Certificate
Request Message Format, Only a small subset of the struetures defined in RFC2511 are
required to implement this speciflication. The entire module is provided lor completeness.
Information about structures defined by this ASN. 1 module but not used in the MISPC may be
found in RFC2511,

CRMF DEFINITIONS IMPLICIT TAGS ;.=

BEGIN

IMPORTS

— Directory Authentication Framework (X, 509)

Version. Algorithmldentifier, Name. Time,

SubjectPublicKevInfo. Extensions, Uniqueldentifier

FROM AuthenticationFramework { joint-iso-itu-t ds(5)

module(1) authenticationFramework(7) 3 }

~ Certificate Extensions (X, 509)

GeneralName

FROM CertificateExtensions {joint-iso-ccitt ds(5)

module(1) certificateExtensions(26) 0}

— Cryptographic Message Syntax

EnvelopedData

FROM CryptographicMessageSyntax | 1s0(1) member-body(2)

us(840) rsadsiC113549) pkes(1) pkes-5(9) smime(16)

modules(0) ems(1) |3

CertReqMessages : : = SEQUENCE SIZE (1., MAX) OF CertReqMsg

CertRegMsg ;.= SEQUENCE |

CertReq CertRequest,

Pop ProofOfPossession OPTIONAL.

— content depends upon key type

reglnfo SEQUENCE SIZE(L. . MAX) OF AttributeTypeAndValue OPTIONAL }
CertRequest ;= SEQUENCE |

CertReqld INTEGER. - ID for matching request and reply

CertTemplate CertTemplate, — Selected fields of cert to be issued

Controls Controls OPTIONAL | -~ Attributes affecting issuance

CertTemplate ; ;= SEQUENCE |

Version (0] Version OPTIONAL.

serialNumber [ 1] INTEGER OPTIONAL.,

signingAlg [ 2] AlgorithmIdentifier OPTIONAL.,

issuer [ 3] Name OPTIONAL,
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validity [47] OptionalValidity OPTIONAL.,
subject [5] Name OPTIONAL.
publicKey [6] SubjectPublicKeylnfo OPTIONAL.,
issuerUID 7] Uniqueldentifier OPTIONAL,
subjectUID [8] Uniqueldentifier OPTIONAL.,
extensions | 9] Extensions OPTIONAL |
OptionalValidity ;= SEQUENCE |{
notBefore [0 Time OPTIONAL.,
notAfter [1] Time OPTIONAL | —at least one MUST be present
Controls . ;= SEQUENCE SIZE(1. . MAX) OF AttributeTypeAndValue
Attribute TyvpeAndValue = SEQUENCE |
type OBJECT IDENTIFIER.
value ANY DEFINED BY type |
Proof(HPaossession . .= CHOICE {
raVerified [0] NULL,
used if the RA has already verified that the requester is in
— possession of the private key
signature [ 1] POPOSigningKey.
L2 POPOPrivKey,
kevAgreement [ 3] POPOPrivKey |
POPOSigningKey :: = SEQUENCE |
poposkInput [07] POPOSKInput OPTIONAL.
algorithmIdentifier AlgorithmIdentiflier.
signature BIT STRING |

— The signature (using "algorithmldentifier") is on the

kevEncipherment

DER-encoded value of poplnput, NOTE: If poposklnput is present
— in the pop field, poplnput is constructed
— with otherinput. Il poposklInput is not present. subject is the name
— from CertTemplate. Note that the encoding of Poplnput is
intentionally ambiguous,
Poposklnput .= CHOICE !
Subject name.
Sender [0] generalName,
publicKeyMAC [ 1] PKMACValue

The pop is calculated upon the structure poplnput. which is defined
— as follows.
Poplnput ;= SEQUENCE {
CHOICE |
otherinput popsklnput.
subject name .

publicKey subjectpublicKey
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- If poposklnput is present
— in the pop field. poplnput is constructed
— with otherinput. If poposklnput is not present, subject is the name

— from CertTemplate. Note that the encoding of PopInput is

- intentionally ambiguous.

PEMACValue ;: = SEQUENCE {

algld Algorithmldentifier.

— algorithm value shall be PasswordBasedMac {1 2 840 113533 7 66 131
— parameter value is PBMParameter

value BIT STRING |

PEMParameter ;: = SEQUENCE |

salt OCTET STRING,

owf Algorithmldentifier.

— Algld for a One-Way Function (SHA-1 recommended)
iterationCount INTEGER.,

- number of times the OWF is applied

mac Algorithmldentifier

— the MAC Algld (e. g. .« DES-MAC, Triple-DES-MAC [PKCS11],
} —or HMAC [RFC2104, RFC2202])

POPOPrivKey : .= CHOICE |

thisMessage [0] BIT STRING.

— posession is proven in this message (which contains the private

— key itsell (encrypred for the CA))

subsequentMessage [ 1] SubsequentMessage,

— possession will be proven in a subsequent message

dhMAC [2] BIT STRING }

— for keyAgreement (only) ., possession is proven in this message

— (which contains a MAC (over the DER-encoded value of the

— certReq parameter in CertReqMsg, which MUST include hoth subject
- and publicKev) based on a key derived from the end entity's
private DH key and the CA’s public DH key);

the dhMAC value MUST be calculated as per the directions given

— in Appendix A.
SubsequentMessage .= INTEGER |
encrCert (0.
requests that resulting certificate be encrypted for the
— end entity (following which., POP will be proven in a
— confirmation message)
challengeResp (1) }
requests that CA engage in challenge-response exchange with
— end entity in order to prove private key possession
— Object identifier assignments —
id-pkix OBJECT IDENTIFIER ;.= { iso(]} identilied-organization(3)
G7



GB/T 19771—2005

dod(6) internet(1) security(5) mechanisms(5) 7 |
— arc for Internet X, 509 PKI1 protocols and their components
id-pkip OBJECT IDENTIFIER ;.= { id-pkix 5 |
— Registration Controls in CRMF
id-regCtrl OBJECT IDENTIFIER .= { id-pkip 1 }
-~ The following definition may be uncommented for use with
— ASN. | compilers which do not understand UTF8String.
— UTF8String : : = [UNIVERSAL 12] IMPLICIT OCTET STRING
id-regCtrl-regToken OBJECT IDENTIFIER .= { id-regCirl 1 }
—with syntax.
RegToken :: = UTF&String
id-regCtrl-authenticator OBJECT IDENTIFIER ;= { id-regCtrl 2 |
—with syntax.
Authenticator .. = UTF&8S5tring
id-regCrrl-pkiPublicationlnfo OBJECT IDENTIFIER .= { id-regCtrl 3 }
with syntax;
PKIPublicationlnfo .= SEQUENCE |
action INTEGER {
dontPublish (0.
pleasePublish (1) |,
publnfos SEQUENCE SIZE (1., MAX) OF SinglePublnfo OPTIONAL |
— publnfos MUST NOT be present if action is "dontPublish”
— (il action iz "pleasePublish" and pubInfos is omitted,
— "dontCare" is assumed}
SinglePublnfo ;.= SEQUENCE {
pubMethod INTEGER {
dontCare (0),
x500 (1),
web (2),
ldap (3} }.
publ.ocation (GGeneralName OPTIONAL |
id-regCtrl-pkiArchiveOptions OBJECT IDENTIFIER ;= { id-regCtrl 4 }
—with syntax.
PKIArchiveOptions . .= CHOICE {
encryptedPrivKey [ 0] EncryptedKey.
- the actual value of the private key
kevGenParameters [ 1] KeyGenParameters,
— parameters which allow the private key to be re-generated
archiveRemGenPrivKey [ 2] BOOLEAN }
set to TRUE if sender wishes receiver to archive the private
— key of a key pair which the receiver generates in response to
— this request; set to FALSE if no archival is desired.
EncryptedKey .. = CHOICE |
6a
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encryptedValue EncryptedValue.
envelopedData [ 0] EnvelopedData |
— The encrypted private key MUST be placed in the envelopedData
— encryptedContentInfo encrypredContent OCTET STRING.
EncryptedValue ;= SEQUENCE |
intendedAlg [ 0] Algorithmldentifier OPTIONAL.,
— the intended algorithm for which the value will be used
symmAlg [1] Algorithmldentifier OPTIONAL.,
— the symmetric algorithm used to encrypt the value
encSymmEKey [2] BIT STRING OPTIONAL.

the (encrypted) symmetric key used to encrypt the value
kevAlg [ 3] Algorithmldentifier OPTIONAL.
— algorithm used to encryvpt the symmetric key
valueHint [4 ] OCTET STRING OPTIONAL.
— a brief description or identifier of the encValue content

{may be meaningful only to the sending entity. and used only
— if EncryptedValue might be re-examined by the sending entity
— in the future)
encValue BIT STRING |
— the encrypted value itself
KeyGenParameters ;= OUTET STRING
id-regCtrl-oldCertld OBJECT IDENTIFIER ;= { id-regCtrl 5 |
—with syntax;
OldCertld . .= Certld
Certld ;= SEQUENCE {
issuer GGeneralName.,
serial Number INTEGER }
id-regCtrl-protocolEncrKey OBJECT IDENTIFIER ;.= { id-regCtrl 6 |
—with syntax:
ProtocolEncrKey : : = SubjectPublicKeyInfo
— Registration Info in CRMF
id-reglnfo OBJECT IDENTIFIER ;.= | id-pkip 2 }
id-regInfo-utféPairs OBJECT IDENTIFIER ;.= { id-reglnfo 1 }
—with syntax
UTFE&Pairs . .= UTF&String
id-reglnfo-certReq OBJECT IDENTIFIER ::= { id-reglnfo 2 }
—with syntax
CertReq . .= CertRequest
END




