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EWR 2 TRIERLTEN CABBPLE. REXFRTTIIRE,

a)

MELHFELHATA),

]
c)

FACARERARIESFFRANMRBIEHEESREER:
mAER.FHA CA FEARIES & X HIES.

1 B8 £ M b 4R caCertificate M P 68 OldWithNew SE L FH AR X £

HCARMEAENELAESRTES ¥R CARER . A HRIENBRIERH . 22 XHW.

OB e — e 0 0 1 Y02
6.4.2.3 EMR I MWEIE

TES 3 FPINOL T . B00F 8 2 ST E T CA W82 88 UEF T F R,

a)  ERMEE N P A caCertificare ME, K8 NewWithOld i 5 (CREFH MM EAN . (b8 £ &

g B T B AL

b

) mEED.BH CA SiEVRiFEELHeiES.
ZCARFRAEHRIFERTER . FHECAEHE LA ELAHERIELS . 2R LT HMN .
T et B — B iR A AR
6.4.2.4 HEWMECTHRIEERN
ERHHET CACENVRIEFSE TATFEVM PSEHARTREBECHRPHRME. X&
o R T B T R CA MY IR BT LR I W,
Bk W R CA SR B AR R .
6.4.2.5 EMR7 FTHRIERN
AEHWMEF.CACEHFFOYVEREER TENHMAESRECHE P M, XERE
BlEHTENMT AR CA HES A7 L IE R R,
Bhok Wil B CA SR AR Y.
6.4.3 {El — CAEHMOHNT
R, - BRI RS CA FH BALESHE RSB ELE k., dFEREEQFERER

FIF CA 0§ B AL 7 4 dth 9 0% S 6 805 15 B2 I

13
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ML 3% CA WREM A RAAM A RM P PSE 2T EMEHE % CRL,
HEMRREMSTSIESRIESER.

7 MR

7.1 PKI# RiRi®
A EHRE AT PKIREANEERE FEdsiah.
PEIMessage ;= SEQUENCE ¢
header PK1Header.,
hady PKIBody.
protection [0] PKIProtection OPTIONAL.,
extraCerts [1]  SEQUENCE SIZE (1.. MAX) OF Certificate OPTIONAL
§
PEIMessages :; = SEQUENCE SIZE (1.. MAX) OF PKIMessage
PEIHeader 1 %7 £ PKI BB SHMAMNA.
PKIBody 2 & 5 A B HEENMMAR.
PKIProtection “FE R AT H A @& d PKI HB#ITRIVE M,
extraCerts FE O LA T HBUHFRTERTHOIES. AD.CA R RA WEH X —FERMuE
HTERGEREACHFESH AR EMNIESFD, mEE LSRR CETHS CAHERRF R
+TH#CA), R . AT FEREA—EQF—-TIEHE 3T M AT A B 8 TR B 0 e
frardt ERKKELR,
7.1.1 PKIBE B
Fifie PKIMBEERERKEANEEFEASFTFENERFER, RENBEERURES
ERprtfasd, FEESABRFE.FEPKIELZ AR ZERERSFAERZHEP,
THOHEESHATRTIEER:
PKIHeader ;: = SEQUENCE {

pYoo INTEGER { cmpl999(1), cmp2000(2) |,
sender GeneralName,

— AN

recipient GeneralMame,

- RIS E G

messageTime  [0] Generalized Time OPTIONAL.,

- P T T A U C 24 A S R 1) ) £ 6 i
- B A ) R U {34 )

protectionAlg  [1] Algorithmldentifier OPTIONAL,

— HF iR protection HIFEI W i

sender K 1D L 2] Keyldentifier OPTIONAL,

recipK1D [3] Keyldentifier OPTIONAL,
A TR EE

transaction]D  [4] OCTET STRING OPTIONAL.,
ERARTE N ED A 48 A IR M R B P EFE RN A

senderNonce [5] OCTET STRING OPTIONAL,

recipMonce [6] OCTET STRING OPTIONAL,

= FF B 1k 3R ) Bl L sendlerNonce 1 3 B 09 0 8 4 IRAE
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— recipMonce i R LA BIREW A CNEABHHE P ENN
freeText [7] PK1FreeText OPTIONAL
~ WA TERETFORXM RN (R FREEH A THAD
generallnfo [8] SEQUENCE SIZE (1.. MAX) OF
InfoTypeAndValue OPTIONAL
BT LLA T LT U e H R (R T B A A A TR e
}
PKIFreeText ;= SEQUENCE SIZE (1.. MAX) OF UTF85tring
— # UTF-B[RFCZZ7T9 MBI L& (E & . B — 1 UTFEString LI &
—~ —4~ RFC 1766/RFC 3066 il 5 (5% A TRAMETXAMTE B 5)
- (iH§ il £ W RFC2482
A F M A pyno FER MM 2.
sender FEHE & PKIMessage # 5 M EFE. XTEF (T senderKID — &, AR B0 e 4
MEEERAE—-NANRPRETRERTENEY. NIRRT LEFFME S CeEM R
WM HRA LR A TNE L C 6 DN R TS IP Sat %), B4 " sender™ 5 B0 5
2% — AP “NULL"E ; B — 4~ 1 % 0 () SEQUENCE OF, & #WR T . senderKID 5 B £ 940 & —
THREFE—-TEE8) . Z T HATESHERFEHRITEHAFRHAMEEEANE.
recipient FERE & PKIMessage Sl HFNEF . BTHF (5 recipKID — 2, i R\ S 855N
o] L R T i SR
protectionAlg F B9 (147 T 0 AR Bl OO WRA . 0 5L 097 8 { (R AP EE 4% {0 (FE B PKIProtection £
BT A9 ) B0 A 20 B R T B IR T R B 2 e R T B
senderKID $ recipKID Ml FHAS 6 M T 8- B $ R P 8 (recipKID i # (T ¥ A Dilfie-Hell-
man SHA RSN E A ER), WRERERA-EHKLHER TR AR
FEHEFESHFTEYEEE . HRT SR,
transaction|D FEH FENEMELFFLI T HESLINERHRAXE, Lo T RA trans
actionlD 8] L0H 3 7 0 5 (R — 0 800 2 B I A P '
senderMonce Bl recipNonce F B R4 PKIMessage %% T,
messageTime ‘FRE LA FO R THANE, THHSNEEARTRL @l Le
T (] 1L o o s B A B ) (R4S B
freeText FETHMFES—TAFTEOHERBEUEREIEEHRET), TTFEFEHR—F
B 0 e O o A SRR RO R L
generalInfo 5 BE AT LA R T 4 iy 2 2 6148 o] i Wi 4 B B . AT LA 5 F i 2 L 89 generalln

fo & e,
7.1.2 PKI# B
PKIBody ;= CHOICE { - Si§BRMHXMAMNBENES Y XS
ir [o] CertReqMessages, ViR 3 1)
ip 1]  CertRepMessage. —EEm (7. 3. 2)
cr [2] CertReqMessages, —ihiEifR(7.3.3)
cp [3] CertRepMessage. A TERE (7. 3. 4)
plier [4] CertificationRequest, -PKCS # 10 (A UET8 8 ,-PKCS“}I:I

popdece  [5] POPODecKeyChallContent  —POP HE8(7. 2. 8)
popdecr  [6] POPODecKeyRespContent, —POP S(7, 2. 8)
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kur [7]  CertReqMessages, EYEH R, 3.5
kup [8]  CertRepMessage, —~E WA CT. 3.6
krr 9] CertReqMessages, ~ P RT3 T
kep [10] KeyRecRepContent, ~EHIRE WA (7. 3.8)
13 [11] RevRegContent, ~fE B (7. 3. 9)

p [12] RevRepContent, ~fEBE MBI (7. 3. 10)

cer [13] CenReqMessages, ~TE L IE R (T, 3. 11)
cep L14] CertRepMessage, —F A AIEMNE (7. 3.12)
ckuann  [15] CAKeyUpdAnnContent, -~ -—-CA B#HTHLHT. 3.1
cann [16] CertAnnContent, —EBAET. 310

rann [17] RevAnaContent. ~fE A (7. 3, 15)
crlann [18] CRLAnnContent, —CRL £%1(7. 3. 16)
pkiconf [19] PKIConfirmContent. =@ (7. 3.17)

nested  [20]  NestedMessageContent, ~EEMNRT.1.3)

genm [21] GenMsgContent, - RT3, 18

genp [22] GenRepContent, —iEFAWIRI(T. 3. 20)
error [23] ErrorMsgContent, BT 2D
certConf [24]  CertConfirmContent, ~iEf @ik (7. 3. 18)
pollReq [25] PollReqContent, 4R (T, 3. 22)
pollRep [26] PollRepContent 4 M (T, 3, 22)

F

H—FE R 7.3 P HEE.
7.1.3 PRKIHRRE

HEPKIHEMERPEEE. (EG mERAESEREAPEEFAHNAVESESR
GAE. IR AW BAERGAT LLBUER, ¥— 7. W W A, AW R N T A S EiE
o, {0 o] A e o A 2y A A TE L)

protection FIESHAT .

PKIProtection s .= BIT STRING

i+ W PKIPratection 8 A8 2 F B B 5T M DER 8%

ProtectedPart ;.= SEQUENCE {

header PKIHeader,

body PKIBody

¥

EHENET RN PRIX LA A I B4 7 SR (R4 EL . M A R PRIProtection b (B 97 0%
AR TE), RFRAT RSN E, LM MRPNMTFEEMA PKCS 47 [PKCSTIR
Security Multiparts [RFC1847] 3 PKIMessage 3 ( 3% PKIHeader {f B 4F 506030 & S 00 i Wt , (1
% & ®y CHOICE {5289 PKIBody #tirdf ). WM EEEMRE 7 L85 0L RS ST E
B @A — T A VRES R — M — 0 DN H i S R R M. R RN T
Wik M BN SRR N ST EOR RGN i, WA AL o] iR S
PKIProtection. #3E ., 588084 EAM T UERMTAE WS 8 "534 8 5 R 8}, PKIProtection
WETEM RN E KR HER.

HE R H . PKIProtection B TLAES —FHBLMTR(MACOHEFSS. AW T@EMNL
iR,

4
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HEEANE
FEMWR T . BE2FREE A EEGE WA FERE— 1 PK SRS m) Wik
PKI1Protection # {3, % — 1 MAC {i . protectionAlg T (8 W 3 B),
id-PasswordBasedMac OBJECT IDENTIFIER ::= {1 2 540 113533 7 66 13)
PBMParameter ., = SEQUENCE {
salt OCTET STRING,
owl AlgorithmlIdentifier,
~R P B AR
iterationCount  INTEGER,
= OWF [R5 A e i
mac AlgorithmIdentifier
- MAC Wikl
}
£ FE Y protectionAlg & A TEEM IS G0 E salt f. 2SI iterationCount 2
OWF JEE 0GR T sale (G 8 — JO L% AL S S0 & — 00R, A
BE—XEAHEE. B - XEANSE 8T FESIMEEBASEKEY", LT %
“HORAFERGRES. URMACEERER—1TKEHOEYMNE K <= H BLEH
I BASEKEY Wl K [L¥F. W K = H, 84 BASEKEY 48 H LS F 08 S8
H HEW.OWF (1" || BASEKEY) W &R ELHEHAMN T — H L. OWF (2" ||
BASEKEY) P& R fE R\ MM T — H S ElEN . N BBmEMN K S hik.
(R NP R BE N g ASCIL F Wil i, | | "Rk,

. B PEMParameter FRE TR FH N R (W0 ic/ip/certConf/ phiConl ) 5 F 9, 83T

EUEEME i W PasswordBasedMac 5 0 & .

HF of R o ¢ af
R ESREAR L ETHBRE . FEC DH Rk HRm.
YA E MG A YA DH S8 DH ESH A THRPEE SMIRLFARTH
C 8 DH RS PKL S e DH L9 £ — 3 IR#9 . PKIProtection $ 4
13X B E S 9 MAC i protectionAlg W .
id-DHBasedMac OBJECT IDENTIFIER ,.= {1 2 840 113533 7 66 30}
DHEBEMParameter ; ; = SEQUENCE {
awl Algorithmidentifier,
~ WA RERE ID
maEe AlgorithmIdenifier
- MAC Wi ID
!
TE b i # protectionAlg &, 4 D-H i AEHLE FE OWF, OWF 898 (0 T 5 651 BRI #E
“BASEKEY" KA H) TR FEH. 0E MAC BEER - K-S0 EHT
HEK == H,B4#{HKN BASEKEY Ml K 4%, ¥ K > H.# 4 BASEKEY &8
H EHHELEFHON H B . OWFC1” || BASEKEY) BB gy R/ WM F— Hit
$.OWF(*2" || BASEKEY) FriSts MEfE N @AM T — H W, b 202, I o) 957
09K Bk, G NTHEECT N8 ASCINETHE.| I"EERK.)
ko

AR T R G — TR R AN, PRI 2 #i7E £ MF . PKIProtection # &
15
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AEEM protectionAlg H—-WRTRTEANWE,
d) EERP
UMBTERER RPN PKIFET RARATMGENHEMFERH (TR MACERER.
BREF RAMCA ZMAFNHRAES EHHEFTED CA, BRI E DR SRR
EHHASTRES —THMO PRI HAPRLR, @HMERNT.
NestedMessageContent ; ;= PKIMessages
7.2 LRNESN
e X PKIBody Wl BB Z W, BRI ET L—& 20 e B,
.21 HeEMEYAS
GHPRIEREHERERNEMNAEREVNIEPREGFANEEFTRME. CenTemplate B &
{44 EE o5& RA o] LR o il ih 5 52 0107 9 0 e i FU A0 IE B E M 5. CenTemplate 54K Y IFE 45
HARRS—H HRENFERERAZN,
B EEM B RN TR W ESST S CA MR G d e Sl R A E SR TR,
HAHAEFEETNREAENES. RLPRELTEE T cenConl HE. N PEE FUFSEES AL
—A CertHash) , 5 # 0 & #iF # (8 — I CertHash)(HH a4 E B % " rejected”, CertHash H certConi R
MELLEMASLT. 018,
CertTemplate i 5 W 3% D & RFC2511,
7.2.2 mEH
e P 84 2 1 889 00 O A B0 o, 9 4 PR F L9 o 5 E 45 B T ] Encrypred Value S8 85
.
EncryptedValue 89 if#k B RFC2511,
EFHENRSRE RO F PN ERE RS ETNE AR R, AUWRT A8
BEESEMBUAAT AARMET LA THIREET.
R PKIMessage BN EFCSHHH THEENHLE. W encSymmKey FRT LD BEW TN
£ 80 0 9 A 2 8 W ¥ (session key) .
7.2.3 PRIARMRSHENEMBER
Fifmm i EMey R EWE., TEELT RN,

PKIStatus ;= INTEGER {
accepted (0.
- Tl B T AR 0 B

granied WithMaods {1},
- BEMEESRERNEY. HPFEARIIRENLER
rejection (2),
- KB ENE aEHLN LR I nELNAR
waiting (3).
-~ R B A i A R O S o IO M R L AT R A P O L 2 9 A Y T
- WTRLREHE A 3. 3. 22 o SUAA TR /0 R PEIMessages 8 FT S 2 0 15 5 2 52 d0tL
~ BRI A )
revocationWarning (4).
EHLOE—TIEFAENEEREL
revocationMotification (5},
- R SEE
18
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keylUpdateWarning  (6)
- TEEE W R R oldCenld lmEHC LT H
i
L THE e LR b RVE A Rl o) e ST
PKIFailurelnfo ;= BIT STRING {
— [ %9 W 9 050 AT B S Bk DB, B LA TS EE RS T LU AUA B i U
badAlg o, |
-~ AUASIREE A LN RN
badMessageCheck (1),
ST 2 o W CP 0 . B R EE R T
bad Request {2),
- FRFEFESN TS
hadTime (3,
— 1 A W R Y message Time 55 5 SEed (] 4 6 8 T
badCertId {43,
- CHE 3R S R R AR I RS E B
badDataFormat (5).
- 10 2 i G O R
wrongAuthority (6),
— TR o 4 A L L A R
incorrectData (7.
- BN ANERE (A TAERS)
missing TimeStamp (B},
~ TR A 0L B0 B R A 40 (0 CRE R E R
badPOP (9),
- $ 41 WO R
¥
PKIStatuslnfo ; ;= SEQUENCE |

status PEISuatus,

statusString  PKIFrecTent OPTIONAL,
faillnfo PKIFailurelnio OPTIONAL

¥

4 EHERR

Certld B8R B HIRF % BI¥S 2.

Certld #yifi ik &L RFC2511,

5 “mHTRIESLH

EA4H CALAMESET & FA" FURETEN YL, RATRNTERERTEEN

MMZA BT ZHER R NEEE,

— M A A PTED T REGY ik CA HLM EHE 5 4 A0 B 2R 404E 45 o BEIF 0T LU ST H b 35 38 (T

i Ly 2 ) B A B BT FE CA BN A EIEHHMBIAT(RERT EFMCAES2Z
AT e

QOBCert ;: = Certificate
EIEH e AT TR M.
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——— 5 S 0 D, LT LA SubjectPublicKeyInfo o i {l 4 8o F ¢
— ¥FERAERETFERAHMLATELNE,
— MBRERTEAY MR EAE L E TR LY RO HEAREE. HERARS

MR A

— FHR Ay BEAHSANSAS A EERNER (D, ERREEFNENFRET LA
EHF.

OOBCertHash ;= SEQUENCE { .

hashAlg [0] Algorithmldentifier OPTIONAL,

certld [1] Certld OPTIONAL,

hashVal BIT STRING

hashVal JE3f thi certID Fiti iR RY £ % & iF 400 978 598 1 a9

}

PO ) (B0 B 0 TE T o 0 7GRl 3 51 25 =) 42 0 0 B 90 M 0 OO o ) (7 00 D P 8 e R E i CA
HEEHIES,
7.2.6 HEER

R T A PKIArchiveOptions £ Mk 15 8 & 146 8 PRI A#ERE,

PKIArchiveOptions @i & RFC2511,
7.2.7 BEER

R &7 B PKIPublicationlnfo S5 # 0k RS E 1169 PRI & #iE 4.

PKIPublicationlnfo #y ik L RFC2511,
7.2.8 WHERSENE

N 5 B S B S I R - B AEGE 50 . M BT B0 B POPOSigningKey 85 #4663 1F
LiEE £ 480 RN

POPOSigningKey (9% 1k LB # D & RFC2511, {8 & 8 % & 8+ POPOSigningKeyInput 4 F
T S,

POPOSigning Keylnput ¢ . = SEQUENCE |

authlnfo CHOICE {

sender [0] GeneralName,

— LA PKIHeader ({iL %555 % 09 5 8 5 5 € 8 JERP 7 S CIIRIT 47 00 S Mt FH AR EM

— e DNV 2 RERD

publicKeyMAC PEMACValue

— Rk AT A C % %l i i A B (GeneralName) 77 75 85 ] s publicKey MAC & & —4-

- T 04 M A B0 DER 848947 MAC (il PKIHeader '8 protectionAlg WiEHEH)

}e

publicKey SubjectPublicKeyInfo

— JH CertTemplate

¥

5 7 R0 8 Sy 0 o S 0T o SAEE 5 R - R 1), M LR R S W R
B R .

a) il E AR & S 89 B8 (7 PKIArchiveOptions B HIED),

b)Y CA R B S A A [ S A S ED AR A S F — T R L A O 0 R

o B A S S R R R A A ) ——— R 6. 3.2 P B I R
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B e DS R R R B RO R T PRIConfirm #8809 MAC {3/ CA HLHIE
HEHARERE. (4 PKIMessage il B PR &R iE— CertReqMsg i 153K, JF H# 1T
CertReqMsg f I A B89 3¢ B dlnd , MAC T 00 I G B R e il i — 8548 ) ot
B OMAC fMMEM A 7.1 & A PasswordBasedMae Algld,

¢} il EE £ CenReqMessages 1 CeriRepMessage 2 6] 8 55 ik i — o 5 85 30 (f POPODecK
eyChall #l POPODecKeyResp il S FX)— HE6. 3.2 PEBMNE "L, (X8R
R AR RA B POP, G LR s mmacfrm CA Bl EWRR, EERHAN
T.CA H{E RA fE R L ke HiE B2 S ERMEIE T POP) 2% M ILDTF Fx
(T reg T EEH reqg HERBENQL) .

EE RA CA
- req >
<Z-— chall —
—= resp -2
- req —>>
<= rep
-— conl —>
< == ack ——
< rep—-
= eonf —>
<= ack -

E-HERENEN L PHEN I RTREL HEALTFSMIERILE(LRA A, 308
8 POP i il i 2 0 3 B IE 2k i 45

1 35 S o ) 0 78 0 A ALK ) o R E 15 0 POP () B F of BL R i B R iEM = i
PEEF— B EM TR EL, () WEEEOSE AL POFES T CEEY, (0. EShRE
CA ) KAK A0 Rk GE R b 0 2581k L8 1f e @l o 88 )y (2) T Il Challenge £5 # 1§ 3£ = 89 chal-
lenge 7B 8 85— 35 & Py L B N (B PreferredSymmAlgC i, 7, 3. 18) fl— T3 B9 W #
BF CA M) KAK BEHTAE R P o SsmreE) . it mB CA C88H — T hamEikarmm
D-H iF 4, POP o7 L @t il RFC2511 op 5 2 ) POPOSigningKey & # 4k (H P, alg FE M {H % DH-
BasedMAC, 28 4 % BUR M4 MAC) i HEM POP i) 3 09 &y 2.

HFRELY POP MMM — il EE LW F. £8, kA — 2 HRIEL PKIHeader 9089
transaction]D} B B 3 PKIMessage (9 @40 (MAC B2 8 ) 55 75 o5 @9 0A 0 525 1 B (L B 8 A9 A G e R
0 A L

POPODecKeyChallContent ; ;= SEQUENCE OF Challenge

A E TR 0 — T Challenged 3R 5 iR H BLF CentReqMessages d 4 PR 58

B

Challenge ;:= SEQUENCE !

owl AlgorithmIdentifier OPTIONAL,

— fEBE— Challenge & 75 18 : M € FOPODecKeyChallContent BifG 89 Challenge o 77 1L B

=40 B A W A i T -— 1 Challenge & #) owf T8 .)

wilness (OCTET STRING,

— A REGLF= A R A B R R ow DB R . TE T Challenge H08.06:51 (8 A5 [ iy 48 2
19
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challenge OCTET STRING
~ {0 G i Randf A A GE 35 5R a9 4 810 # ), Rand & LI0F
= Rand ;= SEQUENCE {
int INTEGER,
- b B A REEL T E AR A
-- sender GeneralName
- Bt H SRS PRIHeader dréfdafa] )
-}

POPUDecKeyRespContent = SEQUENCE OF INTEGER

— A PR AT R I — P (G B B WY 5 Rt R TE CertReqMessages 998 Ml

— AR —ED . (e E A SR BIRY A)VEUE S8 HI Challenge i) 5 i &
7.3 SHWEEXPHMEBEN
7.3.1 MR

— -3 bk R i B8 PKIBody 408 092 — - CertReqMessages BB E5 Hadk i 65 Mk i 8
W T AR AR A E . W AT L & o T O A S SR T R T B SubjectPublicKeylInfo ., Keyld
M Validiny (H8{H 88 QW # B). R.M.lﬂ:f FEKTE PRI R4 0 RPIWHL.

CertReqMessages (937 R #f 3t D & RFC2511.
7.3.2 WsEdkmE

=80 & 1L 0 B A B PRIBody 2 % & — T CenRepMessage SUIES B 1 | o4~ 85 by 16 0 1 95
B lR G AT PKIStatusinfo FEE,—- F B0E 45 2 ol BETETE 09— Bt G - B 01l oty &
i v e S iR &l protocol EncrKey 3N,

CertRepMessage BN 7.3. 4. MM PKIHEHERP AL EEEGL (LT 1. 3) .0 ca-
Pubs FEMAMFMESHTUREALEEE DR CAFBETEEE.
7.3.3 EM/AMERR

—A-TE A/ A GE B3R B A PKIBody 2% & B — 4 CertReqMessages SR e bk, X 8tk 1
HRRE T B R ANIESS . HEFET PKIER P LGS &R 0 Hat AL HR.

CertReqMessages 89if 15 W5 st D & RFC2511,

£ B0 & 8, PEKIBody @7 1B 4 & — 4~ CenificarionRequest &% Hy 4k ( it ES Mtk &£ T PKCS10] 89
ASN. 1 ##4 CertificationRequest § 447 e & 1E A IRHD, WU SRAMERST L2 LR,
WikERENIESNER P ER RS BRSO EA W T RS,
T34 EM/WIE R

=~ A R B ) PKIBody 2 498 — T CentRepMessage M & X AR EYT S

A 1~ A0 45 T R R AR O Rl B L T Y — T CA B R E  — T RS-
“~ b i BT ELE .

CeriRepMessage 1+ = SEQUENCE |

caPubs [1] SEQUENCE SIZE (1.. MAX) OF Certificate OPTIONAL,

response SEQUENCE OF CertResponse

}

CertResponse ;= SEQUENCE {

certReqld INTEGER.
==l Fl b o o S R R A B R P AR B certReqld o W I TE Y A1)
status PKIStatusInio,
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certifiedKeyPair CertifiedKeyPair OPTIONAL.

rsplnfo OCTET STRING OPTIONAL

— BUF RFCZ511 th CertReqMag #H H reginfo 5 SLHY id-reglnfo utfBPairs F#F

}

CertifiedKeyPair :: = SEQUENCE {

certOrEncCert CertOrEncCert,

privateKey [0] EncryptedValue OPTIONAL.,

— £ W RFC2511 hF iR

publicationlnfo (1] PKIPublicationlnfo OPTIONAL

H

CertOrEncCert ¢ ;= CHOICE |

certifieate 0] Cenificate,
encryptedCert  [1]  EncryptedValue

1

{8t CertResponse # faillnfo( £ PKIStatusInfo ® ) # certilicate(¥E CertifiedKeyPair @) # 4
FEAMHNE - RREFRE), XSRS waiing) R T WESTaBA,

#5 T EncrypredCery T 3000 € BT LITREBEHS . L2 AmE fLir CA EEREH
MR HERERE ARSI, SR FEMERET CA ELLEW RS K2
F 00 06 R 0 o o 1 O T R T LR B EE S CEE . B CA 0B (=1 ) PKIConbirm i85 A
AEAES]) . B, 7 POP $4F BT CA 8 R 40 304 B Bt 1.

7.3.5 ENERERAY

S E R RRM A CertReqMessages B, @#® L ASE-TEWHAOEAREFRIEE
F B, SubjectPublicKeyInfo, Keyld B Validity, -~ 8 F TR R WS EHFEMOLE R CGRIEK AR
B0, R A B S T L O U O AL (Y A B L R 2 Y
BAFMES.

CertReqMessages Ml i LM & D B RFC2511.

7.3.6 EHEMNESEAR
4] T BT 0 R CertRepMessage i ERE5 . 005 547 i 1w b A
CertRepMessage (9% & 7, 3. 4.

7.3.7 EVHEREAR

5 4 0 3 9 4 VB 2 A3 W B AR R o 09 CertReqMessages #ilAl. @&, 0] L% — 5 8 L0
i 6 84 4% {3t F 9 ML ¥ B2 ; SubjectPublicKeylnfo #1 Keyld (i — 3 i {3 B WL & B),

CertReqMessages #ifi & W R D & RFC2511, 78, ) SR R R T RN
B e A B LA
7.3.8 EHENREAE

o D F P B L R T MR O s waiving) o BT B AT EE M B A S B,

KeyRecRepContent ;: — SEQUENCE {

status PEIStatusInfo,

newSigCert [0] Certificate OPTIONAL.

caCerts (1] SEQUEMNCE SIZE ¢1.. MAX) OF Cernificate OPTIONAL.,
keyPairHist [2] SEQUENCE SIZE (1..MAX) OF

CentificdKeyPair OPTIONAL

}
2
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7.3.9 WWNRAR

YR TS EE N EATRRESN., HRE AT HNE PKIHeader 854
e,

RevReqContent ;= SEQUENCE OF RevDetails

RevDetails : = SEQUENCE {

certDetails CertTemplate,

- TR AR AR A0 18 TR M B R

~ (FO EXEERFRSHRRT)

erlEntryDetails Extensions OPTIONAL

- Fr i EE crlEntryExtensions

b
7.3.10 MWMEAE

A O R R 0 O R e R T LR S N R . (R LR TR R B e M A
HRE— MWL EHE.

RevRepContent ;= SEQUENCE {

status SEQUENCE SIZE (1.. MAX) OF PKISwuatusInfo,

5 RevReqContent i i 3% A9 LR

revilerts [o] SEQUENCE SIZE (1.. MAX) OF Certld OPTIONAL,

— MW FRY ID: (Y status BN HIED

erls [11 SEQUENCE SIZE (1.. MAX) OF Certificatelist OPTIONAL

- §5F CRL (A[REF E—1
7311 ERWERKRAE

2 AE I R 5 — R A E T R (& &Y i 48 T (CertReqMessages) B H F 7 B8 - 8 80 00 20 390
HFFKCAPFEHRE - RS RN CA, MW RETUATFCABKLICA ANERY
.

CertReqMessages 89 if ik ILE 8 D & RFC2511,
7.3.12 TEVEREAR

T2 X ik G0 R 5 — WA i W G M A9 8 55 4 ] (CertRepMessage) , H 89 5B A & K fU#F @Y
4.

CertRepMessage 0788 0 7.3. 4.
7.3.13 CAERERLEAS

B CAWR T ACHEGIRGE . AT LU R T 5 SO0 R 8 A

CAKeyUpdAnnContent ;= SEQUENCE {

oldWithNew Certificate, — FBF R0 % £ 0 I0iE$
new WithOld Certificate, — FHARELMHIES
new WithNew Certificate,— FI# 814 & ) Wik 4
)

7.3.14 EHLE
AT LU T A e BRI
CertAnnContent ; ;= Certificate

O RMBER TR MEE LA EORR M THE X A ARFEFESNSHE PR EEAERE.
22
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15 mMHLsE

5 CA B8 PP — T E e, T LA — U (R R Y B .
RevAnnContent : : = SEQUENCE {

status PKI1Status,

certld Certld,

willBeRevoked At Generalized Time.

badSinceldate Generalized Time .

criDetails Extensions OPTIONAL

Sk CRL S99 (Ol coel JEFIS AFBEIUE 08 %)

¥
CARUERETHAERS (SHEE - T TIHFEHFECNIESHE (e S RMe. TE2H

TR R A O F AR H .

7.3.

1.3

willBeRevoked At 5 B {2 3 it & — 4~ %7 0 4 B 45 0 A B # 5 CRLs fe A .

16 CRL 2%

uCAEET 86 CRLOE—#t CRLYB , o] LU o F RS S i — 9 .
CRLAnnContent ; ;= SEQUENCE OF Certificatelist

17 PKI®RLHE

EAHEADNEBELEDELRE N PKIMessage, 1 F PKIHeader PR Q& THW LB HY

BBHLEMAENE.

7.3.

PEIConfirmContent = NULL

18 PKISAMEAE

InfoTypeAndValue ;= SEQUENCE |

infoType OBJECT IDENTIFIER .«

infoValue ANY DEFINED BY infoType OPTIONAL

}

~ InfoTypeAndValue A BEASHFTRFFRE(TEMAY L GEEER.

W LR P,
= { CAProtEncCert = {id-it 1}, Certificate 1
— | SignKeyPairTypes = {id-it 2}, SEQUENCE OF Algorithmldentifier }
—~ { EncKeyPairTypes = {id-it 3} . SEQUENCE OF AlgorithmlIdentifier }
~ { PrelerredSymmAlg = {id-it 4}, Algorithmldentifier }
—~ { CAKeyUpdatelnfo = {id-it 5}, CAKeyUpdAnnContent H

— { CurremCRI. {id-it 6} s CertificareList H

- e didit) = (id-pkixd} = {136 1557 4} i8R hal {HFE L

— SRR PRIX G 455 3 b i 0 iR RO A B GE R B Rl R W m a5

- L o B E PR A B R

GenMsgContent =~ SEQUENCE OF InfoTypeAndValue

— EE.RA, H# CA #Fa] LU S A AR T ENAE) . 3T Ll f&hHELH T, GenMsg
-= i1 InfoTypeAndValue @ 7] 3% & 8 infoValue 3 W £ 80485 CBPE AR A F #5589 GenRep #2
), BRAATRERERERNAMBIEIRT. DRERHEN EE S CA, HERNEREYN
~ W CA a] 1L 6 I o i AT MR AT 15

23
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7.3.19 PRIEMWMEMNR
GenRepContent ;= SEQUENCE OF InfoTypeAndValue
~ M ] e R RS 01D

7.3.20 ANRAE

ErrarMsgContent ;.= SEQUENCE |{

pKIStatusInfo PKI1Statuslnio,

errorCode INTEGER OPTIONAL,
— o ALH S A E RIS

errorDetails PEIFreeText OPTIONAL

- A5 B A 3 0 0 R R

8 Wi PKI R

B.1 # CA §)iie

FRIHRCAERBEE“LCHCHASSED AT ERHSHSH CAEHTFHRE R H M new
WithNew™iF F £ HIF .

BT CA B C S A B % 4 UF 45 R B8 4 A4 o 38 o ok e 198 X iE Ay S s bewy AL
CARLMENLHTE TG, ARTKEDFAFELELRERT T EE. BIEETHURIE CA
BAE 45 LA KL k45 W i ey L AR R B

% i 45 B A BB BN 2 OOBCertHash,

8.2 MCAEHER

CA W (SILMMFTES - NEORETRN. AETERTHAEAER. CA B9 ne
wWithNew, newWithOld, M oldWithNew fE$( 8 6. 4. DM BRI RS LEEETHAEES
CAE B (aldWithOld) & 4 45 T H B0 A B8 CA L1 (newWithNew ) , [f 15 (i 8§ By & 0 B0 3% %99
newWithNew GF -5 80 0 5 (k22 40 i LIS oldWithOld GF 458 Bl s e fy S .

8.3 FTHCA@MEL

MPKIMME IR MEER, T CA MinkibSmmtkmmmbt—n. m—mWENET

T CA SRS s aMmm A E.
8.4 CRL™%

FRUN CACEREST CRLTERFIE SIS N A ESE CRIL,
8.5 PKIf#E#FR

HPRIGHE(CA.RA R EE)EMERXF CA Siif:-EnFEN . Bl CA X8 ED
B AR, CA o 300 1] T 3 R 2 R R M B 7 R A 1 L R R R A R )
5 R R T R

o WL P PECT i 30 i R o SR PTG 09 (B 86 4 iR 0 S A GenMsgg {1 B8, W i 1
GenRep #§ 8, 6 iR 66 ) Error 68 88 8, X5 0 AR T 6588 6H BN MACUD, Password-
Hased MACY B 3 UUIE JF 5 Cfm 92 20 00 0 4R 48 A7 E ) e AT (R P

FEEHMN AP AR ENEN TN E LMRE.

8.6 TEWLIE

W E CAEREL RS L&, mwii f CAFELEHMENE.

HRECAERELY L ILFREZ M4BT FEETE.

ELNEFERE FEREMAEA AR ER, S T R4S — T FHE LERN ™
g, NEREFEIH"NELES. NAS—T CABEBEE— P ELINFERE(EEHE AN —F I

24
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),

EAHRES T FRAMBR, B CA CEEET 0SS CENH =M fEEL REEY
TR E BT R, AL,

B WA HE oy FE w4 CA SR, PRI A CA TRR 8 S E M UAER CA, R A
B CABESESEB, RmEN CATERAFAFEDERBE RN ERAH CARRR. W
RHM CAFARERRE CA LNABRPEREARTR.

BREBHTAERESIE NPT, TR SiaY 58 EF P & e 005 i B
B T E R A IE S (MAC), (oM CA 8 LU B 364 i R RNk Y &
8 HE 4 A UE o 7T 1 L 0 S K FU R MAC,)

R #E CA F— 1S AR AR & R VLB ™ % 3 AT R Ccen) LI B 2R, 3~ E&3
CA BB # CA B cor A0, 85 B Al FiAGER A MAC 3B -0,

Bl cor B2 IS R CA RIEMNB & MAC, RIFH-R FHNE.HE™E P S HEALROR
FEEOLE) . RSP RS TN MR R R E CA S EM R K, B ot FwE i
CABEZRWBITES. WEE CA HELATEME (cop) BB HTTRE, HRPHTFTEEAETILE
LB MAC e bl 1k # o '

OB cop B2 R RRE CA RiF N B (EIEKI MREBLED B MAC, #R#E CA il centConl i
B, R RN TR MAC RE R, WRE CAIERREMNECGELI
WEMEBEAFHERSENIESEBNERMEL.

#r9] certConl B2 5 W E CA BTH B # MAC, Flat{# Ml PKIConfirm i B & [ 8l
T oA HRRENCE LD A4 E SR U w e,

cor HESHTE A w8 " MATHR. AREU, WRE CALIANETBRTFASHFEEY
FECHE . i, BasicConstraints 1 M€Y, cop I BN B0 & Wr & CA MRIFTF S — R4, R
# CA SHR TR IEFB M, 8 A 0m) .

AT LI — R R A A A R AR R RIP R A CA MEBER A E
CAMAE, AT HINMHETRE AT ERNANCLESMABEERCANS S, &RE
B T R R EE Y TR O T T Y R B LD S R AR G R
zA.

LRINER T B REERC,

B.7 SHmIT{EMmL

HCA —8 ST heFENRE, ANTENIREErEATSR.

—— gk PKI{5 .

—— 3 CA 20 AR EE

CAT R S A Bl 5 B 005 B RS A &1 B0 ad BIRY CA SR m 5 80EE D
B.7.1 BEMPKIfER

WEGEBNER.

—— METHCA B

(A CA AR CA) L% % M4 A% 4§ 51 3 0 MU CA BJVE CA RIS Spmm sl
(A AE B

— GAIF CA MG —HAXEHONENRETER.

3T R o — - B A R BT R B — e I 9 (5 (U S RO R & CA B,
SR TRAEENAEME R EET PKINEGGBEIEER, AR RTTERE—8E
B A e W O D N R MR R A ) S M E B E R CA FRiF).

A (A R TT LU I 8. 5 PR IE A R TS .
25
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B.7.2 HWCAEVIMWIEE

SRTRSMESRISTR CA MW, R THRIESS, 07Ul i — e & 3"k En
L CA BEHIEE. SRR e CAMIES. FLE 1,
8.8 EHNR

#2359 B 1 4 40 00 I A BT LA FE AT BT R T EE R A DR — BRSSP ER B RTAE
R (cr)WE. MRMNTKD ST W EE Y WA A RFE ) B AET o HRRMA
LR SR, CA Al CertRepMessage 2 [2] 57 096 1 Ol R R BRI,
8.9 EHER

LR WAL RS RFHEF — B EAT LR CA B REE R
TWHEAESRE, EFUWRE T S e o — Bk 45) . 2R 0 R 88 iR (ko) 0
Bl TRARATHYESHEESEE—8 ., IRARTHROCSAT TEEEAWOFEARNRE
EES) LA HRE ALERAONESEEEP,. CA FES W IFWE I (kap) 71 2 8 P& 8 iE 4
CEFRED) ETWREEBEWE LS CertRepMessage — .,

3 W

T HEi e s i EELRAs LIE CAs EER2 Mm% PKI R, W PKIMRETEY
HEP (DR — N LBERTEN T &8 PKIProtection) Bl AT X — B b, R ER M AHR
M HLw,

9.1 EFTHMHL

% PKIINEAY I &M ALY~ PKI NS A DER SR . 00306 op A il S 0 sk iR B
R{TE . EHOITAT AT 4% PKI B . i FTP Bil.

9.2 HBSET TCPBHEEBL

FROMANET TCP M TN F4£% PKINE, X —-thilEHF EE® RA B3—1
transaction FF A] B o 5 ) S SRR R A HF IR .

SEE S AE Bl PKT L4k (RA 8 CAYRI RN, B4 EE B4 OBt R. EahB sl
Bit— e s LA EN PRI S PRIFA.

AWMLEEE RAS CA FH - THWReREMD 829 EOFPKIWE., EXWET. B3
EMEBEE 0N R EM wensactioniD AN PRINE, Sl EmifREER—1 PKINE
/-85 FAFREAR GRS TIEN PRI wENE.

0P T4 E SRS £ PRI oy i B ORI R 6 M5 e e A ik R R 4
WEE-TRNBEESH,

HBE—TPRIMEMACHESHESS M FEREFNR S,

o9 i A B B R T TCP o PKIFR", 18— 2 e .

—EHERT TCP 8 PKIEE "8 T 95 005 2 6L

length (32-bits), flag (8-bits), value {(defined helow)

length —— 4 7 ¥ B 0 B4t B8 40 89 7 35 B CBP = value" B9 F W RO 10, 3 B0 B 47 09 32-bin

AR M,
AEA & 1
pkiMsg WH DER-encoded PKI message
~PKIfiE
poliRep DIH polling reference (32 bits),

time-to-check-hack (32 bits)

FHE AT A9 PRI BB E [ 89 poll WKL I PH polling
26
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— reference §f (25 i+ B R ] 18] B S ) 75 o 25 )
poliReq 0zH polling reference (32 bits)
— W B A PE i i
negPollRep 03H 00H
= FEH polling S5 (B, transaction FE)
partialMsgRep 04H next polling reference (32 bits) .
time-to-check-back (32 bits),
DER-encoded PEI message
- B M E B9 PKI i EL o 85 5 1 R, b0 L BT 19 BT — 8 4o o A 20
polling reflerenced B4 i 59 &5 ] ] {6

finalMsgRep 05H DER-encoded PKI message
A A PEI R0 8 SE o] 820 - 09 W
errorMsgRep nsH human readable error message

o R A — R B R N B S
— iy polling reference)
g {4 PKIConfirm i BB CE & MR 7 & 2% 8 5 )« K% — 1 pkiMsg i B 8 B — 1
negPollRep R
WEEEAREFAY.
a) EE %% pkiMsg ¥ B .38 8095 12 3 pollRep, negPollRep . partialMsgRep B finalMsgRep
o ) — 8
by EE % i pollReq ifi B . 38 #0998 B % negPollRep, partialMsgRep. finalMsgRep 3 errorMs-
gRep Wi —Hr.
£ ¥ “time-to-check-back" & —-f- 32-bit YN E LB 19704 1 A | HFH 12 &5 Pt
B, iR EE B Y532 T —T pollReq M fitodE.
9.3 BF E-mail fEFRHR
HEWRET il if E-mail i8% 7 8 PR H T HI R ASN. ] REMHRRTE.
Content- Type; application/ phixcmp
Content-Transfer-Encoding; basef4
<<= ASN. 1 DER ## 0 PKIX-CMP iff ., base6d R} >>
i~ MIME % 7T 10 68 Fi) # i 9 MIME St B8 (31 RS mEd. f % 7 —HHH E
mail {64 PRIN-CMP #§ QL 8. R &9 8 ol BB % 8 L8 3 8 B “application/ x-pkixemp” MIME 3
B O 0 09 R AR ) L TR R S M i
MIME et & Wl E G,
9.4 HF HITP HEEHR
ARG T il HTTP 62 b EE Lo RN DER SSs ik,
— A H MIME it #05E LIF .
Content-Type: application/pkixemp
<< ASN.1 DER &#M PKIX-CMP HR ==
A MIME %@ o LUl it WWW SHEF oy HTTP &2 oLi (5 ) #ir 2 2 mis . f i
T —FF - W% 25 X464 PRIX-CMP BB M Ak, B s ¥ o] o & 8005 30 o L applica-
tion/ x-phixemp”MIME 3 8 1| & $ /3 5 B ¥ # ¥ .
MIME &t @ itk & LM 2 G.

.
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M R A
(EEE R
RABENREEA

RA Trecy I A BRI R . BRI RS F LA,

O R R TR A RS RE R R AT A S IR A S M T i iR RA
A U005 5 45,455 M 0 O R O — 1 ) )

— FERMEETRENE S, & RA TLWB SR ik,

— YHMTHRREEAEEMMENR (RS S TEYNIDM, RA R85 LR
REEBGRS.

RATFEMHSEEDT .,

—— EEEPERAREPHER AN TRBRIREA OSSR EAASRNY
S kit &a),

— EHERRY RA T CA MHE. A ETSHR FRERERHN,
RATILIEFAENANMN BT " EF HFHEY CATHR MR L ENHLT,

—— M TFHEEA.EENNAERCSEET EREN, BEEES S RA A G R R
FCAY.

z8
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W ® B
(REENME
ik hy PKIEEA B S

R RA Y T AR R AN R PRI R (B L B ),
©OTELLT PRI IR b 8 A PKIMessage WS T,
— YA B R AE ¢

HEA L IE T

AR
— W

al

by
e)
d)

el

1§

g}

h?

AmmREnERan

4 A SR B 90 M o op B 47 BT % (OPTIONAL) IS % (DEFAULT) S Brit  H X80 M B g
HARER (P AR E TR LSRR E E AT R FRANA) . RN
BAHE—SRHEMNE BATPRALERR R, £5FED pvno BREY 2),
LEN P A (kR BT

PKIMessage #4814 algorithmldentifiers 5 43 BUi8 %,

B fE— R ETA X, 500 DN By NULL DN", %W DN 14 41 % 0 8 SEQUENCE
OF RelativeDistinguishedNames( & #) DER &5 % °3000°H)

LR FERE GeneralName, (HE L BH SHEMEM (FD . SWMXEERIEnEFIN™
T —4 K. GeneralName § % X. 500 NULL-DN (] #i: CHOICE # Name ¥ B &%
NULL-DN). i #8128 % “NULL-GeneralName”,

5k AR A & GeneralName #5E {8, #1356 PKIMessage F B A9 H A NULL-Gener-
alName. IFRHSLAE R &4 R & B PKI Header #) sender £ 5.,

FEF B A e B RS R, B R B A 4TS (M, “cenTemplate. subject™ %R sub-
ject FEFE certTemplate FEH),

%=SEQUENCE OF types"fE 3% i B89 —BF 20, AT LL O 25 3 000 WO 77 S il if SE
QUENCE OF 7B, (#M:crm[0]. certReq, certTemplate, subject B8R M & M —
A~ certReqMsg M TFB&.)

EWBA~B6 BPHAMPKIHALREE N EEEKER cortConl ¥ 1L, 70 cy Wi R &
%k PKIConfirm # 5. ZERiGR 8P .  TEED NULL. @AM ESRA ETF X
JEH TRE L BRI R 46 PKIConfirm, HAE 0N NULL. A HEE LT XPRFE, HF
protectionAlg 7] LA {E B {EFHAGEF & (Mm. MR ENEHERTLIEHETFOSH
MAC, i HEH).

B2 HNEemAsN

E B F & PRI MBI REE L.

29
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# B PKIFRBUERGNE

Nome, BB AR EMAERN | Use. 905 8 F I8 LR 0 70
MSG_SIG_ALG | ME &R PKINA

E_HAC_ALG i MAC @i # PKI Fﬁl

SYM_PENC_ALG B

PROT_ENC_ALG T M LE PKIMessages 408 MO WA K1) B H0H BN |
PROT_SYM_ALC :::::ﬂﬂlt“ﬂ{ﬂﬂﬂ M i 80 PROT_ENC_ALG # 7 m# i)

B.3 MENERXSEY

W A R TR A0 G S A B IR 0 % T (R POP B (FE ProolOfPosse-
ssion £5H 9 A9 pop FEE N signature FH)

8 i e
algorithmIdemifier MSG_SIG_ALG EAUFH A RRELRD
signature present {88 MSG_SIG_ALG #H3 H i

) 0 R A A 45 e g 4 4 R A R L e R g g W R A certCoon Y LAY
CertHash EEEMRE.

TEFAIMER R LR FARE - 4 CA/RABRERANEN(EAEH BEEHREN—=
4. @iy POP 3% FR— TR EEL S — 1 CA BSELAM Policy OID 8 Certification
Practice Statement 2 & i 880 . SR T0. 4 bn M ER CA/RA S KR POPCHE i 387 %) fF 40k i
B — A, BR AT Y B ks A A 4R R POPCH & . PRIN-CMP it it 52050 % 580 .

B. 4 Mt/ WEEEAENE)

CR YR L A SRR R CA TR O —)E 15, 2 CA I B0 47 1F 5 0% BB L 8008 0 K
BAEAEHEIL. CA A% E PKIConfirm, XA ZH . Fwoyi B8ET7 T ikiE.

AN EAFRETERAM R L HNAE AR NS AW . SR T LR R R
Wb S B AGES T EHAM AR MR .

WARIE BN T A7 4 09408 (o FE £ 89408 % 8 @A 8 5r i) PRIMessage) .

SR e o BT 3 T A 7 o 2 R0 i LD 0 B AT BLE A

ﬁ&\.

— SRR AT LIRS TS A E CA B4

—— B CA B MACing #§.

R
BW gk : PKI

1 forman ir
2 - ir >
3 handle ir
4 format ip
5 =- ip <-
[ handle ip
7

format certConl
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B = ecertConfl -2
9 handle certConi
10 format PK1Conf
11 <- PKIConf <-

12 handle PK1Con{

TERAHT, R EREEEETE— T PKIMessage PEGHAH BN —F HHFH ) Cer
tReqMsg, M &F PKICCAY 457 4% — 2 X W W A PKIMessage( 8] 40, 080 2 & 3647 T @A HR,
FAXIFRPES L EHANR T WA EE 4 PKIMessage thif W40 F§ OPTIONAL o & &
RE_MEE, B ME ROERIENELAERE— (R FEA waiting"REHD .

BETEYS CA/RAHEN TR, Xl THF B referenceNumber 845 3 M A H
FiE F 886 5P sender # subject name B98] &8 (OPTIONALLY )distinguished name AR 84 # DN,
HUETREFLK 1277,

irs

FB fili

Tecipient CA name

- WERFEET RN CABAT

protectionAlg MSG_MAC_ALG
- &R R A MAC R, BF

— ¥ 4 9 i\ IE

senderKID referenceNum

- K|G0 CA ML

— BEN & (RN IEH MACing B4

transactionlD present

— AR AT YA, o SR A B L

— [ REEE CA PESEMN. BB EED CA mEHERHL)

senderNonce present

— 128 (PR BEHL L4

freeText any valid value

body ir (CertRegMessages)

- (LR — T HEF T CertRegMsg
b SR R O RO A R R R BT L 7E M 3L A9 PEIMessages
CertReqMsg ONE Or tWo present
- FRERES, . e[ 0] RAH T BEFHED
erm[ TR 4 (e[, AN THREFTENTEH
erm[0]. certReq. certReqld fixed value of zero
HEPEEMHTRT
crm[ 0], certReq, certTemplate  present
- SHETHROPE, FWRA R Ik DA ZRE
erm[07. pop. POPOSigningKey optionally present if public key
from crm[0]. certReq. certTemplate is
a signing key
-~ FEAH P OB R B A BEW POP (LA B3 &)
erm_ 0], certReq. controls, archiveQptions optionally present
3
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3z

- S 3 T R A P R Y R

erm{ 0], certReg. controls, publicationlnio optionally present
- SR ET LR RATERIES

erm{ 1]. certReq, certRegld fixed value of one

- B R A g

erm[1]. certReq. certTemplate  present

erm[1]. certReq, controls. protocolEncrKey present

— [object identifier MUST be PROT_ENC_ALG]

— M CA ERRE DS EE . CA MR R 3 R v o

— (SN 4 ) e fu o R B S B CA S EEmEm R
~ e kR ME T BN RESD CA LR

erm 1], certReq. controls. archiveOptions optionally present
erm_1]. certReq, controls. publicationinfo optionally present
protection present

-~ # A MSG_MAC_ALG i+ HA8 L

ips

k- {8

sender CA name

- EEHEN CAMET

messageTime present

— CA =t i B A e ]

protectionAlg MS_MAC_ALG
— A RME N i MAC 17

senderKID referenceNum

~ K5 8.4 CAFikEH
~ SRk (E e E R MACing B9

transactionlDy present

~ R ir R

senderNonee present

— 128 (PRI

recipMNonce present

- BERY ir B senderMonce B7{T

freeText any valid value

body ip (CertRepMessage)

contains exactly one response
for each request

— PKI (CA) il %3¢ — 1~ B 7 1 iR p il

ere[0) BRB—T(—HEE) rere[1]RE

~FOAMUFEEF i BERAAAEERIFE

—-CA R REE~E)

cre{ 0], certReqld fixed value of zero

— @ & nHEEE i 048 O TR B



cre 0], status, status present, positive values allowed;

status "accepted”, "grantedWithMods"
negative values allowed;
"rejection”

cre[ 0], status, faillnfo present if and only if

cre[ 0], status, status is "rejection”
crel0]. certifiedKeyPair present if and only if
cre[0]. status, status is
"accepted” or "grantedWithMods®
certificate present unless end entity's public
key is an encryption key and POP
is done in this in-band exchange
encryptedCert present if and only if end entitys
public key is an encryption key and
POP done in this in-band exchange
publicationInfo optionally present
EMUEFRLSEH(E CARFENFE)
erc[ 1], certReqld fixed value of one
— AT 4R R AR i L 8 T T R R
erc[ 1]. status, status present, positive values allowed
"accepted”, "grantedWithMods"
negative values allowed.
“rejection”
crel 1], status, faillnfo present if and only if
crc[ 0], status, status is "rejection”
ere[1]. certifiedKeyPair present if and only if
cre[ 0], status, status is "accepted”
or "granted WithMods"

certificate present

privateKey present (see Appendix [}
publicationInfo optionally present

~ BUEHCHEEHR(h CA REEHTEE

protection present

— fli i MSG_MAC_ALG i3 e $% {2

extraCerts optionally present

— CA T L4 5 £ o e U 3 UL W04 B I e 24 4 B E 45

certCond ;

FE #
sender present
— L ir PN

GB/T 19714—2005
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recipient CA name

—- BEREEESN CAREF

transaction]D present

-~ HIEL ir B ip MR

sender™once present

— 128 ({R)REHL ¥

recipMonce present

— R ip R senderNonce K

protectionAlg MSG_MAC_ALG

— XTHERAF MAC P, MACE
— %F EE M CA ¥ 940 889 authn &4

senderK 1D reference™um
—#TS. 4 CABERS

— Bk (B iE A7 MACing #181)

body certConl

-~ W 7.1.2 4 cenConf FE N
HE: DRESTEHMESNEN WA
— W EM T CertStatus 85 H)
protection present
— {# i MSG_MAC_ALG ¥ H ¥ (i

PKEIConf.
£ - fii
sender present
- Yip¥MHE
recipient present
— certConf 2% H M EF
transactionl[} present
— M certConl i B+ 8 8K
senderNonce present
128 (fR)REHL LE4E
recipNonce present
— certConf 7§ B senderNonce () {f
protectionAlg MEG_MAC_ALG
- & HB R fF MAC i
senderK 1T referenceMum
body PKIConf
protection present
- W MSG_MAC_ALG H R H S
B.5 EHER

(2 S WAL B ECh FRAEE)M CAWRIES. YCAEBHAXHENNNLN, &
w4 R UF BEIA . CA F%E PKIConfirm, XX 8. Frf M BEES FAE.
11
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AAHPOAREERBESS B A ®PHEEA R AENLTARM.

— REREFMBEFE
—— ¥k request, response, certConfirm 1 PEICon{irm & &2 31 & # MSG_SIG_ALG # pro-

tectionAlg( L ¥ & F MSG_MAC_ALG),
—— senderKID ¥ recipKID (REMNRERRIEMN 4 5,
—— body % er B cps
—— body 7 B0 & — M E R CerntReqMsg 5 ;
—— P R protectionAlg FRETR.

B.6 WHEHRNR

(R EgtEn CAHRES(ATESENM R/ RELMAMONES). HCA
il (] 42 3% # 0 560 5 LT, SR At (kS M iE e k. CA B % Bl PKIConfirm, M3 8. A HH
BT T AdE.

AXFEPHHE LT SW B4 B EE—R HRFUTFHMAE.

— ERERFWEAE:

-~ TF request,response, certConfirm # PKIConfirm i B o 6 8 ¥ # MSG_SIG_ALG ) pro

tectionAlg( 4L B & # MSG_MAC_ALG);
~ senderKID # recipK1D {1 75 34 3K i B Rl B A4 3776

— body & kur @ kup;

—— body @] §i 2 & — & M CertReqMsg 85H),

—— (R4 AR AR protectionAlg FEFHH.
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W R C
(MR
A PKI RN RS

HEH AT A T R A 67 0 2 BT LA Ry PRI 00 1P S0 0 (6 BB P — 8

R R B,
TERLTF PKI 3 # 1 oh [ 89 PKIMessage BRI T,
— B CA Y EH,
{8 R
—— AR R/ R
{3 1 0 B e P AS A R A R A
—— R
— EHEN,
— CRL %45 .
C.1 HERRTENERRN
(5B 1 ®EED
C2 NEER$N
(5% B.2 ®#E.D
C.31 ABEEES
BELTFHARBATHRBCANLEA,. RHUTFE#FAPH M2 4 PHAIEHHHAE
i),
=W HEg
newWithNew BIES) & % 5T 45, 5 e & a2 00 J 6 T X
EHCEEERRM ISt S AREEALE
oldWithNew ARSI LT CA AHER
new WithOld FHEADT Y AR SRR CA B

C.4 MCAEVER

#CA ERErM . MEEH~LGRT REER )N MTUHRETBN CA FHERS
BHA., FERHEMENCIEN R R A,

ckuann message:

B {i R

sender CA name CA # 8
body ckuann{CAKeyUpdAnnContent)
oldWithNew 405 7F WHC 3 &
newWithOld £50 FE 4 WHEC3E
new WithNew &S £ £ REC 3|

extraCerts  di% BT A A O R R R aE )
36
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C.5 PKI&EB#R /6K

HR P 2 general 3 A B8 PRI, LIFPR B 89 PRI B FEEET, RA/CAR
general il AL OO WM B RN, WM RA PR AR T R CA BB HCE M BM
1 56 5, 9T BB F £ 78 PKIMessage 60 extraCerts FER P LAE 4. A0 78 0005 7 B0 8% 50 20 ok ik
HEil e . )

R
R BELE PKI1
1 format genm
2 - genm <>
3 hendle genm
4 produce genp
5 <- genp <
& handle genp
genM
FE ;1
recipient CA name
= i ¥ issuerAltName § R issuer FERANE CA WEF
protectionAlg MSG_MAC_ALG or MSG_SIG_ALG
- RN RPN
SenderKID present if required
-~ ERERIEHERP AR TLINFE
freeText any valid value
body genr (GenReqContent)
GenMsgContent empty SEQUENCE
— A WRAMRME
protection present

- # A MSG_MAC_ALG 3 MSG_SIG_ALG it W

genl
TR i
sender CA name
FHEEAN CABEF
protectionAlg MSG_MAC_ALG or MSG_SIG_ALG
== {E i — T 4 R 40 iR
sender KD present if required
- AMERIENLEPHNE FAATE
hady genp (GenRepContent)
CAProtEncCert present (object identifier one

of PROT_ENC_ALG), with relevant value
~ RS CAMENENER(HE, ATRAKED

SignKeyPair Types present, with relevant value
a7
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—~CABMROHRIENEENLIFATRE
EncKeyPairTypes present, with relevant value
— CA A ROoHEEN DS/ EH—-BNkFE AN
PreferredSymmAlg present(object identifier one

of PROT_SYM_ALG) , with relevant value
~ CARWEMGY PKLWERCH T m&) PR HER &
CAKeyUpdatelnfo optionally present, with relevant value
—CAM¥METFREHEETHER CAFHENEE
—(EEZHARRMEL CA NFTiEMR CA)
CurrentCRL optionally present. with relevant value
~CA#Y CRLOZERHN (M. ReHEE)
protection present
— M MSG_MAC_ALG B MSG_SIG_ALG % B8N
extraCerts optionally present
- MATHERETEREES
-~ RA AR EMiEHmELE

C6 ZRAENR/MERR)

BAZERFEEATEW D FETHFER/TARMTE®A) . BR CA o] LUl i 6 1 PKI
Publicationlnfo # 8 XM RO M B HwL CA LM LIES.

. f -1

—— BT CA b T iR 22 05 A 3 0 T B R R A i

— R CA 75 40 5005 i 2 i) T LA 4 50 0 R 0000 0 3G 4 O R R BRI ) L

PKIHeader #89 generallnfo FRE &R & MEHRANAMYES SR AL LD, BT
HLE R R T — R .

iH B
3| MREECA WRWEE CA

1 formar cer
2 =3 oor -
3 handle ccr
4 produce cop
5 <= ocp <
6 handle ccp

Cer

T8 -1

sender Requesting CA name i3 CA

- FEMRN CAMET

recipient Responding CA name B CA

- WERELIERN CAREST

message Time time of production of message 7 4 8 B 09 0 ]

— R CA # 2refE

protection/Alg MSG_SIG_ALG



— TR RARITEERF

senderKID present if required

— R O LR AP T R G W M

recipKID present if required
S 7 R AR T R N BT

tranzactionlD present

— AT S B 0, R CA AL
—(mBEsERE CARER. B LARN CAFER - TERRR

senderMNonce present

— 128 ¥ (DO REHL

freeText B

hady cer (CertReqMessages)

R fti¥—1 CertReqMsg
TR S AR A5 B A B BT B A 1 PRIMessage

cert Template present

-~ FEA@VOT

version vl or v3

—Hi va

signingAlg present

— R CA B emil A AN EEHENES

subject present

~ (LTESBE M subjectAlrNames § B I AE AT 1L NULL-DN
validity present

— EE A E (F I E A B

issuer present

— (L 7E # UL T issuerAliNames § B F @ A% NULL-DN
publicKey present
~WEFTAEHER (HTFLNE—MHELNLREE)
extensions optionally present

- R CA L0 o B 1 W TE 22 W AE 45 b iR 90 5T 4 4 I e DU
POPOSigningKey present

~ W B3

protection present

— 8 MSG_SIG_ALG H-9% Ho i

extraCerts optionally present

— ORI R R S 0 E AR LE S

=~ .

£ f

sender WA CAMEF

— EEHRM CANET

recipient REEE CAMEYF
~WEREIESH CANET

GB/T 19714—2005



GB/T 19714—2005

messageTime = 1 B Ay E
— BRE CA B S wietig
protectionAlg MS3G_SIG_ALG
- B R E E R
senderK1D present if reguired
—MREERMHERPHETRIENRET BTN LA FE
recipKID present if required
transactionlD present
-~ WL cor #8504 {H
senderNonce present
128 W (ORI L3
recipNonce present
— MIB cor INB Y M senderMNonce
freeText S2DEE- 8-
body cep (CertRepMessage)

A R —1 CertResponse
= MBFRETELES . BLRERLTITEEAFD PKIMessage P

response present
status present
PEIStatuslnfo. status present

- WM PKIStatusinio, status X F i % fh i .2 —

— accepred . @ granted WithMods

—~ B4 certifiedKeyPair &9 F 7 1E, M faillnfo @&

faillnfo present depending on
PKIStatuslnfo, status

— M PKISwutusInfo. status

= rejection

- B4 certifiedKeyPair &84 ,[F 8 faillnfo £ M FHE

— WEIRE T WM AR

certifiedKeyPair present depending on
PKIStatuslnfo. status

certificate present depending on

certified KeyPair
~ERHZME AR CA LMREHLHFERHAT
protection present
~ fEF MSG_SIG_ALG -39 b
extrallerts optionally present

= o A Ao A L 00 T MRS E 45
C7 ERMBRHESBTHRANSL

(FMBASHTERFEMEES CA/PKI® A, S TEMNSH CHHERE -I-CETE
BB —TOMDCA.CAX BHERNSMHIES. ECAIRNCAXZHLACSEIHEXR &

40
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B CA A TEMRIE EE Mk CAX S AMESEN. B, & EE O AR ST PSE) P LAM T
LA, LU R i S T B MR Ry CA-L 55 4 i PKIMessage( 0. PSE 8 & 4 CA-1 £
%S EOES. G E ST N S — 1 CA £ RIER AR EE AW EERY
TSP AE P AR R ).

ERMTHEEENHRENRESD LR, HCAL P A B 45 0 7 o o e O I E S
@ik, CA-1 %k PKIConfirm REFHAER ., 5 4 01 0 84200 % 4 (EE HOMESHFREHESRT
BRI MR AR ESCA- 1 IWARS EE 8 PSE YRR — T E B WA e EE
E

HBATRES B 4 pp—# . BREUTRE,

EE #1 CA-1 F ¥ MACing R e E A A AR R

—— ir PR sender & FHMAELE G A SIS GHE A5 4 X R subject HF—F)

HEFrH B protectionAlg o S e A MSG_SIG_ALG B4 protectionAlg:
—— ¥ ir B extraCerts 5 Bt o & S 5180 ¢ G 45
— A H senderKID B recipKIDy
—— body % it K ips
o B HASNEE proteciionAlg FEEIE,

41
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B R D
(EEEm R
WRARITAHRMN

EAT#5E L XA RFC2511. THEERT MR HEFHTHERK RN, 54, FATHIBER
it L5 RFC2511 @ — .

CertRequest ;= SEQUENCE {

certRegld INTEGER.,

cert Template CertTemplate,

controls Controls OPTIONAL }
AltCertTemplate ; : = AttributeTypeAndValue

POPOSigningKey :: = SEQUENCE {

poposkinput [0] POPOSigaingKeyInput OPTIONAL,
slgorithmIdentifier AlgorithmIdentifier,
signature BIT STRING |}

POPOPrivKey ;= CHOICE {

thisMessage [0] BIT STRING,
subsequentMessage  [17 SubsequeniMessage.,
dhMAC [2] BIT STRING }

42
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M ® E
CHEEEMR)
ER-O4ER"

HHARLHEFTRAENESNHE RN SRR, BT 80 Rk 8 B Th ey ol
. RN EES AR P E RN TR MR RTE R ARENE
T L R R L ] (O S 7 T DA 53— 1 R 2
REEH), HTREZENE EHEEEP DR EFRAFRLFATCRERAZNERE ASEEHFZ
M ay el AR B A R W R PasswordBased MACC L FF 4 B R A9 A
A W),

“Revoeation Passphrase™ #0850 0 P08 A —BrELE . X R LM . — T 2B F B0
O 0 4 2 5 B passphrase [ A< B9 A password) EMUEN Z NI RE H (U Lk B CA/RA Z 3%,
- FLTE LA S JT) F S G

e dn D B & 4y F 5T i St R (B (B0 revocation passphrase) i A R AT A .
fECMP SR MmaENDT.

—— OID LB TE 7.3, 19 fp 45 69 OID LU (o] fE{E 477 04 0] 7€ GenMag 7§ 81 B8, B9 7T LU
TEAT {2 B () 4% fo] — -+ PKIMessage 8 PKIHeader & generallnfo FE P RE,. (H P&,
EncryptedValue®] EL7E certConf #8344 i% EncrypredValue, certConf i 8 B 1 T8k
CREFTENHEBRMESHLAEPHNRMEH.) XTRVER revocation
passphrasest S5 3 CGIMER  encValue 52 BE i) 8 8 5 B 717 40 8 i 2 89 CA/RA 1R
/9 revocation passphrase: 8 7 G EAE S MENMEESAEE TR ITHS(H
¥ passphrase §# H] CA/RA i prowcolEncryptionKey i) .

—— HE CA/RA T GenMsg (P4 #] revocation passphrase(OID BB & 7.3, 19 PHEMN OID
EARAR) B 3% GenRep B . ETHEQETET. 3. 19 il OID K5,
MR CA/RA EH 6 — 4 PKIMessage f) PKIHeader #) generallnfo 5 B 9 48 4 # revoca
tion passphrase, &40 {0 & TEM MK 1 PKIMessage B PKIHeader 8 generallnfo FE S0
FE OIDUANSE) . WE CA/RA i F 5 R T B 5 REE 15138 24 00 of 9N 88 36 2 8 5 AR
[F R 2 % rejection” B RE R LR - FIA o EL8S oH % 09— & faillnfo FUFE reason set.

—— EncryptedValue ) valueHimt FR O UAT T -4+ ESHERH (L EES, A EaH
passphrase 2 5 ) F F 1 B 4 G670 % [E BRI passphrase i) 5 O 401, 24 00404 0 R oy S5 1 W
WHAM CA/RA #iD.,

WA IR W B PasswordBased MAC #:{#47 . F] revocation passphrase fE 0¥, MERSF
1% . PEKTHeader 419 sender KID 2B AT E143& valueHing d A9l .

0 L1 # A revocation pessphrase 0] LR S A R RGNS HAREF S LTHRAET
FEirmEeE T MER. A ERM R RTNEL, M A ERNELSGELER revoca-
tion passphrase fE B 6 MAC 3 6 5 H 8@, 8§ revocation passphrase £ % & 8) 07 LI & PKI-
Header & i & — 1~ BF ) revocation passphrase L FRUELAG M REMITRIESMMAFE. 68
MR T EARAMETROTESEMNERBALPE RS BN passphrase BUIH. B XTHS
51 e i 9 o R 9 Sk o B LA TE BRI T R SR Y passphrase £ MA S WO R = A F RiEd %
WHEERAMANR. Bl TENFRNEPNH 78R passphrase. R A B RE™ L 00 FE

A B MR passphrase( AL L 1 A~ (] 0 B 3 A 18] iE 45 Y 80§08 0 SR B9 Bk AT L4 A 1) — 1
43
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passphrase) .

F 8 o 1AL AR O L 2 ISR R O T R L R O R R, MR E R

i it @B revocation passphrase 3¢ 3 i 89 98 55 0 55 AT 00 ORI 00 5 B 0 s 4L R Utk R
M- ERANRT RS RERRNE = A RS —Ed.
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M R F
(BN R
U R ASN. 1 R

PEIXCMD {isol 1) identified-organization(3) dod(6) internet(1)
security(5) mechanisms(5) pkix(7) id-mod(0) id-mod-cmp2000(16) }

DEFINITIONS EXPLICIT TAGS ;. =
BEGIN

EXPORTS ALL

IMPORTS

Certificate, CertificateList, Extensions, Algorithmldentifier,
UTF&5tring
FROM PEIX1Explicitg8 {iso(1) identnfied-organization{3}
dod(6) internet(1} security(5) mechanisms(5) pkix(7}
id-mod (0} id-pkixl-explicit-88(11}

GeneralName, Keyldentifier
FROM PKIX1Implicit88 {iso(1} identified-organization{3)}
dod(6) internet(1) security(5) mechanisms(5) pkix{(7)
id-mod(0) id-pkixl-implicit-88(2)

Cert Template, PKIPublicationlnfo, EncryptedValue, Certld,

CertReqMessages
FROM PKIXCRMF {izo(1) identified-organization(3}
dod(6) internet(1) security(5) mechanisma(5) pkix(7)
id-mod(0) id-mod-crmi(5) }

- B LR D BT IRT ST

CertificationRequest
FROM PECS-10 {iso(1) member-body(2) us(840) rsadsi(113548)
pkes(1) pkes-10(10) modules(1) pkes-10(1)}
— (fE RFC 2986 dadif e . {1 1953 ASN. 1 ik # IMPLICIT #5i)
R, BRETETREFTUEL TRIREDTERI PKCSI0 iE
- A TEEHNT AR O EE0E L8y OID fak

CMPCertificate ; ;= CHOICE {
45



GB/T 19714—2005

x503vIPKCert Certificate

— MRS S X, 509 MU TR LR e, - PR I W R LT
BE H 3 B (Hedn X, 500 MEEEH, WAP WTLS iE SR BIME S EC S5 T Wil Mk

- kEHEER, HTRARLIRELHSHNOEREDORTER, WRENS&BNE, ATUES

- R ASN. | BERIBE M TE SN LL E AOESH F B R IR LT s

R SR RITEREREORT AN EREER AL TAENEWH.)

- CMPCertificate ;: = Certificate
PKIMessage ;= SEQUENCE {
header PEIHeader,
body PKIBody.
protection [0] PKIProtection OPTIONAL,
extraCerts [ 1] SEQUENCE SIZE (1., MAX) OF CMPCertificate OPTIONAL

PKIMessages ; ; = SEQUENCE SIZE (1. . MAX) OF PKIMessage

PKIHeader ; ;= SEQUENCE {

pvno INTEGER { cmpl993(1), cmp2000(2) i,
sender GeneralName,
- FRiNEXEF
recipient GeneralMame.
bR HLR o
message Time [0] Generalized Time OPTIONAL,
- PR T B R
== 5 5 A O ) O 40 0 4 305 i D o P D 0 R AT D)
protectionAlg  [17] Algorithmldentifier OPTIONAL.,
= AFHWAR P LA o W
senderK1D [2] Keyldemifier OPTIONAL,
recipK1D [3] Keyldentifier OPTIONAL.,
- PHATRFHFERHE
transactionlD [4] OCTET STRING OPTIONAL.
~ AR B B AR 0 TR R B A B P T B
senderMonce  [5] OCTET STRING OPTIONAL,
recipMonce [6] OCTET STRING OPTIONAL,

— I F B 1k B 2 BB FLME . senderNonce d 1 @ 09 818 & R 0
recipNonce J B 7 15 B 00 90 00 5 i S 48 A SR O L o D R LS
freeText L7] PKIFreeText OFTIONAL.,
~MUBTFRETE FLMEMERCEFR EBEL ATRAD
generallnfo [8] SEQUENCE SIZE (1.. MAX) OF
46



InfeTypeAndValue

OPTIONAL

— AR F R BT R MR G F B R LA TR A8

PEIFreeText : : = SEQUENCE SIZE (1.. MAX) OF UTF8String
— § UTF-8[RFC2279 8PN X A (B . — 1 UTF8Swring Wl Ll g
- RFC 1766/ RFC 3066 il 5 % 0 dom Bl & AR TR — il

‘ﬁ_

PElBody ;: =
ir
p
er
op
plocr
popdecc
popdect
kur
kup
krr
kTP
rr
Tp
cer
cep
Ek'l.lﬂl'll'l
cann
rann
crlann
pkiconf
nested
genm
genp
error
certConf
pollReq
pollRep

PRIProtection :

N £ R RFC2482)

CHOICE { -~ message-specific body clements

(0] CertReqMessages.

[1] CertRepMessage,

[2] CertReqMessages,

[3] CertRepMessage,

[4] CertificationRequest,

[5] POPODecKeyChallContent,
[6] POPODecKeyRespContent,
[7] CertRegMessages,

[8] CertRepMessage,

(8] CertReqMessages,

[10] KeyRecRepContent,
L11] RevReqContent,

[12] RevRepContent,

[13] CenReqMessages.

[14] CertRepMessage,

[15] CAKeyUpdAnnContent,
[16] CertAnnContent,

[17] RevAnnContent,

L18] CRLAnnContent,

L18] PKIConfirmConrent.,
[20] NestedMessageContent,
[21] GenMsgContent,

[22] GenRepContent,

[23] ErrorMsgContent,

[24] CertConfirmContent,
[25] PollReqContent,

[26] PollRepContent

= BIT STRING

ProtectedPart ;2= SEQUENCE {

header

PEIHeader,

- LR
-~ )
-~ IR
— il
= WIPKCS10] %A
- pop &L

pop WL
— SR
- 0
— B R
— U ) T
— fEEEEK
— feHEmRE

2 H AR R
— 3 LA UE o N
~CAWEERLSH
- EHEE

. 253
— CRL 44
— #ik
~ AR
. Lkl
= Ll
—#iEna
— EHWA
— il
— Fe e

GB/T 18714—2005
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hody PKIBody

id-PasswordBasedMac OBJECT IDENTIFIER ;.= {1 2 840 113533 7 66 13}
PEMParameter ;.= SEQUENCE {
salt OCTET STRING,
- RTEHESHES G N AT AT EERE
— 1 iy E AR Y Y 1S LA S A A ER A A IR
R AT LA 46 o B S e
owl Algorithmldentifier.
— MF R 1D
iterationCount INTEGER,
—~ OWF 95 Fl 2k #
BT RN S h e e CRRITTRaRN
— T W A T A A 8 M ) LA B A BF Y L
BT LN 7 96 o IR 9% T iy
mac Algorithmldentifier
— QW 1D (B, DESMAC, TripleDES-MAC [PKCSIT]
- B # HMAC [RFC2104, RFC2202])

id-DHBasedMac OBJECT IDENTIFIER ;.= {1 2 840 113533 7 66 30}
DHBMParameter ;= SEQUENCE {

owf Algorithmidentifier,
~ WAA AL D
mac Algorithmldentifier

~ MAC Wik 1D (i, DES-MAC, Triple DES-MAC [PKCS11]
b~ W% HMAC [RFC2104, RFC2202])

NestedMessageContent ., = PKIMessages

PK1Status ; ;= INTEGER |

accepted (0),

- RFRATRERNRE

graniedWithMods (1),

— T I R O (L E o A BT o
rejection {2),

~- EEpEEE . sEnEn eI ELHAL

waiting {31,

— RO R LB RS R R

revocation Warning {43

EHBEE IR

revocationNotification (5),
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— i 0 L 1 E
keyUpdateWarning {6)
- TE AR R P oldCertld 5 W 2 £ BT

PKEIFailurelnfo ;.= BIT STRING ¢
- B4 3 PN 00 00 B8 S TS L B L PE TR A AT LAAD A R N
badAlg (o),
— ARSI E R X AR ERRE
badMessagel heck (1),
~ SERTER LW (DB R R
badRequest (2),
- TRFEFEHHER
bad Time (2,
— HR A W I R B Y messageTime 15 R SO0 A ab i
badCertld (4,
JCHE B 4 0 A I A A G 1
hadDataFormat (5),
8438 1 SR 4 AR
wrong Authority (6)
I 4t 0 0 LAY 5 e ) 80 £ A A
incorrectData (7).
-~ BTE MBS T AERE)
missing TimeStamp (8,
~ EERTEMTANE REAREOREESER
badPOP (9,
— A7 R W
certRevoked {100,
— i HE &S
certUonfirmed {11),
EH L A ek
wronglntegrity {12,
~ AWM SR TF OSSR RATEE N AXEZ
hadRecipientMonee (13).
AR B REYLE B AT 48 RecipiemtNonce sEILMER
timeMNotAvailable (14).
~ TSA B3 H9RT o) B H: 6 91
unaccepted Policy (15),
— iR TSA ERS T8 TSA B% L
unaccepted Extension (16D,
— ERMT WA TSA RS &
addInfoNotAvailable €173,
— 0 T o R £ B R R R G Rk 1

48
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hadSenderNonce (18},
EMMEEEER 2% & SenderNonce {2
badCert Template (193,

— ERAIESBRE . F BN
signerMot Trusted y,

- RS R TR & T
transactionldInUse (21),

ZRFRFCRER

unsupporied Version (22).

C MBRR A

ek A i daonr el £23) .
A A BB O N S i o 0 i 4
system Unavail (24),

— FRUEASET A BR LR R R A B
systemFailure (25),

— AW, BT ELGOR Tk sk
duplicateCertReq (26)

- A FERMTEHE S RIS R

PKIStatusInfo . = SEQUENCE !

status PK1Status,
statusString PKIFreeText OPTIONAL.
faillnio PKIFailurelnfo OQOPTIONAL

QOBCert ;: = CMPCertilicate

(MOBCertHash ::— SEQUENCE |{

hashAlg [0] Algorithmldentifier OPTIONAL.
certld [1] Certld OPTIONAL.
hashVal BIT STRING

— hashVal ## R E 89 subjectPublicKey ‘B #) DER R#Z it %
H

POPODecKeyChallContent 1= SEQUENCE OF Challenge
— 81~ o A A R B — T Challenge(

Challenge ;= SEQUENCE {
owf Algonthmidentifier OPTIONAL,
- FEH— Challenge 1 08774 .M TE POPODecKeyChallContent
- B &) Challenge b 8T LL2 RE O 3 4 w8 0955 0400 R — 1
— Challenge i owf ¥ B .)
50
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witness QCTET STRING.
—~ MR MR A R R 1R R Cowd) SR
challenge OCTET STRING

— BOIE A9 Rand (A B AE 7R 9 20 49 D0 ) . Rand 5 LT
-- Rand ,: = SEQUEMNCE {

-- int INTEGER.

- LE T e A

- sender GeneralName

~ BAFMFAHCE PKIHeader ¥ 3 HF)

-}

POPODecKeyRespContent 1= SEQUENCE OF INTEGER
— B o o S R A —
— e PR ERE PR AVEUE FISTHRL Challenge 098 5%

CertRepMessage ;. = SEQUENCE {

caPubs [1] SEQUENCE SIZE (1.. MAX) OF CMPCertificate OPTIONAL,
response SEQUENCE OF CertResponse

CertResponse o, = SEQUENCE {

certReqld INTEGER,

- o 7 SRR R R O R P AR certReqld M b T R ARC-1)
atatus PKIStatusinio,

certifiedKeyPair CertifiedKeyPair OPFTIONAL.,

raplnio OCTET STRING OPTIONAL

- $ftlF RFC2511 ot CertReqMsg 8585 % reglnfo 2 ) id-reglnfo-utfBPairs SEFF#

CertifiedKeyPair ; : = SEQUENCE {
certOrEncCert CertOrEncCert
privateKey  [0] EncrypredValue OPTIONAL,
~ $F RFC2511 M
publicationInfal 1] PKIPublicationInfo OPTIONAL

CenOrEncCert ;.= CHOICE {
certificate L0] CMPCertificate.
encryptedCert [1] EncryptedValue

KeyRecRepContent ;; = SEQUENCE {
5l
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status PKIStatusInfo,
newSigCert [0] CMPCertificate OPTIONAL,
caCerts [1] SEQUENCE SIZE (1.. MAX) OF

CMPCertificate OPTIONAL.,
keyPairHist [2] SEQUENCE SIZE (1., MAX) OF
Certified KeyPair OPTIONAL

RevReqContent ;= SEQUENCE OF RevDetails

RevDetails ;:= SEQUENCE {
certDierails Cert Template,
— VIR R AT e Y U R £ B 00 Y fE R
(Hm EXEEBFTSHNET)
crlEntryDetails Extensions OPTIONAL
— i#RMN erlEntryExtensions

RevRepContent ;= SEQUENCE {
status SEQUENCE SIZE (1. . MAX) OF PK1Suatuslnio,
— 5 RevReqContent o % ik i Wi /¢ 4 B]
revCerts [0 SEQUENCE SIZE (1., MAX) OF Certld OPTIONAL.,
— PEEET R A TDs (&5 status &4 W FF 8 I )
crls [1] SEQUENCE SIZE (1.. MAX) OF CertificateList OPTIONAL
-~ 58 CRL (#fEF ik —-1)

CAKeyUpdAnnContent 3= SEQUENCE {

oldWithNew CMPCertificate,
= MHEHNELHBIES
newWithOld CMPCenificate,
- RIHELH % & NFES
newWithNew CMPCertificate
— HFBAELMNFIEY

CertAnnContent ;3 = CMPCertificate

RevAnnContent ; ;= SEQUENCE {
status PEIStatus,
cerild Certld,

willBeRevoked At Generalized Time ,
52
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Generalized Time,
Extensions OPTIONAL

— AR CRL M3 ool RS fEm BUA (R )

CRLAnnContent ; : = SEQUENCE OF Certificatelist
CertConfirmContent ; ; = SEQUENCE OF CertStatus
CertStatus : = SEQUENCE {

ceriHash OCTET STRING,
— AE A HASH, Rk 5 00 5k B 50 F F B85 ek AR

certRegld

INTEGER.

— (A o R Y TR R B IR R

statuslnio

PEI1Statusinfo OPTIONAL

PKIConfirmContent 4= NULL

InfoTypeAndValue = SEQUENCE {

infoType
infoValue

H

ORJECT IDENTIFIER.

ANY DEFINED BY infoType OPTIOMNAL

— M InfoTypeAndValue (178 ¥ 4048 BUF 4 0 o (0L R B 4 3K 26 7 i . InfoTypeAnd Value
— BATAAERRT T P E A, ASN. | 80 & MO R A
— (R ASN. 1 BT EE R B0 o B R A SRMEEFT A M AR

— id-it-caProtEneCert

— CAProtEncCertValue

= id-it-signKevPair Types

- SignKeyPairTypesValue
id-it-encKeyPair Types

— EncKeyPairTypesValue

== id-it-preferredSymmAlg

-- PreferredSymmAlgValue

- id-it-caKeyUpdatelnfo
CAKeyUpdatelnfoValue

— wd-it-eurrentCRIL.

= CurrentCRLValue

— id-it-unsupported O1Ds
UnsupportedUOIDsValue

== id-it-keyPairParamReq

— KeyPairParamReqValue
id-it-keyPairParamRep

OBJECT IDENTIFIER ;.= fid-it 1}

1= CMPCertificate
OBJECT IDENTIFIER ;:= {id-it Z}

1= SEQUENCE OF Algorithmldentifier
OBJECT IDENTIFIER ;.= {id-it 3}

vy SEQUENCE OF Algorithmldentifier
OBJECT IDENTIFIER = {id-it 4}

;3= Algorithmldentifier
OBJECT IDENTIFIER ::= {id-it 5}

11— CAKeyUpdAnnContent
OBJECT IDENTIFIER ::= {id-it 6}

11 = Certificatelist
OBJECT IDENTIFIER ::= (id-it T}

;1= SEQUENCE OF OBJECT IDENTIFIER
OBJECT IDENTIFIER ;.= {id-it 10}

1= OBJECT IDENTIFIER
OBJECT IDENTIFIER ::= {id-it 11}
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= KeyPairParamRepValue 12— Algorithmldentifer

= id-it-revPassphrase OBJECT IDENTIFIER ;.= {id-it 12}
~ RevPassphraseValue 1= EncryptedValue

= id-it-implicitConfirm OBJECT IDENTIFIER ;= {id-it 13}
— ImplicitConfirmValue o= NULL

= id-it-confirm Wait Time OBJECT IDENTIFIER ;= (id-it 14}
- ConfirmWaitTimeValue : 1= GeneralizedTime

= id-it-origPKIMessage OBJECT IDENTIFIER .= {id-it 15}
- OrigPkiMessageValue 11= PKIMessages

= id-it-suppLang Tags OBJECT IDENTIFIER ;= {id-it 16}
— SupplangTagsValue 11= SEQUENCE OF UTF&String
o wl'lell.‘

- id-pkix OBJECT IDENTIFIER ::= {iso(1} identified-organization(3)
— ded(B) internet(1) security(5) mechanisms(5) pkix(7}}

- and

— id-it OBJECT IDENTIFIER pr= [id-pkix 4}

— MY L ET PR S PRIX G BEEB @R EE AR Sa AR (A S)
— LIRN R RN

GenMsgContent : ;= SEQUENCE OF InfoTypeAndValue

EE,RA,HE CA WAL EXERHBRETHEAAF) ., o F LS HAREHTF GenMsg
=t} InfoTypeAndValue #97] i& £ 8 infoValue S ¥ S &M E B H THREL GenRep TR
- ), ERFAREEEFERMOM NG, MRHESG EE B4 CA. AN EN NS,
- MIFEHE CA BT L2 8 %0 2 2 0 (F L BR AT R

GenRepContent ;= SEQUENCE OF InfoTypeAndValue
= HEWC T LA g g R AR AR Bl O1D

ErrorMsgContent = SEQUENCE |

pK1Statusinio PEIStatuslnfo,

errorCode INTEGER OPTIONAL.
- SEC R R a iR

errorDetails PKIFreeText OPTIONAL
- 5 R R AR R

H
PollReqCantent ;= SEQUENCE OF SEQUENCE {

certRegld INTEGER

PollRepCantent ;= SEQUENCE OF SEQUENCE {
certReqgld INTEGER.



checkAfrer
— BLER g 0 {07 A )

FEasan

END

INTEGER.

PKIFreeText OPTIONAL
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M R G
(FERE MR
B F E-MAIL 5% HTTP #) MIME 25§

MIME %%
MIME %3 5 & ¥ .application
MIME B#5F £ 8 £ F  pkixemp

WEEEEW,
HESH A EBM AL ST (3 PKI B8 ASN. | DER &8, 5% IETF PKIX Working
Group specifications E L f—#), B MIME cmail Bt & basetd RF): R HTTPH AHE

S,

i EEW,
& MIME 281 3 F % PKI %k b {68 Public-Key Infrastructure( PK1) i 8, R IETF PKIX

TG H T e E8M X505 PKI, @R PKIMEXR S T PKIX W FELH
B HAEE—ENPTFEREHEENETOMN.

T A A e 0 0 i 5 PR A 4

i FEL PR S L A B B O B AL CIETF PRIX #8230 Gl i E-Mail & HTTP
F A PKL MR ey R .
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