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Aol ML T — P R S M P % CCRL) B AT 7 i 8 iE B AR AR e BL M (R FE AR I R
Bl ——OCSP). EHLE AL CRL s i MW & CRL (9 — &k 700 2 LUGE B A 878 3 45
AR EOH TR, XETEEHEETUTAR:

a)  JURIE T ERIEBREBAHREBR,

by MR T ERIE B B s B

¢) SHF THEERERREH ISR BRSSP,

d) BB T e Rk UE 540 K A Tl R e R B I CHT TP MR R =X

e} HETRMFABPIBEELIDE 1ASN, 1SRG ER T BB,

AEAERATEEETAAEHER QAN HRERITTRNE.
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EETMAze T HMBRNEE, LEFTHHASI AL HBFREREMRTFEEE.
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REC 2459 PIYFR X. 500 40 7 95 460 AL 0§ 145 17F 5 04 +5 M40 70 J HE 2R

REC 2616 HETREWHILHTTP LD
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FRARMNE LERTFEERE,
3.1 .
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CA  iEHBIAESLI

CAs EFAIER Rk
CRL ER##HAX
HTTP #X Gk
OCSP  fELREHREDM
OID MEFEHRF

PKI ZH%eiitiE

5.1 Bt

OCSP #2480 CRL g # 8  E E0R T 4 35 0 20 1L 0 8 G 46 M0 40 2 0 R T 0 A Y
BT RETTARY,

OCSP fE 45 5 FUR T2 B ULE S 0 (IR D&, OCSP ol UM el R R min it ik i
F CRL W R B 090 i {5 0 o030 fE SR R o] LA R R M iR B 5 R, OCSP iR # 1 OCSP W
SRl RERE HESESHENNES. ARWEE SR EEE L IE.

AFEERE THEESRESYFARTRERESREESNREF B2 AT ELRAE.
5.2 WR

OCSP #RAELT 8.

a) EhidERE

by WEHR,

¢} BHRIEHERRT:

dy  OCSP s 38 0] AL M T &Y M. tim, OCSP iR E 0% & R FLN.

3 31 iR 09 [ 5L OCSP SR 3 W .

a) MAHLRFTER,

by HENESERMMEROEE

o) WREFGIHNBTENEL.

MR EEEE - R RN OCSP w S Sl — TR RE R, &R HEE T RY
WK .
5.3 WME

OCSP w5 ] KA AR SR, HoA s s 2 8 foma i B HN, FHRERANET —#K
# OUSP il # fof i 38 800 A 3500 OCSP e Am N,

A FE A AR SRR RS, TR MEELINE TAREZ—,

a) EEHENIENN CA:

by T {E B AR A, BRI R (A EE T B Ay A8,

e} CA T iy G B8RP 8R ARG ma R B8 ) O S BRI A — b CA BB A 0 $5 B R

BYAE 45, ISP BT AC Y PR ST VR e N BB LA CA B i OCSP Wiz,

F A o I 74 . oy AT 1 R L

a) WAV R AR

LY R

e X b R GRS

d)  ELERETE,

e BHEkE 0D;

f) WHERREES.
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R T o o S O o O o B0 F PR

a) HRIERERT.

by EHRIEME

¢) WYREFT R MR

dy A[EMTE.

AR AT RS MM E T I F B 6 Y R bR iR .

a) good(BF), FamRhR ST AW o . W R PN A A e ) A7 B AT R LE A

B2 MR L SE 04 o 3L LA DR B IE A D . (E A RE D O A o T B B[]
REUF A E R . WG R T T S A B LD A T ARG R A M
BA R A A B L TR
by  revoked (2 M4 ) . 207 0F 15 2 8 O A MR SEIE B 4 ) 380995
e)  unknown( #8510 . 20 06 R 8% R NG 4 SR B F AR & 00HE B (6145 OCSP Wi 281E 5 5 1 Kb R
BT RARFA~ CAFROWD).
5.4 BREMR

& s SR A, OCSP W R 268 o B E IR R . ERRETHEES. WRTLUETMNILE.

a) malfﬂrmethqucs'l(Z‘:E‘ﬂ*")xocs?ﬂmﬂ{ﬂ*ﬁ)ﬁ&ﬁmﬂ*ﬂ‘xﬁmsp

ik

b)  internalError( B HE4H i) . OCSP o iz 38 &b F 46 65 8 59 TR, R X m) 5 — -1 0 5 8 1 ot

i
e} tryLater( LS B ) ; OCSP o)1 88 iF &b F 2 TR % FHEE B AT RiE NMRE, WRATE
T 9 e R 9 (0 T e i
d)  sigRequired(HESK) MBS ERFREVHRES,
e} unawthorized (3 88 00 B2 MR ey A 4 LR 3 o R 4L 00 BY .
5.5 thisUpdate.nexiUpdate 1 produced At fr) i§ 3

EW a0 & =1 8f A EE. B thisUpdate, nextUpdate #1 producedAt, i 85 8 09 i 52 4
R

a)  thisUpdate i 25 5 85 i i) . 57 88 3K 34 B9 i R 25 R I o 01 i)

b)  nextUpdate, Tt O 8564 (8], 8 75 GF 45 96 dh 0 ] 2 . 4R 76 B E W89, 76 B & e nd @ =T L1

HBUEBRTEHAER,

¢} producedAt 2 8030 OCSP 95§85 8 E R # e E .

R A E nextUpdate, W73 S AR T BB EHFAMBAE, BT OCSPRLMESFH
LR EEERUTARE nextUpdate F & thisUpdate & L9 CA SR B mefE;
produced At J OCSP 25 5 05 B &Y 65 0]

5.6 FMEEME

UL — e B A RE SRS OCSPE A BT HAEL A EEL R, FRRER
A 3 A 09 45 5 B 0 1 R W B Y thisUpdate 52 0 35 T AR 25 0 0 S04 0 0 ) G IR R TE W) R P )
nextUpdate 5F B ¢ il 7= 4 08 i 8% B [ 5 K2 9 6 W) [ oF 89 ProduceAr 568,

RGN EF OCSP e M % RE L Lot A RS R ARAR~ 0, i
B L A BE RS & il R B P o A R LA R
5.7 OCSPEENMBHBE

ERUEHREARNTEFL SEFEBMEHAMR. B0 L6 HELEH— TR cxtend-
edKeyUsage 8 — @45, HEH OCSP i MM E RS . EMRIEE OCSP S S A M.
HEHEEd AN CA HESEREESE,

3
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5.8 CAEWER
A OCSP w F 38 00iH — 195 CA DY R0 2 Bt IR, M E o KA BF 47 il 3 CA K49 09 BE 95 W08

E AR,
6 MEEER

6.1 EHME

i OCSP % Pl R & | 0% OCSP w i 28 i) 05 R 0 1R . CA R A 154 R b 4R Ot il F OCSP
tfal 89 AuthorityInfoAccess (U8 8014 B) (I . RFC2459 vy 4. 2. 2. 1), )L#H , OCSP M 80
secessLocation( 1 bk ) 7T 7€ OCSP & P T A A .

W OCSP & # CALF W B4 8 3 805 2 o 2 ) OCSP Wi iy 88 3 8, #8L FLE AccessDe
scription SEQUENCE #:44& uniformResourcelndicator (URD) accessLocavion {8 ¥ $ iRiIAAT id-ad-
ocsp.

R Y accessLocationC i (5] Mk ) 55 B2 6YE HEMA VLA T U0 A OCSP w2 SR A0 {4 B M 12
( HTTP) . w1 L4 & 3 0915 @ (in—+~ URL) .

6.2 BEMBEMEEER

&) fEIR OCSP Wk B {EH 82, OCSP & FosB Rk

by i At e T A S R P e — B

) HEHFNELEFRN

dy WA 0B 4 50 R RN R B HE S A H R RF— B

) EunFCREAHmRTES,

£ W E B4R BRI ) chisUpdate) BT Y 24 i 8 0 4984 i)

g) WEEEE T nextUpdate =B, ik I 5] 7 (3000 °F % 1 0 24 00 e ) .

T Attt

7.1 #E

AAF MR R R ITE 1CASN, DS RS A%, ASN. 1 89| —& RFC 2459 2 %
R, S OCSP Wik WM & B, %8 HTTP i OCSP ¥R s 5% fama i B & 0 RFC2616 #
SRHER A, MTFESIIREG, B8 LS RA ASN, | 09 B &S (DER) RS .

R T LA, BRAL T ASN. 1 B sUkRiT.

A1 B o 3 fth A 18 36 % o Extensions, CertificateSerialNumber, SubjectPublicKeylnfo, Name, Algo-
rithmldentifier. CRLReason,

1.2 R

EEME T RRERORA ASN. 1 . BEREN KA (HTTP.SMTP.LDAP %), K aY
A TS B R R B4
.20 WMRiERE

OCSPRequest T SEQUENCE |

thsRequest THSRequest,

aptionalSignature [e] EXPLICIT Signature OPTIONAL }

TBSReguest = SEQUENCE ¢

veraion [o] EXPLICIT Version DEFAULT vl.

requestor Name [1] EXPLICIT GeneralName OPTIONAL,

requestList SEQUEMNCE OF Request,



request Extensions [2]

Signature T i
ni.gnalureﬁlgorilhm

signature

certs [o]
OPTIONAL}

Version -
Request T ho
reqUert

singleRequesiExtensions

CertlD § 3 -
hashAlgorithm
issuerMNameHash
issuerKeyHash
serial Number
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EXPLICIT Extensions OPTIONAL }

SEQUENCE {

Algorithmldentifier.

BIT STRING.

EXPLICIT SEQUENCE OF Certificate

INTEGER { v1(0} }

SEQUENCE |
CertlD,
[0] EXPLICIT Extensions OPTIONAL }

SEQUENCE ¢

Algorithmldentifier,

QOCTET STRING, ERELHNSE
QCTET STRING. REELIFHEAS K

CertificateSerial Number }

issuerNameHash f2 5 75 4 o — 5 BROOA (B, 9 00 % BT R 2 4 1909 %2 % 85 £ F B 1 DER #§
#FFiHE. issuerKeyHach BEH HFLAUIMMSHMN. EMEELMETHES 0 LELBFEROR
ARC A AT, hashAlgorithm “F B F EHA TG R+ AFERNEERE. serialNum-
ber RN EMNELMFRE.

7.2.2 WMRBEHEIR

WA CALFFANREMIENCAESHFNMEFNARFART ETHY EHHE, B/ 4 CA
ARG EREFARNE BB ERE), HE. M4 CANLEFEEERTEHR
oA ABREELN. R THEA LN,

AHEfSERE Y R A RN, Al R ey mus. TS RETIFENN
iy E, EXGEEPSELTEOMNY RS, CAEREEAERNTBEBREENAX
BiEmEEFEFENRN) .

WEETLLK M OCSP i RETEE., EHWAT HE0f thsRequest IR ERIESEE, DR
WREES HRF L requestorName PHE LK. BoF. M TEEE 0 HR . HRETIE Signa-
ture B4 certs FRPAFHEF OCSP o7 B iF i £ EE A MR LIES.

7.3 WE

M TREEMA ASN, | . BRERERAMESRAWHTTP SMTP.LDAP %), LiFH

i LA X AT BE A A HO R Y A,
7.3.1 MEEE

-4~ OCSP W K 4 fls — 41500 S50l 75 TR 00 4 B iR 5 1Y responseStatus FEM AL, WM respons-
eStatus M2 TR ES WA TR responseBytes,

OCSPResponse ;= SEQUENCE |

responseStatus
responseBytes

OCSPResponseStatus,
[0] EXPLICIT ResponseBytes OPTIONAL }
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OCSPResponseStatus ; ;= ENUMERATED {

successiul (0), —— WK B A
maliormedRequest (1) — MR
internal Error (2), — BHHEAWHR
trylLater (3), — MK
sigRequired ), — EHAYFRER
unauthorized (5). R A EER

}

responseBytes (19 {8 i — -t %t $ 4% UL 1T 0wy 5 08 B S R, . i ol A i 8 e B W OCTECT STRING i

#1109 OID Jedrif.
ResponseBytes 1= SEQUENCE {
responseType OBJECT IDENTIFIER,
response QCTET STRING }
MF A A OCSP MK 88, responseType B % id-pkix-ocsp-basic,
id-pkix-ocsp OBJECT IDENTIFIER ::= { id-ad-ocsp }
id-pkix-ocsp-basic OBJECT IDENTIFIER ;.= { id-pkix-oesp 1 }
OCSP we B 2 1 6 7= % id-pkix-ocsp-basic 2 REA 0T, HIE 80 OCSP 3 P 8500 % 0E 1 48 2 it
b,
response BI{8 1 3% HasicOUSPResponse # DER 854,
HasicOCSPResponse 1= SEQUENCE {
thsResponzeData ResponseData,
signatureAlgorithm AlgorithmIdentifier,
signature BIT STRING.
certs [0] EXPLICIT SEQUENCE OF Certificate OPTIONAL }

signature B Y i% 3+ DER S5 # ResponseData 'ﬂ’*ﬂi‘f‘ﬂﬂﬂ .
ResponseData ;.= SEQUENCE {

version [0] EXPLICIT Version DEFAULT #1,
responderlD ResponderID,

produced At Generalized Time,

responses SEQUENCE OF SingleResponse,
responseExtensions [1] EXPLICIT Extensions OPTIONAL }

ResponderlD ; ;= CHOICE {
byName [1] Name.
byKey [2] KeyHash }

KeyHash ;= OCTET STRING——m i 88 25 FF @87 80 SHA-L B3 %
(4% rag T length SEEE)

SingleResponse ;; = SEQUENCE {
certl} CertlD.

certStatus CertStatus,
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thisUpdate Generalized Time.
nextUpdate [o] EXPLICIT Generalized Time OPTIONAL,
singleExtensions L1] EXPLICIT Extensions OPTIONAL }

CertSiatus = CHOICE |

good [o] IMPLICIT NULL.,
revoked [1] IMPLICIT RevokedInlo,
unknown [2] IMPLICIT Unknownlnfo |

RevokedInfo v, = SEQUENCE {
revacation Time Generalized Time,
revocationReason [o] EXPLICIT CRLReason OPTIONAL |

Unknownlnfo o= NULL——i b of Bj$ 4 814
7.3.2 MEEEMHIR
7.3.217 mi|

thisUpdate F nextUpdate 4~ 58 B3 S0 T 5 800f &) W M, X 4 o 3] ) B8 & #0 CRLs ' i
{thisUpdate, nextUpdate ) [0 & ¥ 0 B, NextUpdate {§ H 4 #b % 88 6f (7 5 &9 w7 B2 B 4 £ 8.
ThisUpdate {8 b4 i 7 G 0 0 060 9 o0 57 2 BE MEOA 9 B0, AR AR nexeUpdate {099 52 FILA H# 5t nex-
tUpdate {f# CRL 8 KM,

produced At I 8] B8 57 85 2 M EHE .
7.3.2.2 @EBEAWEE

HEBREFLEANEHRERLENEFNALHRF. AoTRES EEARTEENLERL
Sy, Fi,IF 4% R E I OCSP WA & 5000 M 46 IR 424 4 39 — 1~ S (k3 OCSP 1
R % . CA @istfs OCSP %13 38 5F 4 80 extendedKeyUsage 3" B b 40 & id-kp-OCSPSigning % 4§ &
OCSP s i B30 A T8 5, OCSPHIEHIFH4MAEdH CA BN ECAZENTHERIERS
B 45 .

id-kp-OCSP Signing OBJECT IDENTIFIER ;.= {id-kp 9}

e F OCSP o8 1 AY 7 % I8 57 P05 000 S 00 o 0 3 £ R | 3R 8 id-ad-ocspSigning 8 . E {177 EL# #
—HTEAEFEER RS OCSP EEAM T L RS RTRE CA. WRAXEIER
17 | i 45 B 00 O 45 A MR L T FE T o R R TE

a) FHEEMN OCSPBEENBLKPEYTSRRIERENESELCESIES,

by HMREEFRIERSESM CALES,:

el extendedKeyUsage 3" [ & #H id-ad-ocsp Signing . # A ELBHRIEREEEM CA

M.,

i (Y 2 91 i e T L D o T DT S TR S B S
7.3.2.21 SUmESENNHES

B — B OCSP g STl — &4 CA REHEER OCSP & st M Bl
M EKERAREHEENTE LT EAN. CATEREUT=FFEZ—EREZ T,

a)  CA EHE OCSP & ol o i7 S8 B0 81 = W P R 88 . CA o ol Y6 I MhiE

Hh & id-pkix-ocsprnocheck §F BERMESE. AMEE—TEX@BENYT B, ¥ RA
MR, AP B RON M N A S E TR CA KA B 0l K 4R 9 4 00 7
EHEESLR CRLACAEEMNEENTENGE -#FE. CATUHESREN —HERAN

7
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M H A B 0 G 45 ol B AL 0 PR B B E S
id-pkix-ocsp-nocheck OBJECT IDENTIFIER ;= { id-pkix-ocsp 5 |

by CA WTLMSE MR FEw i S FESEFCHMN. 8 o8& H CRLs & CRL i sk #
S AEEESCRLAS SRR BoREAEhe rEraE KT LEER
A (AuthorityInfoAccess § B) . # RFC2459 o 37 1 5 Fp HU T o SR 40 IR P .

o) CAW#BRAHTFRAEMBIESRETC MMM IE. CEHENET. HA0H OCSP § 1 %
MM R TR TIE.

7.4 BHPHEENENTENEERNE

R OCSP M % 9% /> 3y 0 55 40 1 O 26 45 0908 17 . B0t DSA sig-alg-oid (RFC2456 # 7. 2, 2
PHEIVEHNMHDSAEHEE, OCSPHIER LFKAAE. ERAMAH AEHERESTE
ERWRIIWEMAEN AN,

7.5 ¥R

A X T - R e BT X, 500 8 VI BEARIER (R RFC2459) ch i R R
£, WEAHDENEE S TR ELHEETEN. ¥TEMTRELHE TEROCSP H
1 4% ik e i ik L B O 40 e R R R
7.5.1 Nonce( BUEt )

Nonce M4 5 85 m #8 8E — WR F— e RUEY I W B . Nonce ZEF RPN WRE
1fl— 4 requestExtensions i 2, 5 76 7 38 oF . #% 5 45 09 5 o . 5 # PR o oR] i 42 P @Y — I~ responseEx-
tensions {13 FEMEL . 7 W R BMRL o, Nonce 3 @ 3 @R IR T id-pkix-ocsp nonce #517, exinValue
FE T Nonce AY{H.

id-pkix-ocap-nonce OBJECT IDENTIFIER ::= { id-pkix-ocsp 2 }

7.5.2 CRL$&%

MFOCSP R L. 7 CRL B —TEMNOHEHOER. TRTFHAE. X-—-HAE
OCSPE HEMERF LA E B ¥ FH H. CRL "AiEH — 1 URL(CRL a Bl i+ URL 45t
) — T RF S (CRL FR &) — 8t A & (£ MR 0 CRL AURT A S . s MERE Yy
singleExtensions, " BTN id-pkix-ocsp-crl, { % CrlID.

id-phix-ocap-crl OBJECT [IDENTIFIER ;;= { id-pkix-ocsp 3 }
CrlID ;. = SEQUENCE {
crlUrl [o] EXPLICIT 1AS5String OPTIONAL,
criNum [1] EXPLICIT INTEGER OFTIONAL,
erl Time [2] EXPLICIT GeneralizedTime OPTIONAL }

HET orlUrl 2 EM T CRL & URL, S MR R IASString: 589 crlNum #52 H13% CRL &
CRL FE 31 84 M At il . & 198 M1 L INTEGER 5483 crl Time #52 % 4 8 8% CRL M5 ] 5. B 88
B Generalized Time,

7.5.3 WHEBMMAED

— A OCSPHARITLUEBEFHEENOEHHEED, HTEABMAINMNAN. EREAY d
pkix-ocsp-response 3 8 . f % AcceptableResponses, 3 BE S H R P M — 4 requestExtensions,
% % AcceprableResponses 4 i) O1Ds B % P il i 8 1 32 ) 35 b uig 57 28 70 O o id-phix-ocsp-bas-
ic) 8 OlDs,

id-pkix-ocsp-response OBJECT IDENTIFIER ::= { id-pkix-ocsp 4 |

AcceptableResponses ,, = SEQUENCE OF OBJECT IDENTIFIER

&m0 7. 3.1 BFiR  OCSP w57 3298 48 71k id- phix-ocsp-basic R AM M. HE 6, OCSP M F P
0445 (84 U F0 42k B id- phix-ocsp-basic 351 59 0 K

B
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7.5.4 HFEMLE

OCSP o 57 88 0] LU A il 5ot WS Do (R 60 W00 O M B, Do B 8 produced At B (6] 3 & (|]
8 30 13 O O 40 80 A ) S S 45 T R R R e ]

B i 4 B B 0 T 7 %0 3 5 90T 150 A LUAT B i 90 T . S ) OCSP [ FA o R B OCSP Fri b
B e R R R MM EN.

RUFESET/HMOCSPRSBUETEELNEEEHOEFHRLETR. IRQEFHERILT
&R fE 25 OCSP # singleExtensions # B, 3 f1 id-pkix-ocsp-archive-cutoflf 1 Generalized-
Time 5 ¥ iH .

id-pkix-ocsp-archive-cutofl OBJECT IDENTIFIER = { id-phkix-ocsp 6 }

ArchiveCutoff ;: = Generalized Time

HH, mREEFBYRBERFTRM 7 FRENMHHE, A produceAd % o BEL MG Archive
Cutoff (4 (t. —7 ).
7.5.5 CRL AO# mik

FRAAE 4 CRL AN S RS E —— L RFC2459 #1 5.3,
7.5.6 MEEHH

— & OCSP B 45 30 iF LU HF — R M0 L8 FE , I 45 DR ML B0 — 1 R, 0 5 20 030 R B0 B P B e
WFREHE OUSP RSB ., B E R T serviceLocator FERY B, X4 B 5 —1 singleRequest-
Extensions A fEW A .

id-pkix-ocsp-service-locator OBJECT IDENTIFIER .= { id-pkix-ocsp T }

Servicelocator ;= SEQUEMCE {

issuer Name,

locator AuthoritylnfofAccessSyntax OPTIONAL |

sk B A (BT M, SR E B HE B R iR

B ReEg

AEEENEGEHRARKLHGIEBIERS B R HEE. YSAMEGEEE EBEA
RHALIRIT— T CRLALMER EY - HERNLEATE.

—FigRES G RN BEL TAHESEHARENIEN. ENELENTRAEIERTRE™
H i P M O BT SO0 — R (YR o O O 0 B D B ) S — e o B T
i AL T it 2 2 I A R LA

B e o g P S T R T L — PRI (A B EENE S HEM 2 ER L
MRS RRE . W OCSP o G 38 0 5 £F 40 4 15 B0 7™ S o5 1 BT AF 30 0 4 4k ¥ 00
Ty 5 e AT B 2 ) LA B TR B AR I T A AL R oK T Bl T A o Y 92 (R
.

TR h G 0 L 10 2 2B ) £E 07 (5 0. o 2 BT o 4 R TR 2K I 4 (R MR AY OCSP wi i B8
it rEe.

MEBATARRPORESS RAFRRLE . NaM HTTP BEEF M0, TR H %
bR, EHE OCSP OVER HTTP M Atr i i KB HIE HTTP BRSO T REH 8
#k.
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MR A
(HE PR
HTTP E#& OCsP

M RE T X HTTP 8 OCSP il 82 #1 OCSP s R4 £,

A1 R

%F HTTP @ OCSP iR T LI A GET & POST FE k&%, AT\ HTTP ETF LR 80
HRRERER AT 255 FI UM GET %R E, MR HTTPETFAREREE. . SHHK
ATFRASFIOFY . BAMKRMBEA POST TRl T, EREAE—TREFRMHE. X F
HTTP ffj OCSP 2§78 LA M TLS/SSL g M2 g i R N & St

—T M GET ik ey OCSP WREM T A AITHE.:

GET {url}/{vrl-encoding of base-64 encoding of the DER encoding of the OCSPRequest}

b (url) ATELM AuthoritylnfoAccess B {AERE OCSP & P AY Aol A B e 8 .

Al ] POST Jigei) OCSP iR F Lt i,

Content-Type 3: L {f : “application/ocsp-request”, iff .8 (& 1 OCSPRequest #) DER 0=
.

Atr AR Bl W E R A POST Kk, A POST Jyikif T fo HTTP & 75 4L &1 9 % ) e 0.
ErmeminRETES.

A2 ME

—A4 % F HTTP § OCSP w5 by 14 F i sbiie &2«
Content-Type 3 597 {ff . “application/ ocsp-response™ , Content- Length 3 Jif 1% 45 5 06 1 0 (1 il
M B kR OCSPResponse i) DER SiBA M. HMMAMEE RN HTTP LA MEET
W R, AT R
it: BEFRE . ARAFAMBAAHEZMAPHOCSPHANME. TRA T ENHABRART, BTH
BER.EAESESPEEES RSN KeylD, AR ERE B O CARMETRERANSARETHN LB
EH.
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W & B
(RTEEMR
# M ASN. 1 JE X i) OCSP

OCSP DEFINITIONS EXPLICIT TAGS: ;=

BEGIN

IMPORTS

——Directory Authentication Framework (X, 509)
Certificate, Algorithmldentifier, CRLReason
FROM AuthenticationFramewark { joint-iso-itu-t ds(5)
madule( 1) authenticationFramework(7) 3 }
—PKIX Certilicate Extensions
AuthoritylnfoAccessSyntax
FROM PEKIX1Implicit88 {iso(1) identified-organization{3)
dod(6) internet(1) security(5) mechanisms(5) phix(7)
id-mod(0) id-pkixl-implicie-88(2) }
Name, GeneralName, CertificateSerialNumber, Extensions,
id-kp, id-ad-ocsp
FROM PKIX1Explicit88 {iso(1) identified-organization{3}
dod(6) internet(1) security(5) mechanisms(5) pkix(7)
id-mod(0) id-pkinl-explicit-88(1)}
——Crypiographic Message Syntax (CM3)

IssuerAndSerialNumber
FROM { iso(1) member-body(2) us(840) rsadsi{113549}
pkes(1) pkes-9(9) smime(16) modules(0) cms-2001(14)}

OCSPRequest 1= SEQUENCE |
thsRequest TBSRequest,
optionalSignature [e] EXPLICIT Signature OPTIONAL }
THSRequest 1™ SEQUENCE {
version [0] EXPLICIT Version DEFAULT v1,
requestorName [1]  EXPLICIT GeneralName OFTIONAL,
requestList SEQUENCE OF Request,
requestExtensions  [2]  EXPLICIT Extensions OPTIOMAL }
Signature 1= SEQUENCE |
signatureAlgorithm  Algorithmldentifier,
signature BIT STRING,
certs [0] EXPLICIT Certificates OPTIONAL |
Version ;= INTEGER { v1{0), v2(1) }
Request  .y= SEQUENCE |
reqCert . ReqCeri,
singleRequestExtensions [0] EXPLICIT Extensions OPTIONAL }

Certificates = SEQUENCE SIZE(1. . MAX) of Certificate
ReqCert 2= CHOICE {
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certID CertlD,

fullCerr (0] FullCertificate,
certldWithSignature [1] CertldWithSignature |}

CertID ;= SEQUENCE {

hashAlgorithm AlgorithmIdentifier,
issuerMameHash OCTET STRING, Hash of Issuer's DN
issuerKeyHash OCTET STRING,—— Hash of Issuers public key
serialNumber CertificareSerialNumber }

FullCertificate ; ;= CHOICE {

certificate [0]  Certificate,

attributeCert [1]  AuributeCertificate }

CertldWithSignature ; : = SEQUENCE {
issuerandSerialNumber  IssuerandSerialNumber,

thsCertificateHash BIT STRING.,

certsignature CertSignature

H

CentSignature o, = SEQUENCE (

signatureAlgorithm AlgorithmIdentifier,

signatureValue BIT STRING

H

OCSPResponse ; ; = SEQUENCE {

responseStatus OCSPResponseStatus,

responscBytes [07 EXPLICIT ResponseBiytes OPTIONAL }

OCSPResponseStatus ;= ENUMERATED {

successful w3, Response has valid confirmations
malformed Request 1y, [llegal confirmation request
internalError (2}, ——Internal error in issuer
tryLater (3), —Try again later
(4)y — is not used
sigRequired (5), ——Must sign the request
unauthorzed (6), ——Request unauthorized
badCRL {8), =——Error in CRL processing
H
ResponseBytes ;= SEQUENCE {
responseType ORJECT IDENTIFIER,
Tesponse OCTET STRING |
BasicOCSPRespanse 1= SEQUENCE {
thaResponseData ResponseData.,
signatureAlgorithm Algorithmldentifier,
signature BIT STRING,
certs [0] EXPLICIT Certificates OPTIONAL }
ResponseData ¢, = SEQUENCE ¢
version [0] EXPLICIT Version DEFAULT w1,
responderlD ResponderlD,
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produced At Generalized Time,

responses SEQUENCE OF SingleResponsé,
responseExtensions  [1] EXPLICIT Extensions OPTIONAL }
ResponderlD ;,= CHOICE {

byName [1] Name,

byKey [2]) KeyHash }

KeyHash , ;= OCTET STRING ~—SHA-1 hash of responders public key
{excluding the tag, length and number of unused

—— bhits fields)

SingleResponse ;= SEQUENCE {

regCert ReqCert.

—— MUST be identical to the same field from the request

certStatus CeriStatus,

thisUpdate Generalized Time,

nextUpdate [0] EXPLICIT GeneralizedTime OPTIONAL.

singleExtensions [1] EXPLICIT Extensions OPTIONAL }

CertStatus ;= CHOICE {

good [0] IMPLICIT NULL,
revoked [1] IMPLICIT Revokedinfo,
unknown [2] IMPLICIT Unknownlnfo }

RevokedInfo = SEQUENCE {

revocation Time Generalized Time,

revocationReason [0]  EXPLICIT CRLReason OPTIONAL }

Unknownlnfo ;; = NULL —— this can be replaced with an ¢énumeration

ArchiveCutoff ;= GeneralizedTime

AcceptableResponses ;= SEQUENCE OF OEBJECT IDENTIFIER

ServiceLocator (= SEQUENCE |

issuer Name

locator AuthorityInfoAccessSyntax |

CrlLocator ¢y = CRLDistributionPoints
= Ohject ldentifiers

id-kp-OCSPSigning OBJECT IDENTIFIER ::= { id-kp 9 )
id-pkix-ocsp OBJECT IDENTIFIER ;.= { id-ad-ocsp }
id-phkix-ocsp-basic OBJECT IDENTIFIER ;.= { id-pkix-ocsp 1 }

id-pkix-pcsp-nonce OBJECT IDENTIFIER ::= { id-pkix-oesp 2 }
id-phix-ocsp-crl OBJECT IDENTIFIER ;== { id-pkix-ocsp 3 |
id-pkix-ocsp-response OHJECT IDENTIFIER .= { id-pkix-ocsp 4 }
id-pkix-ocsp-nocheck OBJECT IDENTIFIER ; ;= { id-pkix-ocsp 5 }
id-pkix-ocsp-archive-cutof{ OBJECT IDENTIFIER ;.= { id-pkix-ocsp 6 }
id-pkix-ocep-service-locator OBJECT IDENTIFIER ;.= | id-pkix-oesp 7 }
id-pkix-ocsp-cri-locator OBJECT IDENTIFIER ,.= { id-pkix-oesp X }

END



