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1 %@

ABRAERE T % M) R B & 1T O eR . ACHR M OF B9 o B T U8 BF o Sy X U4
A EbrgME T =M AR MEFRY AT ~E TAFS CRMARE. B -faS =miEft r ki
5 160 SRR, 5 TR RO TR 128 (U AORPNEG.

2 SIEsHE

FRERE O E &L, B EARERS MR EFEN R, AN, R EAY
HER. FEGRERSEEIT & AR & 7 0 6 AT P65 o B 57 R 4 /Y AT REFE .
GB/T 19881998 {iBHA (HERXHBMA LRI T R (eqv ISO 646:1991)
GB/T 18238.1—2000 {FE#HA LLHEAR WHEW 1 &5 . %k Gd ISO/IEC 10118-1,
1994)

3 EBX
GB/T 18238, 1 o # M 8% 5 S LA BT 0 Sl W T bR -
3.1 # block

KEX L 9@, BLEERARBEHT— T HANKE,
3.2 W /¥R  hash-function identifier

AR E M ERM TN,
3.3 WHFHKYW round-function

ERER L ML (RSB ERRKAEY L — T WS OER 4G .. EERE
EHE—-HrEAERA KPERREY L ABESSWH—SWHMKER L 8RS AFRE.
34 ¥ word

—~ 32 fupy s,

4 BEMBE
AR GB/T 18238. 1 i LA EMiICHE.
D AR BN EIER.
H e,
v LIE A

FEARANEERARAERRESE S 2002-07- 16 #t4 2002-12-01 %1%
1
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5

Ly
XBY

UM X ey (I m) .
U X MY MRR.

FH S MICKER T AR

a;sa';
B,
C.,C';
D,
S8
H,

L,

L

q
50

Lot
W,x,.X'. ‘Y.‘!Z“
$

A

R

ATHREMAREEORIFH.

T,

BHF RPN ERT.

ARG NGRS FHAB.
RA=ZAFHERIWAI =LA 1 % 805 0856 R B ol M.
TEROGVIRIE PRI F A7 45 R K L, {10,

KA RS 4 BN A B 0o — A B 0 K B (R RO
HEWABR IO T HAR TN AR KERKLER, HF
o BORT B R A9 K GBI R, DA TV A9 HE (&) .

BUFER S I R S MR R sk R

W LB” n (R B A R FHEn B—TERBE.BAS
(M BRFET A L3 n WAERKBAMAG R AT,
ATHREWRFRBOBAM.

AT R RS RAOFE.

— P EF BB IR XY REEASSIN LWL, S . B4 ¢(X,Y)
BT 4 AT X.Y RSB,

BT R S5 RE N MEABEF.BAAANBEFTAMB
EUER“S"BRANT.

R ECERRRE. D MFEABRF. MAAVBERSFAMB
EZRFBBNT.

MTFHFROEMTRIERE DORARF . BA AR AFMUER I
GEIEE S

B2V W MR ABRE BLAYBREGEARNBELER
M- H#AMERHIRENOB 2 AGERNT L PSREMRME
2%—1 Z[H, {245 0 fn 2% 1.
RAEBRABRLBME P EAN RS T RENTS HPERRT
SENNTFRSTSHARENERS.

A8l T A o o ) 1) o B R R N
c UTFREMTHBEYARZ— LR
« WO H BKRE Ly.

i

] EXTH S 8 C¢RARP RSN F AR TR0 T AR T P REHET T RRE YR
AN M B =R ENE X ET LGRS R, BER T 0 MR F 7wy R
FE, AT S eNSE L EAHEFARBES A DRI RAREE" CRRITRL LR, &
XEXMEBMIIENE - TEPRELRAFEGH TP R KAT & T M & BN &R0 A R

FHRFHE.

2 Ly WEABSERMNIAREMESE, E317 2 M EH S B I bR A ST 0 FF 5P A b o BT AU
MEBMTANEL YR TR AN,
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6 TR ENHR

6.1 #A

AFEREPUENEI AR ERGHBF RN ¢, ERENRE M =FHa HREN 4.

AkR M AT B M) R K N Ly RO ICHI A, Fo o X T BT (R A4 TR T R 3 ¢ KR, Ly MBI/
FREFT L.

5 74 b o ) o 0 AT o R R 4 A B OO R 0 I T IR B R LU A SN MR 89 L IR B
MIENBEB B ERTER x0r 20000 v s To BRBAEHULUTHHXERED » FHHF
$1,BouBiy... B, ., BH 8 MERUBANR—PFY SHEF - URETHRRRE . Hit,
X-IE{EI:'(O.,{:‘<::)=

B, =2y + 2°Tysr +o. + Tuir

MFAFEEAEH =AM BRI —FHEXTHRAR. ER7.8MIFEPRENETA
RO ER ARV ERF RS ST 31,32 M 33CHASEE), e BFChARMHZRNAREEND
LSS 6 B off BOPR LA
6.2 WI#IE

W HMFRWIV RICHE N L. 09V, & 5 74 by off A5 ) 05 o 30, 0 403 ) 0 2F o 4 4,
IV #{E R £ BN .

B D AYBE H BT NE TR,

6.-2.1 ®|1HBURK)

MAERESD RURELEER L, 9%, AEEGEETPRE THEEAFELH.
6.2.2 B2HHH)

BiER DRI B W L, (IR D, D;....... DWW D, EBRDBERHYE L L,
D, ®BRE 24 L, G KK 2%, Ao LRME 1 R,

| SMAMXKESD | MRHKE
ia i

r [llllﬁ

I_Dl ID? I‘-ID;"'ID' I i
=
g1 sl

6-2-3 &3 HCGERD
@ D, \D;,...D, BRFEHEE AR KER L, R BRR. & H 05 IV SRS, L, fis
H| -ng-.. OH. ml’uFﬁﬁERi{»;!

Hi‘ i y\ 1 fu‘h
Hu — ﬂ(D.!H,‘—l)
EARL B WA 2 FR,
D H.

WA Ne
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6-2.4 4G
M UG R L, (A9 i H, AR AR Ly i S & 1S H,

7 ERAMIEN

. ANOSEFRRNAEE. MEARL MR C $[3]0 RIPEMD-160 S{F .
7.1 ik

FHFERE THAE . DECANRRER A TEFEREN—RER X ENENREE . MGK
MM BR . YA T B —RAe  EEE L THAEMNER 1, EEHBIAUTATRTES
2 UM T A R D,

AT &AM R & ISO/IEC P B¥AR RS T 31016 ##)) .
7.2 &% REHEN
7.2.1 8%

P ERP,L,=512,L,=160,
7.2.2 ¥VWHTFNE

X7 RFEHREE P BERADNFEFBRPMRUFEINE LR G 512 a3kt 16
PTFHR. —4 64 PEWEN BBy, .. B NEB T HIEERER 16 MFENFN.Z02,,... .2,
BHATEEFVEN T F. FOB1IATYRETHREFRFY. Hit

Z,=2Byiy+ 2By + 2*Bys, + Bu(0< i < 15)

1R B\ P S S BT AT R A, R R A R R .

i RENENFRHTS . 2.2 v AENFIHETRA.
7.2.3 R

FEFHREEH REFRERM AR BN 4, EXFHFRYPEH—F B 0815 --. .. ,
g PR g (0T UENF XX, M X, FERARAFTERDFHERRE.

ﬁﬂ B EliﬂTz

2(X,. X, . X)) =X, BX BX.(0<i<15);

(X X, X)) = (X AXDV (O X AX,) (16<i<<31);

£ (X X, X)) = (X, V™ X)D@X,) (32<i<47),

g (X0 X1 X = (X, AXDV (X, A7 X,) (48<i<63);

g X X0 X)) = X,®X, V™ X,) (64<i<T79)
7.2.4 H¥

AFEFEEPEARTERUFERENC.Cre o CuBIC 0 C e Ol I FABEIRRUPRR
BB R TR A DD E ST .

C,= 00000000 (0 <i< 15);

C= 5A827999 (16 <i<< 31);

C.= 6EDIEBA] (32<i< 47);

C,= 8F1BBCDC (48<5i<< 63);

C,= A953FDIE (f4<0i<| 79);

C',= 50A28BE6 (0=i<< 15);

C',= 5C4DDI124 (16<<i< 31);

C',= 6D703EF3 (32</<C 47);

', = TABDT6E9 (48<i< 63);

C',= 00000000 (64="i<- 79).
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AFAFRBPEAHT 80 M EAAARA R NFSICH GBS W15 2ZE . @t
t Y oot 1oe oo oty )RR, W3R BOGE A 80 T RFIHREFA T, KPP
mﬁ/r'ﬁﬁ ] ﬁ 15 zrﬁ]’m(flo’alh . vﬂrg)ﬂ(d'o'ﬂ’in .. ’ﬂ'rg)iﬁﬁﬁ‘r’*ﬂ-mi’rﬁﬁj&Ta
PEX:

i 0 i 2 3 4 5 6 7
t 11 14 15 12 5 8 7 9
¢ B 9 9 11 13 15 15 5
a 0 1 - } 2 3 4 5 6 7
a'; -5 14 | 7 0 9 - 2 11 4
i 8 9 10 I 11 12 T 13 ; 14 I 15
t 11 13 14 15 6 7 9 8
o 7 7 8 11 14 14 12 ' 6
a, 8 9 10 11 12 13 14 15
a' 13 6 | 15 8 1 10 3 12
i 16 17 18 1§ 20 21 22 23
[ 7 6 8 13 11 9 7 15
'y 9 13 15 7 12 8 § 11
a, 7 1 13 1 10 6 15 T 3
a'; 6 11 | 3 7 0 13 5 10
i 24 25 26 27 28 29 30 31
t 7 12 15 9 11 7 13 12
t, 7 7 12 7 6 15 13 11
a 12 0 9 5 2 14 11 B
a', 14 15 8 12 4 9 1 2
i 32 33 34 35 36 37 38 39
& 11 13 6 7 14 g 13 15
' 9 7 15 11 8 6 6 14
a 3 10 14 4 9 15 B 1
a' 15 5 1 3 7 14 6 9
? 40 41 42 43 14 45 46 47
t; 14 8 13 6 5 12 7 S
f 12 13 5 14 13 13 7 5
a, 2 7 0 6 13 11 5 12
a', 11 8 12 2 10 0 1 13
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i 48 49 50 51 52 53 54 35
1 11 12 14 15 14 15 9 8
' 15 5 8 11 14 14 6 14 o
a; 1 9 11 10 0 B 12 4
a', 8 1 _;- | 4 1 3 11 15 0 N
i 56 57 58 59 60 61 62 63
L 9 14 5 6 8 6 5 12
L 6 9 12 g 12 5 15 8 7
a 13 3 7 15 14 5 6 2 |
a', 5-“ B 1;2 “__-2 13 o 7 10 14
i 64 65 66 67 68 69 70 71
t 9 15 S 11 6 8 13 12
'f 8 5 12 9 12 5 14 6
a 4 0 5 9 7 12 2 10
a’; 12 15 10 1 1 5 B 7
‘ 72 73 74 75 76 7 78 79
t, 5 12 13 14 11 8 5 6
g, B 13 6 5 15 13 11 11
a, 14 1 3 8 11 6 15 13
a'; 6 2 | 13 14 0 3 9 11
7.2.5 ¥ithieid

o FEBEF RS R WGEAE TV N ZERTM 160 Upd EXEERK FARBH S AF
Yo.Y . Y. Y, MY, (s, b Y, 85160 i BASM 32 .

Y= 67452301

Y,= EFCDAB89

Y,= 98BADCFE

Y,= 10325476

Y,= C3D2E1F0
7-3 HEH¥

TERARERED D GERAS2ABHMBOR. NEIBERENT .

a) DEELE 117,

b) F—#HiBMEREERE L O~511 MO UESHERAHUELOKE S 8@l s12FK. &
WO, R DB FEKEN Lo iR r AL BUSIZ R B AR EEN 0" M ES T447
(Y4 r<<447)88 959— r (% r>447). XHFGBAM PN 512 AW BAEL 64 (.

) fBLL 64 — B RARK Ly A 32 i, — R Lo (" BRB{ARB", H— P RR“BRE
BB, P 32 A CREA BB EN S — 418 88T RHER.

TELLF A IG5 ol M iR . 81 512 ik D.O<i<)BEX—1T 16 MFEHFEHM.Z..Z,,
v Zys o Fh Z, MR D, A8 32 fi,

6
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7.4 WEF AWML

EFRM s BAEWT. EE.EUTHRRP . EAFE W XX X X XXX X X
X EFERANAAREMYT, XEFAFHAPERNME.

a) BEIMSIZAB - VORABSEEZ,.2, - Z:F . Hh Z, B 512 AN 32 i, FAHE
EFM I _KMABTESAFY.Y,.Y,.Y, MY, P,

b®E X.,:1=Y, X, =Y, X,:=Y, X;1=Y; X,:=Y,

OR X,:mY, X', :=Y, X,:=mY, X,1=Y, X', =Y,

d) HBAENRFRTU TN, =05 79;

(D W =8(X, ¥ g.(X,,.X;, X))¥ Z, W CHY X,

2 X=X, X.'=X, X,:=5"(X;) X,:=X, X, =W

(W r=8(X" ¥ gy (X', X', X'DWZ, W' )HY X',

4) X' 1=X', X', 1=X';, X',1=8%X',) X',1=X', X' ,1=W

e) &

W:=Y,

Yo:=Y, WX, 8X,

Y, :=Y, ¥ X, ¥ X",

Y,:=Y,¥ X ¥X,

Y,:=Y,¥X,¥X,

Y, :=WH¥ X, WX,

DSAFYY.Y. Y,.Y, RAEFERE S M. WFRNREERE S 7.2.2 plE
MHERAERTER.SITFY.Y.Y. V.Y NEER T 2040 FYHFEN . KPR Y, “EM4 1 F
T, PEF ATV ARERE. IR SREHIMFEVETY, WREFHFT.H 2010 0REG
MEDFHMBETY, WREERFY. @M 6. | PHEMHZAFEERLE X 20 7 F 1 6785k
160 A~ 65 H B P (R ZE 0 09 (U 3 B T (R ZE 89 F VW BBy H 26, 3 1600 A A /) 3 B F
20 A CRA AT RALH Bl

8 ETRMMIEN?2

AMPIBEHHNOATYHHIIBRLIPTRHET 128 UMANNEBELMBAD.

. ARG A BN . L0 R R C 4 [3]0 RIPEMD-128 Ry ik,
8.1 Mk

AFERE TMREE VAECEART R CNMTEREMS RN - BRET. X REONLL .M
AL MR R SN F B — s, WEE X AR R 2. e R RN TER
TASERE 2“1 U LBNES D,

HF& By K% 2 09 1SO/IEC B3 BRI TS T 32016 #H).
8.2 &% FUMEH
8.2.1 &%

AP /P L =512,L,=128,
8.2.2 FHHIFAE

AW RENFVHEFAESS 7T AWV BSWANLYEHRF.
8.2.3 M¥

FEFHAER, RIEFRERBEEF RN . EERBFRBFEMN—FIEH 200815...... ,
Za BN R g (0</<E3) U= F X, X, M X, fERRMA LR TFHERRL.

¥ g 5 7.2.3 TA 64 T eRBEYE LKA .
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8.2.4 B

AFEHFRBEMERHTHIREFNT ConCon o CouI Oy Cles T ABHE R OUP RS
AN TFRAEAQOMENMELMT

C.,= 00000000 (0 <i<C 15);

C,= 5A827999 (16 <<i<< 31);

C.,= 6EDIEBA1 (32<0i=<< 47);

C,= SFIBBCDC (48<i< 63);

' = 50A28BE6 (0</<C 15);

' = 5C4DD124 (16=<C 31);

', = 6D703EF3 (32</<C 47);

C',= 00000000 (4B<Ii<C 63);

AWEF RBMMER THA 64 TEAEEFT K PGB OMEAES ® 15 2Z6),H Gt .. )
(ot oe oo ot ) RRXICFE ], EMAE XS 7. 2. 4 SOHRLFEF) AT 64 T~ EAEE.

BE ARBRBOTEHMA 64 T RINFHN  Rp BN HFI P EHEE M 1S 20, .,
@pse..vag) MG ya' s a' D BRRXEIET] L ENIME LS 7. 2.4 PAENFSIRRT 64 S AME .
8-2.5 WM

MFEABHEYORR B E IV NEARTH 128 i FAR.EXRRRN T ARG 44AF
FEFY,.Y, .Y, MY, Jeh Y, Fm 128 b My Zc i 32 {i.

Y.= 67452301

Y,= EFCDAB&g9

Y.= 98BADCFE

Y;= 10325476
8.3 HIFEkL

AN R ANNIEES 7.3 PEXHIFTIEME .

8.4 OREF of B 1 i

W R s MIE T, EEEUTHERT FHFS WXL XXX XXX X R
w9 MARERFE X EFAE RN

a) PUESMSIZMUB—-XMARPRIEZZ,,... . 2P Kb Z, £ 512 fupy Al 32 L. F
HEER _KMATR 4 0 128 UAJTEAPTFY.Y,.Y. MY, P,

bR X,:=Y, X, :=Y, X,:=Y, X;:=Y,

O ® X,:=Y, X' =Y, X,:=Y, X';:=Y,

d) H BB BLGE B UCF MATEL F IO .0 2 =0 B 63:

(DW =8(X; ¥ g (X,,X;, X))¥W Z, W)

2) X' =X, X=X, X,1=X, X, =W

(D Wr=85u(X", ¥ g (X', X', X' DY Z W)

() X's:=X", X'y1=X: X=X X, :=W

e) B

W =Y,

Y, :=Y, 8 X, ¥ X',

Y,:=Y, W X, ¥ X',

Y,i=Y, ¥ X, WX,

Y, r=WHU X, & X',

Il
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D AMNFYLY, Y., RWEFRE 4 AW . BSFL G B 7. 2. 2 P RIE 894 R 75
HBAPF YL\ Y.Y, NERE-T 16 FFWNFH, P Y, L@ BWEr7n.Y, M
T4 PFH RNER. ARYTRELKFHIMETY, HREFRFZH B 16 TRAEUKFY
RMEFY ORBAHRTY. ESEM6 1 PRUERAHRAFRIR. X 16 PF I RFEHRR 128 T IM
i, BV R (Gl Ay ) (0 % R T 8 CRR 22300 89 7 1 00 0 780 4 20, 58 128 (IR a9 i 3 B T3 16 1~ (e
1330 9 F 4 6 B AL

9 #RMEN3

P AR A N5 o B A0 TR . 900 46 (R & SHA-1 2k,
9.1 #k

ARFMSE TR DB MES Y, AT AR SR ARRENRTE . PHL
MABHFRE . SENATLE BRI, ERMNE AR ER 3. EEABIERTENTE
ARE 1M LIS D,

Al F % HBON B % 3 a9 1SO/IEC MO o AR IR % F 33016 20D,
9.2 SY . ABMKY
9.2.1 8%

My R¥ . L, =512,1,=160,
9.2.2 FYHHFNE

R ORBMARBNE LT BERADNFBEF KRB RUFEIEARR, B4 512 LMk 16
TEHENFER, — T AT FHEN BB ... By WEB TRk EWREY 16 ~FF7.2,.
ZiveoosZise BHANEZRFHEN—-TF . FHRLANATFHYRETFHRBARFEY. Bl

Z,=2" By +2" Bys,+2° Buss+ Bus:(0<G<15)

EUFIBNFIFIEEIFNFS, RN RTR,

 EEMENTIRES 7. 2.2 PRENFEEREAR.
9.2.3 &¥

HEFRFER, BEFRERBRWFRE S CEFRABPHEA - FINEE. S .. S ”
HEIPRN LO<STOBU=1F XX AX, EHBA SR FHEIS L.

RS EXIT

FilXp o X2 X)) = (XoAX) V(O X, A X)) (0 <i< 19);

Fi(Xoa X0 X)) = X@X DX, (20<i< 39),

FilXo s X1 o X)) = (X, AXD VX AXDV (X AXD) (40 <i<< 59);

[ilXes X1, X)) = XDX DX (60<i<< 79) 5
9.2.4 W

EIRF R E AW ETIFN C 0 C oyl oCloao JH S R COUP 8 R W B BT R A
fEXWT .

C'.= 5AB827999 (0<i<19);

C'.,= SEDSEBA1 (20<li<C 39);

C',= BF1BBCDC (40<{/<C 59);

;= CA62CID6 (60<i< 79).
9.2.5 ¥k

At TR RBOE R . MR IV SR 160 N TFHB . EXRERNTAHRFMN S AFY.,
Y.V, Y. MY, b Y, ¥ 160 fip MA AW 32 i,

Y.= 67452301
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Y,= EFCDABg9

Y.= 98BADCFE

Y;= 10325476

Y.= C3D2E1F0
9.3 MEik

FEMREBEP D HFERASI2EHMFUEK. HEABERENT.

a) D §i& ki1,

b) F—H S0 REEEE 0~511 M0 LA RBHEAKES 48 E512. /K, B
WM MR D FERIEN Lo, 8 r I Lo RUL 512 RB B AEREMO"MWBBAF T4~
(% r<447)R 959—r (Y r>447), XEMG PO R 512 CLp S WA 64 6.

o) BELE—SEREBY 64 (L “HMWEFRM Lo B LTER .

UL F X 3R RO b 4 512 BBk D.O<i<)fEh—T 16 MFHEN.Z,.Z,.......
Zs o Z, MBLF D BA N 32 i,

9.4 1 5F o #0013

WA RM A RENT., FE.EUTHHARP ERAFS W. X0 X X0 X0 X0 ZohZ e 2 RR
86 TARMTY , REFRITRPERME.

a) MESBSIZMB—-VOBRACLEE Zo,Z05. .. - ZuF, Hp Z, B 512 L89B A1 32 . W) #F
BESHIOMNGB_IOBRACTES TFY,..Y,.Y.. Y. Y, .

b) #Fi=16~79 B

Z+=SUZ, PZ, PZ.-\PZ:-\0)

DRXr=Y, X, :=Y, X,1=Y, X,1=Y, X,:=Y,

d) RITEATF M2 .7 1 =0~79:

(1) W :=S"(X)¥ f(X,.X,.X,)¥ X, ¥ 7 ¥,

(2) X, t=X; X;'=X, X;:=8SX)) X, =X, X,+=W

) B

Yor=Y, WX,
Y, i1=Y, ¥ X,
Y, :=Y, WX,
Y, =Y, ¥ X,
Y, :=Y WX,

D SAFYLY LYY, BrfFmil s MM, BASRE EZWA 2.2 PREMHERS
HBEARSAFY.Y,.Y.Y,.Y, EERR 1T 20 M FHREN P Y, NZEW 4 ~FW,Y, 6™
ATFTEAPNTFEERER. IEF@EEAMDFHNEFY, OREARTY . 20 M BAUMF
FHEFY, OREARTY. E2EA6 1 PHEMHRAERERE, X 20 M F VR 160 M
B, BT (i 2 i ) (R BE T 1 CRZC i) 7 W A9 R 78 200, % 16047 3 /) X K 758 20 4>
(R A B 7 A A AT R

10
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Al #i2

AWRAHT T AMPRE 1.2 83 M REH. o TEHSMNKEBLSH THEIETRAOAA
7. MRS EP KB 3 M) 8 E AW T M oMM R P BB A A

A2 ERMTIEN

APk 5| GB 1988 4459 A9 Biit o

. MR CPHEIEH ¢ AMAEN | 90REE.
A2.1 #11

AP PREPHTH PFRES.

BB RTF 5 160 fid .

9C 11 85 A5 C5 E9 FC 54 61 28 08 97 7E E8 F5 48 B2 25 8D 31
A2.2 #2

EFPHERHANTFHRAR, PFE "8 GB 1988 HEME. MAHRTH 160 firde,

0B DC 9D 2D 25 6B 3E E9 DA AE 34 7B E6 F4 DC 83 5A 46 7F FE
A2.3 3

A< o of 4B B8 1 “abc"GB 1988 RBMEAM 3 FVAAR. €FF T4 .01100001 01100010
01100011",

SMAENEG AR RESHHRD 16 FARIF .

80636261 00000000 00000000 00000000 00000000 00000000 00000000 DOO00000

00000000 00000000 00000000 00000000 00000000 00000000 00000018 00000000

FTHRER XX, X X X X0 X XWX X, MR T 16 2 &R

67452301, EFCDAB89, 98BADCFE. 10325476, C3D2E1F0, 67452301, EFCDABS89,
98BADCFE, 10325476, C3D2E1F0

C3D2E1F0, 3115FC67, EFCDAB89, EB73FA62, 10325476, C3D2E1F0, DDD63FBS,
EFCDAB89, EB73FA62, 10325476

10325476, B41192D5, 3115FC67, 36AE27BF, EB73FA62, 10325476, 322E7AE3, DDD63FBS,
36AE27BF, EB73FA62

EB73FA62, 3A35DCS50, B41192D5, 57F19CC4, 36AE27BF, EB73FA62, 883EE903,
322E7AE3, S8FEE377, 36AE27BF

36AE27BF, D3786413, 3A35DC50, 464B56D0, 57F19CC4, 36AE27BF, 92B2B79B, 883EE903,
BSEBSCCS8, 58FEE377

57F19CC4, 0E946720, D3786413, D77140E8, 464B56D0, 58FEE377, F9091FF2, 92B2B79B,
FBA40E20, BSEBSCCS

464B56D0, D52BF632, 0E946720, E1904F4D, D77140E8, BYEBSCCS, E5B09992, FS091FF2,
CADEGE4A , FBA40OE20

D77140E8, 150BD8AS, D52BF632, 519C803A, E1904F4D, FBA40E20, 8B2DYFB3, E5B09992,
247FCBE4, CADEGE4A
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E1904F4D, 3D6FG01F, 150BDSAS, AFDSCB54, 519C803A, CADEGE4A, E755F422,
8B2D9FB3, C2664B96. 247FCBE4

519C803A, B7B60384, 3D6F601F, 2F62A054, AFDSCB54, 247FCBE4, 5922D09E, E755F422,
B67ECE2C, C2664B96

AFDSCB54, B85A0A3F, B7B60384. BDS07CF5, 2F62A054, C2664B96, CF24E72C,
5922D09E, 57D0SBID, BETECE2C

2F62A054, 7F8B38ES, B8SAOA3F, DSOEI12DE. BD807CF5., B67ECE2C, CA6AICTS,
CF24E72C, 8B427964, 57D08BAD

BD807CF5, 9DACA495, 7F8B38E5, 6828FEE1, DSOE12DE, 57D08BOD, 227F6D84,
CAGA1C75, 939CB33C, 8B427964

D8OE12DE, BCO5F46F , 9DACA495, 2CE395FE, 6828FEE1, 8B427964, 5DB01685, 227F6D84,
A871D729, 939CB33C

6828FEE1. 1494F053, BCOSF46F, B2925676, 2CE395FE, 939CB33C, B3C3F4D5, 5D801685,
FDB61089, A871D729

2CE395FE. 85861D02, 1494F053, 17D1BEF0, B2925676, A871D729, 3D16242D, B3C3F4Ds,
005A1576, FDB61089

B2925676, 597BF624. 53861D02, §3C14C52, 17D1BEF0, FDB61089, FF459078, 3D16242D,
0FD356CF , 005A1576

17D1BEF0, 6347EF78, 597BF629, 18740A16, 53C14C52, 005A1576, 927E40A8. FF459078,
5890B4F4, OFD356CF

53C14C52, 45C8FA44, 6347EF78, EFDSAS565, 18740A16, 0FD356CF , ACBBYY4E, 927E40AS8,
1641E3FD, 5890B4F4

18740A16, AD2956AF, 45C8FA44, 1FBDE18D, EFD8AS65, 5890B4F4, AD30AD24,
ACBBY94E, F902A249, 1641E3FD

EFD8A565, SEAF16B7, AD2956AF, 23E91117, 1FBDEISD, 1641E3FD, 6261732E,
AD30AD24, EE653AB2, FS02A249

IFBDE18D, 41730D4B, SEAF16B7, AS5SABEB4, 23ES1117, F902A249, 45ED27AF,
6261732E, C2B492B4, EE653AB2

23E91117, FCOCCBD3, 41730D4B, BCSADD7A, ASSABEB4, EE653AB2, 243C5668,
45ED27AF, 85CCB989, C2B492B4

ASSABEB4, 042ECC93, FCOCCBD3, CC352D05, BCSADD7A, C2B492B4, 82F89BDI,
243C5668, B49EBD17, 85CCB9S9

BCSADD7A, 4D4D4377, 042ECC93, 332F4FF0, CC352D05, 85CCB989, SFC74686,
§2F89BD1, F159A090, B49EBD17

CC352D05, 52070028, 4D4D4377, BB324C10, 332F4FF0, B49EBD17, B2720031, SFC74686.,
E26F460B, F159A090

332F4FF0, 388278F5, 5207002B, 350DDD35, BB324C10, F159A090, 58A100F8, B2720031,
1D1A197F, E26F460B

BB324C10, 62879D70, 388278F5, 1C00AD48, 350DDD35, E26F460B, 5992068B, 58A100F8,
C800C6CY, 1D1A197F

350DDD35, A30AIFDY, 62879D70, O09E3D4E2, 1C00AD48, 1DIA197F, CC290DCA,
59920688, 8403E162, C800CECY

1C00AD48, BDA2B31B, A30AIFD9, 1E75C18A, 09E3D4E2, C800C6C9, 863D625E,
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CC290DCA, 481A2D66, 8403E162

09E3D4E2, F7211DEE, BDA2B31B, 287F668C, 1E75C18A, 8403E162, 6061B5AS, 863D625E,
A4372B30, 481A2D66

1E75C18A, B6A665C6., F7211DEE. 8ACCHEF6, 287F668C, 481A2D66. AA98ADBS,
6061B5A5, F5897A18, A4372B30

287F668C, 2D30FA02, B6A665C6. 8477BBDC, B8ACCEEF6, A4372B30, 2999255A,
AA98ADBS, 86169581, F5897A18

8ACC6EF6, C76D12F9, 2D30FA02, 99971ADA, 8477BBDC, F5897A18, 98237631, 2999255A,
62B6D6AA , 86D69581

8477BBDC, 516F84DF, C76D12F9, C3E808B4, 99971ADA, 86D69581, 6C472A90, 98237631,
649568A6. 62B6DEAA

99971ADA, F3FAS5B05, 516F84DF, B44BE71D, C3E808B4, 62B6D6AA, Z2EAD5672,
6C472A90, 8DDBC660, 649568BA6

C3E808B4, D539625E, F3FA5B05, BE137D45, B44BE71D, 649568A6, CS5CB48BA,
2EAD5672, 1CAA41B1, 8DDBC660

B44BE71D, D8500C99, D539625E. E96C17CF, BE137D45, 8DDB8C660. 05286DFB,
C5CB48BA, B559C8BA, 1CAA41B]

BE137D45, 7ECDESB2, D8500C9%9, ES5897B54, E96C17CF, 1CAA41B1., B88396DD2.
05286DFB, 2D2ZEB17, B555C8BA

E96C17CF, 681D30B%, 7ECDE5B2, 40326761, E5897B54, B559C8BA ., 333F2212, 88396DD2,
A1B7EC14, 2D22EB17

E5897B54. 960F7BFD, 681D30B9%. 3796C9FB. 40326761, 2D22EB17, C699295B, 333F2212,
E5B74A20, A1B7EC14

40326761, 6770E498, 960F7BFD. 74C2E5A0, 3796C9FB., A1B7EC14, BFD68874, C699295B,
FC8848CC, E5B74A20

3796C9FB, 75EB06CS, 6770E498, 3DEFF658, 74C2E5A0, ESB74A20, BDDF3474, BFD68874,
64A56F1A, FC8848CC

74C2E5A0, 14FA827A, 75EB06C5. (C392619D, 3DEFF658, FCB848CC, 8CBCS87ES,
BDDF 3474, 5A21D2FF, 64A56F1A

3DEFF658, 804B0068, 14FA827A, ACI1B15D7, C392619D, 64A56F1A, CDDAGEBF,
BCBC87E9, 7CDI1D2F7, 5A21D2FF

C392619D, 475BA81B. 804B0068. EAO09ES853, ACI1B15D7, SA21D2FF. 656C7DA3, CD
DAGEBF, F21FA632, TCD1D2F7

AC1IB15D7, D26BC25D, 475BA81B, 2C01A201. EAO09E853. 7CDID2F7. 76D66CA3.
656C7TDA3, 69BAFF37. F21FA632

EA09E853, DBC5A2CB, D26BC25D, 6EA06DID, 2C01A201., F21FA632. C9BI7F72,
76D66CA3, BIF68D95, 69BAFF37

2C01A201, 77367FS5E, DBC5A2CB, AF097749, 6EA06DID, 6SBAFF37, 65A60151,
C9B17F72, 59B28DDB, BiF68D95

SEA06DID, 8155A6B4, 77367F5E, 168B2F6F, AF097745, BIF68D95, 33F3AC81, 65A60151,
C5FDCB26, 59B28DDB

AF097749, C90C4D38, B8155A6B4, DSFD79DC, 168B2F6F. 59B28DDB, 9BFB827D,
33F3AC81, 98054596, CSFDCB26
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168B2F6F, 97627138, C90C4D38, 569AD205, DSFD79DC. CSFDCB26, DDC8130E,
9BFB827D, CEB204CF, 98054556

DIFD79DC, 7EBFIC32, 97627138, 3134E324, 569AD205, 98054596, C24C2C79, DDC8130E,
EE09F66F , CEB204CF

569AD205, 20EFFA01, 7EBF9C32, 89C4EESD, 3134E324, CEB204CF, F255847E, C24C2C79,
204C3B77. EE09F66F

3134E324, 75B7117F, 20EFFA01, FE70C9FA , 89C4AEE5D, EE09F66F, DCD63949, F255847E,
30B1E709, 204C3B77

89C4EESD, A96BE4C7, 75B7117F, BFER0483, FE7T0C9FA, 204C3B77, 5B99238D, DCD63949,
5611FBCSY, 30B1E709

FE70C9FA, 5E3201FC, A96BE4C7, DC45FDD6, BFE80483, 30B1E709, B43484F4, 5B99238D,
58E52773. 5611FBCS

BFE80483, 2CF95A 98, 5E3201FC, AF931EA5, DC45FDD6, 5611FBCY9, 52325A09, B43484F4,
648E356E, 58E52773

DCASFDD6, 1393F0C3, 2CF95A98, C807F178, AF931EAS, 58E52773, D015577D, 52325A08,
D213D2D0, 648E356E

AF%31EAS, BB49CCF7, 1393F0C3, E56A60B3, C807F178, 648E356E, BBOCB7C4, DO15577D,
C9682548, D213D2D0

C807F178, 6A330EB4. BB49CCF7. 4FC30C4E, E56A60B3, D213D2D0, BI1BBI1AZE,
BB9C87C4, 555DF740, C9682548

E56A60B3, 14E58204, 6A330EB4, 2733DEED, 4FC30C4E, (9682548, AC77F96D,
B1BB1AZE, 721F12EE, 555DF740

4FC30C4E, 79AAF53E, 14E58204, CC3AD1AS8, 2733DEED, 555DF740, 1774D326,
AC77F96D, EC68BAC6, 721F12EE

2733DEED, 21076983, 79AAF53E, 96081053, CC3AD1AS8, 721F12EE. A625F112, 1774D326,
DFES5B6B1, EC68BACS

CC3ADI1A8, F44B53A7, 210769B3, ABD4F9E6, 96081053, EC68BAC6E, 5DCA4DI12,
A625F112, D34C985D, DFE5B6B1

96081053, 7C1E3640, F44B53A7. 1DA6CC84, ABDA4FSE6, DFES5B6B1, EBC4DSCS,
5DCA4D12, 97C44A98, D34C985D

ABD4F9E6, 06B59EES, 7C1E3640, 2D4ESFD1, 1DA6CC84, D34C985D, 095F37FD,
EBC4D9C6, 29344977, 97C44A98

1IDA6GCC84, C422C3CD, O06BSSEE8, 78D901F0, 2D4ESFDI1, 97C44A98, 5SBBEE487,
095F37FD, 13671BAF, 29344977

2D4E9FD1, AD864025, C422C3CD, D67BA01A, 78D901F0, 29344977, BF5B2529, 5SBBEE487,
7CDFF425, 13671BAF

78D901F0, 29A83BB5, AD864025, 8B0F3710, D67TBAOLA, 13671BAF, FB5747C5, BF5B2529,
FB921D6E, 7CDFF425

D67BAOIA, 626E3910, 29A83BB5, 190096B6, 8BOF3710, 7CDFF425, DD935ASF, FB5747CS5,
6C94A6FD, FBIZ1DGE

8BOF3710, A719D8BC, 626E3910, AOEED4A6, 190096B6, FB921D6E, 27754F3A,
DD935A5F, S5DIF17ED, 6C94A6FD

190096B6, BAS84C782, A719D8BC, B8E44189, AOEED4A6. 6CS4A6FD, 4F5CA4AS,
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27754F3A., 4D697F76, SDIF17ED

AOEED4A6, 9F6887A9, BAB4C782, 6762F29C, B8E44189, 5DIF17ED, 325AFE7E,
4F5CA4AS5, D5S3CERID, 4D697F76

BS8E44189, 3A88288C, 9F6887A9, 131E0AEA., 6762F29C, 4D697F76, 86AFE021, 325AFETE,
7292953D, D53CES88D

6762F29C, AB23F78F, 3A88288C., AZIEA67D, 131E0AEA, DS3CE89D, CI97FSEAL,
86AFE02], 6BF9F8C9, 7292953D

131ECAEA, 7299044A, AB23F78F, 20A230EA, AZ21EA67D, 7292953D, 9F60751C,
C97F9EA1. BF80861A, 6BFIF8C9

A21EA67D, 6A3F10CF, 7299044A, B8FDE3EAC, 20A230EA, 6BF9F8C9, 1E9CE713,
9F60751C, FE7A8725, BFBO861A

20A230EA, 1A1BS04D, 6A3F10CF, 641129CA. S8FDE3EAC., BF80861A, C13F038A,
1E9CET713, 81D4727D., FETA8725

8FDE3EAC, 0B2CDCO1. 1A1B9%04D, FC433DAS8, 641129CA, FE7A8725, BF627814,
C13F038A, 739CAC7A, 81D4727D

641129CA, D563BFDC, 0B2CDC01, 6E413468, FC433DAS8, 81D4727D, 5FCCEBADE,
BF627814, FCOE2B04, 739C4C7A

BAEE T 160 .

8E B2 08 F7 E0 5D 98 7A 9B 04 4A BE 98 C6 B0 87 F1 5A 0B FC
A2.4 4

FRFBIERE 14 EPHE ., 1 “message digest”ff) GB 1988 S M 4 4l .

RPIES T 5 160 fu &,

5D 06 89 EF 49 D2 FA E5 72 B8 81 B1 23 A8 5F FA 21 595 5F 36
A2.5 #5

AW PEIER R 26 FH B, H “abedefghijklmnopqrstuvwxyz”f) GB 1988 4§53 M 4< 4H i .

R PR T ) 160 fird .

F7 1C 27 10 9C 69 2C 1B 56 BB DC EB 5B 9D 28 65 B3 70 8D BC
A2.6 6

A0 R AR R 62 TR,

R BT 51 160 fi s .

B0 E2 0B 6E 31 16 64 02 86 ED 3A 87 A5 71 30 79 B2 1F 51 89
A2.7 W7

APPEERRSOTYR, b 8 WEHE 12345678907 GB 1988 % M A H &, .

PSR T 5 160 {8 .

9B 75 2E 45 57 3D 4B 39 F4 DB D3 32 3C AB 82 BF 63 32 6B FB
A2.8 @8

AP IR SR 56 FVH, i “abedbedecdefdefgelghighighijhijkijkljklmklmnl

mnomnopnopq "8 GB 1988 #5453 if A< 25 5f .

SAMFEARE HWEBETHENFHS 16 FHRMT .

64636261 65646362 66656463 67666564 68676665 69686766 6A696867 6B6AGI68

6C6B6A 69 6DECEBEA 6EEDSCER §F6ESDSC TO6FSEGD 71706F6E 00000080 00000000

00000000 00000000 G0000000 00000000 00000000 00000000 00000000 00000000
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00000000 00000000 00000000 00000000 00000000 00000000 000001CO 00000000

FTHRRER X, X, X X0 X X XX X X WS O 16 3881307 ENEL RS ]
RABTHRR.

67452301, EFCDAB89, 98BADCFE, 10325476, C3DZE1F0, 67452301, EFCDABS89,
98BADCFE, 10325476, C3D2E1F0

C3D2ZE1F0, 3115FB87, EFCDAB89, EB73FA62, 10325476, C3D2E1F0, 463DAS521., E-
FCDABS8Y, EB73FA62, 10325476

10325476, CC21EC2E, 3115FB87. 36AE27BF, EB73FA62, 10325476, DB247A12, 463DA521,
36AE27BF, EB73FA62

EB73FA62, DFEBSB7A, CCZIECZ2E, S57EE1CC4, 36AE27BF, EB73FA62, 1D166A23,
DB247A12. F6948518, 36AE27BF

36AE27BF, 2363912E, DFEB9B7A, 87B0BB30, S7EEICC4, 36AE27BF, CE7A12F6.
1D166A23, 91E84B6C, F6948518

57EE1CC4, A1B60DC7, 2363912E, AE6DEB7F, 87B0BB30, F6948518, 57FF19DD,
CE7A12F6, 59A88C74, 91E84B6C

87B0BB30, 96AC7CIE, A1B60DC7, B8E44B88D, AE6DEB7F, 91E84B6C, 01A9FEFA,
57FF19DD, E84BDB39, 59A88C74

AE6DEB7F, 6AE46154, 96AC7Cl1E, DB8371E86, B8E44B88D, S59A88CT74, 5D9A60SC,
01A9FEFA, FC67755F, E84BDB39

8E44B88D, 3CF61F09, 6AE46154, B1IFO7TASA, D8371E86, E84BDB39, 030F7FE7, 5D9A60SC,
AT7FBE806, FC67755F

D8371E86, 696FODSA, 3CF61F09, 918551AB, BIF07A5A, FC67755F, 7456C8E3, 030F7FE7,
69827176, ATFBE806

B1F07AS5A . AB957B91, 696F0D9A , D87C24F3, 918551AB, A7FBE806, F64C4453, 7456C8E3,
3DFF9COC, 69827176

918551AB, 9FF4A064, AB957B91, BC3669A5, D87C24F3, 69827176, 22ASFEGE, F64C4453,
5B238DD1., 3DFF9C0C

D87C24F3, 612FE998, 9FF4A064, 55EE46AE, BC3669A5, 3DFF9COC, B8D7ES3E4,
22A5FE6GE, 31114FDS, 5B238DD1

BC3669A5, C45F164E, 912FE998, D281927F, S55EE46AE, 5B238DD1, 695B23B7, 8D7ES3E4,
97F9B88A ., 31114FD9

S5EE46AE, 2211A508, C45F164E, BFA66244, D281927F, 31114FD9, 6FAAT776F ., 695B23B7,
F94F9235, 97F9B88A

D281927F, 80B1F3DE, 2211A508, 7C593B11. BFA66244, 97F9B88A, 4D94F720, 6FAAT776F .,
6CSEDDAS. F94F9235

BFA66244, 3AA6A8F5, 80BIF3DE, 46942088, 7C593B11, F94F9235, D81C6137, 4D94F720,
ASDDBDBE, 6C8EDDAS

7C593B11. 9E4C4BF6, 3AA6A8F5, C7CF7A02, 46942088, 6CS8EDDAS5, B2ECCABD,
D81C6137, 53DC8136, ASDDBDBE

416942088, F929216E, 9E4C4BF6, 9AA3D4EA, C7CF7A02, ASDDBDBE, A96B1820,
BZECCABD., 7184DF60, 53DC8136

C7CF7A02, DSAEEFAF, F929216E, 312FDA79, 9AA3D4EA, 53DC8136, S5ASE09B3,
A96B1820, B32AF6CB, 7184DF60
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9AA3SD4EA, 8BB34505, DYAEEFAF. A485BBE4, 312FDA79, 7184DF60, 616711FA,
SA5SE09B3, AC6082A5, B32AF6CB

312FDA79, 07067302, 88834505, BBBEBF66, A485BBE4, B32AF6CB, F4F47116, 616711FA,
7826CD69, AC6082A5

A485BBE4, 51997747, 07067302, CD14162E, BBBEBF66, AC6082A5, FAE97297, F4F47116,
9C47E985, 7826CD69

BBBEBF66, C213132C, 51997747, 19CC081C, CD14162E, 7826CD69, 887TE5A3F, FAE97297,
D1C45BD3, 9C47E985

CD14162E, 29D001F0, C213132C, 65DD1D46, 19CC081C, 9C47E985, 187068EF, 887E5AJF,
A5CASFEB, D1C45BD3

19CC081C, 2B59B58A, 29D001F0, 4C4CB308, 65DD1D46, D1C45BD3, 56C66FD3, 187068EF,
F968FE21, ASCASFER

65DD1D46, C45681A6, 2B59BS8A, 4007C0A7, 4C4ACB308, ASCASFEB, D718432A,
56C66FD3, C1A3BC61, F968FE21

4C4CB308, 2E32CA16, C45681A6, 66D628AD, 4007CO0A7, F968FE21, 775BAZ7D, D718432A,
19BF4D5B, C1A3BC61

4007C0OA7, 5C712D51, 2E32CA16. 5A069B11, 66D628AD, C1A3BC61, 6243D22F, 775BA27D,
6§10CAB5C. 19BF4D5B

66D628AD, 989BC126, 5C712D51, CB2858B8, 5A069B11, 19BF4D5B, 44DCD35A, 6243D22F,
6E89F5DD, 610CABSC

5A069B11, 9EE4CAIF, 989BC126, C4B54571, CB2858B8, 610CABSC, SFBE3F7E,
44DCD35A , OF48BD89, 6E8SFSDD

CB2858B8, F417F849, 9EE4CA1F, 6F049A62, C4B54571, 6E89F5DD, DA718428, 8FBE3FTE,
734D6913, OF48BD89

C4B54571, 75239882, F417F849, 93287E7B, 6F049A62, OF48BD89. 91573E0A, DA718428.
F8FDFA3E, 734D6913

6F049A62, 3AC6B69F, 75239882, SFE127D0, 93287E7B, 734D6913, 2A5224A6, 91573E0A,
C610A369, FBFDFA3E

93287E7B, OB7C24AC, 3AC6B69F, 8E6209D4, SFE127D0, F8FDFA3E, g128FFB7,
2A5224A6, 5CF82A45, C610A369

5FE127D0, 2854DCEO0, OB7C24AC, 1ADA7CEB, 8E6209D4, C610A369, FF374DFD,
8128FFB7, 489298A9, 5CF82A45
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183110C6, 83335F17
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A757A907, 09EAB91A, 9C24AF3B

8E125949, 65BBCCCC, 4F4AEBED, B8C3EFA2B, F1736D67, 9C24AF3B, EC65CB85,
E90F38FC, SEA41E9D, 09EABY1A

F1736D67, 0B3B88C1, 65BBCCCC, 2BAFB53D, B8C3EFA2B, 09EAB91A, 54B06FBD,
EC65CB85, 3CE3F3A4, SEA41ED

8C3EFA2B, 6DF30989, 0B3B88C1., EF333196. 2BAFB53D, G5EA41ESD, D8D6FOES,
54B06FBD, 972E17B1, 3CE3F3A4

2BAFB53D, 156421AC, 6DF30989, EE23042C, EF333196.- 3CE3F3A4, B30DA892,
D8D6FOE3, C1BEF552, 972E17B1

EF333196, 6F54F9CA, 156421AC, CC2625B7, EE23042C, 972E17B1, F526A85A, B30DA892,
5BC38F63, C1BEF552

EE23042C, A5D28921, 6F54F9CA, 9086B055, CC2625B7, C1BEF552, 5F5587DB, F526A85A,
36A24ACC, 5BC38F63

CC2625B7, 2959D915, A5D28921, S3E729BD, 9086B055, 5BC38F63, 9FABAC24, SF5587DB,
9AA16BD4, 36A24ACC

9086B055, 4EFF0384, 2955D915, 4A 248697, 53E729BD. 36A24ACC, 52E4FBYB, 9FABAC24,
561F6D7D, SAA16BD4

53E729BD, 17292945, 4EFF0384, 676454A5, 4A248697, 9AA16BD4, E13C3BDA, 52E4FBIB,
AEB0927E, 561F6D7D

4A248697, SFE71F22, 17292945, FCOE113B, 676454A5, 561F6D7D, 71244E49, E13C3BDA,
93EE6D4B, AEB0O927E

676454A5, DCO6A80F, 5FET71F22, A4A5145C, FCOE113B, AEBO0S27E, AA49234C,
71244E49, FOEF6B84, 93EE6D4B

FCOE113B, S5BD21FC5, DCO6A8OF, 9C7C897F, A4A5145C, 93EE6D4B, 42532D95,
AA49234C, 913925C4, FOEF6B84

A4A5145C, 5587BC4F, 5BD2IFC5, 1AA03F70, 9C7C897F, FOEF6B84, CDABGFDO,
42532D95, 248D32A9, 913925C4

9C7C897F, A1755F6B, 5587BC4F, 487F156F, 1AA03F70, 913925C4, 69C12F76, CDA86FDO,
4CB65509, 248D32A9

1AA03F70, 100A6B19, A1755F6B, 1EF13D56, 487F156F ., 248D32A9, 44272219, 69C12F76,
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20



GB/T 18238. 3—2002

F7BA251B, EDFBF331, D525F69D, 698533B2, E27D43A7, 9051CEAD, 6D5A28DD,
FF4D318D, 294CDB98, 90F6FC95

E27D43A7, 93C5E732, EDFBF331, 97DA7754, 698533B2, 90F6FC95, 855C140A~ 6D5A28DD,
34C637FD. 294CDB98

698533B2, 24907FDF, 93C5E732, EFCCC7B7, 97DA7754, 294CDB98, 79C1BC35, 855C140A,
68A375B5, 34C637FD

97DA7754, EZ2193F3E, 24907FDF, 179CCA4F, EFCCC7B7, 34C637FD, B2ZDSEF34,
79C1BC35, 70502A15., 68A375B5

EFCCC7B7, D3AD6006. E2193F3E, 41FF7C92, 179CCA4F, 68A375B5, DB87209A,
B2D5EF34, 06FOD5SE7, 70502A15

179CCA4F, 6B8BFAB4, D3AD6006, 64FCFB88, 41FF7C92, 70502A15, 4DECB4F2,
DB87209A, 57BCD2CB, 06FO0DSE7
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B5801B4E, 5A010C53, FF36EBCB, 4BSBBD41, 2FEADIAE, 1C826B6E, 20FBAB36,
0191C9F0, DABC3753, B213C937

2FEADIAE, 952BFB5D, 5A010C53, DBAF23FC, 4B5SBBD41, B213C937, 7E796493,
20FBAB36, 4727C006, DABC3753

4B5BBD41, FEOSBEE3, 952BFB5D, 04314D68, DBAF23FC, DAB8C3753, C9EABB3E,
7E796493, EEACD883, 4727C006

DBAF23FC, 2256AF69. FEOSBEE3, AFED7654, 04314D68, 4727C006, B44977A5,
C9EABB3E, E5924DF9, EEACDSE3

04314D68, 5285B0D3, 2256AF69, 16FB8FF8, AFED7654, EEACDS883, 287580C6, B44977AS5,
AAECFB27, E5924DF9

AFED7654, 1DFB856C. 5285B0D3, 5ABDA489%9, 16FB8FF8, E5924DF%, 1EIDBDIS,
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2FCF8ADD, AC86EBEF

5D1010CA, FS531E5FS, 340EBES2. 73304A12., BI1C73A42, ACE6EBEF., Al1SBBAAZ,
3CDo099C6. 6FB77DD5, 2FCFS8ADD
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F56F1485, 1553C7BF, 6EEA8AB86
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85202B82, BC5217D5
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18B24F8D, E5471921, CC2AB627, 1DSBE6DB, D73614F3, 85202B82, 95FE46E6, A0CD75A2,

2262F824, 0001F67E
D73614F3, ERFEFBC6, E5471921, AAD89F30, 1DSBE6DB, 0001F67E, 4B55D832, 95FE46E6,

35D68A83, 2262F824
1D5BE6DB, 788FFBE7, ESFEFBC6, 1C648795, AAD89F30. 2262F824, 681302D4, 4B55D832,

F91B9AS57, 35D68A83
AAD89F30, FA97F1BB, 788FFBE7, FBEFI1BA3, 1C648795, 35D68A83, B860F8E32,

681302D4, 5760C92D, F91B9AS57
1C648795, 2FE154B4, FA97F1BB, 3FEFSDE2, FBEF1BA3, F91BSAS7, CA3DDACO,

860F8E32, 4COB51A0, 5760C92D

FBEF1BA3, DB884695B, 2FE154B4, SFC6EFEA, 3FEF9DE2, 5760C%2D, 7E790793,
CA3DDACO, 3E38CA18. 4COB51A0

3FEFODE2, A09357ES, D884695B, 8552DOBF, SFCSEFEA, 4CO0B51A0, 4E0DF927,

7E790793, F76B0328, 3E38CA18
SFC6EFEA, 019B9791, A09357E9, 11A56F62, 8552D0BF, 3E38CA18, 311DFB%0, 4E0DF927,

E41E4DF9, F76B0328
8552D0BF, 70DB6FDF, 019B9791, 4D5FA682, 11A56F62, F76B0328, 24FASDC7, 311DFBS0,

37E49D38, E41E4DF9
11A56F62, 82F104B4, 70DB6FDF, 6E5E4406, 4D5FA682, E41E4DF9, CE45E142,

24FA9DC7, 77EE40C4, 37E49D38
4DSFA682, BFAB29F8, 82F104B4, 6DBF7DC3, 6ESE4406, 37E49D38, 9C4F267F . CE45E142,
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A2.9 #9

25 S48 R 1000000 FH &, i FH " A 10° KA GB 1988 455 it 4 41 1L .

NS R T 160 .

52 78 32 43 C1 69 7B DB E1 6D 37 F9 7F 68 F0 83 25 DC 15 28

A3 EFRAMFIEN?

Wy B2,
A3 1 #1
AP HEBRATH DFRER.
BB TR 128 (i,
CD F2 62 13 Al 50 DC 3E CB 61 OF 18 F6 B3 8B 46
A3.2 #i2
EWPREBHATTH OB BAR, WFH "0 GB 1988 HWAEA . MAIBRTFH 128 {4,
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86 BE 7A FA 33 9D OF C7 CF C7 85 E7 2F 57 8D 33
A3.3 #13

EH P HITBE “abe” B GB 1988 WHMEAN 3 FHREM . ¥R T8 :901100001 01100010
01100011",

SHMAESBE HZRERESHM AT 16 FHRNT .

80636261 00000000 00000000 00000000 00000000 00000000 00000000 00000000

00000000 00000000 00000000 00000000 00000000 00000000 00000018 00000000

FTHRAER X0 X X X0 X0 X X X 09 SR 16 M 8RR .
67452301, EFCDAB89, 98BADCFE, 10325476, 67452301, EFCDAB89, 98BADCFE, 10325476
10325476, 6D431A77, EFCDAB89, 98BADCFE, 10325476, 70376F40, EFCDAB89, 98BADCFE
98BADCFE, B05D8AY99, 6D431A77, EFCDAB8Y, 98BADCFE, 989F6BBO, 70376F40, EFCDAB89
EFCDABS9, 0C32E5C7, BOSD8A99, 6D431A77, EFCDAB89, 39B14904, 989F6BB0, 70376F40
6D431A77, A20B2C0F, 0C32E5C7, BOSD8AS9, 70376F40, 671C03CC, 39814904, 985F 6BBO
BO5D8A99, 74EBBI11, A20B2COF, 0C32E5C7, 989F6BB0, BFD55C42, 671C03CC, 39814904
0C32E5C7, 2FFB728B, 74EBB911, A20B2COF, 39B14904, A12F346F ., BFD55C42, 671C03CC
A20B2COF, A766AE02, 2FFB728B, T4EBB911, 671C03CC, 989C2210, A12F346F, BFD55C42
74EBB911, 03234F3D. A766AE02, 2FFB728B, BFD55C42, OF95FBEA , 989C2210, A12F346F
2FFB728B, 52662805, 03234F3D, A766AE02, A12F346F, 068D5115, OF95FBEA, 989C2210
A766AE02, E778A4C3, 52662805, 03234F3D, 989C2210, AFCD27FC, 068D5115, 0F95FBEA
03234F3D, 1C7E5769, E778A4C3, 52662805, 0F95FBEA, CBD1F3F8, AFCD27FC, 068D5115
52662805, 95765642, 1CTF5769, E778A4C3, 068D5115, CFFE405F, CBD1F3F8, AFCD27FC
E778A4C3, 35F37B70, 95765642, 1C7F5769, AFCD27FC, 2B55C9C3, CFFE405F, CBD1F3F§
1C7F5769, 398F8F52, 35F37B70. 95765642, CBD1F3F8, DD6A43FB, 2B55C9C3, CFFE405F
95765642, 13F3C36B, 398F8F52, 35F37B70, CFFE405F, 049B909E, DD6A43FB, 2B55C9C3
35F37B70. 058D8PB5, 13F3C36B, 398F8F52, 2B55C9C3, 3713BFFD, 049B909E, DD6A43FB
398F8F52, FCBE3664, 058D8BB5, 13F3C36B, DD6A43FB, 82ADDB53, 3713BFFD, 049B909E
13F3C36B, F7F306A6, FCBE3664, 058D8BB5, 049B909E, CC1D8105, 82ADDB53, 3713BFFD
058D8BB5, 34CC3963, FTF306A6, FCBE3664, 3713BFFD, BE09159A, CC1D8105. 82ADDB53
FCBE3664. 416E8BA0, 34CC3963, FTF306A6, 82ADDB53, 541AES68, BE09159A , CC1D8105
F7F306A6, EDE91870, 416E8BA0, 34CC3963, CC1D8105, 27D40F94, 541AE568, BE09159A
34CC3963, C352C547, EDE91870, 416E8BA0, BE09159A, 675C363A, 27D40F94, 541AES68
416E8BA0, 5DSEEE28, C352C547, EDE91870, 541AE568, 77F3A38B, 675C363A, 27D40F94
EDE91870, 6CC4BEF2, 5DSEEE28, C352C547, 27D40F94, 84D73C44, 77F3A38B, 675C363A
C352C547, E140970B, 6CCABEF2, SDSEEE28, 675C363A, D2958F37, 84D73C44, 77F3A38B
5DSEEE28, 79F631A9, E140970B, 6CC4BEF2, 77F3A38B, FC39C927, D2958F37, 84D73C44
6CC4BEF2, 038E0E91, 79F631A8, E140970B, 84D73C44, E3ASA4DE, FC39C927, D2958F37
E140970B, 1B942D52, 038EOE91, 79F631A9, D2958F37, 4BA3A889, E3ASA4DE, FC39C927
79F631A9. 496AECFD, 1B942D52, 038E0E91, FC39C927, A964BA74, 4BA3A889, E3A5A4DE
038EOE91, FEGCD56F , 496AECFD, 1B942D52, E3ASA4DE, 7AF9DBB0, A964BA74, 4BA3A889
18942D52, 2E94F501, FE6CDS6F, 496AECFD, 4BA3A889, 7DAGBEAY, 7TAFSDBB0, A964BA74
196AECFD, 584ESE58, 2E94F501, FE6CD56F , A964BA74, 9C7247E5, TDAGSEA9, 7AF9DBBO
FE6CDS6F, 41A17EFA, 584ESES8, 2E94F501, 7AFIDBRBO, 01303128, 9C7247E5, 7DAGSEAS
2E94F501, 8981C6CD, 41A17EFA, 584E8E58, TDAGBEA9, 90552232, 0130312B, 9C7247ES
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S84E8BES8, 400A93E1. 8981C6CD, 41A17EFA, 9C7247E5, 99C1FBA4, 90552232, 0130312B
41A17EFA, 841F817F, 400A93E1, 8981C6CD, 0130312B, 9D481CD2, 99C1FBA4, 90552232
8981C6CD, 659379BE, 841F817F, 400A93E1, 90552232, FSAABE07, 9D481CD2, 99C1FBA4
400A93E1, AB3D9A70, 659379BE, 841F817F, 99C1FBA4, C3AFB7E6, FSAABE07, 9D481CD2
841F817F, D3D21DC8, AB3DSA70, 659379BE, 9D481CD2, 473E2B79, C3AFB7E6, FSAABE07
659379BE, 38C8D29D, D3D21DC8, AB3DIA70, FSAABE07, C4CAFFS%9, 473E2B79, C3AFB7EG
AB3D9A70, 738BSBOF, 38C8D29D, D3D21DC8, C3AFB7E6, A2879AA4, C4CAFF93, 473E2B79
D3D21DC8, 8528B83E, 738BIBOF, 38C8D29D, 473E2B79, 56565EDB, A2879AA4, C4CAFF99
38C8D29D, 7345AF18, 8528B83E, 738BIBOF, C4CAFF99, ETA4BD86, 56565EDB. A2879AA4
738B9BOF , FFCCC52B, 7345AF18, 8528B83E, A2879AA4, 974B9E10, E7A4BDE6, 56565EDB
8528B83E. A77E902B, FFCCC52B, 7345AF18, 56565EDB, 96CC5AE1, 974B9E10, E7TA4BD86
7345AF18, CB9C6C83, A77E902B, FFCCC52B, ETA4BD&6, 57TE6AT772, 96CC5AEL, 974BIE10
FFCCC52B, 38A2DAS83, CB9C6C83, AT7E902B, 974B9E10, F10B6CF5, 57E6A772, 96CC5AE1
A77E902B, 487F9401, 38A2DA83, CB9C6C83, 96CC5AE]1, 90426E6B, F10B6CF5, 5TE6AT72
CB9C6C83, C7184576, 487F9401, 38A2DA83, 57TE6A772, 0066E6BE, 90426 E6B, F10B6CF5
38A2DAS83, 56D619B1, C7184576, 487F9401, F10B6CF5, 22D17257, 0066E6BE, 90426E6B
487F9401, 3A35A3C5, 56D619B1, C7184576, 90426E6B, 016777A4, 22D17257, 0066E6BE
C7184576, B5517538, 3A35A3C5, 56D619B1, 0066E6BE, SA8DC5A0, 016777A4, 22D17257
56D619B1, 4609C4C2, B5517538. 3A35A3C5, 22D17257, A9C46E68, 9ABDCSA0, 016777A4
3A35A3C5, D5C2B699, 4609C4C2, B5517538, 016777A4, 13B0D540, A9C46E68, 9ABDCS5A0
B5517538, 342AF741, D5C2B699, 4609C4C2, 9A8DC5A0, 983D8B08, 13B0D540, A9C46E68
1609C4C2, 38286DDA, 342AF741, D5C2B699, A9C46E68, 96084F4E, 983D8B08, 13B0D540
D5C2B699, SBCEECOA, 38286DDA, 342AF741, 13B0D540, D25FDBB1, 96084F4E, 983D8B08
342AF741, 5803DF3A, 9BCEECO0A, 38286DDA, 983D8B08, 35EA6FE0, D25FDBB1, 96084F4E
38286DDA , E1B026EB. 5803DF3A, 9BCEECOA, 96084F4E, B862709F, 35EAGFE0D, D25FDBBI
SBCEECO0A, 31587C22, E1B026EB, 5803DF3A, D25FDBB1, C02839EB, B862709F . 35EA6FE0
5803DF3A., 9B25E1DC, 31587C22, E1B026EB, 35EA6FE0, 00245200, C02839EB. B862709F
E1B026EB, 2205379E, 9B25E1DC. 31587C22, B862709F, CB116A95, 00245200, CO2839EB
31587C22, S5E3334A3, 2205379E, 9B25E1DC, C02839EB, BYOEEIBF, CB116A95, 00245200
9B25E1DC. 56F80FA9, 5E3334A3, 2205379E, 00245200, 64132D32, BSOEE1BF, CB116A95

M ERTH) 128 fi .
C1 4A 12 19 9C 66 E4 BA 84 63 6B OF 69 14 4C 77
A3.4 @4
A SR 14 FHE B “message digest"GB 1988 $R{# MAH 1,
BCPFSRE T3 128 (i, -
9E 32 7B 3D 6E 52 30 62 AF C1 13 2D 7D F9 D1 B8
A3.5 #5
Al SR BB 26 F Y H L B “abedefghijklmnopgrstuvwxyz"GB 1988 4§ FS AR A< 4 .
WFFBRLLT 128 i d .
FD 2A A6 07 F7 1D C8 F5 10 71 49 22 B3 71 83 4E
A3.6 #lé
B b EHERR 62 FY #B, B “ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghi-
25



GB/T 18238. 3—2002

jklmnopqrstuvwxyz0123456789"f# GB 1988 &3R4 H &,
AR5 128 (U,
B0 E2 0B 6E 31 16 64 02 86 ED 3A 87 A5 71 30 79 B2 1F 51 89
A3.7 #7
A PEIEB R 80 FHEH, b 8 WA HE“1234567890" /) GB1988 4 ¥ it A& 4 i .
B R T 5 160 s,
D1 E9 59 EB 17 9C 91 1F AE A4 62 4C 60 C5 C7 02
A3.8 8
A o b B B R 56 F 9 B, B “abedbedecdefdefgefghfghighijhijkijkljklmkimnlmnomnopnopq ™ i)
GB 1988 4 % Kt 2= £ .

SARALBRG ABEDEFHEORT 16 FHRMF .
64636261 65646362 66656463 67666564 68676665 69686766 6A696867 6B6A6I68

6C6B6A69 6D6CEBEA 6EEDECEB 6F6ESDEC 706F6EGD 71706F6E 00000080 00000000

00000000 00000000 00000000 00000000 00000000 00000000 00000000 GOO00000

00000000 00000000 00000000 00000000 00000000 00000000 000001C0O 00000000

TRARER X X, . X0 X5 X0 XX X WSO 16 36 8D, EFEL AT 1 Rt 8
Pk,
67452301, EFCDAB89, 98BADCFE, 10325476, 67452301, EFCDAB89. 98BADCFE, 10325476
10325476, 6D431997, EFCDAB89, 98BADCFE, 10325476, DBYED5A9, EFCDAB8Y, 98BADCFE
98BADCFE, C9AE23F2, 6D431997, EFCDAB89, 98BADCFE, 69B10AC1, D8IED5SA9, EFCDABSS
EFCDABS89, 69A6A520, C9AE23F2, 6D431997, EFCDABBS, B661DBIC, 69B10AC1, DS8SEDSAS
60431997, FB032247, 69A6A520, C9AE23F2, D8IED5A9, ABACC2ZAF, B661DBSC, 69B10AC1
C9AE23F2, 16C49226, FB032247, 69A6A520, 69B10AC1, D412CAD1, ABACCZAF, B661DB9C
69A6A520, 77TA099B7, 16C49226, FB032247, B661DBSC, E2DEDF22, D412CAD1, ABACC2AF
FB032247, 3B9BAEB7, 77A099B7, 16C49226, ABACC2AF, CFB03688, EZDEDF22, D412CAD1
16C49226, DA61AB82, 3BO9BAEB7, 77A099B7, D412CAD1, 72599389, CFB03688, E2DEDF22
77A099B7, 54C888CC, DA61ABS2, 3BIBAEB7, E2DEDF22, CF3CD682, 72599389, CFB03688
3B9BAEB7, F2635347, 54C888CC, DA61AB82, CFB03688, B235784E, CF3CD682, 72599389
DA61AB82, E2CACYB4, F2635347, 54C888CC, 72599389, 881678DF, B235784E, CF3CD682
54C888CC, 9596C718, E2CAC9B4, F2635347, CF3CD682, E815373B, 881678DF, B235784E
F2635347, 9DD54912, 9596C718, E2CAC9B4, B235784E, BD994B56, E815373B, 881678DF
E2CAC9B4, 2E8539A7, 9DD54912, 9596C718, 881678DF, B0055655, BD994B56, E815373B
9596C718, 2303C213, 2E8539A7, 9DD54912, E8153738B, CC87EF5A, B0055655, BD954B56
9DD54912, EA79BE25, 2303C213, 2E8539A7, BD994B56, 6B24384D, CC87EF5A, B0055655
2E8539A7, 23D7CB45, EA79BE25, 2303C213, B0055655, 93E7329F, 6B24384D, CC87EF5A
2303C213, FO2Z8EF04, 23D7CB45, EAT9BE25, CC87EF5A, 35B9SAE7, 93E7329F, 6B24384D
EA79BE25, 48863F19, FO28EF04, 23D7CB45, 6B24384D, 06C6536D, 35B95AE7, 33E7329F
23D7CB45, 514C81B6, 48863F19, F028EF04, 93E7329F, FF1C5DC7, 06C6536D, 35B95AE7
F028EF04, 6102CE67, 514C81B6, 48863F19, 35B95AE7. DOD541F1, FF1C5DC7, 06C6536D
48863F19, 330485FD, 6102CE67, 514C81B6, 06C6536D, A94CoDD9, DOD541F1, FF1C5DC7
514C81B6, 289E8C82, 330485FD, 6102CE67, FF1C5DC7, DEDC1E39, A94C0DDS, DOD541F1
6102CE67, 13CC3A1D, 289E8C82, 330485FD, DOD541F1, 12D926C0, DEDC1E39, A94CODDS$
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330485FD, 40A226A6, 13CC3A1D, 289E8C82, A94C0DDY, ED7EDA63, 12D926C0, DEDCIE39
289EBCS82, TOBFB1AB, 40A226A6, 13CC3A1D, DEDC1E39. 9E52219C, ED7EDA63, 12D926C0
13CC3A1D. CE1IDIA37, 70BFB1A8, 40A226A6, 12D926C0, F5D22339, 9E52219C, ED7EDAG3
40A226A6, EC9F7830, CE1D1A37, 70BFB1A8, ED7EDAG63, 0BC5B4FC, F5D22339, 9E52219C
70BFB1A8, 3CF2D6EE, EC9F7830, CE1DIA37, 9E52219C, FCFBD391, 0BC5B4FC, F5D22339
CE1D1A37,. FOC1F95C, 3CFZD6EE. EC9F7830, F5D2233%, 2B6A389B, FCFBD191, 0BC5B4FC
EC9F7830, 9A351A9D, FOCIF95C, 3CF2D6EE, 0BC5B4FC, FBF85B05. 2B6A3898, FCFBD391
3CF2D6EE, 138B0685, 9A351A9D, FOC1F95C, FCFBD391, F7BBBESB, FBF85B05, 2B6A389B
FOC1F95C, EA3574D1., 138B0685, 9A351A9D, 2B6A389B, C8592ZACC, FTBBBESB, FBF85B05
9A351A9D, 4719C849, EA3574D1, 138B0685, FEF85B05, FE2ZD3EFA . C8592ACC, F7TBBBESB
138B0685, 57F52A13, 4719C849, EA3574D1, F7BBBE8SB, 5411CC34, FE2D3EFA, C8592ACC
EA3574D1, 4751F880, 57F52A13, 4719C849, C8592ACC, DCS8EDS546, 5411CC34, FE2D3EFA
4719C849, 80605BAF, 4751F880, 57F52A13, FEZD3EFA, 55CIE317, DCS8EDS46, 5411CC34
57F52A13, 1E53AD4A, 80605BAF, 4751F880, 5411CC34, 0B92E4F0, 55C1E317, DC8BED546
4751F880, 1ABEED79. 1E53AD4A, 80605BAF, DC8ED546, 5E192900, 0B92E4F0, 55C1E317
80605BAF, 7SEACBB7, 1ABEED79, 1E53AD4A, 55C1E317, 186EBOCF, SE192900, 0B92E4F0
IES3AD4A, 08AC1056, 7SEACBBT7, 1ABEED79, 0B92E4F0, 8F3A64E3, 186EBOCF, 5E192900
1ABEED79, SBDB7A88, 08AC1056, 7SEACBB7, SE192900, 3701E7B3, 8F3A64E3, 186EBOCF
7SEACBBT7, ADF32F05, 9BDB7A88. 08AC1056, 186EBOCF, 6CE969E9, 3701E7B3, 8F3A64E3
08AC1056, 2277B80D, ADF32F05, 9BDB7A88, 8F3A64E3, EE7224D5. 6CES69E9, 3701E7B3
9BDB7A88, 535DBBYA, 2277B80D, ADF32F05, 3701E7B3, 3E849D0F, EE7224D5, 6CE969E9
ADF32F05, 2A494ECS, 535DBB9A, 2277B80D, 6CE969E9, DDBDBEE7., 3E849D0F, EE7224D5
2277B80D, 693C7A09, 2ZA494ECS5, 535DBBYA, EE7224D5, C3DDAC40, DDBDSEE7. 3E848DOF
535DBB9A , 148A5796, 693C7A09, 2A494ECS, 3E849D0F, 5E0E10B9. C3DDAC40, DDBDSEE7
2A494ECS5, D2932448, 148A5796, 693C7A09, DDBDBEE7, 1ICCB75AF, S5ECE10B9, C3DDAC40
693C7A09, 39CA97B6, D2932448, 148A5796, C3DDAC40, 27F81494., 1CCB75AF, SEOE10B9
148A5796, 770BCE98, 39CA97B6, D2932448, SEOE10B9, 82843491. 27F81499, ICCB75AF
D2932448, 8CADCEAF, 770BCE98, 39CA97B6, 1CCB75AF, 4E4E13E9, 82843491, 27F81499
39CA97B6, 048CC517, 8C4DC6AF, 770BCE98, 27F81499, 03BDIBD9Y. 4E4E13E9, 82843491
770BCE98, 419960CF, 048CC517, 8CADC6AF, B2843491. 6FA999B7, 03BD1BDY, 4E4E13E9
8C4DC6AF, 407700EE, 419960CF, 048CC517, 4E4E13E9, 37B18629, 6FA999B7, 03BD1BD9
048CC517, E60ABEC4, 407700EE, 419960CF, 03BD1BD9, 9EA44395, 37B18629, 6FA999B7
419960CF , OE248A8B, E60ABEC4, 4077T00EE, 6FA999B7, F877D28C, SEA44395, 37B18629
407700EE, 10667792, 0E248A8B, E60ABEC4, 37B18629. F63EA862, F877D28C, 9EA44395
E60ABEC4, 646BB7A8, 10667792, OEZ48A8B, 9FEA44395, 424072F0, F63EA862, F877D28C
OE248A8B. 625CCE22, 646BB7A8, 10667792, F877D28C, 3B7642B8, 424072F0, F63IEA862
10667792, 8EOE1101, 625CCE22, 646BB7A8, F63EAB6Z, CD620F4E, 3B7642B8, 424072F0
646BB7A8, C23D3583, 8E0E1101, 625CCE22, 424072F0, BFAA1A02, CD620F4E, 3B7642B8
625CCE22, 81DE3DCs, C23D3583, 8EOE1101, 3B7642B8, 1BATFD36, BFAA1A02, CD620F4E
8EOE1101, D24E4181, 81DE3DCS5, C23D3583, CD620F4E, E62BB2A4, 1BATFD36, BFAA1A02
FTHRER X, X, X, Xo X0 X' X0 X WS R 16 &R, ENELES 218

PR,
31560350, Z85AZICF, 846C181B, 553B61B8, 31560350, 285A21CF, 846C181B, 553B61B8
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553B61B8, 1ADDE153. 285A21CF, 846C181B, 553B61B8, 56C8C102, 285A21CF, 846C181B
846C181B, CESFC309, 1ADDE153, 285A21CF, 846C181B, 702249A4, 56C8C102, 285A21CF
285A21CF, 0DD8403A , CESFC309, 1ADDE153, 285A21CF, 22CB0A97. 702249A4, 56C8C102
1ADDE153, 4842F01E, 0DD8403A, CE8FC309, 56C8C102, 35B2DCDF . 22CBOA97, 702245A4
CE8FC309, BE6A9014, 4842F01E, 0DD8403A, 702249A4, DZEFFB4A, 35B2DCDF, 22CB0A97
0DD8403A, 7FE339CA ., BE6A9014, 4842F01E, 22CB0A97, 59EA6C60, DZEFFB4A, 35BZDCDF
4842F01E, DICCFD4B. 7FE339CA, BE6AY014, 35B2DCDF, 82DEA3AE, 59EA6CE0, DZEFFB4A
BE6A 9014, 108966B1, DICCFD4B, 7FE339CA, DZEFFB4A, 4481FDE2, 82DEA3AE, 59EA6C60
7FE339CA, 899223E8, 108966B1, DICCFD4B, 59EA6C60, 13BB8F73, 4481FDE2, 82DEA3AE
DICCFD4B, SE3B9917, 899223E8, 108966B1, 82DEA3AE, 946BD478, 13BB8F73, 4481FDE2
10896681, 76666638, SE3B9917, 899223E8, 4481FDE2, BDO60SEA ., 946BD478, 13BB8F73
899223E8, A1BAD92C, 76666638, 5E3B9917, 13BB8F73, 36F99153, BDO60SEA , 946BD478
SE3B9917, DE527A04, A1BAD92C, 7666663B, 946BD478, EB4AES72, 36F99153, BDO60SEA
76666638, E52F1533, DE527A04, A1BAD92C, BD060SEA, 7C346442, EB4AE872, 36F99153
A1BAD92C, 5C3C2C22, E52F1533, DE527A04, 36F99153, AFA320AD, 7C346442, EB4AES72
DE527A04, FC1C4108, 5C3C2C22, E52F1533, EB4AE872, B4905651. AFA320AD, 7C346442
E52F1533, 0A03E84B, FC1C4108, 5C3C2C22, 7C346442, 02E94FA1, B4905651, AFA320AD
5C3C2C22, FB74BD26, 0A03E84B, FC1C4108, AFA320AD, E08D1799, 02E94FA1, B4505651
FC1C4108, C78DC5C4, FB74BD26, 0A03E84B, B4905651, 69AFAA80, E08D1759, 02E94FA1
0A03E84B, ACF60434, C78DC5C4, FB74BD26, 02ES4FA1, FA665E46, 69AFAA80, E08D1799
FB74BD26, 58F751E0. ACF60434, C78DC5C4, E08D1799, 269AB7E3, FA665E46, 69AFAAROD
C78DC5C4, EB75C7CB, 58F751E0, ACF60434, 695AFAAB0, OF06388B. 269AB7E3, FAG65E46
ACF60434, 83C0A8B7, EB75C7CB, 58F751E0, FA665E46, FD44FBD5. 0F06388B, 269AB7E3
58F751E0, 27C87178, 83COA8B7, EB75C7CB, 269AB7E3, DBBC0190, FD44FBD5, 0F06388B
EB75C7CB, B7B8163F, 27C87178, 83COA8B7, 0F063888, DOE3FC2B, DBBC0190, FD44FBD5
83C0A8B7., OFA1C6DC, B7B9163F, 27C87178, FD44FBD5, 7D87B4BA, DOE3FC2B, DBBC0190
27C87178, 2CC60316, OFA1C6DC, B7B9163F, DBBC0190, 68367FDB, 7D87B4BA, DOE3FCZB
B7B9163F, 08029C44, 2CC60316, 0FA1C6DC, DOE3FC2B, 53AB5439, 68367FDB, 7TD87B4BA
OFA1C6DC, F693A10E, 08029C44, 2CC60316, TD87TB4BA, E78B75B5, 53AB5439, 68367FDB
2CC60316, 35622489, F693A10E, 08029C44, 68367FDB, 830530DF, E78B75B5, 53AB5439
08029C44, 669F7869, 35622489, F693A10E, 53AB5439, 67FCB1AC, 830530DF, E78B75B5
F693A10E, 7B70C168, 669F7869, 35622489, E78B75B5, 757BB243, 67FCB1AC, 830530DF
35622489, 037FB19C, 7B70C168, 669F 7869, 830530DF, FOCA8878, 757BB243, 67FCB1AC
_669F 7869, 9BOA10B3, 037FB19C, 7B70C168, 67FCB1AC, FA10CB33, FOCA8878, 757BB243
7B70C168, 9D015956, 9BOA10B3, 037FB19C, 757BB243, 5487E56C, FA10CB33, FOCA8878
037FB19C, 6A7DESF4, 9D015956, 9B0A10B3, FOCA8878, A5D33699, 5487E56C, FA10CB33
9B0A10B3, E522D913, 6A7DESF4, 9D015956., FA10CB33, BEB495BC, A5D33699, 5487E56C
9D015956, OEFD42ES5, E522D913, 6A7DESF4, 5487E56C, 05202F93, BEB495BC, A5D33699
6A7DE5SF4, 79021008, OEFD42ES, E522D913, A5D33699, BACE7DDS, 05202F93, BEB495BC
E522D913, 1ACEFABC, 72021008, OEFD42E5, BEB495BC, 08D045DD, BACE7DDS, 05202F93
OEFD42ES5, E07378FF, 1ACEFABC, 79021008, 05202F93, 5448A3A0, 08D045DD, BACE7DD9
7902100B. 489C7A1A, E07378FF, 1ACEFABC, BACE7DDS9, D98BE3AA ., 5448A3A0, 08D045DD
1ACEFABC, C02A45A5, 4B9C7A1A, E07378FF, 08D045DD, 12EC982F, D9S8BE3AA, 5448A3A0
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E07378FF, 3068DDE8, C02A45A5, 489C7A1A, 5448A3A0, 4A1EB2B2, 12EC982F, D9SBE3AA
489C7A1A, D5DD5018, 3068DDES, C02A45A5, DISBE3AA, D677AAAS, 4A1EB2B2, 12EC982F
C02A45A5, BaD75D76, D5DD5018, 3068DDES8. 12EC982F, 5AA89133, D677AAAS, 4A1EB2B2
3068DDES, 51A9B2DD, BaD75D76, D5DD5018, 4A1EB2B2, 49BCE169, 5AA89133. D677AAAS
D5DD5018, 36F589C4, 51A9B2DD, BoD75D76, D677AAAS, CF4FA8D2, 45BCE169, 5AA89133
B9D75D76, BSC60EAF, 36F589C4, 51A9B2DD. 5AA89133, C1985969, CF4FA8D2, 49BCE169
51A982DD, 725DF80C, BSC60EAF . 36F589C4, 49BCE169, 42744084, C1985969, CF4FASD2
36F589C4, 3F7A2507, 725DF80C, B5C60EAF, CF4FABD2, 60927896, 427440B4, C1985969
B5SC60EAF, 9D539EB6, 3F7A2507, 725DF80C, C1985969, 7050ED96, 60927896, 427440B4
725DF80C, 5A249895, 9D539EB6, 3F7A2507, 427440B4, CBC74513, 7050EDS6, 60927896
3F7A2507, ATCECDCD, 5A249895, 9D539EB6, 60927896, 8431C75E, CBC74513, 7050ED96
9D539EB6, FSDCD12B, A7CECDCD, 5A249895, 7050ED96, 0E3A1C68, 8431C75E, CBC74513
5A249895, 3E30DB2A, FSDCD12B, A7CECDCD, CBC74513, 62EEEC87, 0E3A1C68, 8431C75E
A7CECDCD, A25D36CE, 3E30DB2A, FSDCD12B, 8431C75E, 2B1F312D, 62EEEC87, 0E3A1C68
FS8DCD12B, A92CF759, A25D36CE, 3E30DB2A . 0E3A1C68, FB124197, 2B1F312D, 62EEECS87
3E30DB2A, 0CDOBA66, A92CF759, A25D36CE, 62EEEC87, DB8ASC11, FB124197, 2B¥W 312D
A25D36CE, AF62D775, 0CDOBA66., A92CF759, 2B1F312D, EC3264DC, DB8ASC11, FB124197
A92CF759, 69D4ELIDF, AF62D775, 0CDOBA66, FB124197, 9AAB7TF7C, EC3264DC, DB8A5C11
0CDOBA66, 0EE66339, 69D4E1DF, AF62D775, DB8ASCI1, 04512915, 9AARTF7C, EC3264DC
AF62D775, 5C5B5FBD, OEE66339, 69D4E1DF, EC3264DC, C763272A, 04512915, SAABTF7C
69D4E1DF, 0DSOESCF, 5C5B5FBD, 0EE66339, 9AA87F7C, CCD7DF45, C763272A, 04512915

HPIMRETH 128 .

A1l AA 06 89 DO FA FA 2D DC 22 E8 8B 49 13 3A 06
A3.9 #5

A B 1 L 1000000 FH R, M FH“a"MEE 10° WH GB1988 WY AT A H R, .

WP T 128 U,

4A 7F 57 23 F9 54 EB A1 21 6C 9D 8F 63 20 43 1F

Al THENYEN3I

P R % 3.
Ad.1 1

APPEEBAS R DTETE.

MR T %) 160 {6 .

DA 39 A3 EE SE 6B 4B 0D 32 55 BF EF 95 60 18 90 AF D8 07 09
Ad.2 W2

AP PRERTHEIFEYNR, HFH "M GB 1988 R A, MIEBETFH 160 {8,

86 F7 E4 37 FA A5 A7 FC E1 5D 1D DC B9 EA EA EA 37 76 67 B8
A4.3 W3 ’

AP PRERLETA abc”f) GB 1988 {IBM 3 FVW R, EFFFALH: 701100001 01100010
011000117,

SMELRE HRBERESHARDS 16 FRRNT .

61626380 00000000 00000000 00000000 00000000 00000000 V0000000 VOOODO00

00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000018
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30

TRRAER XX, . X . X, X HERMNH 16 AWER):
0116FC33, 67452301, 7TBF36AE2, 98BADCFE, 10325476
8990536D, 0116FC33, 59D148C0, 7BF36AE2, 98BADCFE
A1350F08, 8990536D, C045BF0C, 59D148C0, 7BF36AE2
CDDSE11B, A1390F08, 626414DB, C045BFOC, 59D148C0
CFD49SDE, CDDSE11B, 284E43C2, 626414DB, C045BFOC
3FC7CA40, CFD499DE, F3763846, 284E43C2, 626414DB
993E30C1, 3FC7CA40, B3F52677, F3763846, 284E43C2
9E8C07D4, 993E30C1, OFF1F290, B3F52677, F3763846
4B6AE328, 9ESC07D4, 664F8C30, OFF1F290, B3F52677
8351F929, 4B6AE328, 27A301F5, 664F8C30, OFF1F290
FBDASYES9, 8351F929, 12DABSCA , 27A301F5, 664F8C30
63188FE4, FBDAYES9, 60D47E4A, 12DABSCA, 27A301F5
46078664, 63188FE4, TEF6ATAZ, 60D47E4A, 12DABSCA
9128F695, 4607B664, 18C623F9, TEF6ATA2, 60DATE4A
196BEE77, 9128F695, 1181ED99, 18C623F9, 7TEF6ATA2
20BDD62F, 196BEE77, 644A3DAS5, 1181ED99, 18C623F9
4E925823, 20BDD62F, C65AFBID, 644A3DAS5, 1181ED99
82AA6728, 4E925823, C82F758B, C65AFBID, 644A3DAS
DC64901D, 82AA6728, D3A49608, C82F7588B, C65AFBSD
FDOE1ID7D, DC64%501D, 20AA99CA, D3A49608, C82F758B
1A37BOCA , FDIEID7D, 77192407, 20AA99CA ., D3A 49608
33A23BFC, 1A37B0CA, 7F67875F, 77192407, 20AA99CA
21283486, 33A23BFC, 868DEC32, 7TF67875F, 77192407
D541F12D, 21283486, 0CES8EFF, 868DEC32, 7F67875F
C7567DC6, D541F12D, 884A0D21, 0CESSEFF, 868DEC32
48413BA4, C7567DC6, 75507C4B, 884A0D21, 0CESS8EFF
BE35FBD5, 48413BA4, BID59F71, 75507C4B, 884A0D21
4AA84D97, BE3S5FBDS, 12104EE9, BID59F71, 75507C4B
8370B52E, 4AA84DY7, 6F8D7EFS5, 12104EE9, B1D59F71
C5FBAF5D, 8370B52E, D2AA1365, 6F8DTEFS5, 12104EE9
1267B407, C5FBAF5D, A0DC2D4B, D2AA1365, 6F8D7EFS
3B845D33, 1267B407, 717EEBD7, A0ODC2D4B, D2AA1365
046FAAOA, 3B845D33, C499EDO1, 717EEBD7, A0DC2DAB
2COEBC11, 046FAA0A, CEE1174C, C499EDO1, 717EEBD7
21796AD4, 2COEBC11, 811BEAS82, CEE1174C, C499EDO]
DCBBBOCB, 21796AD4, 4B03AF04, 811BEA&2, CEE1174C
0F511FD8, DCBBBOCB, 085E5ABS. 4B03AF04, 811BEAS2
DC63973F, 0F511FD8, F72EEC32, 085E5ABS, 4B03AF04
4C986405. DC63973F, 03D447F6, F72EEC32, 085E5ABS
32DE1CBA, 4C986405, F718E5CF, 03D447F6, F72EEC32
FCS7DEDF, 32DEICBA, 53261901, F718E5CF, 03D447F6
970A0D5C, FC87DEDF, 8CB7872E, 53261901, F718E5CF
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7F193DCS5, 970A0DSC, FF21F7B7, 8BCB7872E, 53261901
EE1B1AAF, 7F193DC5, 25C28357, FF21F7B7, 8CB7872E
40F28E09, EE1B1AAF, 5FC64F71, 25C28357, FF21F7B7
1IC51E1F2, 40F28E05, FB86C6AB, SFC64F71, 25C28357
A01B846C, 1C51E1F2, 503CA382, FB86C6AB, SFC64F71
BEADO2CA, A01B846C, 8714787C, 503CA382, FB86CFAB
BAF39337, BEADO2CA., 2806E11B, 8714787C, 503CA382
120731C5, BAF39337, AFAB40B2, 2806E11B, 8714787C
641DB2CE. 120731C5, EEBCE4CD, AFAB40B2, 2806E11B
3847AD66, 641DB2CE, 4481CC71, EEBCE4CD, AFAB40B2
E490436D, 3847AD66, 99076CB3, 4481CC71, EEBCE4ACD
27E9F1D8, E490436D, 8E11EB59, 99076CB3, 4481CC71
7B71F76D. 27E9F1D8, 792410DB, 8E11EB59, 99076CB3
S5E6456AF, TB71F76D, 09FA7C76, 792410DB, 8E11EBS59
C846093F, SE6456AF . SEDC7DDB, 09FA7C76, 792410DB
D262FF50, C846093F, D79915AB, SEDC7DDB, 09FA7C76
09D785FD, D262FF50, F211824F, D79915AB, SEDC7DDB
3F52DESA, 09D785FD, 3498BFD4, F211824F, D79915AB
D756C147, 3F52DE5A . 4275E17F, 3498BFD4, F211824F
548C9CB2Z, D756C147, 8FD4B796, 4275E17F, 3498BFD4
B66C020B, 548C9CB2, F5D5B051, 8FD4B796, 4275E17F
6B61CSE1, B66C020B, 9523272C, F5D5B051, 8FD4B796
19DFA7AC, 6B61C9E1, ED9B0082, 9523272C, F5D5B051
101655F9. 19DFA7AC, 5AD87278, ED9B0082, 9523272C
0C3DF2B4, 101655F9, 0677ESEB., 5AD&7278, ED9B0082
78DD4D2B, 0C3DF2ZB4, 4405957E, 0677E9EB, S5AD87278
497093C0, 78DD4D2B, 030F7CAD. 4405957E, 0677ESEB
3F2588C2, 497093C0, DE37534A, 030F7CAD, 4405957E
C199F8C7, 3F2588C2, 125C24F0, DE37534A, 030F7CAD
39859DE7, C199F8C7, 8FC96230, 125C24F0, DE37534A
EDB42DE4, 39859DE7, F0667E31, 8FC96230, 125C24F0
11793F6F . EDB42DE4, CE616779, F0667E31, 8FC96230
S5EE76897, 11793F6F ., 3B6D0B79, CE616779, FO667E31
63F7DAB7, SEE76897. C45E4FDB, 3B6D0B79, CE616779
AO07SB7DS, 63F7DABT7, D7BSDAZ5, C45E4FDB, 3B6DOB79
860D21CC, A079B7D9, DBFDF6AD, D7BSDA25, C45E4FDB
5738D5E1, 860D21CC, 681E6DF6, DEFDF6AD, D7TBIDA2S
42541B35, 5738D5E1, 21834873, 681E6DF6, DSFDF6AD

PR T 5 160 i
8E B2 08 F7 E0 5D 98 7A 9B 04 4A 8E 98 C6 B0 87 F1 5A 0B FC
Ad.4 4
AP P BB R 14 FH @, i “message digest”# GB 1988 4 55 i A 41 1, .
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BABR T 160 {18,
C1 22 52 CE DA 8B E8 99 4D 5F A0 29 0A 47 23 1C 1D 16 AA E3
Ad4.5 #5
G h SEE MR 26 TV E, fy “abedefghijklmnopgrstuvwxyz "#9 GB 1988 4§54 Af 4= 41 L. .
AR T 5 160 (8.
32 D1 0C 7B 8C F9 65 70 CA 04 CE 37 F2 A1 9D 84 24 0D 3A 89
Ad.6 #6
7 oh SR 8 R 62 FW !, h “ABCDEFGHIJKLMNOPQRSTUVWXY Zabedefghijklmnopqrs
tuvwxyz0123456789"49 GB 1988 fR M A H .
BABRTH 160 {18 .
76 1C 45 7B F7 3B 14 D2 7E 9E 92 65 C4 6F 4B 4D DA 11 F9 40
Ad.7T @7
AP IR R 80 T E L 141234567890" 8 GB 1988 4 5 M A 41 i, .
RO FSRT 5 160 f e,
50 AB F5 70 6A 15 09 90 A0 8B 2C 5E A4 OF A0 E5 85 55 47 32
A4.8 #i8
A0 h#ESAR 56 F1 8, i “abedbedecdeldefgefghfghighijhijkijkljklmklmnlmnomnopnopq ” i
GB 1988 RS M A H @ .
SURFEARE ARERESHEMNAT 16 FHRNT .
61626364 62636465 63646566 64656667 65666768 66676869 6768696A 68696A6B
696A6B6C 6A6B6CED 6B6CEDSE 6C6DEEGF 6D6EGF70 6E6F7071 80000000 00000000

00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 000001CO
TRRER X, X, X, X, X, BEREOH 16 EWERR) EMNELAR | R8P %G,
0116FC17, 67452301, 7BF36AE2, 98BADCFE, 10325476

EBF3B452, 0116FC17, 59D148C0, 7BF36AE2, 98BADCFE

5109913A, EBF3B452, C045BF05, 59D148C0, 7BF36AE2

2C4F6EAC, 5109913A, BAFCEDI14, C045BF05, 59D148C0

33F4AE5B, 2C4F6EAC, 9442644E, BAFCED14, C045BF05

96B85189, 33F4AESB, 0B13DBAB, 9442644E, BAFCED14

DB04CB58, 968385189, CCFD2B%96, 0B13DBAB, 9442644E

45833F0F , DB04CB58, 65AE1462, CCFD2B96, 0B13DBAB

C565C35E, 45833F0F, 36C132D6, 65AE1462, CCFD2B96

6350AFDA, C565C35E, D160CFC3, 36C132D6, 65AE1462

8993EA77, 6350AFDA, B15970D7, D160CFC3, 36C132D6

E1SECAA2, 8993EAT77, 98D42BF6, B15870D7, D160CFC3

8603481E, E19ECAAZ, E264FA9D, 98D42BF6, B15970D7

32F94A85, 8603481E, BE67BZAE, E264FA9D, 98D42BF6

B2E7ASBE, 32F94A85, A180D207, B867B2A8, E264FASD

42637E39, B2E7ABBE, 4CBE52A1, A180D207, B867B2A8

6B068048, 42637E39, ACBOEAZ2F, 4CBE5S2A1, A1B0D207

426B9C35, 6B068048, 5098DF8E, ACBIEAZF, 4CBE52A1
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944B1BD1, 426B9C35, 1AC1A012, 5098DF8E, ACBYEAZF
6C445652, 944B1BD1, 509AE70D. 1AC1A012, 5098DFSE
95836DA5, 6C445652, 6512C6F4, S09AE70D, 1AC1A012
09511177, 95836DAS, 9B111594, 6512C6F4, S09AE70D
E2B92DC4, 09511177, 6560DB69, 9B111594, 6512C6F4
FD224575. E2B92DC4, C254445D, 6560DB6S, 9B111594
EEB82D9A, FD224575, 38AE4B71, C254445D, 6560DB69
5A142C1A, EEB82D9A . 7F48915D, 38AE4B71, C254445D
2972F7C7, 5A142C1A, BBAEOB66, 7F48915D, 38AE4B71
D526A644, 2972F7C7, 96850B06, BBAEOB66, TF48915D
E1122421, D526A644, CASCBDF1, 96850B06, BBAEOB66
05B457B2, E1122421, 3549A991, CA5SCBDF1, 96850B06
A9CB4BEC, 05B457B2, 78448908, 3549A991, CA5SCBDF1
52E31F60. A9C84BEC, 816D15EC, 78448908, 3549A991
5AF3242C, 52E31F60, 2A7212FB, 816D15EC, 78448908
31C756A9, 5AF3242C, 14B8C7D8, 2A7212FB, 816D15EC
E9AC987C, 31C756A9, 16BCC90B, 14B8C7D8, 2A7212FB
AB7C32EE, E9AC987C, 4C71IDSAA, 16BCCY0B, 14B8C7D8
5933FC99. ABTC32EE, 3A6B261F, 4C71D5AA, 16BCC90B
43F87AE9, 5933FC99, AADFOCBB, 3A6B261F, 4C71D5AA
24957F22, 43F87AE9, 564CFF26, AADFOCBB, 3A6B261F
ADEB7478, 24957F22, 50FE1EBA, 564CFF26., AADFOCBB
D70E5010, ADEB7478, 89255FC8, 50FEIEBA, 564CFF26
79BCFB08, D70E5010, 2B7ADDIE, 89255FC8, 50FE1EBA
FOBCBEDE, 79BCFB08, 35C39404, 2B7ADDIE, 89255FC8
633E9561, FOBCBSDE, 1E6F3EC2, 35C39404, 2B7ADDIE
98C1EA64, 633E9561, BE6F2E37, 1E6F3EC2, 35C39404
C6EA241E, 98C1EA64, 58CFA558, BE6F2E37, 1E6F3EC2
A2AD4F02, C6EA241E, 26307A99, 58CFAS558, BE6F2E37
C8A69090, A2AD4F02, B1BA89%07, 26307A99, 58CFA558
88341600, C8A69090, ABAB53C0, BIBAB907, 26307A99
7TEB846F58, 88341600, 3229A424, A8AB53C0, BIBAg907
86E358BA, TE846F58, 220D0580, 3229A424, ABAB53C0O
8DZE76C8, 86E358BA, 1FA11BD6, 220D0580, 3229A424
CEB892E10, 8D2E76C8, A1B8D62E., 1FA11BD6, 220D0580
EDEAS5B1, CE852E10, 234BSDB2, A1BSD62E, 1FA11BD6
36D1230A, EDEAS5B1, 33A24B84, 234BSDB2, A1B8D62E
776C3910, 36D1230A, 7B7AA56C, 33A24B84, 234B9DB2
A681B723, 776C3910, 8DB448C2, TB7TAAS56C, 33A24B84
ACOAT794F, A681B723, 1DDBOE44, 8DB448C2, 7TB7TAAS6C
F03D3782, ACOAT794F, E9A06DCS8, 1DDB0E44, 8DB448C2
SEF775C3, F03D3782, EBO29E53, ESA06DCS8. 1DDBOE44
36254B13, SEF775C3, BCOF4DEO, EBO29E53, ESA06DCS
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4080D4DC, 36254B13, E7BDDD70, BCOF4DEO, EB025SES3
2BFAF7A8, 4080D4DC, CD85952C4, E7BDDD70, BCOF4DEO
513F9CA0, 2BFAF7A8, 10203537, CD8952C4, E7BDDD70
E5895C81, 513F9CA0, 0AFEBDEA, 10203537, CD8952C4
1037D2D5, E5895C81, 144FE728, 0OAFEBDEA, 10203537
14A82DA9, 1037D2D5, 79625720, 144FE728, 0OAFEBDEA
6D17C9FD, 14A82DAY, 440DF4B5, 79625720, 144FE728
2C7B07BD, 6D17C9FD, 452A0B6A, 440DF4B5, 79625720
FDFSEFFF, 2C7TB07BD, 5B45SF27F, 452A0B6A, 440DF4B5
112B96E3, FDF6EFFF, 4BIECIEF, 5B45F27F, 452A0B6A
84065712, 112B96E3, FF7DBBFF, 4B1ECIEF, 5B45F27F
AB89FB71, 84065712, C44AE5B8, FF7DBBFF, 4B1ECI1EF
C5210E35, AB89FB71, A10195C4, C44AE5B8, FF7DBBFF
352D9F4B, C5210E35, 6AE27EDC, A10195C4, C44AESBS
1AOEOEOA, 352D9F4B, 7148438D, 6AE27EDC, A10195C4
DOD47349, 1AOEOEOA, CD4B67D2, 7148438D, 6AE27EDC
AD38620D, DOD47349, 86838382, CD4B67D2, 7148438D
D3AD7C25, AD38620D, 74351CD2, 86838382, CD4B67D2
8CE34517, D3AD7C25, 6B4E1883, 74351CD2, 86838382

FTHEER X, X, . X, X, X, EEE R 16 #WERR) . EMNELAE 2 B P RS
2DF257E9, F4286818, BODECSERB, 0408F581., 84677148
4D3DC58F, 2DF257E9, 3D0OA1A06, BODECSEB, 0408F581
C352BB05, 4D3DC58F, 4B7C95FA, 3D0A1A06, BODECSEB
EEF743C6, C352BB05, D34F7163, 4B7C95FA, 3D0OA1A06
41E34277, EEF743C6, 70D4AEC1, D34F7163, 4B7C95FA
5443915C, 41E34277, BBBDDOF1, 70D4AEC1, D34F7163
E7FA0377, 5443915C, D078D09D, BBBDDOF1, 70D4AEC1
C6946813, E7TFA0377, 1510E457, D078D09D, BBBDDOF1
FDDEIDE1, C6946813, F9FE80DD, 1510E457, D078D0SD
B8538ACA, FDDE1DE1, F1A51A04, FOFE80DD, 1510E457
6BA94F63, B8538ACA, 7F778778, F1A51A04, FSFE80DD
43A2792F, 6BA94F63, AE14E2B2, 7F778778, F1AS51A04
FECD7BBF. 43A2792F, DAEAS3D8, AE14E2B2, 7TF778778
A2604CA8, FECD7BBF, DOESYSE4B, DAEA53D8, AE14E2B2
258B0OBAA, A2604CAS8, FFB3S5EEF, DOESSE4B, DAEAS3DS
D9772360, 258BOBAA, 2898132A, FFB35EEF, DOESSE4B
5507DB6E, D9772360, 8962C2EA, 2898132A, FFB35EEF
AS51B58BC, 5507DB6E, 365DC8D8, 8962C2EA, 2898132A
C2EB709F, A51B58BC, 9541F6DB, 365DC8D8, 8962C2EA
D8992153, CZEB709F, 2946D62F, 9541F6DB, 365DC8DS8
37482F5F, D8992153, FOBADC27, 2946D62F, 9541F6DB
EEg8700BD, 37482F5F, F6264854, FOBADC27, 2946D62F
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9AD594B9, EE8700BD, CDD20BD7, F6264854, FOBADC27
8FBAA5BY, 9AD594B9, 7BA1CO2F, CDD20BD7, F6264854
88FB5867, 8FBAASBY, 66B5652E, 7BA1C02F, CDD20BD7
EEC50521, 88FB5867, 63EEA96E, 66B5652E, TBA1CO2F
50BCE434, EEC50521, E23ED619, 63EEAS6E, 66B5652E
5C416DAF, 50BCE434, 7BB14148, E23ED619, 63EEASGE
2429BESF, 5C416DAF . 142F390D, 7BB14148, E23ED619
0A2FB108, 2429BE5F, D7105B6B, 142F390D, 7BB14148
17986223, 0AZFB108, C90A6F97, D7105B6B, 142F390D
8A4AF384, 17986223, 028BEC42, CR0A6F97, D7105B6B
6B629993, BA4AF384, CS5E61888, 028BEC42, C90A6F97
F15F04F3, 6B629993, 2292BCE1, C5E61888, 028BEC42
295CC25B, F15F04F3, DAD8A664, 2292BCE1, C5E61888
696DA404, 205CC258, FC57C13C, DADBAG664, 2292BCEI
CEF5AE12, 696DA404, CA573096, FC57C13C, DAD8A664
87D5B80C . CEF5AE12, 1A5B6901, CA573096, FC57C13C
84E2A5F2, B7D5BB0OC, B3BD6B84. 1A5B6901, CA573096
03BB6310, B4E2ASF2, 21F56E03, B3BD6B84, 1A5B6901
C2DgF75F, 03BB6310, A138A97C, 21F56E03, B3BD6B84
BFB25768. C2D8F75F, 00EED8C4, A138A97C, 21F56E03
28589152, BFB25768, FOB63DD7, 00EEDSC4, A138A97C
EC1D3Dé61, 28589152, ZFEC95DA, FOoB63DD7, 00EEDSC4
3CAED7AF, EC1D3D61, 8A162454, 2FEC95DA, FOB63DD7
C3D033EA, 3CAEDT7AF, 7B074F58, 8A162454, 2FEC95DA
7316056A . C3D033EA. CFZBB5SEB, 7B074F58, 8A162454
46F93B68, 7316056A ., BOF40CFA, CF2BB5EB. 7B074F58
DCBE7F26. 46F93B68, 9CC5815A, BOF40CFA, CF2BB5SEB
850D411C, DCBE7F26, 11BE4EDA . 9CC5815A , BOF40CFA
7E4672C0, 850D411C, B7239FC9, 11BE4EDA, 9CC5815A
8SFBD41D, 7E4672C0, 21435047, B7239FC9, 11BE4EDA
1797E228, 89FBD41D, 1F919CB0, 21435047, B7239FC9
431D65BC. 1797E228, 627EF507, 1F919CB0O, 21435047
2BDBB8CB. 431D65BC, 0SESF88A. 627EF507, 1F9195CB0O
6DAT72ZE7F, 2BDBB8CB, 10C7596F, 0SESF88A, 627TEF507
AB495A9B, 6DATZE7F, CAF6EE32, 10C7596F , 0SESF88A
E785655A ., A8495A 9B, DB69CBYF, CAF6EE32, 10C7596F
5B086C42, E785655A, EA1256A6, DB69CBIF, CAF6EE32
A65818F7, 5B086C42, BIE15956. EA1256A6, DB69CBIF
7AAB101B, A65818F7, 96C21B10, BIE15956, EA1256A6
93614C9C, 7AAB101B, E996063D, 96C21B10, BIE15956
F66D9BF4. 93614C5C, DEAAC406, E996063D, 96C21B10
D504902B, F66D9BF4, 24D85327, DEAAC406, E996063D
60A9DA62, D504902B, 3DIB66FD, 24D85327, DEAAC406
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8B687819, 60A9DAG62, F541240A, 3D9B66FD, 24085327
083E90C3, 8B687819, 982A7698, F541240A, 3DYB66FD
F6226BBF, 083E90C3, 62DA1E06, 982A7698, F541240A
76C0563B, F6226BBF, C20FA430, 62DA1E06, 982A7698
989DD165, 76C0563B, FD88YAEF, C20FA430, 62DA1E06
8B2C7573, 989DD165, DDB0158E, FD88YAEF, C20FA430
AE1BSE7B, 8B2C7573, 66277459, DDB0158E, FD88YAEF
CA1840DE, AEIBS8E7B. E2CBID5C, 66277459, DDBO0158SE
16F3BABB, CA1840DE, EB8SE3SE, E2CBID5C, 66277459
D28D83AD, 16F3BABB, B2861037, EBSSE3SE, E2CB1D5C
§BCO2DFE, D28D83AD, CSBCEEAE, B2861037, EBS6E39E
D3A6E275, 6BCO2DFE, 74A360EB, C5BCEEAE, B2861037
DA955482, D3AGE275, 9AF00B7F, 74A360EB, C5BCEEAE
58COAACO, DA955482, 74E9B8ID, 9AF00B7F, 74A360EB
906FD62C, 58COAACO. B6AS5520, 74E9B89ID, 9AF00B7F
MP B2 T 160 8.
84 98 3E 44 1C 3B D2 6E BA AE 4A Al F9 51 29 E5 E5 46 70 F1
Ad.9 #o
A SRS R 1000000 FFH HFF"HEMN 10° KA GB 1988 SR A4 R
P ES R T 5 160 {18,
34 AA 97 3C D4 C4 DA A4 F6 1E EB 2B DB AD 27 31 65 34 01 6F

W R B
(7R A9 %)
X AE
B) 3IH®
FTRSERAKE ZHMBESEANCHABIER 1.2 MINTEMRE, ZMHiCkR2AMKRC
RULGE $: 3008

ZHRMTERGEELEXPEANSGE SHEPXET.
ZREMIGR QEEERS. TR EREEXXE TSRS, W Z Ra S,
ZEWB RS AR O RIFIIR),

Bl #RMIEN1ME

73 FEX
3.2 WHAEM
Bit==1{0,1}
String = =seqBit
L:N
Ly:N;
String _Ly= = {s:String | #s=L,|
36
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String L,=={s:String| #s=1L;}
| O:String _ L X String _Ly~*String _ L

#3.3 ¥
Word == {w:String | #w=32)
Word _capacity==24 32
Word capacity _m _1==(2432)—1
IWord==0..Word capacity _m _1
#4 FERICK
SOABERMZ PEX SRREOBHFLELS
S .Word—Word

- -

VA:Word +
(et I==W _to_I(A) »
(let Shift _IT==(I»2)+ div (24 31)))mod(2 # 32) «
S(A)=I to W(Shift _I)))
AVOREXHEE LHALET
BO= = Bit X Bit—Bit
LO :Word X Werd X BO—=+Word

\ P-q:WWd:bOBBO'
LOCp,q+b0)={n:1.. % p » w=bo(p(n).q(n))}

_xor _,_or_, and :BO

0 xor 1=1
0 xor 0=0
1 xor 0=1]

1 xor 1=0

Oor 1=1
0or 0=0
1or 0=1
lorl=1

0and 1=0
0 and 0=0
1 and 0=0
1and 1=1

- XOR _;_OR o AND _;WardXWord—'Word

v AgB:WGP’d .
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A OR B=LO(A,B,(_or _)A

l A XOR B=LO(A,B,(_xor )\
A AND B=LO(A,B,(_and ))

| NOT:Word—Word

v A:WO"d L
| NOT A=A XOR{n:1.. #A « =1}

tH
H Word X Word—+Word
vAoBzwm‘d'
AW B=] to WUW _to_1(A)+W _to _I(B)) mod Word _capacity)
#5 =R
n6 THAMYEHNY
6.1 Bk
| Lu:N,
| Lu<L

Byte= = 1{b:String| #b=28}
I Byte==0..255
B to _I:Byte—~I Byte
Vz:Byte+ B to_I(x)=

(X234 7+2(2)X246+x(3)X245+x(4) X244+
2(5)X2434+2(6)X2424+2(7)X242(8)

#6.2 WA
l IV String L,

| Maximum Length _of String:N

hash ;String+=String Ly

V D.String | # D<Maximum _Lcngth of _String +
hash(D)=
(let PD==pad(D) -
(et SD==split(PD) »
(let H,= =iterate(SD,IV) »
truncate(H,))))

#6.2.1 1A
StringMultiple _L,= = {s5:String | #s mod L,=0)
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| pad :String—>StringMultiple L,
#6.2.2 W2HUrH)
String Blocks = =seq String L,
split : StringMultiple _ L,—~String Blocks

split=

{sml 1:StringMultiple _L,:Sb:StringBlocks|sml 1=""/sb « sml 1r=sb)}
#6.2.3 W3 HGER
iterate ; String Blocks X String _ L,+=String L,

V sb:StringBlocks H, ., String _L,| #sb=1 »
iterate(sb,H,_,)=
(let D,==3sh(1)
(let H;==¢(D,,H,_,) *
ifttsh=1]
then I,
else iterate (tail sb,H,)))

#6.2.4 W4HWE
String _Lu=={s5:String | #s=Ly}

truncate;String _ L,—~String Ly

V sy:String L+
truncate(sy) = (1.. Ly)1sy

#7 TRAM K
#7.1 #E
Mazximum _Length of _String=(2*64)—1
#7.2 B BEAEK
#7.2.1 8%
L,=512
L;=160
Ly=160
#7.2.2 FWHTYE
W _to _I:Word—=IWord

Viw:Word +
W to I(w)=
(let Bp==B to I((1..8)1w)
(let By==B to I((9..16)1w) +
(let B;==B to I((17..20)1w) +
(let By==B to 1((25..32)1w) +
B,%2424+B,»2416+B,*248+B.))))

I _to_W:IWord >Word
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} I to W=W to I

#7.2.3 B¥

Indexed g=={g:seq(Word XWord XWord—+Word) | # g~=80}

g:Indexed g

YV X,.X,, X, :Word +

(Vil..16+

gl (X, X,,X:)=X,XOR X, XOR X)) A
(Vi:17..32 -

g (XX, X:)=(X, AND X,) OR (NOT X, AND X;)) A
(Vi:33..48

g(i) (X, X,.X;)=1(X,0R NOT X,) XOR X, A
(Vi:49..64

g (X, X, X)=(X, AND X,) OR (X, AND NOT X.)) A

(Vi:65..80
g(i)(Xou.X| tx;)=Xo XOR (X| OR NOT X:))

#7.2.4 H¥

40

x00000000= =
x5A827999==1518500249
z6EDYEBA1==1859775393
z8F1BBCDC = = 2400959708
xA953FD4E = = 2840853838

x50A28BE6==1352829926
x5C4DD124= =1548603684
x6D703EF3= =1836072691
xTA6D76ES= =2053994217

Constands= = {c:StringWord | #c=80}

C.,C" :Constants

(Vi:l..16«

CG)=1 to W(x00000000)) A
(Vi:17..32

CG)=I to W(x5A827999)) A
(Vi:33..48 «

CG@)=I _to_W(x6EDSEBA1)) A
(Vi:49..64 «

CGi)=1 to_W(x8F1BBCDC)) A
(Vi:65..80

C'(i)=1I_to_W(xA953FD4E)) A
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(Vi:l..16

C'Gy=1 to_ W{(x50A28BE6)) A
(Vi:17..32«

C')=1 to W(z5C4DD124)) A
(Vi:33..48

C'()=I _to_WI{(x6D703EF3)) A
(Vi:49..64 «

C'(i)=1 to Wi{(z7TABDT6ES)) A
(Vi:65..80+

C'G)=1 _to W(x00000000))

==
<11,14,15,12,5,8,7,9,11,13,14,15,6.7,9,8,
7.6,8.,13,11,9,7,15,7,12,15,9,11,7,13,12,
11,13,6,7,14,9,13,15,14,8,13,6,5,12,7,5,
11,12,14,15,14,15,9,8.9,14,5,6,8,6,5,12,
9,15,5,11,6,8,13,12,5,12,13,14,11,8,5,6>

-

O
<8,9,9,11,13,15,15,5,7,7,8,11,14,14,12,6,
9,13,15,7,12:8,9,11,7:7,12,7,6,15,13.11,
9,7,15,11,8,6,6,14.12,13,5,14,13,13,7,5
15,5,8.,11,14,14,6.14,6,9,12,9,12,5,15,8,
8,5,12,9,12,5,14,6,8,13,6,5,15,13,11,11>

HEEA Z 2m 1 FFEAGFEIS o o' 8 HLERXEPAEL 1.
a==
<1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,
8,5,14,2,11,7,16,4,13,1,10,6,3,15,12,9,
4,11,15,5,10,16,9,2,3,8,1,7.14,12,6.,13,
2,10,12,11,1,9,13,5,14,4,8,16,15,6,7,3,
5,1,6,10,8,13,3,11,15,2,4,9,12,7,16,14>

r

i -
<6,15.8,1,10,3.12,5,14,7,16,9,2,%1,4,13,
7,12,4,8,1.14,6,11,15,16,9,13,5,10.2,3,
16,6,2+4,8,15,7,10,12,9,13,3,11,1,5.14,
9,7,5.2,4,12,16,1,6,13,3,14,10,8,11,15,
13,16411,5,2,6,9.8,7,3,14,15,1,4,10,12>

#7.2.5 WG

67452301 = =1732584193
Yo==1I_to_W(x67452301)
rEFCDAB89= = 4023233417

4l
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Y,==I to W(zEFCDAB89)
798BADCFE = = 2562383102
Y,==1 to_W(z98BADCFE)
x10325476==271733878
Yo==I to_W(x10325476)
2C3D2E1F0= = 3285377520
Yo==1I to_W(zC3D2E1F0)

IV=Y,"Y,"Y,"Y,"Y,
#7.3 HMFEE
VY D:String +
pad(D)=
(let Lpy==%#D+
(let Zeros=={n;1..((447—Lp) mod 512) * n-+0} +
(let Length D LSH==I _to_W(Lpmod (24 32)) +
(let Length _ D _MSH==I _to_W(Lpdiv (2432)) *
D™ <1> 7 Zeros — Length D LSH ™ Length D MSH))))
#7.4 TR BA R
StringWord = =seq Word
Split _String _to _StringWord ;String-»StringWord

Split _String to StringWerd=
{s:String isw:StringWord |s=""/sw + s>sw)

LB80:StringWord X StringWord X
Indexed gxseq NXseq Nx
Constants ¥ 1. . 80-+StringWord

Y Z,X.StringWord ;g :Indexed _git,a.seq N;
C:Constants;i:1..80| #Z=16 A # X =5+
L80(Z . X, g+tra,Cui)=
(let X0==X(1);X1==X(2);X2==X(3);X3==X(4); X4==(X)5 -
(let W==5"(X, H g/ )(X1,X2,X3)H ZaG)HWH Ct)HH x4 -
(let Y==<X4,W,X1,5"(X2),X3> »
if (/=80)
then Y
else LBO(Z,Y g t:a,Cii+1))))

V sz.String _Li;sy:String L, +
#(sx,5y) =
(let Z==Split _String _to _StringWord(sx) »
(let Y===Split _String _to _StringWord(sy) »
(let X==L80(Z,Y ,g:tva,C,1)
42
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(let X' ==LB80O(Z,Y ,revg,t' sa' C',1) »

(let Yo==Y(2)H X(3)H X" (4) +

(let Y1==Y()HH x(HH x'(5) -

(let Y2==Y () X(5)H X" (1) -

(let Y3==Y(5)H X1 X' (2) «

(let Ya==Y (1) x(2)H x'(3) -
YOTY1TY2TY3ITYH))NINN

Bl.1 #EhW¥
4 NxN-=N

VP:N .
pro=1A
(Va:N s pbn=px(pt(r—1)))

B2 TRAMAEM2ME

WE#3, 974, 85,56 F745 LM R Bl 9 Bl 1,
B8 THMIIAN 2
#8.1 ¥t
Mazximum _ Length _of _String=1(24%64)—1
#8.2 BW BUMEEH
#8.2.1 8%
L,=512
L,=128
Ly=128
#8.2.2 THHFLE
WHEMEBLAHT.2.2
#8.2.3 EW¥
HREMEBI A#HT7.2.3
g2==(1..60)1¢
#8.2.4 Constants
200000000= =
xr5A827999==1518500249
x6EDSEBA1==1859775393
x8F1BBCDC = =2400959708

r50A28BE6= =1352829926
x5C4DD124==1548603684
r6DT03EF3==1836072691

Constants= = {c:StringWord | #c=64}

C.C" :Constants
(Vi:l..16 +
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Cli)=1I _to _W(z00000000)) A
(Vi 17..32-

CG)=I to W(x5A48279991) A
(Vi:33..48 -

Cli)=1 to_W(x6EDIEBA1)) A
(Vi:49..64 -

Cli)=I _to WI(a8F1BBCDC)) A

(Vi:l..16+

C'(i)=1 to_W(z50A28BE6)) A
(Vi;17..32+

C'(i)=1 _to WI(x5C4DD124)) N\
(Vi:33..48 «

C'()=1 _to_ W(x6D703EF3)) A
(Vi.49..64

C' (=1 _to _W(x00000000))

TEHMABLAT7. 2.4 P M a.a 1.0 P,
t2==(1..64)1¢
2 ==(..60)1¢
a2==(1..64)1a
a2 ==(1..64)14

#8.2.5 WL MAE
67452301 ==]732584193
Ye==1 _to_ W (x67452301)
rEFCDAB89==4023233417
Y.==I to W(zEFCDAB39)
r98BADCFE= =2562383102
Y,==I to_ W<(298BADCFE)
x10325476==2T1733878
Y,==1I to W(x10325476)

IvV=Y,"Y,7Y,"Y,
#8.3 WMIEHK
EEMEBIHE3
#8.4 655 o MO R
WNMEBLMRT7. 4P StringWord #l Split  String  to  StringWord 5§ X,
L64;:StringWaord X StringWord X
Indexed g Xseq N xseq Nx
Constants X 1. . 64—=StringWord

V Z.X:StringWord ;g :Indexed _gitia:iseq N;
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CiConstants;i:1. .64 | BZ=16 A # X =5«
Lo4(Z, X sgstra Cyi)=
(let X0==X(1);X1==X(2):X2==X(3):X3==X(4) »
(et W==5 (X0 H g(i)(X1,X2, X)) Z(@()HH CG)) »
(let Y==<X3,W,X1,X2> -
if (i=64)
then Y
else L64(Z,Y ,.g+t,a,Cyi+1))))

V sz:String L, ysy:String Ly »
f(sxysy)=
(let Z==Split _String _to _StringWord(sx) »
(let Y==_Split _String to _StringWord(sy) *
(let X==L64(Z,Y,g2+t2,a2,C,1)
(let X' ==L64(Z,Y ,rev g2,t2' ;a2 ,C',1) »
(let Yo==Y () X(3)tH X" (4) »
(et Y1==Y(3)H Xt X' (1)
(let Y2==Y(HO)H X(DHH X' (2) -
(let Y3==Y(H X(2)tH X" (3) »
YOTY1ITY27TY3NNNY)

Bl #MAMIEM3INE

WE#3, 84,85, 126 {85 LI RMFR BL & BL.1,
#9 THRIIREK3
79.1 #ik

Mazximum _Length _of _String=(2464)—1
9.2 BWM. RWHNE
290.2.1 8%

L,=512

L,=160

Ly=160
#9.2.2 FYHHEHE
W to I.Word—=IWord

VwWord * W _to_I(w)=
(let B,==B to I((1..8)1w) -
(let By==B to I((9..16)1%w) +
(let By==B _to _I((17..20)1w) »
(let By==B _to _I((25..32)1w) +
B;+B,*»248+B,»2}16+B,#2%24

| I_to_W.IWord—+Word
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79,

#9.

#9.

46

| I to W=W to I

2.3 Mm%
Indexed [=={f:seq(Word XWord X Word—=Word)|# f=80)

S:Indexed f

V X, X, X::Word
(Vi:1..20+

FG) (X, X, X:)=(X, AND X,)OR (NOT X, AND X,)) A
(Vi:21..40

FG(X, X, X:)=X, XOR X, XOR X,) A
(Vi:41..60+ “

FG (XX, X:)=(X, AND X,)OR (X, AND X;)OR (X, AND X;)) A
(Vi:61..80+

FG) (XX, X=X, XOR X, XOR X,)

2.4 W

x5A827999 = = 1518500249
x6EDIEBA1==1859775393
8F1BBCDC = = 2400959708
2CA62C1D6==3395469782

Constants= = {c:StringWord | #c=80}

C :Constants

(Vil..20-

CG)=1 to WI(x5A827999)) A
(Vi:21..40

Cli)=I to WI(x6EDISEBA1)) A
(Vi:41..60+

CGi)=I _to _W(x8FABBCDC)) A
(Vi:61..80¢

Cliy=I to W(xCA62C1D6))

2.5 WkhfE

x67452301= =1732584193
Yo==I _to W(x67452301)
2EFCDAB89==4023233417
Yi==I to W(zEFCDAB8%)
298BADCFE==2562383102
Y,==I to_W(x98BADCFE)
x10325476==271733878
Yy==1I_to_WI(xr10325476)
rC3D2E1F0==3285377520
Yi==I to W(xC3ID2E1F0)
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wv=Y,"Y,"Y,"Y,"Y,
#9.3 WAL
V D.String -
pad(D)=
(let Lp==8D -+
(let Zeros=={n:1..((447—Lp) mod 512) * n+=0} »
(let Length D MSH==I to_W(Lpdiv (2432)) »
(let Length D _LSH==1I _to W({Lpmod (24 32)) +
D™ <1> 7 Zeros ™ Length _D _MSH ™ Length _D _LSH))))
#9.4 PRI R B A
StringWord = =seq Word
Split _String to _StringWord ;String—StringWrod

Strlit _String to _StringWord—=
{s:String 15w : StringWord |s= " /sw * s>sw)

L80:StringWord X StringWord X 1. . 80+>StringWord

V X.Z.StringWord:i:1..80| #X=5\#Z=80+

L8O(X,Z.i)=
(let W==S"(XOH F(H(X(2).X(3).X(4)H X5 z(HH CG) -
(let X0==W +

(et X1==X(1) »

(let X2==S"(X(2))

(let X3==X(3)+

(let X4==X(4) +

(let Y==<X0,X1,X2.X3,X4>
if (i=80)
then Y
else LBO(Y .Z.i+1))))))))

XOR Z.StringWord+=StringWord

VZ1 16:StringWord| 8Z1 16=16+
(Vi:l..16+
XOR Z(Z1 _16))=Z1 _16G)) A
(Vi,17..80 -
XOR Z(Z1 _16)(i1)=S"(XOR _Z(Z1 _16)(i—3)XOR
XOR Z(Z1 _16)(;:—8)XOR
XOR 2Z(Z1 16)G—14)XOR
XOR Z(Z1 _16)Gi—16)))

Y sm:String L, ssn:String I,
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$(sm y3n) =
(let Z1 16==38plit _String _to _StringWord(sm) =
(let Y===Split String to StringWord(sn) »
(let Z==XOR Z(Z]1 16) -~
Het X==L80(Y.Z,]1) -
(let Yo==Y(1)H X(1) -
(let Y1==Y(2)H X(2) «
(let Y2==Y(3)H X(3) »
(let Y3==Y(4)H X(4) -
(let Ya==Y(5)H X(5) «
YOTY1ITY2ZTYITYO NN

M ® C
(7 19 B )
$FuAm
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