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GB/T 15852 HYAFR 3 MLRE T =k R Fl & FI 2% 3 ok A 71 5 2 0l A B0k . 3k 2691 B 26 01 e 5k )
FHAE B0 56 B VARG 0 A 36 A 2 70 W AR S B . [] R T 4 9 S 24 ) B 0 s AR R ) R
ETH S IR A AR . RO S8 B R 0 B ) 1 s AR T % B 09 I L B L DR R L Ak 22 R R Bk 0
JRE T FC A 1 B8 T S ) 1 B R AR A T AR S AR

ARV o3 18 TAT A 2 AR AR A5 A AR R P 9 22 A2 IR 55

2 MEMSIAXH

BN SO X A S N R AR AT A LR B S SO A B RRAS S T AR S
o FURASTE B0 51 R SO H 8 iR CRLEE T A 18 B0 35 T AR SO

GB/T 1988—1998 {5 B4R {5 E3# LA 45 F 45 % (eqv ISO/IEC 646:1991)

ISO/TEC 10118-3: 2004 FREAR "EHEAR HESRK HE 3L THMERK

(Information technology—Security techniques—Hash-functions—Part 3:Dedicated hash-functions)
3 RiBMEX

AR E A GE T A SO,
3.1
EEXAE  message authentication code; MAC
FIHIXS AR B RSB A, LB 285, fh i B th 8Os T . A o] 5 A 3 — 85 B 1 S AR 1 AT R
BB ENE N T EEMRESE.
3.2
HEBESNBMACOEZZS MAC algorithm key
— B T T B S RS SRR I A
3.3
HELFFEE  message authentication code algorithm
TH B S I A Rk T PR MAC B3k, o A % B R 8., b o — A 11 KB A bR oL R T T
B PET .
X FARAT B H AE B MAC 5k A B8 PR o
— X TR [ % Tl AR A RS A B O L B SR AR T — 2 QE B MAO)
X, XHATAT Hr AT S T MAC 3R F AT,
i — MAC BLA B RERRAE — A8 AL 00 pR 8. THERAN AT MO T 3 FLR 9 % 4 ok RO ERR
3.4
HHTH  output transformation
NE AR AR v Ok 26 AR VR 9 B s BT R AT 1 AR
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3.5

MAliEZE RS collision-resistant hash-function

T G0 P BT ) A 1 PR

—— FHWA AR B A S T AT AR FE TR B RN ATAT Y.
3.6

HEYFE (BB data string (data)

F 5 PRI g A LR R
3.7

Z%%E{H  hash-code

A % R BCI B  LERE ER
3.8

Z2E B #  hash-function

P AT BT B LA B e 5 3] 5 K LU A R 0 eR A O LW R AT AR R

X AT A L R B I R B A AT L RAATIAT Y.

X TR A R B XN T e B e HAA AR R AT R AT
3.9

#3A1E  initializing value

=5 PREOH IR T AR RS 20 0918 .

3.10

7 padding

FEIH 2 LU £ S T BRE 050 S 1 LE A S A 4R
3. 11

440 block

— o TR B LR
3.12

®EE  round-function

WP LoFn L, () LA B e S B — ANy Lo i LU R B A R B 6C» 0 2 )

T B MR 2 R R B I BE R L A L A R I B Ol L A (M A
3.13

F  word

KBl 32 (iAy s,
4 FESIdE

NAIF S FHEEEE T AR .

D.D’ B E W A B MAC B0 B L

m MAC {8 19 e 4

q Zt A EBAE S H B R D I i
MSB; (X) PR e X s ZAEiim j e

X®Y FedEE X ALY 55 (e

Xy FRNT 0 L e s XORT Y 3 2 BT R 1 L A

: = MAC 8k bl i B 75 5

D 225 BT I T L e

h AR5 PR AL

2
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H .H" KR Lo EAR R 78 MAC 5053155 v Bl e A7 6% 16 15T 445

IV, IV IV, .1V, IR RIEN

k MAC 535 % 0 1 L K

K MAC Bk 1 % 8

K'.K,.K,.K, MAC B3 1l 3t ik %4

K.K,.K, MAC 83 2 Py 5 3% 4

L MAC $k 3 2R BB Lo AR ep

OPAD.IPAD MAC $3k 2 vl FH 09 5 5 He R H

R.S,.S,.S, MAC 85 1 1 3, RIR St — 2R 9 H0A0 3 B0 L R e

Ty T\ T, MAC 53k 1A 3w, AR i P 3100 128 LA %L

U,.U, .U, MAC 535 1 A3 i, AR R P25 B 768 Lo AR 4L

$ 11 A6 B0 K s R

K, [i] 128 i Ko ¢ 5 0K, =K, [o] | K, [1] [l K, [2] | K,[3]

H P e

Ly P e X H R

Ci.C e eR AR B R AT

CC, T Zigs pR B 4 T B RO [

L, N BIHE pRE ¢ BT LR R b B A LR R I LR R

L, TR PREL 6 PO FUR R P LR T HOR R R R S B BRI
{ELAY LA B s T R (8 TV B EE AR K

$ HRRBEN S X Y SR KR LA L, (0 HR R 6 (XL YD) Fm
¢ VERIE X FY JIT45 5 (1 He 45

+ 3 B2 L ARAE B 7 A I B 2% B 448 A 1 B B AE B AW 2 3EH %
RSB AT R AL 2%, IR B M 45 R AE 0 2 —1 Z LR E BN E.
iefE A+ B

S W URE B R A K R L SRR A LR R

5 EX

R AT 43 MAC B33 04 {1 35 1o Y 8 4%

D M 6.7.8 BHER—F MAC 5k,

2) M ISO/IEC 10118-3:2004 Hiy % FHA4 2 eREL 1.2.3 F1 7 W BE B — > 4488 R 4

3) MAC BKE m.,

X MAC B 1 A2, MAC WK BE m W02 — M EREOF B AR TRIEMEKE Ly, T MAC
Bk 3 MAC K m WiZE—NIEEFOF EARTREEREN 42— Bl m<Ly/2.

X MAC S 1 2 B IR D IR AR R T 2 — 15 % F MAC 5% 3 I B L& D
1 R BN KT 256,

Xf—A~ Bk MAC Bk % 4425 oA B m (B A BE 88 T A3 43 BT B 5 1L

S FIRMEFRAE I MAC B B0 %408, LA 2 % 15k B,

A MAC FEGIE MAC R 2448 [ RE 35 4
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6 MACE* 1

MAC 575 138 MAC B 25K 8 — R 2% 25 R T HL 22 SRAG B0 v i 6 vl 50 B0

Ze R BN 24 A ISO/TEC 10118-3:2004 YL AZGERE 1.2.3 F1 7 FHiEHE,

BRI F AKT 128 LLFE.

i A S MDx-MAC WA, Bk Pk, 2R % 2% R4 1, MAC 1% 1 B FR/E RIPEMD-160-MAC;
FRINE N 42 Bt 2, MAC B3 1 R FRAE RIPEMD-128-MAC; % 5% % 1 2 % wé 8 3. MAC B v: 1 ik
FRAE SHA-1-MAC; %5 R & Fl 22 % A 4 . MAC 3% 1 iR 1E WHIRLPOOL-MAC,

6.1 MAC &% 1 pyHid
MAC 5% 1 ZORWT TP RAE BT B 0w SO R (L 2% 484 i 28 4 R BT #21F
6.1.1 ZHAT R

# K KE/NT 128 HHE. I8 4% K EE L% 2 )AL, M F R I LRy H i U A2 128 LR
TE R 128 WA B K/ (G K WK BER o 128 HhAe N K7 = =K) LBl
K’ :=MSB s (K | K| || K)
eI P EAE IR TS Ko K FL K
K, :=h(K' | U, || K
K, :=MSB s (h(K' | U, || K'))
K, :=MSB s (h(K' [|U, | K')
Horf U, UL R U B 768 U698 50 855 9 25 58 S, A (A AL B0 2 bR 8 1 B 08 A5 e it
e BE .
SE - BCHE LA R R BN T 4 W L 2 PRy 73 HEL A L KRR 2L LE A
SRS K B A Fn b K L O0<G<<3) 8K, =K, [0] | K,[1] | K,[2] || K.[3].
M ECRR B B A e 4, T SR T A HE L . Rk B B 4 b, R ISO/IEC 10118-3:2004
X BT 444 oR O E 1 1 HEB U

6.1.2 fEMEHMIKE

e pR TR SR T B BRI R R, BB O B S K DA R R — A BEAT R 27 IR A58 L
Cy :=C, +3.K,[0]
TEZA 9 HRMRHUE T K, WA 7 508 Bk, 1 1V = = K B % 28 o6 B0 1) 46 {8
IV, A 24 2 B AE B o i 5E B ¢

6.1.3 FZEBRIE

H D R ABIW S 22 i B n iy R 1D,
H' : =p"(D)

6.1.4 HHTH

F— WM R R ¢ o ANSE - N3 88 K, | (K.BT) | (K,ET) | (K, P

T ZASHON H B RAEm S5 5D 1
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i

6.1.5 &EWFEEE
B4R B H e 22 m W /E MAC {8, B .
MAC : =MSB,, (H")
6.2 MACE X 1 HIE

B S FE I T B LA ER LS g A0 2 Gk BB 5 O vkl BRI g R R ) L TIR 4 MAC Bk 1
A PR g+ 7 IR

WA K, KR K JF HAEZ % R 80 I FH b TV RS TV, MAC 53 1 98 48 oR B0 K
Bl IR ¢+ 1 1K,

b PR I B O RR R MAC B803% 1 FAH N 2% 8 ok 5500 TR REAE Y .

7 MACHi%?2

MAC 583 2 15 MAC (B 25K I8 F W Ik 2% % pR 5K .

A3 RN 2 N ISO/TEC 10118-3:2004 H iy & FH A« B R %L 1.2.3 F1 7 e B, JF H 25K L, & 8
IR R R L, <L, .

i ISO/IEC 10118-3:2004 WY 22 B bR 4L 1.2.3 FI1 7 W & X 86 5% 1,

BHARIE b A/NT Lo HRR (L AR B E M R B, AN KT Ly FOFE (L iy A 258 o6 500 LR 5
AR ) LRI L, <<k<<L,.

7.1 MAC 8% 2 g fiig
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7.1 BRATR
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OPAD. $KJGH KRB OPAD MR 5. IC/EK. .
K, : :ECBOPAD

7.1.2 ZEBRIE

WK, A D MIESE M i A B Z 0 R B A e L B
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7.1.3 WHTHR

W K, H R % B2 AE i A 3] 2 v R BRI HE A L B
H' : =h(K, | H).

7.1.4 BIMTIRE

MAC : =MSB,, (H") .

7.2 MAC &% 2 I &

1 2 LT 5 T JE LR R AL EE ¢ S 4L Gk B TS 1 EL AR 1 20 oR B s ) L IR 4 SR T 44
PR AL 1.2 F1 3 B MAC 535 2 AR pR AL ¢+ 3 IR SR & 24428 R B 4 B MAC B3k 2 98 48 pRi 8K
qt+4 K.

i 3 18 Ak R RS MAC B33 2 18 FH 4 oR ER00 YRB0RT LRI 2 1K

HHZ LB TV, + =¢(K, , IV R IV, + =¢(K, , IV), I H 765 — R F 2% R 50t TV,
BUR TV e AR 4 CF O 223 s 80 H TV, BURS TV, (8], 3 4 2 SR 8 78 7 i AT 1B 2
FL b %88 RS PR A LU BE D T Ly XORE A LA E N E Ly b

A A 1T L A RN MAC B0 2 R W 2% 25 ek B PERE AH Y .

8 MACHE%3

L ARSEE MAC Bk 1B — ARl 0 95 A CR KT 256 Hebi) i T 1AL .

MAC B3k 3 1158 MAC H, ZER A 7 W Ak B9 56 pR I HU 38 2 #0058, ] DA REAR 20 98— vk )
b %8 bR R

ZR i RO 25 M ISO/IEC 10118-3:2004 WAy I Zu s 1.2.3 F1 7 Hh kB,

BHKE R AKRT 128 W MACHKE m ART L,y /2 i,

8.1 MAC Hi% 3 Byfid

MAC 53k 3 RN T B AE . B A 97 i M8 w48 vR 8Om0 o 5, SO0 S50 58 | 0 48 R 00 480
(o

8.1.1 EHAVT R

o K KE/NF 128 e, IB4% K HE B0 2 OB, I Sk 0 B o h s B 22 300 128 LA
TE 128 WA K (7 K KR IF - 128 HAe, N K7 = =KD, Bl
K' ¢+ =MSB,;s (K | K || -+ || KD
I T HAEIT R F% KoK, MK, .
K, =h(K'||U, I K"
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.U, U B U, 2 768 HBs 93 5076 508K 9 oA 58 . hFeom (AL B 2 22 e 0 1 B 05 A 00 35
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SE - BOHR U R FE BRI FT L 44 W 2 DRy 73 B AL L B K B 2L, LE A
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Eﬂﬂﬁgéﬂ K, %)iﬁff%bk@’ﬁ? FoNN Kl[']<0<'<3) Bl.K, =K, [O] H Kl[lj H Kl[zj H K, [3]
MR B B A T B E F AR HE Y . A X AL e, SR A ISO/IEC 10118-3:2004
WO TR G 2% 85 pR B E B9 1 HES Y

8.1.2 BHBEHMEH
B PREUR R H R M E B B e S K AT R B — AT 2% A 25 R L EL I
Co: =Co+4u K [0]

5 9 B HAKHLUE T K, P A 7 5 A ok n . F TV = = K BUIC 2% % ok 20009 400 46 15
IV, 5 58 R EGCAE ¢

8.1.3 HIEER

Xof A T B TS A He A AR DR T MAC, BIF DL I 26 350 70 He e J (A SR A ) S 06 B B LR T B A7 1
ok 1% . MAC I 56 UE 25 R 4 60308 70 b AR HR 2 75 B iAol k2%

X EA B MAC Sk 0914 B Rt D, 78 HoA7 M3 58 R 7] gD (RTREIR A 907 AR L 78 /5 L
B DB K BE 2 256 LA,

SR B AR D RS IR AHLE BRI AR R DR 256 407,

8.1.4 NAREH

WEHAEE DR KEICHE L, R FoRioE L. 78 L AR5 R r 0" [ifd T f K
N 128 HAF LI B AT L EY FOARE A L, SIS AR
W K, DRIVK, 5 L 9 Se3 (EAE S FE 56 BB o (R B B 0 % BO I A B
H : =¢ (K, | D|| (K,®L), 1V,

8.1.5 HHTIRIE

WL 83 H e 22t m HUAE FF 0 MAC B
MAC : =MSB, (H").

8.2 MAC Bk 3 I E
MAC Bk 3 FEMA 7 RERE . BEPITE K, K, M K,, 7T LLRFREE]—K.

9 EHMIHE

A S R SE YRR B A MAC Bk 1 RIS 8 9 MAC 8k 3 1,
FERRER T, MU, & MAC BEH EE TR . B0 248 B80T 3 R — %0, JF HAE
A T 2 8 pR B0 25 AN A T
128 WLHRRY T, A1 768 LLARAY U, # IR 1 ik X .
T, : =MSB s (h(S, [ R)), i=0,1,2
U, : =T | Tooy | Too | TNl Toct || Tins s i=0,1,2
HP AR M 285 3 i, R="ab-yzAB--YZ01---89" & 496 L4 1Y # ¥, S, .S, S, # =&
16 kw8 Hoh Sl 2 IR BCT ¢ 19 16 R ASCIT 4378 3] CFbanist . S, i /8 3131),
R F1S, #FH ASCII 4t , ASCII 4 i 45 [] F GB/T 1988-—1998 Jr i FH i) 4 i
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T FEA BB C OB 1 K [ fcms LA e 22 0 00 FE R AR . 80 C AN CO 16 iR
FR,

9.1 TRAFZEFRH

L REC T Ry 128 HRARR A T, 8 LR . (H 16 #El )
T,=1CC7086A046 AFA22353AE88F3D3DACEB
T,=E3FA02710E491D851151CC34E4718D41
T,=93987557C07B8102BA592949EB638F37
L% R MR ECTT HBITASE BTG Co o Caeee sCr B CLLCr e s Cly VEATTRE SLINTF
C;=K,[0]4300000000, (0<<i<15),
C,=K,[1]+,,5A827999, (16<<i<<31),
C,=K,[2]+,,6EDIEBAL, (32<;<47),
C,=K,[3]+,,8F1BBCDC, (48<(i<(63),
C,=K,[0]+: A953FD4E, (64<i<<79),
C/=K,[1]+450A28BE6, (0<<i<<15),
C/=K,[2]+:5C4DD124, (16<<;<<31),

i

C/=K,[3]+46D703EF3, (32<<<47),

i

C/=K,[0]+,7A6D76E9, (48<1i<<63),

i

C'=K,[1]4:00000000, (64<;<79)

i

9.2 TRAZERH2

LA R A 2 iy 128 thARR R R T, 8 L - (A 16 #EH R )
T,=FD7EC18964C36D53FC18C31B72112AAC
T, =2538B78ECOE273949EE4C4457A77525C
T,=F5C93ED85BD65F609A7EB182A85BA181
LR R 2 R R BT R BTG Co o Coyeee s Coy B CLLCry e, Cly s EATTRE SCHNE
C,=K,[0]+500000000, (0<;<<15),
C,=K,[1]+,,5A827999, (16<<i<<31),
C,=K,[2]+,,6EDIEBAL, (32<;<47),
C,=K,[3]+.8F1BBCDC, (48<(i<{63),
C/=K,[0]+,,50A28BE6, (0<<i<15),
C'=K,[1]+:5C4DD124, (16<i<<31),
C'=K,[2]+:,6D703EF3, (32<<47),
C'=K,[3]+,,00000000, (48<<i<{63)

9.3 TRFHEEIH3

LA A3 TP 128 thRr R T, E LI L O 16 dER R )
T,=1D4CA39FA40417E2AE5A77B49067BBCC
T,=9318AFEF5D5A5B46 EFCA6BEC0E138940
T,=4544209656E14F97005DAC76868E97 A3

L 2% 5 R A 3 I R BT B — D HEECFE TS CoCryeee o Cr s BE LHNTE

C;=K,[0]+,,5A827999, (0<Li<19),
C,=K,[1]+,,6EDIEBAL, (20<{;<<39),
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C,=K,[2]+:,8F1BBCDC, (40<i<59) ,
C;=K,[3]+: CA62CID6 , (60<<i<79)

9.4 TRFZEERH4

TN R4 Ty 128 TRRR R T, & AR (] 16 #Ef £ 20
T, =36129D71469F205824E118E1F922295A
T,=19A934B16952C37951C31AA9699FD5A4
T,=313D9B56799988C1A3639FB2BDFEF274

T A5 R 4 15 R B — S EBUE R T 51 CC, ,CCy oo, CCyo s BATTRE XANTH -

[1823C6ES 87B8014F] [36 A6D2F5 796F9152
K. [0] 00000000 00000000 00000000
00000000 00000000 00000000 00000000
.. | 00000000 00000000 .« | 00000000 00000000
o= 00000000 00000000 | ce.= 00000000 00000000 |
00000000 00000000 K, [1] 00000000
00000000 00000000 00000000 00000000
| 00000000 00000000 | | 00000000 00000000 |
[60BCIBSE  A30C7B35] [1DEOD7C2 2E4BFE57]
K.[2] 00000000 00000000 00000000
00000000 00000000 00000000 00000000
cc,= 00000000 00000000 O, = 00000000 00000000 ’
00000000 00000000 00000000 00000000
00000000 00000000 K,[3] 00000000
00000000 00000000 00000000 00000000
| 00000000 00000000 | | 00000000 00000000 |
[157737E5 9FF04ADAT [58C9290A B1A06BS5 |
K,[0] 00000000 00000000 00000000
00000000 00000000 00000000 00000000
—+ | 00000000 00000000 —+ | 00000000 00000000
ce= 00000000 00000000 =1 00000000 00000000 |7
00000000 00000000 K,[1] 00000000
00000000 00000000 00000000 00000000
| 00000000 00000000 | L 00000000 00000000 |
[BD5D10F4  CB3E0567] [E427418B  A77D95D8]
K.[2] 00000000 00000000 00000000
00000000 00000000 00000000 00000000
cc, = 00000000 00000000 CC = 00000000 00000000 ’
00000000 00000000 00000000 00000000
00000000 00000000 K,[3] 00000000
00000000 00000000 00000000 00000000
| 00000000 00000000 | L 00000000 00000000 |
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CCy,=

[FBEE7C66
K,[0]
00000000
00000000
00000000
00000000
00000000

00000000

DD17479E]

00000000
00000000
00000000
00000000
00000000
00000000
00000000

9C(:1() -

[CA2DBF07
00000000
00000000
00000000
00000000
K, [1]
00000000

00000000

AD2A8333]
00000000
00000000
00000000
00000000
00000000
00000000
00000000
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Mt & A
(EREM S
{5 F MAC %4 i MAC B R

A1 HER

AR SR AE T MAC B3k 1.2 #3242 MAC (193 B R ], % JH DU Fh 4 2k sl gk, L, %
FHZ% 4 PR gL 1.2.3 F1 4 43512 ISO/IEC 10118-3:2004 hHUE ML B R 1.2.3 F1 7. B 4% R
BRI AE ARG, EA TGS TSN L E 9 B A RS 1A b X B s R
FH ASCII 4 fi%h , ASCII i t% %5 6] F GB/T 19881998 JIr {#i I i 2 1 .

P~ 128 HLAR B AT

B 1=00112233445566778899 AABBCCDDEEFF

B 2=0123456789 ABCDEFFEDCBA9876543210

&A1 BATURBBENLBE

P iy A LU e
1 “7E AR ED
2 “a”
3 “abc”
4 “message digest”
5 “abedefghijklmnopgrstuvwxyz”
6 “abcdbedecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq”
7 “ABCDEFGHIJKLMNOPQRSTUVWXYZ abcdefghijklmnopgrstuvwxyz0123456789”
8 “12345678907 & 8 YT M4y 80 (F4F e
9 “a”H 1 000 000 WAFHN 1 IR KB4

A.2 MACEE1

TEX — R BRI M m =L, /2, BAORVE AL A R8T 3 W m =80 15 & 2R 2 1R
B2 Hom=64; 70T HIZR B2 R 4 1 m =256,

A2 1 TRZEERE

4] 1:00112233445566778899 AABBCCDDEEFF

5 MAC &
1 B7F4508111EB8C3B5229C6 AED406DEIECA640133
2 BC78F55933BCEBIEES5A906 F9E18374F23E310F9
3 6300DC20E97 A5 AA29DBICTD607D23D126FA36863

11
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® (8D

4] 1.00112233445566778899 AABBCCDDEEFF

Fp e MAC &
4 3A2AC89B78EEABS759F5112BCADACD405EEB5 D35
5 16DC174925BBC27E0CY3D426C346846F97FSBCE9
6 E062210BA5C9C94737BF3A6E85B3B5664FBDIDAE
7 9B462D5CBDAE1485FFE10BC001EFIE3AF6D128B5
8 88E73A01A1DE36CI2D6FIE41F7278D407B4A4CCD
9 E7B128E4A1842B750F1E61A486C867C4887 A4B21

HH 2:0123456789 ABCDEFFEDCBA9876543210

75 MAC {4
1 B45D6CA84CFBY020E0D5 ABA2A7609D3D81F3F57F
2 8844375992037D1BCDOD118EE548D70C3F19CBBB
3 917C59B8AC7FC19DC25BEF82766412FA16BBC6A7
4 E0737CC7976D8F424390CB8798D623D751 AFE15A
5 D57FAES3687-718EFA4BD4ASF2F322A179A8735E
6 42B20DAC8FD5E8672760CF83C0478D7BF8021404
7 42B20D4C8FD5ES672760CF83C0478D7BF8021404
8 10441DF4F68CE8815818DCOFB370 ABFS7BCA4464
9 E06AD21D2AF04DD4217 AB03B1 A578F036997D01 A

A2.2 TRAFEHY?2

%4 1:00112233445566778899 AABBCCDDEEFF

=2 MAC fH
1 A47A64E9EDE0741B3FDDES33SESC1C6D78
2 51355051852FDC79FB228 EAC905633AD
3 D83940DAFFBD4CBBE6BA30AGFIEG63EFSF
4 1A7CFE2BB26E973E213C1CB96FA4C2EF
5 798 AEAC6046B31907C197BD68E59D376
6 0BSE1D4A571F32657189322A1F2F4A53
7 B814730F482300C6E474FD255A66D680
8 9060A30758EBE3368D939AC168F1AIFD
9 20763FDEDFO01ES6FF5756954302C7DEO

12
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%4 2:0123456789 ABCDEFFEDCBA9876543210

=2 MAC fH
1 35FA3AC39F50F2A4E3FFC7TAF5776 BAEB
2 A89E25E6796747B630A2A00B802EAS3E
3 66339027 A36608EBD932DD551616E7B2
4 1F8779BAD84B50373931211A2761EAD3
5 31BF5B5B7ABAC2567DCOE02F1C3A25D7
6 B5BSBA3BSEA895FBC83CB7588FBD2656
7 8D27BBEC257C848D5CEF375EBSEDA4CCT
8 B40B5BF6727DEY0B26F770850F059C89
9 76C7BC831BOBCES93DFD44ESE054 A373

A.2.3 TRARXBHRYS

%4 1:00112233445566778899 AABBCCDDEEFF

75 MAC {4

1 C8A8B3C75E6CE7C6C4F79CC19853CCD54ABCB079
2 8DD9IAE643BF10BBB7B978EF13EE6C0F480618FBO
3 A738B26 A8BD318184E76707 A99CAE14C670B9711
4 1EBFE413E55D6B288 A2BD01D294 A21FD8DAB20BF
5 0CE7BF40A73D977 AB4999CF3A9BD1C5B3DC442E9
6 12A6823CC181294F95109073 A6 AA0C8961B14386

7 9369EE4A043AF1CAG6E078DOBSAICE5C1545440BA
8 B00D37D70A84B762FCOAS8AIBCIBI5FOE517B5EDF
9 DDDF44613E8559D12C150D022D5FE33F9EOFBACE

4] 2:0123456789 ABCDEFFEDCBA9876543210
F5 MAC &

1 C3A5ECDIE715C7272CFE78BC278086587B040422
2 D5D50FFA7EFDF1B17E96E2EC14DBCA4412F7B771F
3 01BFDD568008D412158 F5B0CI0AE2730DCFB77FB
4 9982E0EE91DB8YAE7E7618 AD1D649BA43406 DBDD
5 ACD04E1004FCE53DECA9EE7 AB95DAF97B7C44AAS
6 FADF62DCE789ES6E60756 AAS19EF62C8E5C25E94
7 46DB9A49FB4976D007B14B1574843D019CA99445
8 AEFSBED3ES16C530B23F491583C038596BB76 FDB

BAC6BE6BE6153FECE2891F9IDA03824DD4D535D19

13
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A2.4 LTHZEE

4

40 1.00112233445566778899 AABBCCDDEEFF

=2 MAC fH

1 064F757F9F4ASE84CCOA859CD5A3658C3BOBDOC2ESFC8955724E3E0022DF1EF05
2 05AF97181F1C367FD8A4DOB7803A79CI6EASEB64829CAFSCBB68CA6302342CDE
3 ATD9DO03F712C5942FBA478B7CA1I8FAS67ES06E60A5B121520BDE1D22E7C0993B
4 40C93B6CI41A84EBAS89EBAFOEF3EB6SD056 DASD854795 ACES67D5A7C6FD52C7
5 6893767C115A21DCAS5828BC3F9640DE7473E22C2572657EFA7327E9C238FE0CS

6 3F3A93D580FBCES62DEO0AD7AF321 ESED7BSES1816C300B7F5FC21DFSOEEE7F71
7 5FC693ED3C3763AF071FA3A02B79E0D5D35041C709DIECA95662 AF2DCCIA0090
8 D4E2D986D5BCACFFDAF05C6D1C0E433910C867C06D47A5A9B2736 ESAAB490150
9 E155B811AAD52FA647452BACIF97F9IB6134634605920C23CBEOES43C931BA2DA

%4 2.0123456789 ABCDEFFEDCBA9876543210
F5 MAC 1§

1 AC20EA6E726BD18OEBOBASDFF9761F459 AFB67F803496172FFDC6D1482D7E3FB
2 A583B2B736F7450FF3ES3CDA1A12647D4A44DBA64FECCBE7A05F526 AA63BCC6C
3 EOB2DES07F2506 A2FASF6E6 AEDEDF348690BF6 A4B58EAA4767D7EFD871051912
4 46C4DF153EBAOBD231919EC2D26F611B66B635836F5235 AAA8D2BB240329F657
5 2D174A353C4FD84177E43F67B3CD685D3549BD03SEEFD5A496F3855F73110CEC
6 06B49ABF50036613798815119D94A37B26B975C53D8A753037FBABF6F6774422

7 FD74C324D3C4D5001797 ACD458995FEBAC50F3D5502D778895EE4E6353BF 3586
8 00BBSAB26F991C10EBD0789467C67EC4988E51ED78 A9A9596C36E9817D63B7C1
9 B5B781DC131DF455727 ASDDADA1F4BC3402E74865D28917D0B31EIAF61DOCE07

A.3 MACHEi%?2

TEX — & Rl o m=L, /2, HAUE. L HAREREC 1 A3 W m =801 & 4% ok
B2 H om=64;7E LI BE KRB 4 Hom=256,

14
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A3.1 ERFEEIHY

4] 1.00112233445566778899 AABBCCDDEEFF

=2 MAC &
1 9EBEA41FBC24CD90BF2ECFD5B8C8CC8181D3FCAE
2 75CB722C50024COESATAODBA7D5C36B86DID1DD5
3 5B48C1749DDED71EDFE0ADE2B944 ES08E4 A65820
4 [9033064567F541235C3944EE95CB476055985D1
5 B37885405B71E025AF0OCB574021A562A62733628
6 5C6429B982C8054B5B3348 A0D7D2CE24D7032BC1
7 BOA4A451D0926855E52428 E16DIFEAA241C4DDIB
8 1CCEEC5122F08A76 EBCDSE3DES8610D942D8ASF6
9 45D61908BFF6039E6DE3C037FDCE6191F19F6410

%4 2:0123456789 ABCDEFFEDCBA9876543210

F5 MAC 1§

1 2FDESDAF7050D14E6D7ACD2254D17FA3A8CBFCDD
2 239C4020610429A8662BF81 A2CAAEA47FSEA0A44
3 89EFFBIF5 A6 BCEAE3C65D0C9803F3464 ESE9E349
4 FSFC87FD5702F5DAE7BB634DA4CB4B41CD505B6C
5 5686CO0F69E6C868732C67402AA107CEAB513439

6 525EC4893A221EFDIB6DD351059B40C05B4ACE2D3

7 B975ED3893FC8D535376 EF49211E2E6B1BB30B90

8 BC201FFA581357C271DAE25104167F3DCC97BADC
9 95A875A1D64D55E677DSE4455E1445E7E940F758

A.3.2 LTRZTEFRH2

4 1.00112233445566778899 AABBCCDDEEFF
Ak MAC {H

1 ADIDB2C1E22 AF9AB5CA9DBES A86F67DC
2 3BF448C762DE00BCFA0310B11COBDEAC
3 F34EC0945F02B70B8603F89E1CE4C78C
4 E8503Q8AEC2289D82AA0D8D445A06 BDD
5 EE880B735CE3126065DE1699CC136199
6 794DAF2E3BDEEA2538638 A5CED154434
7 3A06EEF165B23625247800BE23E232B6

8 9A4F0159C0952DA43A8DA66D46BOAF58
9 19B1B3AF333B894DD86D09427116D0OAD

15
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%4 2:0123456789 ABCDEFFEDCBA9876543210

=2 MAC fH
1 8931EEEES6 A6B257FD1AB5418183D826
2 DBBCF169EA7419D5BA7BDSEB3673FF2D
3 2C4CD07D3162D6 A0E338004D6B6 FBCIA
4 75BFB25888F4BB77C77AES83AD0817447
5 B1B5DCOFCB7258758855DD1840FCDCE4
6 670DOF7A697B18F1 ASAB7D2A2A00DBC1
7 54E315FDB34A61C0475392E5C7852998
8 AD04354D8AA2A623E72E3594EE3535C0
9 6F9IB1COFC06753618D6DB4B007733795

A.3.3 TRAREHRYS

5] 1:00112233445566778899 AABBCCDDEEFF
75 MAC {4
1 86C2962E58B3498 A2608935 AF7726311F2BFB538
2 0497FF21DAE3251DA0ED2F47F5A3B74 ABA6B2560
3 6EE2A25F943E3F3EC05225 FBBR6BA73E2E5D51D2
4 CD4C0D1328DC4A8DC2801001B129 AEFC6EOCFICE
5 89ECE303FADIE4313950CC3B008CB239B5B85844
6 9DF741057D075D3C4E1533E38 A5FF469647194B4
7 188A58390A6EF9827035B81CDF1B5049211F0EES
8 98A98D6A81FD361030856D2C19742 ADSDBC468ET7
9 D2986310BA18A78786534882F9C5BCBFO6CCEIE3
4] 2:0123456789 ABCDEFFEDCBA9876543210
F5 MAC &

1 2739B6BE63F539EB70FE250346F6382A2DFA345F
2 A0C2711A6BIDA4CDSF85EF1E6FF7BF70B412B477
3 18F570E864FF903D2773D53C2E114E1A62152953
4 A80845A89BA15E941A2457084BC431F3E47759E1
5 14143EA1057B02D20C0157216190 A006 E30F3D41
6 DAB4B41BA639B4715889406 FE18E0C037017E063
7 AEAEA5415B4F266CB15CBEB844E56 AEC2DABAD6D
8 3DBA11471EB4FCCF21 BAEBOBFF7E20150132C6CF
9 3BB917B8BD8560ESIFFI054FBE096CBACATI09D5F

16
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A.3.4 ERFTFTHA

41 1.00112233445566778899 AABBCCDDEEFF

F5 MAC {4
1 5A77B599D2DBIB6BSCSE5112DD5F0B88719D60A4866688C2DFF624 AGEA4ADB62
2 177B98FIF215046 E640BSEFE3E723C4E7233C5E745B72DE9381 D6 A3F47E30F95
3 F92ECFIFB82E39ECB2D3ECSCFEF76317 ASC4E6F835BD4994D4D156B68F640D37
4 078067C14C1E393011BFES8E1E94F03F9062DA01378760A65F7 BE1FF041B8087
5 05411A95D2A5CDA0CB4A7339A70E62FF790D945F25963F1595E39486 BADSSB2F
6 SE2A8C15E9611E575BF67165B38B04259A30C8C15F9DE72997391B32575D9C78
7 9A7DI3D28BA451CDE57570C1CC41E943D288F3FD112C7E3222185F2163AE9328
8 A3676 A07TDIE79CABDAAIDAGEAB3FBADI28114F4D7E00050 AB7167400203585B6
9 521EA57548F1068EC0364330 ABEEAC859E008D976323B1BA13ECFB405E0909EB

4] 2:0123456789 ABCDEFFEDCBA9876543210

F5 MAC fH
1 FDB6120AFEDAEBS7 A4DDC952FE02C1 ECB17DDD6647DOFAB67194CAA506 EEDIDB
2 8B738011A43BD81363C38B941E81975BC2562EC9185B70B5503D34FEAS9BOESB
3 (97109474261 CEDB4FE524CE8319BD1E4FAD2DCA5434840030238EB26812644D
4 A320497D440E9452846 BSOEFD4578628 ACDI69D64 A6EC42EF350F05BE6F604ES
5 E1C734A8E6301FD270655F5E6DACCES115083D3DA974D41182C219F74F357E48
6 66E060BF156 AEC454058 E4D4 A88 AODASSFADED118D5B731060FA0BB68B673DDB
7 608FB970FD10DIBBCEAEEIFA02E44C062F1711A214E2594BE57 A71FCC419042F
8 D3B314AD10D07CC45708D35526B165A89B5 AE596D24 ABEACFCD3COEF2DCCF196
9 024F0B3B7A403417B8191F8383DFFE55F23F5B1A29E3FC24BB29097E294FE798

A.4 MACH%3

A. 4.

EX—F B R m=1L,/2, BAERYE.ECHIERE 1 M3 P .om=280; 1L 72
oo .m=64; 7L HIERE 4 .m=256,

1

TRFEERH

B4 1.00112233445566778899 AABBCCDDEEFF

MAC {4

6606 EF2D3BBD010F516C65372C3CFOACF111B3E7

2 FOBCOC81307E17A71F4C40AE0B2AC39FCB23CE12
3 7720FD23925B854F963E8812573CD86EBAG61EB66
4 2683D6CE053BA0420E76130EAE2367734B7D2D53
5 DE532D156CB312464BB6147E99470C471D91F1C6

17
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%4 2:0123456789 ABCDEFFEDCBA9876543210
=2 MAC fH
1 4BD390E9IEC460AD4866CCB32D091 AFBF73ESB6DA
2 CD2847BAB4636CIBCEADCF3D187122A9199DA670
3 15C3910C42638ESEE6DEBD506BD8C4DBI4713A3A
4 04148DCB47728 E3E57B836A66043D5145879796E
5 829A24010704DBDOEE34A6D607F7B34829E04E95

A42 TRZZERH?2

40 1.00112233445566778899 AABBCCDDEEFF

haes MAC {8
1 AEB2C45F13C0C6F5F10BE2F1E3E9C322
2 16874DOE17E4F1C290DD749CCEFF7834
3 A289AA06 AEBSFC99B989C377BAADDID4
4 0D80DB68BBF99442DC3D6BI3DO3SDEF3
5 11DC4A6BD375C64F78BB78 AD265ED7CD
] 2:0123456789 ABCDEFFEDCBA9876543210
P MAC {8
1 7248481816BSD3AF29F5C002FF769EAS
2 DFEIE36CE9792476 E0889F1BECEF18A9
3 9B4F1D21320F4A327F023947554BFC3B
4 3D2D658D0196 EAEE9F42 ADA50DFCFAGE

0A34452D9DA70C70183DFFDDBSEEC056

A 4.3 ERFFEHRHSI

W 1.00112233445566778899 AABBCCDDEEFF

=2 MAC fH
1 708F4A226CDE708820643CBEEFDCBE6CB36FB269
2 EABS7BE709DIE5CB62C7489C2B1407130B772760
3 C1BD6F9C908132FEF5187CBE681B42A8C785FBE6
4 F34DEB241D46C6448D67 ACE6BSCD4DFO0DA23EBC

669DED2BD6 A1 AEOBCFF7D3B74494C1D8161FA0DS

18
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%4 2:0123456789 ABCDEFFEDCBA9876543210

=2 MAC fH
1 EAF6FIDDBAFD299320FFOFCSE02E2BE62879F341
2 2AAEIDEOASS5E7CD7383C27506A467B8DF4E3A33
3 FE6031710329D12090F73F55CFFCC6215F9BEAE9
4 0CCDDIDAB6B0126800ECICC7A02656 E12EDEA42C
5 ABDBCSAAAE4A8CE734432188740A149BDF2D215F

A4 4 TRZZERYA

%4 1:00112233445566778899 AABBCCDDEEFF

F5 MAC &
1 35E68BCFCD5548 A09F6A1615B84BEE9AAE35D286BDY48BFD7EC1132A8D462C88
2 72E8DA475B0F5C97F71D7 A98FB3E0D4E1032 AF8080F3BD793EC034B06E619067
3 415AD62CA5A90E3AFD20B645AACSD77614DB847790867F348D1732BBIBAS16CIE
4 039731 A1305C30B2F443D403F40B55C6B3B16B5B1B20B60B5942B01E16DOADEA
5 7F2E3B78CAB48C93E6E7C33BD52B2911C3FBB5BB3FID40242BB5861D70C1D29C

B4 2.0123456789 ABCDEFFEDCBAY9876543210

F5 MAC
1 BB52A0272197E3C112A502A994 A12B20CB257C7C4F00D134 E9B85E92CD280907
2 DB4C2DC7512E00D835F AF9680F855 EAE1379B6 A380 A8C53F2507F5 A5 AF0A447C
3 3D75654FC093B5318C05455A212416FD3A4C82F58468C3327C5C8109F7973FBA
4 BE3D19D1E4D6A0F644742 A6EABID371447D77BSBAE26 AE63D4797C5CBBB10E71
5 84EE551EF07D23E2E043061E2C1E6DIACBADDDAFAFSFD6FCISA384F6FEEB2BOE

19
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MAC &,
AR, MACK (D) Fm 88 K B9 MAC 3801 8 D #4718 BT 5 3 /) MAC,
R T B E MAC B0 02 A5 B AR S 25 08T AT 7 o ol SR
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2) KA B X A RS R G R MAO X R E] MAC Bk % 8] K. %4818 %
i b Pl st ek B R KL O B — BB s T LA AT AT R O s

— ANk B AT AT PR AR T s B R B A G R MAC) X B0 H DB 2R 0 % A B

X MAC 5 o] BE A B0 R A0 R L (H R X O R AR IES 26 T Fr A o ey . il v b g o J — i bk
) A UL B AT MAC 580 A 3. 28 =g H FAEM SR MAC Bk (FZE BRGS0
(5D,

o EM MAC, XA fhi & A AT 55k i, I E R max(1/27,1/2%) . X R BCEE H T A 1

MAC B, B G M8 m Mk A e AP Fh I .

o FIFHEE, XMUGETEIETEY 28 'k MAC B I HBE &/m Q4 E . MAC) DL ME—
W], A A E T Ar s MAC Bk, A il ik 5 £ BB R PU X Fh ik . 53 b,
MAC 54 s 1 2t o] BLBH 1k 2o s 35 36458 2 /m X QB MAC) DLHESL X R ol . Homish, 25
k=128 m=64 JB A% T 45 %€ 1 G B . MAC) Xt . K 25 2% 4> %5 4 R 5 X 1oz 5 % 4 vk £ )
MAC 5512 J5 #5825 50 I8 4 %5 9 95 48 R Bt JF A LU il MAC Bt 38 A 24

o HHIFHE . WARIBEHRALEEE M GHE, MAC X, i wh 8 4 3 20X FER A~ 8 D A
D' /& : MACy (D) =MAC (D") I H. 7 X fiy H 728 4 1) i A B 72 Pk MAC 3155 o 2 AH 45 19
U ARVE PR RE TR . QSR S D R DA N R R B I A AT B LR R Y # A MACK
(D Y)=MACK(D" | Y)., Xt 7 —Fpfhid, YA M e DY /9 MAC B .k
REAS TN LL AR R DY 9 MAC, 3 Fp O i 408 T 14 B A9 5ok A% =X 1T BB X 177 2 100 3% A
Jip s (B XA B T R AR TE T B A S A R R G M. XA - R
e E L e R 2y 272 E A G L MACO) T 2 7 SRR B, MAC) , i n 2 AR S B9 L
K.

3 DA Oy 2URT DAk e s H B0 AE AL B A T BRI B — AP 805 B B, A MAC Bk 2
WORAR . X ELELRAE MAC Bk SC Bl SR UEAE— B S RN, B AP 51 5 78 MAC 5
HH—W., XMERIEARIEETARE FHAT,

o FERZTPWE. HT HHRETEMNZ AW E E S H T 5 MAC Bk HERTEEA X T A

g3 MAC Sk i HE R 2 BRI 2 s

o MEEIE. F*xF RIPEMD-160 Fl SHA-1 537k rfr 5 5l 5L i ARSI iz B30 1) 4 L W UG H 22
Ay BERE I BT I MAC Bk 2 (2B 41,

Z & iE B
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EUF B E ST 84 MAC B 1 B R 2 4

o (B N RIIAE TV RN 3 B SR % 6 2 — AN hBEHLER AL,

i — A OB AL R R — AN B X TR HLE S B R T SR IR — A B AL oA B0 0 (L 2 16, D B AL R 4
FBEHL R BOAR ME X 50D o

EF B E BT B4 MAC B3k 2 B R 2 4™

o N [V R I 20 bR R R A

o BN OIIAME TV (5 BRAL ¢ 2 — AT MAC B0 (s 2 B0 7R L 2 i )

o EHIK, K, MBEHL AR AT X 40 5 AR 4 T 2R 6 FH B4 TV (056 AL ¢ 2557 th B HL R 5K
CHR TR AR HIZEHK MK,

E— 25 0 TE WA L U BRI g 2 P B DL BR K B AT (R MAC B0k 2 R OUBEALERECT . 4t

M SRR ¢ LA AN AT JE AR AT R A e L MIAC B3k 2 BT TR R T D
HABBE T L 24 5% FH 95 10 2 8 BB B, MAC B3 2 10922 M T RRAIR L
MAC 83 3 1% 2R A MAC Bk 1 A1 2t 40 R ¢ 1 B A
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