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nE LS K28R, ZUC-2565005 3y 4l p: B —AN496- Hu s K i 4k J
REE AL A A7 25 (LFSR), ZLFSRE XAEMRGF (23! — 1) I, H16/431-LhEs (7 ds
BTG (s15, S14,+++ , 82, S1, S0) MR, IXEEEITI)E XAERE TTHES{L, 2, -+, 23 —
1} by R — AN thgrE A )Z(BR), FEH R MWLFSRA i B — 26 75 /7 8% 5§00
WS, I A 32- LU RE 15 (X0, X1, Xo, X3), DL T FEIABRIRE B3
Q(ESM); THAFSMEZ, FEMEF2032- R 7R 5 Ry, 1EAFSMAHIILAZ
TG
ZUC-2561%5 4] /A 4a 1R B2 HE T .

so = Ko || do || K21 || K16

s1= Ky | di || Koo || K7

sy =Ko | da || Kas || Kis

53 = K3 || d3 || Ko || K19

s4 =Ky || dy || K5 || K20

s5=1Vo || (ds | IVi7) || K5 || K26

s¢ =1Vi || (de | IVis) || Ko || Koz

st =1Vig || (d7 | IVhg) || K7 || IV

ss = Ks || (ds | IV2o) || IV3 || IV

s9 =Ky || (do | IV21) || IVi2 || IV4

s10 = 1Vs || (dio | IVa2) || Ko || Kas

si1 = Ky || (duy | IVaz) || IV || 1Vis

s12 =Ko || (di2 | IVaa) || IV7 || IV14

s13 =Kz || dis || IVis || IVs

s14 = K || (daa | (Ks1)3) || TVae || IVo

s15 = Kis || (dis | (K31)1) || K30 || Koo,

Hot (K1) 2 799 Ko (400, T (K1) 7 A Ko RIRARE; B3 FH IR 3R 78 s

(0 <i<15)tT.
do = 0100010
dy = 0101111
dy = 0100100
dz = 0101010
dy = 1101101
ds = 1000000
dg = 1000000
d7 = 1000000
ds = 1000000

dg = 1000000



dio = 1000000
d11 = 1000000
d12 = 1000000
diz = 1010010
d14 = 0010000
d1s = 0110000.

ZUC-256 IWIIBAL B BA 3L 432 + 1 = 338, H BRI,

L BTt s, wla i i o R B BILFSR A& ot
WIEEHACIZ R ITT AR, = Ry = 0;
3. for i =0 to 31 do
— Bitreorganization( )
~ Z=F(Xo, X1, Xa)
LFSRWithlInitializationMode(Z > 1)
4. — Bitreorganization( )
~ Z =F(Xo,X1,Xs), B&FHZ
— LFSRWithworkMode().

T, FATE 4 HA MR TR IR
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LFSRWithInitializationMode(u)

v =255 +27 513+ 2% .50+ 220 55 + (14+28) - 59 mod(23! — 1)
. if v =0 then set v = 23! — 1

. 816 = v +umod(23! — 1)

. if s16 = 0 then set 516 =231 — 1

. (816, S15,° 5,52, 51) — (515, S14,° 551, 50)~

LFSRWithworkMode()

CUs Lo N

1. S16 = 215 - S15 + 217 - S13 + 221 - S10 + 220 -S4 + (]. + 28) * S0 mod(231 — ].)
2. if S16 = 0 then set S16 = 231 -1
3. (s16,515, " ,52,51) = (815,514, " , 51, 50)-

Bitreorganization()

1. Xo = si50 || s14z
2. Xq1 =511 || som
3. X2 = S7L, || S5 H
4. X3 = sar || som,
H

Hohs, pp NEFAFER TGS IITRIL60L, 1 s; 1 N 25 A7 2% B0 s; R 1647 .

F(Xo, X1,X5)

1. W= (Xo®Ry)BR,
2. Wi =R BX,
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3. W2 = R2 @X2
4. Ry = S(Li(Wyyp || Wan))
5. Ry = S(La(Wayr || Win)),

HrpS = (S, S1, So, S1)NANIFES-F, X0 52 iZUC-128F 11 [ —
WA sE AR M L5 Lo /R 2 ZUC-128F K B P A-MDSE % . ZUC-256 512
A — A 32- LR AR i = 8 .

KeystreamGeneration()

1. Bitreorganization( )
2. Z = F(Xo, X1, X2) ® X3
3. LFSRWithworkMode().

A5G F h, ZUC-2564F — i 77 4220000- b 45 (1) 25 5930, 7R B & — g 7~
625N HAHI T BT —IREH/ WG RENHERD LR, fx—JE
W ORRR R /R BORAR, TR 1) 5 Ay — AN BT E

ZUC-256(17H BAMERSAE AL T A M = (mo,mq, --- ,my_q ) NI-ELEF
KR SCH R, IEARZEKETEUN32, 64 5128 L04E.

MAC_Generation(M)

1. Let ZUC-256 produce a keystream of L = [55] + 2 & words. Denote the
keystream bit string by zg, 21, -+, 232.,—1, Wwhere zy is the most significant
bit of the first output keystream word and z3; is the least significant bit of

the keystream word.

2. Initialize Tag = (20,21, , 2t—1)
3. fori=0tol—1do
— let Wi = (2144, -+ 5 Zit2t—1)

— if m; =1 then Tag = Tag & W;
4. Wi = (2144, 5 2142t-1)
. Tag=Tag W,
6. return T'ag

R F K FOMACKR &, N T B7 I Dy it Bei, %1 18 7 0 A RO 6 B
F.

L XFS2HAF IR RS, TR 03 5 F

ot

do = 0100010
d; = 0101111
de = 0100101
ds = 0101010
dq = 1101101
ds = 1000000

de¢ = 1000000



dr = 1000000
dg = 1000000
dg = 1000000
dio = 1000000
di1 = 1000000
di2 = 1000000
diz = 1010010
di4 = 0010000
dis = 0110000.

2. X O4LLRF PR, AR & En T

do = 0100011
d; = 0101111
dz = 0100100
ds = 0101010
dy = 1101101
ds = 1000000
dg = 1000000
dr = 1000000
dg = 1000000
dg = 1000000

dio = 1000000
di1 = 1000000
di2 = 1000000
diz = 1010010
di4 = 0010000
dis = 0110000.

3. X F128LLRF AR K, AR I 5T .

do = 0100011
d; = 0101111
dy = 0100101
ds = 0101010

d4 = 1101101
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ds = 1000000
dg = 1000000
d7 = 1000000
ds = 1000000
dg = 1000000
dio = 1000000

di1 = 1000000
di2 = 1000000
di3 = 1010010
di4 = 0010000
dis = 0110000.

ZUC-256 HIE MM B T B, XM TEARAR, A Fhsm .

. let K; = 0x00 for 0 < ¢ < 31 and IV; = 0x00 for 0 < ¢ < 24, then the first
20 keystream words are
58d03ad6,2e032ce2,dafc683a,39bdcb03,52a2bc67,
f1b7de74,163ce3al1,01ef5558,9639d75b,95fa681b,
7£090d£7,56391ccc,903b7612,744d544c,17bc3fad,

— 8b163b08,21787c0b,97775bb8,4943c6bb,e8ad8afd

. let K; = 0xff for 0 <4 <31 and IV; = 0xff for 0 < i < 16 and IV; = 0x3f
for 17 <4 < 24, then the first 20 keystream words are

— 3356cbae,dlalc18b,6baadffe,343£777c,9e15128f,

— 251ab65b,949f7b26,ef7157£2,96dd2fa9,df95e3ee,

— Tabbe02e,c32bab85,505af316,c2f9ded2,7cdbd935,
e441cel1,15fd0a80,bb7aef67,68989416,b8fac8c2

FLk, X T BAERD AL BB B, I 2R

. let K; = 0x00 for 0 < ¢ < 31 and IV; = 0x00 for 0 < ¢ < 24, M =
0z 00, - - - , 00 with the length [ = 400-bit, then the 32-bit tag, 64-bit tag and
———
100

128-bit tag are

— The 32-bit mac is 9b972a74

— The 64-bit mac is 673e5499 0034d38c

— The 128-bit mac is d85e54bb cb960096 7084c952 a1654b26

. let K; = 0x00 for 0 < ¢ < 31 and IV; = 0x00 for 0 < ¢ < 24, M =
0z 11,--- ,11 with the length | = 4000-bit, then the 32-bit tag, 64-bit tag
———
1000

and 128-bit tag are

— The 32-bit mac is 8754f5cf

— The 64-bit mac is 130dc225 e72240cc

— The 128-bit mac is df 18307 b31cc62b ecalac6f 8190c22f



3. let K; = 0xff for 0 <4 <31 and IV; = 0xff for 0 < i < 16 and IV; = 0x3f
for 17 < i <24, M = 0x00,---,00 with the length [ = 400-bit, then the
100
32-bit tag, 64-bit tag and 128-bit tag are
— The 32-bit mac is 1£3079b4
— The 64-bit mac is 8c71394d 39957725
— The 128-bit mac is a35bb274 b567c48b 28319f11 1af34fbd

4. let K; = 0xff for 0 <¢ <31 and IV; = O0xff for 0 <4 <16 and IV; = 0x3f
for 17 < i <24, M = 0x11,---,11 with the length | = 4000-bit, then the
1000
32-bit tag, 64-bit tag and 128-bit tag are
— The 32-bit mac is 5c7c8b88
— The 64-bit mac is ealdee54 4bb6223b
— The 128-bit mac is 3a83b554 be408cab 494124ed 9d473205
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