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AAR PR SCAE T %0 AT RhrifE . F5 YRR SO gm 3R b4 5, v
THRFEMEBARN S ARIE. Bk A A RIATPEALSE
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2.1

R security module
T EMEE AR, T SEIUE A EENLE AR ML AR A BEE [ R A

o>

L&EIE security credential

R Sy S0 5, e 0 o P B — Rl S AR i AR
2.3

R F security chip

T EMEL, ZAaThRe, W] SEILE A BN A R
2.4

ESTBSIT differential cryptanalysis

— RIS, T 3 BT R B SCZE 40 TR I R SCZE A s, LIRS AT e
KIEH.
2.5

ENBEESIT differential power analysis (DPA)

— MR T IT IR, AL GEE TR A BB S B VA% DIRE I AR A EAT 2 A, DAgE
BUR A RAG B
2.6

TR replay attack

— R BB U7k, BehFE A SRS 1, A LU A N 2 BSOS 1 e
T )
2.7

#iEILEE/{E initialization vector/initialization value (IV)

P T MR 1o i VL e T P A TR AN DRE It S S a6
2.8

EHR AR EE L keyed—hash message authentication code (HMAC)

—RPEM ARSI, WA M ASH S His k.



2.9

BAEEFR single sign on (SS0)

F P —RPEEAT B4 5 ) 2 5 B RE RS U 1) 22 S B2AUS F R 8 s L
2.10

BAIZA T {E48X electronic codebook operation mode (ECB)

Ir AU R SRR — B CAEREE, AP AL SR W] S0 B FAE 0 SR AN, R . A B 4
VE R B4
2. 1

BFZEE digitally seal

A FH PR B R A R SO ) R
2.12

BFEIZE digital stamp

— R IR 2 R R B B N A A, o TR H T SO
2.13

HFif#E electronic evidence

HEL Y IR R A it £ PR T B0 g F 1 B T A 26 R T 1 DA TR ) s
2.14

Diffie—Hel Iman {1 Diffie-Hel Iman protocol

XK DH 8%, —FphE T s HoeT Znl @iy . T2 5 U i i s as il
2.15

EN75M0% one-time—password (0TP), dynamic password

BT AT A& ) — R 4.
2.16

#7SO4$ S one—time—password token

A BOT BB 12 A
2.17

HMESINIER S one—time—password system

XA HAHATIMIE, X8 N4 2T E BN RS .
2.18

inZ)iEN®E end-to—end encipherment/encryption

BRACV I AT I, A6 H ) i
2.19

FFRZIBE L symmetric cryptographic algorithm

o R g s A FH A )3 BH 1) 25 A AR
2.20

IFRE LA secret key

R TR PR s s S R % 8
2. 21



IR ZAETE RS symmetric key management system
DLGI R 2 BH O B BN R B P PR B
2.22
ilal#EF] access control
2 IR E SN, SOVEERHE 48 T 7 0] B UG ) B — Rl L
2.23

EFNREBBE L/ N RLEE asymmetric cryptographic algorithm/public key
cryptographic algorithm

I R AR FHAS R 3 B R A 5% o Forp— N8 CAPD TR TE, 55— N8 (A
P iR, HHAPSRRAH & EARATI .
2.24

EFFRZFEAXT asymmetric key pair

X TR 25 A AR PR DGR 1) A EH R ARAEH o
2.25

SEHZRFDE L block cipher algorithm

4 AN F R 3 ] o A B 1R 23 A B A T I 35 () — RN BB A
2.26

SAFBEETIEHETX block cipher operation mode

SR EMEEA R DT, FEAE A TR (ECB). 7 41 TARERE
(CBO). #H semt TAERIZN (CFB). it it TAEREA (OFB). vH8as TAER X (CTR)
£
2.27

AR 28 % 80#| cryptographic server

NRRENUINE W25 2%, REBMALBRITAT Ry 22 A~ . F S A S (AL 8 o i 55 01 2% 1 LI 1 5
2.28

A%8 public key

X TR B A AR ] A T () 258
2.29

NEAEFIEHE public key infrastructure (PKI)

FE TR 0 R S it ) EL AT 2 () S vt , o] TR ML e e dE . FL Sk
BRI 5 2 A R 55 o
2.30

EERZEMY backward secrecy

PRUETI I >4 Fi B 5 20 AN REARE S H LU P a1
2.31

HEMZE A data encipherment/encryption key

RT3k In ik 25 1) 3 5
2.32

S1EHEA session key



FE— U v P AL A Ecdls s 25 9
2.33

IKE #3 Internet key exchange protocol

1 LETE I AR, 5 ST X0 AT SO B A LR 2
IE YN — Pk
2.34

IPSec 1+ Internet Protocol Security

H1 TETF il 5 Ff) o 31 PR DR S T TP A Hictls 2 4 PR — b b 258 5 RS0, mT DA AR 4l
SEREVEORY L B USE Bar HLER A GT R A 2 4 RS
2.35

ISAKMP 13380 Internet Security Association and Key Management Protocol

IPsec PSS I — Pz 4 GO S A A B, FHFAEPRAS ML AT A5 B 40 1 A5
S RS 2 24
2.36

HZH confidential ity

PRAEAS B A M 7 25 AR AN N BERE A5 SRR 1 ot
2.37

H#EE T{E#E3X counter operation mode (CTR)

I3 AR R SRR i P A B R 1) — b AR FURRIE S, AT oh i BB A o B
BNTFPHVHEAT o IS5, Fa S KT LORs 5 W SO LURE Sl 30 % 50, AR a0 TH s
VRSG5 ol J RIS AR R SR — I 2R AP A
2.38

{REW & masquerade attack

Ko Z A E P, W IE 2 i Bt T
2.39

BEWIEHE T verifier impersonation attack

UG RN A= rATIE T E L ATl <l BL G EA RS
2.40

% encipherment/encryption

Xof B AT B A AR 4 LA A SO R A
2. 41

nE 248 public key for encryption

xR i R T BB L R AP
2.42

NEZFLEH private key for decryption

xR i Rk T T S B AL AL
2.43

INZRIEFH encipherment certificate/exchange certificate

M TUER I AP EC TS .



2. 44
%2 decipherment/decryption
IS SR I ()30 i A
2.45
X EIZE current cryptology
KRR 20 tHAL 40 FAUKR, fERRH RE MG BN, DU 23505 BIR A A
Fr a5 R B 27
2.46
PR FIE non-repudiation
WRRA T NYE, UE—A R AR ERAEAT R JEVE A AR 5T
2.47
B&IE off-line attack
—FpOR T LA SR Es AT 20 A IR B S B Uy v
2.48
SEIRZRELNEE 1ink—by-1ink encipherment/encryption
BHRACT R VRS 2 0B AR, AN RO BN s, AR N AR
2.49
88 cipher
Y e M, A B S R T AR B — A A BN LR P E R E AT
2.50
®HIF cryptology
WU 5 B ATE S A TR A, $R P2 SR, R RARR A g0 B AR L
B PR — RO
2. 51
ZZREH] cryptographic machine
REMEITIZATIN, SCHLMIZ ., MR, 1ROV RS 1 %
2.52
818 cryptographic theory
WEFCEAS St AR e R TR A N A B IR
2.53
FHRIHEIR cryptographic module
SCILE LI FINRE) . AN O AR B e LA G
2.54
BREE % cryptographic algorithm
13 2 A Ak B R PR A SRR )
2.55
FHEE LR cryptographic algorithm chip
SIS IE I RE SR R O o
2.56



RS cryptosystem
KB B BB A CEAR, SEOL LT Re Can: s Ls. s

YHIAE . P (RS,

PEZEN
2.57
Z81hi cryptographic protocol
PSS BA B2 5 38 T B A AR, 4 IR B, Sy ads B RMRR & H I T R R
—RIILIK,
2.58

ZRELZEE L hash algorithm
KA R A R e A B . R MR K L s 31— A [
ERK IR, H e o) =AM
(1) NG P4 3R B 2124 ) — AN S v & E R e
(2) =N W N 3R BE LS 21 [/ — AN B 10 ) — AN & T B R HER

(3) BERIUAS [ IR i A TR 380 ] i o A3 DRHE R

2.59
WZEEEZ secret sharing
WRRBAEE 5 =%, KR 7R A b2, Al FH B BB A H 1K B 25 A e S b
B
2.60
I ciphertext
e Je (K5 o
2. 61
BYRIRT{EHEX cipher feedback operation mode (CFB)
P93 20 B0 SV E A 3 P ) B R 1) — A CAERE o JURRAE A, A 20 AL R0 1 i e
TLk, 5 SOR LR e alifs 208550, %% SC R I BB 5L N — I 21 N P81
2.62

B HEEIET/E4S cipher block chaining operation mode (CBC)
o3 el B SFVE ) — Rl TAERL, JLRFAE 2K 210 10 B S 4l 5 a0 — 5% S b AT ks

S PR REAT N A B 4 R S0 4

2.63
B key
2 1 25 A SRR IS B DGR RS
2.64
#iAED key backup
MRV o% O B B 22 A S BIAA R AR IR R, 2t R85 B T3 A IR
2.65

=44 HE key schedule
IR S R AR S e A S S I ST T 7

2. 66



WHAFTHE key generation

FERE g B 2R B R I R
2.67

Z4REY key revocation

B R I
2.68

ZEHEIX key transportation

SEAR AL 2 ARG (R B A i
2.69

Z4HTEME key storage

W B IRAF AR 8 A7 (B AL A
2.70

FHH9 A key distribution

P IR 22 A SO B D 20 B4 0 B SEAA R I R
2.NM

K

FHHAE key division

(ERRRD P X S N LR A B DT 2 (5 P S a1 0 R 7R e
2.72

HHEH key update

M PR NS PR R .
2.73

Z4HETH key management

WA 2 sems, MBI A 2k AEAE SR IR O &0

WA R B
2.74
THEH AL key management system
SCIL A I REN R4 .
2.75
ZeHEIR iy key management center (KMC)
BT B o
2.76
Z40Y34Y key archive
W T o3 R BASTEAL FH ()26 40 73 Fd s I 2 R AF IR A B R
2.77
24 E key recovery
VAR B8 3 110 B8 B A 38 ] HPIRAS Rl A2
2.78
FHAMBZEEEA key encryption key (KEK)

VRS
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FH 0 2 BHIEAT 0 2% Bl A 25 (1) 25 EH
2.79
A=A key space
P AT RS AL AR G o
2.80
Z4AHIA key confirmation
—ANSEARHRAE 53— SR B S AR IE R I B A
2. 81
ZEAHE TR key |ifetime
BRI AL T U5 300t 8 e A S P A A o S 0
2.82
FH$EE key destruction
LR A BIBOR: /B A = W S U O PN = 2
2.83
R/ EHHE key agreement/key exchange
PAAN B2 A SR T I AH B AR ey Bk I R e v — AN LS AR A 2 A i, A
SEAA TGV P 18 3X Bk % A D R
2.84
AR key cycle
725 A A7
2.85
B3 plaintext
ORIV ()RR A 3 D i )R
2.86
PCl 282+ PCl cryptographic module
PL PCI/PCI-E 4% 15 AH G A AHERL (1) Be s M7 BRI 235 i ik 25 0 3% 40 45 BE Dh e 1)
RN E
2.87
KRZERE signature policy
BRI EGIEH 2544 1 — R
2.88
K2/ public key for signature
PR L b H TR B4 AR A
2.89
Z2ZFhEH private key for signature
AP kTR H TR AR A A
2.90
ZZIEB signature certificate
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Tk 24 A H I B k4.
2.91

B ERE ™ forward secrecy

PRUE I L 4 F 7 LU I 20 AN e HE ST 10 )5 S B 8
2.92

V]

BT exhaustive attack
T I 23R A B T AT AT REAE LASRAS 3L 5 4 B8 IR Mok 77 vk
2.93
RSA B 3% Rivest—Shamir-Adleman algorithm (RSA)
TP ORI KL i I ) A B A B
2.94
SHA-1 B 3% secure hash algorithm(SHA)
— A R S, o o 160 ELEY
2.95
SHA-256
— M AR L, ot ok 256 LUk
2.96
SHA-3
— A R S, Hom i o 160 EUEY
2.97
& ZAT device key pair
TRV Sy B BEAT A LR AR PR X
2.98
B4R /2K 5 authentication/entity authentication
BN — AN SEAR T RS A ARl A
2.99
4 HId5 birthday attack
—Rp N B A G L I B 7, AR A BT R R (T S (RIER
—/MillAED
2.100
a2 time stamp (TS)
XTI TR RN R A5 A4 B AT 28 A A3 B B0 K, FH T3 WA 540 1) Ik 1) Jag 17k
2. 101
BB B;#N4 time stamp authority (TSA)
FH oA = A R BRI [ ) ] A IR 45 LA
2.102
B E B &4 time stamp authority system
FH R 7= A R BRI [ADER IR 7 3 R 45
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2.103

B E Bt time stamp protocol (TSP)

I IS TR R R A X S AR DG A R s
2.104

¥ privilege authorization

BT ARG T, g5 MEHE K.
2.105

IEWMETERMIZHE privilege management infrastructure (PMI)

SOt JEVENRSS, Vi il AR PR B, SEIHT - 5 03 3 PR AL e, 5 52 Br N Ak
PERLCARNS B 5 HAR R T R G0 S U5 [ #2 HI DI e o
2.106

EPUSE privilege information

EEMEEH RS T, HTPOREARS M AR SR CRNER.
2.107

IEPGER privilege certificate

EEIEEMH ARG, W EARS A EXRIKBIEIET.
2.108

MY BRIT{E#ERX output feedback operation mode (OFB)

P B R SV E R 18 P 5B R 1) — AR, JURPAESS , K S50 2 i I 20 P 4 1
Ee e 5 WSO8 LR e a0 28 3T, (RIS B30 24 iy I 221 PRy A DA BB R — I Z R AN
2.109

HIESCEEME data integrity

B AT T 52 DLARBATT TR 1) B SO A R P 5T
2.110

BYEEYM attribute authority (AA)

XF Ja P A AT 4 A i U PR R AT A IR S5 B
2. 11

BHEHEHARY attribute authority system

FIRF A B0 Ay ST R MR A B R 4
2.112

BMIES attribute certificate

¥R P S0 5 8 S B8, F Tk R - BRI — Fh Bt 4544, @ 1k BN B
2.113

#{=FE A digital signature

R0 AL 26 40 B I R B AU h i SAS B 25 1, 145 R e AR A4 8 1
ONEHRATIAE, F T AR 25 44 5000 1) SE B L 25 44 38 B 4 IR SL SR R A8 44 4T 0 IR pL s v
2.114

HF(FF digital envelope
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— R R AR, A O RR R I 1) 25 SCRUR 28 A s (R R PR 3 A
2.115
B=FiFHB digital certificate
WARAPIESS, HUEIAMEN (CA) AW E AT HAEEE R STF%H.
BERFAG B A RN LS A B — R 450 o 122n0RT 23 S RS HUAAIE AT e
FUES, IV 53 A2 AR R I U
2.116
FA$H private key
X FR 2 A AR v K e A R A A T35
2.117
SM1 & 3% SM1 algorithm
— RO A, AR 128 LURE, BB 128 LLiy.
2.118
SM2 B 3% SM2 algorithm
— R 2 o PR A AR, OB 256 LhY.
2.119
SM3 & 3% SM3 algorithm
— R RS, O 256 EUEE.
2.120
SM4 BEE SM4 algorithm
— P B E:, AR 128 LUK, BN 128 LUFT.
2. 121
SM7 3% SM7 algorithm
— o BRI, AR 128 LuE, B 128 LEks.
2.122
SM9 FHRIE L
— R IET B BRI B AR X PR B A AR
2.123

2

N

SSL 118 secure socket layer protocol

PR R 2 A L, T TR i AR 45 i R PR 2 A TR TE
2.124

H%FRIR algorithm identifier

F 02 R L AT ME— BR IR A5 5
2.125

FEHLEL random number

Q567 ) R | P S Wata S N IS 1 = W /71 ' S i
2.126

FEFE %42 random number generator
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Jta =X izt M o/ 71 R L Y
2.127

Fa[E ph 2% DH 3RS elliptic curve Diffie—Hellman key agreement (ECDH)

NRRNGIA M2k DH B 5%, 2P BE T4 15 th £ 2 o0t #00) 1) Diffie-Hellman
BR NN RTINS
2.128

WiE ph 25 R0 % elliptic curve cryptography algorithm (ECC)

BE T B A A [58]  Ze  HO0k K m) 2 P A B s Sk
2.129

VPN ZZ58#1 VPN cryptographic machine

SEPL VPN DhRem & # i v s, AR VPN 2242 05,
2.130

MEZSLUdT ciphertext-only attack

— R o3 T AT B SO AT B A B R T
2. 131

IR FRE=F modern cryptology

FEFR 20 HHED 70 AEARLCK, FEBETHE FHIAR S AEEAR R v h S LE A I A i 2 37 1 LA
PN AR, DLSEILORE GHEIN] . DA e ME B A JEA R 2 i 2
2.132

R FRLSHT linear cryptanalysis

— BT I SC B SRR R IR A T LR I B G AR AT B A B () T
2.133

HB X715 message authentication code (MAC)

NXRRIHRNIERD, 2 S Sk i .
2.134

BHRKHEL MAC algorithm

A B S0k v S SR B M RS R v SR T, AT T R e A ) 001
2.135

HEIHZE message digest

HEE L i gis HAT R 45 0
2.136

FH|ZREE % stream cipher algorithm

W W] SCI8 EUARE /7 s S — Tofon) R85 i B0
2.137

ERIEHAM virtual private network (VPN)

A B B AE A7 0 28 Al gt e Al TE AR
2.138

EFE T LU chosen—ciphertext attack
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. 139

EFEBALHF chosen—plaintext attack
— PP R R B TR Y 5 SCHEA T 23 #1053 e ks v

. 140

BHIA KT known—plaintext attack
— T FH R AR X . P R SR 5 SR T A B ) s R s vk

14

Z*/%={E hash value
LR CE R SeN Ak

. 142

HEZIM i on-line attack
—PRE MG T IS R P A BB AT . B, B e, SNSRI BGE vk

. 143

JEBHRIBFF certificate identifier
Bl o B Am R — P ) — B o .

. 144

IFBHEEEFIE certificate revocation list (CRL)
FEAE B AEN (CA) 28K IR AT IS UE 5 514 .

. 145

JEBIAMENIHI certification authority (CA)
X B R AT A 2R Ay BRI B SR . RO FE R AR S AL

. 146

IEBIANERSE certificate authentication system
MECFAUE IR R RAT BB RS S5 B A ay BT N R &

. 147

JERIEIE certificate validation
o FUIGHIE SRS A A UE T AT M R B sE PR ) /o

. 148

JEBEMALH registration authority (RA)
SZIECFAUE RS BRI Y A S5 R S AR

. 149

EEE 1C k£ smart card
SEH R i E AN S A RS CPU (P o b HE 28 ) IR IR F .

. 150
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2. 151

8 AXTF man—-in—the-middle attack

IR A I PR SO A s L E A A h SR B Tk
2.152

F%4A master key

Ab TR PREE S R G E A RS R TR T2, T T 28R A sl v
2.153

FHMW A& dictionary attack

o p AT A PR B - 2 R S e D R R T A 4% DU I AR A 1 i B T
%o
2.154

AP ZFEFIZRLE L ZUC stream cipher algorithm

— PR A
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security module

security credential

security chip

differential cryptanalysis
differential power analysis (DPA)
replay attack

initialization vector/initialization value (IV)

keyed-hash message authentication code (HMAC)

single sign on (SSO)

electronic codebook operation mode (ECB)

digitally seal

digital stamp

electronic evidence

Diffie-Hellman protocol
one-time-password
one-time-password token
one-time-password system
end-to-end encipherment/encryption
symmetric cryptographic algorithm
symmetric key

symmetric key management system
access control

asymmetric cryptographic algorithm
/public key cryptographic algorithm
asymmetric key pair

block cipher algorithm

block cipher operation mode
cryptographic server

public key

public key infrastructure (PKI)
backward secrecy

data encipherment/encryption key
session key

Internet key exchange protocol

Internet Protocol Security

E
2.1
2.2
2.3
24
2.5
2.6
2.7
2.8
2.9
2.10
2.11
212
2.13
2.14
2.15
2.16
2.17
2.18
2.19
2.20
2.21
222
2.23

2.24
2.25
2.26
2.27
2.28
2.29
2.30
231
2.32
2.33
2.34

Internet Security Association and Key Management2.35

Protocol
confidentiality
counter operation mode(CTR)

masquerade attack
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YA
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WYX
A
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erifier impersonation attack
encipherment/encryption

public key for encryption

private key for decryption
encipherment certificate/exchange certificate
decipherment/decryption

current cryptology
non-repudiation

off-line attack

link-by-link encipherment/encryption
cipher

cryptology

cryptographic machine
cryptographic theory
cryptographic module
cryptographic algorithm
cryptographic algorithm chip
cryptosystem

cryptographic protocol

hash algorithm

secret sharing

ciphertext

cipher feedbackoperation mode (CFB)
cipher block chaining operation mode (CBC)
key

key backup

key schedule

key generation

key revocation

key transportation

key storage

key distribution

key division

key update

key management

key management system

key management center (KMC)
key archive

key recovery

key encryption key (KEK)
key space

key confirmation

key lifetime
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B

B /A
I

Uip'a

PCI # 5
R4 R
(=N

A FLEH
ZEAUETS

T ) R 2%

G EDNG
RSA 5%
SHA-1 5k
SHA-256 %%
SHA-3 5k
A% B PN
S0y 25 0 /SR 2 )
A H Kt

I (7] 3k

N [A) AT A%

N [ B R 4

N TAL R M
B

PERUE BESEA B it
TR R
FAIET

iy o e At AR AR X
Hoth e

B 1 BEALAY
JE T B R S
JeE IR TS
G EED)
AU

pNsE!

SM1 Hik
SM2 $ik
SM3 5y
SM4 5y
SM7 5y
SMO %5 i 5k
SSL #r%
HERRR

key destruction

key agreement/key exchange

key cycle

plaintext

PCI cryptographic module
signature policy

public key for signature

private key for signature

signature certificate

forward secrecy

exhaustive attack
Rivest-Shamir-Adleman algorithm (RSA)
secure hash algorithm-1(SHA-1)
secure hash algorithm-256(SHA-256)
secure hash algorithm-3(SHA-3)
device key pair
authentication/entity authentication
birthday attack

time stamp(TS)

time stamp authority(TSA)

time stamp authority system

time stamp protocol (TSP)
privilege authorization

privilege management infrastructure (PMI)
privilege information

privilege certificate

output feedback operation mode (OFB)
data integrity

attribute authority (AA)

attribute authority system

attribute certificate

digital signature

digital envelope

digital certificate

private key

SM1 algorithm

SM2 algorithm

SM3 algorithm

SM4 algorithm

SM7 algorithm

SM9 algorithm

secure socket layer protocol

algorithm identifier
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random number

random number generator

elliptic curve cryptographyalgorithm (ECC)

VPN cryptographic machine
ciphertext-only attack
modern cryptology

linear cryptanalysis

message authentication code (MAC)

MAC algorithm

message digest

stream cipher algorithm

virtual private network (VPN)
chosen-ciphertext attack
chosen-plaintext attack
known-plaintext attack

hash value

on-line attack

certificate identifier

certificate revocation list (CRL)
certification authority (CA)
certificate authentication system
certificate validation
registration authority (RA)
smart card

cryptographic smart token
man-in-the-middle attack
master key

dictionary attack

ZUC stream cipher algorithm
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2.125
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s

access control

algorithm identifier

asymmetric cryptographic algorithm
/public key cryptographic algorithm
asymmetric key pair

attribute authority system

attribute authority (AA)

attribute certificate
authentication/entity authentication
backward secrecy

birthday attack

block cipher algorithm

block cipher operation mode
certificate authentication system
certificate identifier

certificate revocation list (CRL)
certificate validation

certification authority (CA)
chosen-ciphertext attack
chosen-plaintext attack

cipher

cipher block chaining operation mode (CBC)
cipher feedbackoperation mode (CFB)
ciphertext

ciphertext-only attack
confidentiality

counter operation mode(CTR)
cryptographic algorithm
cryptographic algorithm chip
cryptographic machine
cryptographic module
cryptographic protocol
cryptographic server

cryptographic smart token
cryptographic theory

cryptology

cryptosystem

current cryptology

data encipherment/encryption key

data integrity
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2.24
2.111
2.110
2.112
2.98
2.30
2.99
2.25
2.26
2.146
2.143
2.144
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2.145
2.138
2.139
2.49
2.62
2.61
2.60
2.130
2.36
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2.54
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2.27
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decipherment/decryption

device key pair

dictionary attack

differential cryptanalysis
differential power analysis (DPA)
Diffie-Hellman protocol

digital certificate

digital envelope

digital signature

digital stamp

digitally seal

electronic codebook operation mode (ECB)
electronic evidence

elliptic curve cryptographyalgorithm (ECC)

elliptic curve Diffie-Hellman key agreement(ECDH)

encipherment certificate/exchange certificate
encipherment/encryption

end-to-end encipherment/encryption

erifier impersonation attack

exhaustive attack

forward secrecy

hash algorithm

hash value

initialization vector/initialization value (IV)
Internet key exchange protocol

Internet Protocol Security
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Internet Security Association and Key ManagementISAKMP 13X

Protocol

key

key agreement/key exchange
key archive

key backup

key confirmation

key cycle

key destruction

key distribution

key division

key encryption key (KEK)
key generation

key lifetime

key management

key management center (KMC)

key management system
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2.44
2.97
2.153
24
2.5
2.14
2.115
2.114
2.113
2.12
2.11
2.10
2.13
2.128
2.127
243
2.40
2.18
2.39
2.92
291
2.58
2.141
2.7
2.33
2.34
2.35

2.63
2.83
2.76
2.64
2.80
2.84
2.82
2.70
2.71
2.78
2.66
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2.73
2.75
2.74
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key recovery

key revocation

key schedule

key space

key storage

key transportation

key update

keyed-hash message authentication code (HMAC)
known-plaintext attack

linear cryptanalysis

link-by-link encipherment/encryption
MAC algorithm

man-in-the-middle attack
masquerade attack

master key

message authentication code (MAC)
message digest

modern cryptology

non-repudiation

off-line attack

one-time-password
one-time-password system
one-time-password token

on-line attack

output feedback operation mode (OFB)
PCI cryptographic module

plaintext

private key

private key for decryption

private key for signature

privilege authorization

privilege certificate

privilege information

privilege management infrastructure (PMI)
public key

public key for encryption

public key for signature

public key infrastructure (PKI)
random number

random number generator
registration authority (RA)

replay attack
Rivest-Shamir-Adleman algorithm (RSA)
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2.77
2.67
2.65
2.79
2.69
2.68
2.72
2.8
2.140
2.132
2.48
2.134
2.151
2.38
2.152
2.133
2.135
2.131
2.46
2.47
2.15
2.17
2.16
2.142
2.108
2.86
2.85
2.116
242
2.89
2.104
2.107
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2.105
2.28
241
2.88
2.29
2.125
2.126
2.148
2.6
2.93
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secret sharing
secure hash algorithm-1(SHA-1)

secure hash algorithm-256(SHA-256)

secure hash algorithm-3(SHA-3)
secure socket layer protocol
security chip

security credential

security module

session key

signature certificate

signature policy

single sign on (SSO)

SM1 algorithm

SM2 algorithm

SM3 algorithm

SM4 algorithm

SM7 algorithm

SM9 algorithm

smart card

stream cipher algorithm
symmetric cryptographic algorithm
symmetric key

symmetric key management system
time stamp authority system
time stamp authority(TSA)

time stamp protocol (TSP)
time stamp(TS)

virtual private network (VPN)
VPN cryptographic machine
ZUC stream cipher algorithm
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2.59
2.94
2.95
2.96
2.123
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2.117
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