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ࠡ㿔�

ᴀᣛᇐᗻᡔᴃ᭛ӊձ᥂ GB/T 1.1-2009 㒭ߎⱘ㾘߭䍋㤝Ǆ 
䇋⊼ᛣᴀ᭛ӊⱘᶤѯݙᆍৃ㛑⍝ঞϧ߽Ǆᴀ᭛ӊⱘথᏗᴎᵘϡᡓᢙ䆚߿䖭ѯϧ߽ⱘ䋷

ӏǄ 
ᴀᣛᇐᗻᡔᴃ᭛ӊҙկখ㗗Ǆ᳝ ݇ᇍᴀᣛᇐᗻᡔᴃ᭛ӊⱘᓎ䆂੠ᛣ㾕 ৥̍೑ᆊᆚⷕ㸠ᬓ

Џㅵ䚼䮼ড᯴Ǆ 
ᴀᣛᇐᗻᡔᴃ᭛ӊ⬅೑ᆊᆚⷕㅵ⧚ሔᦤߎᑊᔦষǄ 
ᴀᣛᇐᗻᡔᴃ᭛ӊ䍋㤝ऩԡ˖࣫Ҁ⍋⋄ᮍ೚⾥ᡔ᳝䰤݀ৌǃϞ⍋Ḑᇨ䕃ӊ㙵ӑ᳝䰤

݀ৌǃ࣫Ҁ᭄ᄫ䅸䆕㙵ӑ᳝䰤݀ৌǃ࣫Ҁᦵ༛ᱎ㛑⾥ᡔ᳝䰤݀ৌǃቅϰᕫᅝֵᙃᡔᴃ᳝

䰤݀ৌǃ៤䛑ि຿䗮ֵᙃѻϮ㙵ӑ᳝䰤݀ৌǃ᮴䫵∳फֵᙃᅝܼᎹ⿟ᡔᴃЁᖗǃǄ�

ᴀᣛᇐᗻᡔᴃ᭛ӊ䍋㤝Ҏ˖߬ᑇǃ᷇๲ᇓǃ䈁℺ᕕǃᴢ䗄㚰ǃ㚵֞Нǃᄨ޵⥝ǃᴢ

�ℷǃᕤᔎǄܗ

�
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�

ᆚⷕᴃ䇁�

���㣗ೈ�

ᴀᣛᇐᗻᡔᴃ᭛ӊ㒭ߎњଚ⫼ᆚⷕᎹ⿟乚ඳⱘ෎⸔ᴃ䇁ঞ݊ᅮНǄ�

ᴀᣛᇐᗻᡔᴃ᭛ӊ䗖⫼ѢЎᆚⷕ᳝݇ᷛޚǃᣛᇐᗻᡔᴃ᭛ӊⱘ㓪ࠊᦤկᣛᇐˈгৃ⫼

Ѣᣛᇐᆚⷕᡔᴃ੠ѻકⱘ䆎䆕ǃ䆒䅵ǃ⫳ѻǃՓ⫼ǃẔ⌟੠䆘ԄㄝǄ�

���ᴃ䇁�

��� �

ᅝܼ῵ഫ�VHFXULW\�PRGXOH�

৿᳝ᆚⷕㅫ⊩ǃᅝܼࡳ㛑ˈৃᅲ⦄ᆚ䩹ㅵ⧚ᴎࠊⱘⳌᇍ⣀ゟⱘ䕃ӊǃ⹀ӊǃ೎ӊ៪݊㒘

ড়Ǆ 

��� �

ᅝܼ߁䆕�VHFXULW\�FUHGHQWLDO�

⫼᠋䗮䖛䑿ӑ䡈ৢ߿ˈ⬅䡈߿㗙Ў⫼᠋݋ߎⱘϔ⾡ৃֵӏⱘ⬉ᄤ߁᥂Ǆ 

��� �

ᅝܼ㢃⠛�VHFXULW\�FKLS�

৿᳝ᆚⷕㅫ⊩ǃᅝܼࡳ㛑ˈৃᅲ⦄ᆚ䩹ㅵ⧚ᴎࠊⱘ䲚៤⬉䏃㢃⠛Ǆ 

��� �

Ꮒߚᆚⷕߚᵤ�GLIIHUHQWLDO�FU\SWDQDO\VLV�

ϔ⾡䗝ᢽᯢ᭛ᬏߏ 䗮̍䖛ߚᵤ⡍ᅮᯢ᭛ᏂߚᇍⳌᑨⱘᆚ᭛Ꮒߚⱘᕅડ ҹ̍㦋ᕫৃ㛑ᗻ᳔

໻ⱘᆚ䩹Ǆ�

��� �

Ꮒߚ㛑䞣ߚᵤ�GLIIHUHQWLDO�SRZHU�DQDO\VLV˄'3$˅�

ϔ⾡ᆚⷕߚᵤᮍ⊩ Փ̍⫼㒳䅵ᮍ⊩੠㑴䫭ᡔᴃㄝᇍᆚⷕ䆒໛ࡳ㗫ⱘব࣪䖯㸠ߚᵤ ҹ̍ᦤ

পᆚ䩹ⱘֵ᳝݇ᙃǄ 

��� �

䞡ᬒᬏߏ�UHSOD\�DWWDFN�

ϔ⾡Џࡼᬏߏᮍ⊩ ᬏ̍ߏ㗙䗮䖛䆄ᔩ䗮ֵӮ䆱 ᑊ̍೼ҹৢᶤϾᯊࠏ䞡ᬒᭈϾӮ䆱៪㗙Ӯ

䆱ⱘϔ䚼ߚǄ�

��� �

߱ྟ࣪৥䞣�ؐ�LQLWLDOL]DWLRQ�YHFWRU�LQLWLDOL]DWLRQ�YDOXH˄,9˅�

೼ᆚⷕবᤶЁˈЎ๲ࡴᅝܼᗻ៪Փᆚⷕ䆒໛ৠℹ㗠ᓩܹⱘ⫼Ѣ᭄᥂বᤶⱘ䍋ྟ᭄᥂Ǆ 

��� �

ᏺᆚ䩹ⱘᴖޥㅫ⊩�NH\HG�KDVK�PHVVDJH�DXWKHQWLFDWLRQ�FRGH˄+0$&˅�

ϔ⾡ᆚⷕᴖޥㅫ⊩ˈᆚ䩹԰Ў݊䕧ܹখ᭄খϢ䖤ㅫǄ�
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��� �

ऩ⚍ⱏᔩ�VLQJOH�VLJQ�RQ��662��

⫼᠋ϔ⃵ᗻ䖯㸠䑿ӑ䡈߿Пৢህ㛑໳䆓䯂໮Ͼᥜᴗᑨ⫼ⱘⱏᔩᴎࠊǄ 

���� �

⬉ⷕᴀᎹ԰῵ᓣ�HOHFWURQLF�FRGHERRN�RSHUDWLRQ�PRGH��(&%��

݊ˈ㒘ᆚⷕㅫ⊩ⱘϔ⾡Ꮉ԰῵ᓣߚ ⡍ᕕᰃᇚᯢ᭛ߚ㒘Ⳉ᥹԰Ўㅫ⊩ⱘ䕧ܹ ᇍ̍ᑨⱘ䕧ߎ

԰Ўᆚ᭛ߚ㒘Ǆ 

���� �

⬉ᄤㅒゴ�GLJLWDOO\�VHDO�

Փ⫼⬉ᄤॄゴㅒ㕆⬉ᄤ᭛ӊⱘ䖛⿟Ǆ 

���� �

⬉ᄤॄゴ�GLJLWDO�VWDPS�

ϔ⾡⬅ࠊ԰㗙ㅒৡⱘࣙᣀᣕ᳝㗙ֵᙃ੠೒ᔶ࣪ݙᆍⱘ᭄᥂ˈৃ⫼Ѣㅒ㕆⬉ᄤ᭛ӊǄ 

���� �

⬉ᄤ䆕᥂�HOHFWURQLF�HYLGHQFH�

⬉ᄤ䆕᥂ᰃ㹿ᄬټ೼⬉ᄤ䆒໛Ϟ៪㹿⬉ᄤ䆒໛᠔Ӵ䗕ⱘৃ԰Ў䆕᥂ⱘֵᙃ੠᭄᥂Ǆ 

���� �

'LIILH�+HOOPDQ ण䆂�'LIILH�+HOOPDQ�SURWRFRO�

জ⿄ DH ㅫ⊩ˈϔ⾡෎Ѣ⾏ᬷᇍ᭄䯂乬ⱘǃ⫼Ѣᆚ䩹णଚⱘᆚⷕण䆂Ǆ 

���� �

�273���G\QDPLF�SDVVZRUG��ᗕষҸ�RQH�WLPH�SDVVZRUGࡼ

෎Ѣᯊ䯈ǃџӊㄝᮍᓣࡼᗕ⫳៤ⱘϔ⃵ᗻষҸǄ 

���� �

�ᗕষҸҸ⠠�RQH�WLPH�SDVVZRUG�WRNHQࡼ

⫳៤ᑊᰒ⼎ࡼᗕষҸⱘ䕑ԧǄ 

���� �

�ᗕ䅸䆕㋏㒳�RQH�WLPH�SDVVZRUG�V\VWHPࡼ

ᇍࡼᗕষҸ䖯㸠䅸䆕ˈᇍࡼᗕষҸҸ⠠䖯㸠ㅵ⧚ⱘ㋏㒳Ǆ 

���� �

ッࠄッࡴᆚ�HQG�WR�HQG�HQFLSKHUPHQW�HQFU\SWLRQ�

᭄᥂೼⑤ッ䖯㸠ࡴᆚˈ೼Ⳃⱘッ㾷ᆚǄ 

���� �

ᇍ⿄ᆚⷕㅫ⊩�V\PPHWULF�FU\SWRJUDSKLF�DOJRULWKP�

 ᆚ੠㾷ᆚՓ⫼Ⳍৠᆚ䩹ⱘᆚⷕㅫ⊩Ǆࡴ

���� �

ᇍ⿄ᆚ䩹 VHFUHW�NH\�

⫼Ѣᇍ⿄ᆚⷕㅫ⊩ⱘᆚ䩹Ǆ 

���� �
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ᇍ⿄ᆚ䩹ㅵ⧚㋏㒳�V\PPHWULF�NH\�PDQDJHPHQW�V\VWHP�

ҹᇍ⿄ᆚ䩹Ўㅵ⧚ᇍ䈵ⱘᆚ䩹ㅵ⧚㋏㒳Ǆ 

���� �

䆓䯂᥻ࠊ�DFFHVV�FRQWURO�

ᣝ✻⡍ᅮㄪ⬹ˈܕ䆌៪ᢦ㒱⫼᠋ᇍ䌘⑤䆓䯂ⱘϔ⾡ᴎࠊǄ 

���� �

䴲ᇍ⿄ᆚⷕㅫ⊩�݀䩹ᆚⷕㅫ⊩�DV\PPHWULF�FU\SWRJUDSKLF�DOJRULWKP�SXEOLF�NH\�

FU\SWRJUDSKLF�DOJRULWKP�

ᆚ੠㾷ᆚՓ⫼ϡৠᆚ䩹ⱘᆚⷕㅫ⊩Ǆ݊ࡴ ЁϔϾᆚ䩹˄ ݀䩹˅ৃ ҹ݀ᓔ ঺̍ϔϾᆚ䩹˄ ⾕

䩹˅ᖙ乏ֱᆚˈϨ⬅݀䩹∖㾷⾕䩹ᰃ䅵ㅫϡৃ㸠ⱘǄ 

���� �

䴲ᇍ⿄ᆚ䩹ᇍ�DV\PPHWULF�NH\�SDLU�

䴲ᇍ⿄ᆚⷕㅫ⊩ЁⳌ݇㘨ⱘ݀䩹੠⾕䩹Ǆ 

���� �

�㒘ᆚⷕㅫ⊩�EORFN�FLSKHU�DOJRULWKPߚ

ᇚ䕧᭄ܹ᥂ߚߦ៤೎ᅮ䭓ᑺⱘߚ㒘䖯㸠ࡴ㾷ᆚⱘϔ㉏ᇍ⿄ᆚⷕㅫ⊩Ǆ 

���� �

�㒘ᆚⷕㅫ⊩Ꮉ԰῵ᓣ�EORFN�FLSKHU�RSHUDWLRQ�PRGHߚ

㒘ᆚⷕㅫ⊩ⱘՓ⫼ᮍᓣˈЏ㽕ࣙᣀ⬉ⷕᴀᎹ԰῵ᓣ˄ECBߚ ǃ˅ᆚⷕߚ㒘䫒᥹Ꮉ԰῵ᓣ

˄CBC ǃ˅ᆚⷕড作Ꮉ԰῵ᓣ˄CFB ǃ˅䕧ߎড作Ꮉ԰῵ᓣ˄OFB ǃ˅䅵఼᭄Ꮉ԰῵ᓣ˄CTR˅
ㄝǄ 

���� �

᳡఼ࡵᆚⷕᴎ�FU\SWRJUDSKLF�VHUYHU�

জ⿄Џᴎࡴᆚ᳡఼ࡵˈ㛑⣀ゟ៪ᑊ㸠Ў໮Ͼᑨ⫼ᅲԧᦤկᆚⷕ᳡ࡵ੠ᆚ䩹ㅵ⧚ⱘ䆒໛Ǆ 

���� �

݀䩹�SXEOLF�NH\�

䴲ᇍ⿄ᆚⷕㅫ⊩Ёৃҹ݀ᓔⱘᆚ䩹Ǆ 

���� �

݀䩹෎⸔䆒ᮑ�SXEOLF�NH\�LQIUDVWUXFWXUH˄3.,˅��

෎Ѣ݀䩹ᆚⷕᡔᴃᅲᮑⱘ᳝݋᱂䗖ᗻⱘ෎⸔䆒ᮑˈৃ⫼Ѣᦤկᴎᆚᗻǃᅠᭈᗻǃⳳᅲᗻ

ঞᡫᢉ䌪ᗻㄝᅝܼ᳡ࡵǄ 

���� �

ৢ৥ֱᆚᗻ�EDFNZDUG�VHFUHF\�

ֱ䆕䗮䖛ᔧࠡ៪㗙ৢ㓁᭄᥂ϡ㛑᥼ㅫߎҹࠡⱘ᭄᥂ؐǄ 

���� �

᭄᥂ࡴᆚᆚ䩹�GDWD�HQFLSKHUPHQW�HQFU\SWLRQ�NH\�

⫼Ѣ᭄᥂ࡴ㾷ᆚⱘᆚ䩹Ǆ 

���� �

Ӯ䆱ᆚ䩹�VHVVLRQ�NH\�
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೼ϔ⃵Ӯ䆱ЁՓ⫼ⱘ᭄᥂ࡴᆚᆚ䩹Ǆ 

���� �

,.( ण䆂�,QWHUQHW�NH\�H[FKDQJH�SURWRFRO�

⬅ IETF ᆚㅫ⊩ҹঞ⫳៤ࡴǃणଚ߿ᅮⱘᆚ䩹णଚण䆂ˈᅮНњ䗮ֵঠᮍ䖯㸠䑿ӑ䡈ࠊ

݅ѿӮ䆱ᆚ䩹ⱘϔ⾡ᮍ⊩Ǆ 

���� �

,36HF ण䆂�,QWHUQHW�3URWRFRO�6HFXULW\�

⬅ IETF ッⱘ⹂ֱ෎Ѣࠄᅮⱘッࠊ IP 䗮᭄ֵ᥂ᅝܼᗻⱘϔ⾡㔥㒰ሖण䆂ˈৃ ҹᦤկ᭄᥂

ᅠᭈᗻֱᡸǃ᭄᥂⑤䡈߿ǃ䕑㥋ᴎᆚᗻ੠ᡫ䞡ᬒᬏߏㄝᅝܼ᳡ࡵǄ 

���� �

,6$.03 ण䆂�,QWHUQHW�6HFXULW\�$VVRFLDWLRQ�DQG�.H\�0DQDJHPHQW�3URWRFRO�

,3VHF ण䆂ЁՓ⫼ⱘϔ⾡ᅝܼ݇㘨੠ᆚ䩹ㅵ⧚ण䆂 ⫼̍Ѣ೼ϸϾЏᴎ䯈䗮ֵᯊ䡈߿䗮ֵ

䑿ӑ੠णଚᅝܼখ᭄Ǆ 

���� �

ᴎᆚᗻ�FRQILGHQWLDOLW\�

ֱ䆕ֵᙃϡ㹿⊘䴆㒭䴲ᥜᴗⱘϾҎǃ䖯⿟ㄝᅲԧⱘᗻ䋼Ǆ 

���� �

䅵఼᭄Ꮉ԰῵ᓣ�FRXQWHU�RSHUDWLRQ�PRGH�&75��

㒘ᆚⷕㅫ⊩ᵘ䗴ᑣ߫ᆚⷕⱘϔ⾡Ꮉ԰῵ᓣǄ݊ߚ⫼ ⡍ᕕᰃ Փ̍⫼䅵఼᭄ⱘؐ԰Ўㅫ⊩ⱘ

䕧ܹᑣ߫䖯㸠ߚ㒘䖤ㅫ ᇚ̍䖤ㅫ䕧ߎⱘ㢹ᑆ↨⡍Ϣᯢ᭛䗤↨⡍ᓖ៪ᕫࠄᆚ᭛ ✊̍ৢᇍ䅵఼᭄

԰๲䞣៪㗙ޣ䞣䖤ㅫ԰Ўㅫ⊩ϟϔᯊࠏⱘ䕧ܹᑣ߫Ǆ 

���� �

��PDVTXHUDGH�DWWDFNߏᬏݦ؛

ᬏߏ㗙ݦ؛⫼᠋ˈℎ偫偠䆕㗙ⱘᬏߏᮍ⊩Ǆ 

���� �

��YHULILHU�LPSHUVRQDWLRQ�DWWDFNߏ偠䆕㗙ᬏݦ؛

ᬏߏ㗙ݦ؛偠䆕㗙ˈℎ偫㹿偠䆕㗙ⱘᬏߏᮍ⊩Ǆ�

���� �

�ᆚ�HQFLSKHUPHQW�HQFU\SWLRQࡴ

ᇍ᭄᥂䖯㸠ᆚⷕবᤶҹѻ⫳ᆚ᭛ⱘ䖛⿟Ǆ 

���� �

�ᆚ݀䩹�SXEOLF�NH\�IRU�HQFU\SWLRQࡴ

䴲ᇍ⿄ᆚⷕㅫ⊩Ё⫼Ѣᅲ⦄᭄᥂ᴎᆚᗻⱘ݀䩹Ǆ 

���� �

�ᆚ⾕䩹�SULYDWH�NH\�IRU�GHFU\SWLRQࡴ

䴲ᇍ⿄ᆚⷕㅫ⊩Ё⫼Ѣᅲ⦄᭄᥂ᴎᆚᗻⱘ⾕䩹Ǆ 

���� �

�ᆚ䆕к�HQFLSKHUPHQW�FHUWLILFDWH�H[FKDQJH�FHUWLILFDWHࡴ

⫼Ѣ䆕ᯢࡴᆚ݀䩹ⱘ᭄ᄫ䆕кǄ 
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���� �

㾷ᆚ�GHFLSKHUPHQW�GHFU\SWLRQ�

 ᆚ䖛⿟ᇍᑨⱘ䗚䖛⿟Ǆࡴ

���� �

䖥ҷᆚⷕᄺ�FXUUHQW�FU\SWRORJ\�

⡍ᣛ 20 Ϫ㑾 40 ᑈҷ᳿ ೼̍佭ֱݰᆚ㋏㒳ⱘ䗮ֵ⧚䆎ᕅડϟ ҹ̍⬉ᄤᆚⷕ⧚䆎੠ᡔᴃЎ

ᷛᖫⱘᆚⷕᄺǄ 

���� �

ᡫᢉ䌪ᗻ�QRQ�UHSXGLDWLRQ�

г⿄ϡৃ৺䅸ᗻˈ䆕ᯢϔϾᏆ㒣থ⫳ⱘ᪡԰㸠Ў᮴⊩৺䅸ⱘᗻ䋼Ǆ�

���� �

⾏㒓ᬏߏ�RII�OLQH�DWWDFN�

ϔ⾡߽⫼Ꮖ㒣㦋পⱘ᭄᥂䖯㸠ߚᵤⱘᆚⷕᬏߏᮍ⊩Ǆ�

���� �

䫒䏃䗤↉ࡴᆚ�OLQN�E\�OLQN�HQFLSKHUPHQW�HQFU\SWLRQ�

᭄᥂೼㡖⚍П䯈䫒䏃ሖࡴᆚӴ䕧ˈҢϔϾ㡖⚍থߎⱘࡴᆚ᭄᥂ˈ೼ϟϔϾ㡖⚍㾷ᆚǄ 

���� �

ᆚⷕ�FLSKHU 
ᣝ㑺ᅮ㾘߭ˈЎ䱤㮣⍜ᙃॳᔶ㗠⫳៤ⱘϔ㒘᳝݋䱣ᴎ⡍ᗻⱘ⡍ᅮヺোǄ 

���� �

ᆚⷕᄺ�FU\SWRORJ\�

ⷨおᆚⷕϢᆚⷕ⌏ࡼᴀ䋼੠㾘ᕟˈᣛᇐᆚⷕᅲ䏉⾥ᄺˈЏ㽕᥶㋶ᆚⷕ㓪ࠊǃᆚⷕ⸈䆥ҹ

ঞᆚⷕㅵ⧚ⱘϔ㠀㾘ᕟǄ 

���� �

ᆚⷕᴎ�FU\SWRJUDSKLF�PDFKLQH�

㛑໳⣀ゟ䖤㸠ⱘˈᅲ⦄ᆚⷕ䖤ㅫǃᆚ䩹ㅵ⧚ㄝࡳ㛑ˈᦤկᆚⷕ᳡ࡵⱘ䆒໛Ǆ 

���� �

ᆚⷕ⧚䆎�FU\SWRJUDSKLF�WKHRU\�

ⷨおᆚⷕ㓪ࠊǃᆚⷕ⸈䆥ǃᆚⷕㅵ⧚੠ᆚⷕᑨ⫼ⱘ⧚䆎Ǆ 

���� �

ᆚⷕ῵ഫ�FU\SWRJUDSKLF�PRGXOH�

ᅲ⦄ᆚⷕ䖤ㅫࡳ㛑ⱘǃⳌᇍ⣀ゟⱘ䕃ӊǃ⹀ӊǃ೎ӊ៪݊㒘ড়Ǆ 

���� �

ᆚⷕㅫ⊩�FU\SWRJUDSKLF�DOJRULWKP�

ᦣ䗄ᆚⷕ໘⧚䖛⿟ⱘ䖤ㅫ㾘߭Ǆ 

���� �

ᆚⷕㅫ⊩㢃⠛�FU\SWRJUDSKLF�DOJRULWKP�FKLS�

ᅲ⦄ᆚⷕ䖤ㅫࡳ㛑ⱘ䲚៤⬉䏃㢃⠛Ǆ 

���� �
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ᆚⷕ㋏㒳�FU\SWRV\VWHP�

䞛⫼ᆚⷕㅫ⊩ǃᆚⷕण䆂ǃᆚⷕ䆒໛ঞⳌ݇ᡔᴃˈᅲ⦄ᆚⷕࡳ㛑˄བ˖ࡴᆚӴ䕧ǃࡴᆚ

ᄬټǃ䡈߿䅸䆕ǃᆚ䩹ㅵ⧚ㄝ˅ⱘ㋏㒳Ǆ 

���� �

ᆚⷕण䆂�FU\SWRJUDSKLF�SURWRFRO�

ϸϾ៪ϸϾҹϞখϢ㗙Փ⫼ᆚⷕㅫ⊩ ᣝ̍✻㑺ᅮⱘ㾘߭ Ў̍䖒ࠄᶤ⾡⡍ᅮⳂⱘ㗠䞛পⱘ

ϔ㋏߫ℹ偸Ǆ 

���� �

ᆚⷕᴖޥㅫ⊩�KDVK�DOJRULWKP�

জ⿄ᴖޥㅫ⊩ǃᆚⷕᬷ߫ㅫ⊩៪જᏠㅫ⊩Ǆ䆹ㅫ⊩ᇚϔϾӏᛣ䭓ⱘ↨⡍І᯴ᇘࠄϔϾ೎

ᅮ䭓ⱘ↨⡍ІˈϨ⒵䎇ϟ߫ϝϾ⡍ᗻ˖ 
˄1˅ЎϔϾ㒭ᅮⱘ䕧ߎᡒߎ㛑᯴ᇘࠄ䆹䕧ߎⱘϔϾ䕧ܹᰃ䅵ㅫϞೄ䲒ⱘ˗ 
˄2˅ЎϔϾ㒭ᅮⱘ䕧ܹᡒߎ㛑᯴ᇘࠄৠϔϾ䕧ߎⱘ঺ϔϾ䕧ܹᰃ䅵ㅫϞೄ䲒ⱘǄ 
˄3˅㽕থ⦄ϡৠⱘ䕧ܹ᯴ᇘࠄৠϔ䕧ߎᰃ䅵ㅫϞೄ䲒ⱘǄ 

���� �

⾬ᆚ݅ѿ�VHFUHW�VKDULQJ�

г⿄⾬ᆚߚѿ ᇚ̍⾬ᆚߚ㾷៤໮Ͼᄤ⾬ᆚ Փ̍⫼䍙䖛䯜᭄ؐⳂⱘᄤ⾬ᆚᠡ㛑ᘶ໡䆹⾬ᆚ

ⱘᴎࠊǄ 

���� �

ᆚ᭛�FLSKHUWH[W�

 ᆚৢⱘ᭄᥂Ǆࡴ

���� �

ᆚ᭛ড作Ꮉ԰῵ᓣ�FLSKHU�IHHGEDFN�RSHUDWLRQ�PRGH˄&)%˅�

㒘ᆚⷕㅫ⊩ᵘ䗴ᑣ߫ᆚⷕⱘϔ⾡Ꮉ԰῵ᓣǄ݊ߚ⫼ ⡍ᕕᰃ Փ̍⫼ߚ㒘ㅫ⊩ᔧࠡ䕧ߎⱘ㢹

ᑆ↨⡍ˈϢᯢ᭛䗤↨⡍ᓖ៪ᕫࠄᆚ᭛ˈ䆹ᆚ᭛ৠᯊ᳈ᮄㅫ⊩ϟϔᯊࠏⱘ䕧ܹᑣ߫Ǆ 

���� �

ᆚ᭛ߚ㒘䫒᥹Ꮉ԰῵ᓣ�FLSKHU�EORFN�FKDLQLQJ�RSHUDWLRQ�PRGH�&%&��

݊ˈ㒘ᆚⷕㅫ⊩ⱘϔ⾡Ꮉ԰῵ᓣߚ ⡍ᕕᰃᇚᔧࠡⱘᯢ᭛ߚ㒘Ϣࠡϔᆚ᭛ߚ㒘䖯㸠ᓖ៪䖤

ㅫৢݡ䖯㸠ࡴᆚᕫࠄᔧࠡⱘᆚ᭛ߚ㒘Ǆ 

���� �

ᆚ䩹�NH\�

᥻ࠊᆚⷕㅫ⊩䖤ㅫⱘ݇䬂ֵᙃ៪খ᭄Ǆ 

���� �

ᆚ䩹໛ӑ�NH\�EDFNXS�

Ңᆚⷕ䆒໛Ёᇚᆚ䩹ᅝܼ໡ࠄࠊᄬټ䕑ԧⱘ䖛⿟ˈ໛ӑⱘᆚ䩹⫼Ѣᆚ䩹ᘶ໡Ǆ 

���� �

ᆚ䩹㓪ᥦ�NH\�VFKHGXOH�

 㒘ᆚⷕㅫ⊩Ё⬅Ꮉ԰ᆚ䩹ᠽሩ⫳៤䕂ᆚ䩹ⱘᅲ⦄ᮍ⊩Ǆߚ

���� �
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ᆚ䩹ѻ⫳�NH\�JHQHUDWLRQ�

ᣝ⡍ᅮ㾘߭ѻ⫳ᆚ䩹ⱘ䖛⿟Ǆ 

���� �

ᆚ䩹᩸䫔�NH\�UHYRFDWLRQ�

Փᆚ䩹༅ᬜⱘ䖛⿟Ǆ 

���� �

ᆚ䩹Ӵ䗕�NH\�WUDQVSRUWDWLRQ�

ᅲԧ䯈Ӵ䗕ফֱᡸⱘᆚ䩹ⱘ䖛⿟Ǆ 

���� �

ᆚ䩹ᄬټ�NH\�VWRUDJH�

ᇚᆚ䩹ֱᄬ೼ᣛᅮফ᥻ぎ䯈ⱘ䖛⿟Ǆ 

���� �

ᆚ䩹ߚথ�NH\�GLVWULEXWLRQ�

ᣝ✻ᅝܼण䆂ᇚᆚ䩹ߚ䜡㒭ᇍᑨᅲԧⱘ䖛⿟Ǆ 

���� �

ᆚ䩹ߚ䞣�NH\�GLYLVLRQ�

Փ⫼⾬ᆚ݅ѿᡔᴃᇚᆚ䩹ࡆߚЎ໮Ͼ䚼ߚˈ↣Ͼ䚼ߚ⿄Ўᆚ䩹ߚ䞣Ǆ 

���� �

ᆚ䩹᳈ᮄ�NH\�XSGDWH�

⫼ϔϾᮄᆚ䩹ᴹҷ᳓ᮻᆚ䩹ⱘ䖛⿟Ǆ 

���� �

ᆚ䩹ㅵ⧚�NH\�PDQDJHPHQW�

ḍ᥂ᅝܼㄪ⬹ˈᇍᆚ䩹ⱘѻ⫳ǃߚথǃᄬټǃ᳈ᮄǃᔦḷǃ᩸䫔ǃ໛ӑǃᘶ໡੠䫔↕ㄝ

ᆚ䩹ܼ⫳ੑ਼ᳳⱘㅵ⧚Ǆ 

���� �

ᆚ䩹ㅵ⧚㋏㒳�NH\�PDQDJHPHQW�V\VWHP�

ᅲ⦄ᆚ䩹ㅵ⧚ࡳ㛑ⱘ㋏㒳Ǆ 

���� �

ᆚ䩹ㅵ⧚Ёᖗ�NH\�PDQDJHPHQW�FHQWHU˄.0&˅�

䋳䋷ᆚ䩹ㅵ⧚ⱘᴎᵘǄ�

���� �

ᆚ䩹ᔦḷ�NH\�DUFKLYH�

ᇚᏆߚথϨϡݡՓ⫼ⱘᆚ䩹ߚ㉏䆄ᔩᑊᅝֱܼᄬⱘㅵ⧚䖛⿟Ǆ 

���� �

ᆚ䩹ᘶ໡�NH\�UHFRYHU\�

ᇚᔦḷ៪໛ӑⱘᆚ䩹ᘶ໡ৃࠄ⫼⢊ᗕⱘ䖛⿟Ǆ 

���� �

ᆚ䩹ࡴᆚᆚ䩹�NH\�HQFU\SWLRQ�NH\�˄.(.˅�
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⫼Ѣᇍᆚ䩹䖯㸠ࡴᆚ៪㾷ᆚⱘᆚ䩹Ǆ�

���� �

ᆚ䩹ぎ䯈�NH\�VSDFH�

᠔᳝ৃ㛑ⱘᆚ䩹㒘៤ⱘ䲚ড়Ǆ 

���� �

ᆚ䩹⹂䅸�NH\�FRQILUPDWLRQ�

ϔϾᅲԧ⹂ֵ঺ϔϾᏆ䆚߿ⱘᅲԧᢹ᳝ℷ⹂ⱘᆚ䩹Ǆ 

���� �

ᆚ䩹⫳ᄬᳳ�NH\�OLIHWLPH�

ᆚ䩹Ңѻ⫳ᓔྟ᳔ࠄ㒜㹿䫔↕ⱘᭈϾ⫳ੑ਼ᳳǄ 

���� �

ᆚ䩹䫔↕�NH\�GHVWUXFWLRQ�

ᇚᆚ䩹䗮䖛⠽⧚៪䘏䕥ⱘᮍᓣ⍜䰸ˈՓ݊᮴⊩ݡᘶ໡Ǆ 

���� �

ᆚ䩹णଚ�ᆚ䩹Ѹᤶ�NH\�DJUHHPHQW�NH\�H[FKDQJH�

ϸϾ៪໮Ͼᅲԧ䗮䖛ⳌѦӴ䗕ϔѯ⍜ᙃᴹ݅ৠᓎゟϔϾ݅ѿⱘ⾬ᆚᆚ䩹ⱘण䆂 Ϩ̍৘Ͼ

ᅲԧ᮴⊩乘ܜ⹂ᅮ䖭Ͼ⾬ᆚᆚ䩹ⱘؐǄ�

���� �

ᆚ䩹਼ᳳ�NH\�F\FOH�

ৠᆚ䩹⫳ᄬᳳǄ 

���� �

ᯢ᭛�SODLQWH[W�

᳾ࡴᆚⱘ᭄᥂៪㾷ᆚ䖬ॳৢⱘ᭄᥂Ǆ 

���� �

3&, ᆚⷕव�3&,�FU\SWRJUDSKLF�PRGXOH�

ҹ PCI/PCI-E ᘏ㒓᥹ষϢⳌ݇䆒໛Ⳍ䖲᥹ⱘǃ㛑໳⣀ゟᦤկᆚⷕ᳡ࡵ੠ᆚ䩹ㅵ⧚ࡳ㛑ⱘ

ᵓव䆒໛Ǆ 

���� �

ㅒৡㄪ⬹�VLJQDWXUH�SROLF\�

߯ᓎ੠偠䆕᭄ᄫㅒৡⱘϔ༫㾘߭Ǆ 

���� �

ㅒৡ݀䩹�SXEOLF�NH\�IRU�VLJQDWXUH�

䴲ᇍ⿄ᆚⷕㅫ⊩Ё⫼Ѣ偠䆕ㅒৡ᳝ᬜᗻⱘ݀䩹Ǆ 

���� �

ㅒৡ⾕䩹�SULYDWH�NH\�IRU�VLJQDWXUH�

䴲ᇍ⿄ᆚⷕㅫ⊩Ё⫼Ѣ䅵ㅫㅒৡⱘ⾕䩹Ǆ 

���� �

ㅒৡ䆕к�VLJQDWXUH�FHUWLILFDWH�
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⫼Ѣ䆕ᯢㅒৡ݀䩹ⱘ᭄ᄫ䆕кǄ 

���� �

ࠡ৥ֱᆚᗻ�IRUZDUG�VHFUHF\�

ֱ䆕䗮䖛ᔧࠡ៪㗙ҹࠡⱘ᭄᥂ϡ㛑᥼ㅫৢߎ㓁ⱘ᭄᥂ؐǄ 

���� �

かВᬏߏ�H[KDXVWLYH�DWWDFN�

䗮䖛ᇱ䆩ষҸ៪ᆚ䩹᠔᳝ⱘৃ㛑ؐҹ㦋ᕫⳳᅲষҸ៪ᆚ䩹ⱘᬏߏᮍ⊩Ǆ�

���� �

56$ ㅫ⊩�5LYHVW�6KDPLU�$GOHPDQ�DOJRULWKP˄56$˅�

ϔ⾡෎Ѣ໻ᭈ᭄಴ᄤߚ㾷䯂乬ⱘ݀䩹ᆚⷕㅫ⊩Ǆ 

���� �

6+$�� ㅫ⊩�VHFXUH�KDVK�DOJRULWKP�6+$��

ϔ⾡ᆚⷕᴖޥㅫ⊩ˈ݊䕧ߎЎ 160↨⡍Ǆ 

���� �

6+$�����

ϔ⾡ᆚⷕᴖޥㅫ⊩ˈ݊䕧ߎЎ 256↨⡍Ǆ 

���� �

6+$���

ϔ⾡ᆚⷕᴖޥㅫ⊩ˈ݊䕧ߎЎ 160↨⡍Ǆ 

���� �

䆒໛ᆚ䩹ᇍ�GHYLFH�NH\�SDLU�

⫼Ѣ㸼ᯢ䆒໛䑿ӑǃᇍ䆒໛䖯㸠ㅵ⧚ⱘ䴲ᇍ⿄ᆚ䩹ᇍǄ 

���� �

䑿ӑ䡈߿�ᅲԧ䡈߿�DXWKHQWLFDWLRQ�HQWLW\�DXWKHQWLFDWLRQ�

⹂䅸ϔϾᅲԧ᠔ໄ⿄䑿ӑⱘ䖛⿟Ǆ 

���� �

⫳᮹ᬏߏ�ELUWKGD\�DWWDFN�

ϔ⾡Џ㽕䩜ᇍᆚⷕᴖޥㅫ⊩ⱘᬏߏᮍ⊩ 䆩̍೒ᡒߎϸϾ᳝݋Ⳍৠᴖؐޥⱘ⍜ᙃ˄ ेᡒࠄ

ϔϾ⺄ᩲ Ǆ˅ 

����� �

ᯊ䯈᠇�WLPH�VWDPS�76��

ᇍᯊ䯈੠݊ᅗᕙㅒৡ᭄᥂䖯㸠ㅒৡᕫࠄⱘ᭄᥂ˈ⫼Ѣ㸼ᯢ᭄᥂ⱘᯊ䯈ሲᗻǄ 

����� �

ᯊ䯈᠇ᴎᵘ�WLPH�VWDPS�DXWKRULW\�76$��

⫼ᴹѻ⫳੠ㅵ⧚ᯊ䯈᠇ⱘৃֵ᳡ࡵᴎᵘǄ 

����� �

ᯊ䯈᠇㋏㒳 WLPH�VWDPS�DXWKRULW\�V\VWHP�

⫼ᴹѻ⫳੠ㅵ⧚ᯊ䯈᠇ⱘㅵ⧚㋏㒳Ǆ 
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����� �

ᯊ䯈᠇ण䆂�WLPH�VWDPS�SURWRFRO˄763˅�

ᦣ䗄ᯊ䯈᠇ⱘḐᓣঞⳌ݇⍜ᙃḐᓣⱘण䆂Ǆ 

����� �

ᥜᴗ�SULYLOHJH�DXWKRUL]DWLRQ�

೼ሲᗻㅵ⧚㋏㒳ЁˈᇚЏԧϢ㾦㡆㒥ᅮⱘ䖛⿟Ǆ 

����� �

ᥜᴗㅵ⧚෎⸔䆒ᮑ�SULYLOHJH�PDQDJHPHQW�LQIUDVWUXFWXUH��30,��

ᦤկሲᗻ᳡ࡵˈ䆓䯂᥻ࠊ੠ᴗ䰤ㅵ⧚ˈᅲ⦄⫼᠋䑿ӑࠄᑨ⫼ᥜᴗⱘ᯴ᇘˈϢᅲ䰙ᑨ⫼໘

⧚῵ᓣⳌᇍᑨⱘǃϢ݋ԧᑨ⫼㋏㒳᮴݇ⱘ䆓䯂᥻ࡳࠊ㛑Ǆ 

����� �

ᥜᴗֵᙃ�SULYLOHJH�LQIRUPDWLRQ�

೼ሲᗻㅵ⧚㋏㒳Ёˈ⫼Ѣᷛ䆚ЏԧϢ㾦㡆䯈ߚ䜡݇㋏ⱘֵᙃǄ 

����� �

ᥜᴗ䆕к�SULYLOHJH�FHUWLILFDWH�

೼ሲᗻㅵ⧚㋏㒳Ёˈ䆕ᯢЏԧϢ㾦㡆݇㋏ⱘሲᗻ䆕кǄ 

����� �

䕧ߎড作Ꮉ԰῵ᓣ�RXWSXW�IHHGEDFN��RSHUDWLRQ�PRGH˄2)%˅�

݊ˈ㒘ᆚⷕㅫ⊩ᵘ䗴ᑣ߫ᆚⷕⱘϔ⾡Ꮉ԰῵ᓣߚ⫼ ⡍ᕕᰃ ᇚ̍ㅫ⊩ᔧࠡᯊࠏ䕧ߎⱘ㢹ᑆ

↨⡍Ϣᯢ᭛䗤↨⡍ᓖ៪ᕫࠄᆚ᭛ˈৠᯊㅫ⊩ᔧࠡᯊࠏⱘ䕧ߎ԰Ўㅫ⊩ϟϔᯊࠏⱘ䕧ܹǄ 

����� �

᭄᥂ᅠᭈᗻ�GDWD�LQWHJULW\�

᭄᥂≵᳝䙁ফҹ䴲ᥜᴗᮍᓣ᠔԰ⱘㆵᬍ៪⸈ണⱘᗻ䋼Ǆ 

����� �

ሲᗻㅵ⧚ᴎᵘ�DWWULEXWH�DXWKRULW\˄$$˅�

ᇍሲᗻ䆕к䖯㸠ܼ⫳ੑ਼ᳳㅵ⧚ⱘৃֵ᳡ࡵᴎᵘǄ 

����� �

ሲᗻㅵ⧚㋏㒳�DWWULEXWH�DXWKRULW\�V\VWHP�

⫼ᴹѻ⫳ǃㅒথǃথᏗǃ᳈ᮄ੠᩸䫔ሲᗻ䆕кⱘㅵ⧚㋏㒳Ǆ 

����� �

ሲᗻ䆕к�DWWULEXWH�FHUWLILFDWH�

ᇚ⫼᠋䑿ӑϢሲᗻֵᙃ㒥ᅮ ⫼̍Ѣ䆕ᯢ⫼᠋ሲᗻⱘϔ⾡᭄᥂㒧ᵘ ⬅̍ሲᗻㅵ⧚ᴎᵘㅒথǄ 

����� �

᭄ᄫㅒৡ�GLJLWDO�VLJQDWXUH�

ㅒৡ㗙Փ⫼⾕䩹ᇍᕙㅒৡ᭄᥂ⱘᴖخؐޥᆚⷕ䖤ㅫᕫࠄⱘ㒧ᵰ 䆹̍㒧ᵰা㛑⫼ㅒৡ㗙ⱘ

݀䩹䖯㸠偠䆕 ⫼̍Ѣ⹂䅸ᕙㅒৡ᭄᥂ⱘᅠᭈᗻǃㅒৡ㗙䑿ӑⱘⳳᅲᗻ੠ㅒৡ㸠Ўⱘᡫᢉ䌪ᗻǄ�

����� �

᭄ᄫֵᇕ�GLJLWDO�HQYHORSH�
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ϔ⾡᭄᥂㒧ᵘˈࣙ৿⫼ᇍ⿄ᆚ䩹ࡴᆚⱘᆚ᭛੠⫼݀䩹ࡴᆚⱘ䆹ᇍ⿄ᆚ䩹Ǆ 

����� �

᭄ᄫ䆕к��GLJLWDO�FHUWLILFDWH�

г⿄݀䩹䆕кˈ⬅䆕к䅸䆕ᴎᵘ˄CA˅ㅒৡⱘࣙ৿݀ᓔᆚ䩹ᢹ᳝㗙ֵᙃǃ݀ᓔᆚ䩹ǃ

ㅒথ㗙ֵᙃǃ᳝ᬜᳳҹঞᠽሩֵᙃⱘϔ⾡᭄᥂㒧ᵘǄᣝ㉏ߚৃ߿ЎϾҎ䆕кǃᴎᵘ䆕к੠䆒

໛䆕кˈᣝ⫼䗨ৃߚЎㅒৡ䆕к੠ࡴᆚ䆕кǄ 

����� �

⾕䩹�SULYDWH�NH\�

䴲ᇍ⿄ᆚⷕㅫ⊩Ёা㛑⬅ᢹ᳝㗙Փ⫼ⱘϡ݀ᓔᆚ䩹Ǆ 

����� �

60� ㅫ⊩�60��DOJRULWKP�

ϔ⾡ߚ㒘ᆚⷕㅫ⊩ˈߚ㒘䭓ᑺЎ 128 ↨⡍ˈᆚ䩹䭓ᑺЎ 128 ↨⡍Ǆ 

����� �

60� ㅫ⊩�60��DOJRULWKP�

ϔ⾡ἁ೚᳆㒓݀䩹ᆚⷕㅫ⊩ˈ݊ᆚ䩹䭓ᑺЎ 256 ↨⡍Ǆ 

����� �

60� ㅫ⊩�60��DOJRULWKP�

ϔ⾡ᆚⷕᴖޥㅫ⊩ˈ݊䕧ߎЎ 256 ↨⡍Ǆ 

����� �

60� ㅫ⊩�60��DOJRULWKP�

ϔ⾡ߚ㒘ᆚⷕㅫ⊩ˈߚ㒘䭓ᑺЎ 128 ↨⡍ˈᆚ䩹䭓ᑺЎ 128 ↨⡍Ǆ 

����� �

60� ㅫ⊩�60��DOJRULWKP�

ϔ⾡ߚ㒘ᆚⷕㅫ⊩ˈߚ㒘䭓ᑺЎ 128 ↨⡍ˈᆚ䩹䭓ᑺЎ 128 ↨⡍Ǆ 

����� �

60� ᆚⷕㅫ⊩�

ϔ⾡෎Ѣ䑿ӑᷛ䆚ⱘ䴲ᇍ⿄ᆚⷕㅫ⊩Ǆ 

����� �

66/ ण䆂�VHFXUH�VRFNHW�OD\HU�SURWRFRO�

ϔ⾡Ӵ䕧ሖᅝܼण䆂ˈ⫼Ѣᵘᓎᅶ᠋ッ੠᳡ࡵッП䯈ⱘᅝܼ䗮䘧Ǆ 

����� �

ㅫ⊩ᷛ䆚�DOJRULWKP�LGHQWLILHU�

⫼Ѣᇍᆚⷕㅫ⊩䖯㸠ଃϔᷛ䆚ⱘヺোǄ 

����� �

䱣ᴎ᭄�UDQGRP�QXPEHU�

ϔ⾡᭄᥂ᑣ߫ˈ݊ѻ⫳ϡৃ乘⌟ˈ݊ᑣ߫≵਼᳝ᳳᗻǄ�

����� �

䱣ᴎ᭄থ⫳఼��UDQGRP�QXPEHU�JHQHUDWRU�



 

 14

ѻ⫳䱣ᴎѠܗᑣ߫ⱘ఼ӊ៪⿟ᑣǄ��

����� �

ἁ೚᳆㒓 '+ ᆚ䩹णଚण䆂�HOOLSWLF�FXUYH�'LIILH�+HOOPDQ�NH\�DJUHHPHQW��(&'+��

জ⿄ἁ೚᳆㒓 DH ᆚ䩹णଚㅫ⊩ˈᰃϔ⾡෎Ѣἁ೚᳆㒓⾏ᬷᇍ᭄䯂乬ⱘ Diffie-Hellman
ᆚ䩹णଚण䆂Ǆ 

����� �

ἁ೚᳆㒓ᆚⷕㅫ⊩�HOOLSWLF�FXUYH�FU\SWRJUDSK\�DOJRULWKP˄(&&˅�

෎Ѣ᳝䰤ඳϞἁ೚᳆㒓⾏ᬷᇍ᭄䯂乬ⱘ䴲ᇍ⿄ᆚⷕㅫ⊩Ǆ�

����� �

931 ᆚⷕᴎ�931�FU\SWRJUDSKLF�PDFKLQH�

ᅲ⦄ VPN ⿄㛑ⱘϧ⫼ᆚⷕ䆒໛ˈгࡳ VPN ᅝܼ㔥݇Ǆ 

����� �

ଃᆚ᭛ᬏߏ�FLSKHUWH[W�RQO\�DWWDFN�

ϔ⾡ᆚⷕߚᵤ㗙াᢹ᳝ᆚ᭛䖯㸠ᆚⷕᬏߏⱘᮍ⊩Ǆ�

����� �

⦄ҷᆚⷕᄺ�PRGHUQ�FU\SWRORJ\�

⡍ᣛ �� Ϫ㑾 �� ᑈҷҹᴹ Ԉ̍䱣ᖂ⬉ᄤᡔᴃǃ䗮ֵᡔᴃঞ䅵ㅫᴎᡔᴃⱘথሩ㗠ᓎゟⱘҹ

݀䩹ᆚⷕЎᷛᖫˈҹᅲ⦄ֱᆚЎ߭ޚǃҹ䅵ㅫ໡ᴖᗻ⧚䆎Ў෎⸔ⱘᆚⷕᄺǄ�

����� �

㒓ᗻᆚⷕߚᵤ�OLQHDU�FU\SWDQDO\VLV�

ϔ⾡ߚᵤᯢ᭛ǃᆚ᭛੠ᆚ䩹П䯈ⱘ㢹ᑆ↨⡍ⱘ㒓ᗻ݇㋏䖯㸠ᆚⷕᬏߏⱘᮍ⊩Ǆ 

����� �

⍜ᙃ䡈߿ⷕ�PHVVDJH�DXWKHQWLFDWLRQ�FRGH˄0$&˅�

জ⿄⍜ᙃ䅸䆕ⷕˈᰃ⍜ᙃ䡈߿ㅫ⊩ⱘ䕧ߎǄ 

����� �

⍜ᙃ䡈߿ㅫ⊩�0$&�DOJRULWKP�

Փ⫼ᆚⷕㅫ⊩䅵ㅫ⍜ᙃ䡈߿ⷕⱘ䅵ㅫᮍ⊩ˈৃ⫼Ѣ᭄᥂ᅠᭈᗻⱘ䡈߿Ǆ 

����� �

⍜ᙃᨬ㽕�PHVVDJH�GLJHVW�

⍜ᙃ㒣䖛ᆚⷕᴖޥ䖤ㅫᕫࠄⱘ㒧ᵰǄ 

����� �

ᑣ߫ᆚⷕㅫ⊩�VWUHDP�FLSKHU�DOJRULWKP�

ᇚᯢ᭛䗤↨⡍/ᄫヺ䖤ㅫⱘϔ⾡ᇍ⿄ᆚⷕㅫ⊩Ǆ 

����� �

㰮ᢳϧ⫼㔥�YLUWXDO�SULYDWH�QHWZRUN˄931˅�

Փ⫼ᆚⷕᡔᴃ೼䗮ֵ㔥㒰Ёᵘᓎᅝܼ䗮䘧ⱘᡔᴃǄ 

����� �

䗝ᢽᆚ᭛ᬏߏ�FKRVHQ�FLSKHUWH[W�DWWDFN�
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ϔ⾡䗝ᢽ⡍ᅮᆚ᭛੠ᇍᑨᯢ᭛䖯㸠ߚᵤⱘᆚⷕᬏߏᮍ⊩Ǆ 

����� �

䗝ᢽᯢ᭛ᬏߏ�FKRVHQ�SODLQWH[W�DWWDFN�

ϔ⾡䗝ᢽ⡍ᅮᯢ᭛੠ᇍᑨᆚ᭛䖯㸠ߚᵤⱘᆚⷕᬏߏᮍ⊩Ǆ 

����� �

Ꮖⶹᯢ᭛ᬏߏ�NQRZQ�SODLQWH[W�DWWDFN�

ϔ⾡߽⫼໻䞣ѦⳌᇍᑨⱘᯢ᭛੠ᆚ᭛䖯㸠ߚᵤⱘᆚⷕᬏߏᮍ⊩Ǆ�

����� �

ᴖؐޥ�KDVK�YDOXH�

ᆚⷕᴖޥ䖤ㅫⱘ㒧ᵰǄ 

����� �

೼㒓ᬏߏ�RQ�OLQH�DWWDFN�

ϔ⾡೼ण䆂䖯㸠䖛⿟ЁᇍѸѦ᭄᥂䖯㸠し਀ǃㆵᬍǃ᳓ᤶǃᦦܹㄝⱘᬏߏᮍ⊩Ǆ�

����� �

䆕кᷛ䆚ヺ�FHUWLILFDWH�LGHQWLILHU�

᭄ᄫ䆕кЁ⫼Ѣᷛ䆚݊ଃϔᗻⱘϔ↉᭄᥂Ǆ 

����� �

䆕к᩸䫔߫㸼�FHUWLILFDWH�UHYRFDWLRQ�OLVW�˄&5/˅�

⬅䆕к䅸䆕ᴎᵘ˄CA˅ㅒথᑊথᏗⱘ㹿᩸䫔䆕кⱘ߫㸼Ǆ 

����� �

䆕к䅸䆕ᴎᵘ�FHUWLILFDWLRQ�DXWKRULW\˄&$˅�

ᇍ᭄ᄫ䆕к䖯㸠ܼ⫳ੑ਼ᳳㅵ⧚ⱘᅲԧǄг⿄Ў⬉ᄤ䅸䆕᳡ࡵᴎᵘǄ 

����� �

䆕к䅸䆕㋏㒳�FHUWLILFDWH�DXWKHQWLFDWLRQ�V\VWHP�

ᇍ᭄ᄫ䆕кⱘㅒথǃথᏗǃ᳈ᮄǃ᩸䫔ㄝ᭄ᄫ䆕кܼ⫳ੑ਼ᳳ䖯㸠ㅵ⧚ⱘ㋏㒳Ǆ�

����� �

䆕к偠䆕�FHUWLILFDWH�YDOLGDWLRQ�

ᣝ✻偠䆕ㄪ⬹⹂䅸䆕к᳝ᬜᗻ੠ⳳᅲᗻⱘ䖛⿟Ǆ 

����� �

䆕к⊼ݠᴎᵘ�UHJLVWUDWLRQ�DXWKRULW\�˄5$˅�

ফ⧚᭄ᄫ䆕кⱘ⬇䇋ǃ᳈ᮄǃᘶ໡੠⊼䫔ㄝϮࡵⱘᅲԧǄ 

����� �

ᱎ㛑 ,& व�VPDUW�FDUG�

ᅲ⦄ᆚⷕ䖤ㅫ੠ᆚ䩹ㅵ⧚ⱘ৿ &38˄Ё༂໘⧚఼˅ⱘ䲚៤⬉䏃वǄ 

����� �

ᱎ㛑ᆚⷕ䩹࣭�FU\SWRJUDSKLF�VPDUW�WRNHQ�

ᅲ⦄ᆚⷕ䖤ㅫǃᆚ䩹ㅵ⧚ࡳ㛑ˈᦤկᆚⷕ᳡ࡵⱘ㒜ッᆚⷕ䆒໛ˈϔ㠀Փ⫼ USB ᥹ষᔶ

ᗕǄ 
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Ё䯈Ҏᬏߏ�PDQ�LQ�WKH�PLGGOH�DWWDFN�

ϔ⾡ᢺ៾ᑊ᳝䗝ᢽഄׂᬍ䗮᭄ֵ᥂ҹܙݦ䗮ֵЁᅲԧⱘᬏߏᮍ⊩Ǆ 

����� �

Џᆚ䩹�PDVWHU�NH\�

໘Ѣᇍ⿄ᆚⷕ㋏㒳ሖ⃵࣪ᆚ䩹㒧ᵘЁⱘ乊ሖˈ⫼Ѣϟሖᆚ䩹ⱘѻ⫳៪ֱᡸǄ 

����� �

ᄫ݌ᬏߏ�GLFWLRQDU\�DWWDFN�

ϔ⾡⬅ৃ㛑ⱘᆚ䩹៪ষҸ㒘៤ᄫ݌ 䘡̍ग़ᄫ݌Ёⱘ᠔᳝ᴵⳂҹ⣰⌟ᆚ䩹៪ষҸⱘᬏߏᮍ

⊩Ǆ 

����� �

�Пᑣ߫ᆚⷕㅫ⊩�=8&�VWUHDP�FLSKHU�DOJRULWKPކ⼪

ϔ⾡ᑣ߫ᆚⷕㅫ⊩Ǆ 
 



 

 17

���Ё᭛㋶ᓩ�

Ё᭛� 㣅᭛� 㓪ো� 义ⷕ

ᅝܼ῵ഫ� security module� 2.1  1 
ᅝܼ߁䆕  security credential  2.2  1  
ᅝܼ㢃⠛  security chip 2.3  1  
Ꮒߚᆚⷕߚᵤ  differential cryptanalysis  2.4  1  
Ꮒߚ㛑䞣ߚᵤ  differential power analysis˄DPA˅ 2.5  1  
䞡ᬒᬏߏ  replay attack 2.6  1  
߱ྟ࣪৥䞣/ؐ  initialization vector/initialization value˄IV˅ 2.7  1  
ᏺᆚ䩹ⱘᴖޥㅫ⊩  keyed-hash message authentication code˄HMAC˅  2.8  1  
ऩ⚍ⱏᔩ  single sign on˄SSO˅          2.9  2  
⬉ⷕᴀᎹ԰῵ᓣ  electronic codebook operation mode˄ECB˅ 2.10  2  
⬉ᄤㅒゴ  digitally seal 2.11  2  
⬉ᄤॄゴ  digital stamp  2.12  2  
⬉ᄤ䆕᥂  electronic evidence  2.13  2  
Diffie-Hellman ण䆂  Diffie-Hellman protocol  2.14  2  
  ᗕষҸ  one-time-password  2.15  2ࡼ
  ᗕষҸҸ⠠ one-time-password token  2.16  2ࡼ
  ᗕ䅸䆕㋏㒳  one-time-password system 2.17  2ࡼ
ッࠄッࡴᆚ  end-to-end encipherment/encryption 2.18  2  
ᇍ⿄ᆚⷕㅫ⊩  symmetric cryptographic algorithm  2.19  2  
ᇍ⿄ᆚ䩹 symmetric key  2.20  2  
ᇍ⿄ᆚ䩹ㅵ⧚㋏㒳  symmetric key management system  2.21  3  
䆓䯂᥻ࠊ  access control                          2.22  3  
䴲ᇍ⿄ᆚⷕㅫ⊩ 
/݀䩹ᆚⷕㅫ⊩   

asymmetric cryptographic algorithm 
/public key cryptographic algorithm  

2.23  3  

䴲ᇍ⿄ᆚ䩹ᇍ  asymmetric key pair                  2.24  3  
  㒘ᆚⷕㅫ⊩  block cipher algorithm                  2.25 3ߚ
  㒘ᆚⷕㅫ⊩Ꮉ԰῵ᓣ  block cipher operation mode          2.26  3ߚ
᳡఼ࡵᆚⷕᴎ  cryptographic server                  2.27  3  
݀䩹  public key                          2.28  3  
݀䩹෎⸔䆒ᮑ  public key infrastructure˄PKI˅         2.29  3  
ৢ৥ֱᆚᗻ  backward secrecy                  2.30  3  
᭄᥂ࡴᆚᆚ䩹  data encipherment/encryption key         2.31  3  
Ӯ䆱ᆚ䩹  session key                          2.32  4  
IKE ण䆂  Internet key exchange protocol  2.33  4  
IPSec ण䆂  Internet Protocol Security          2.34  4  
ISAKMP ण䆂  Internet Security Association and Key Management 

Protocol  
2.35  4  

ᴎᆚᗻ  confidentiality                         2.36  4  
䅵఼᭄Ꮉ԰῵ᓣ counter operation mode(CTR) 2.37  4  
  masquerade attack  2.38  4  ߏᬏݦ؛
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  erifier impersonation attack  2.39  4 ߏ偠䆕㗙ᬏݦ؛
  ᆚ  encipherment/encryption  2.40  4ࡴ
  ᆚ݀䩹  public key for encryption 2.41  4ࡴ
  ᆚ⾕䩹  private key for decryption 2.42  4ࡴ
  ᆚ䆕к  encipherment certificate/exchange certificate  2.43  5ࡴ
㾷ᆚ  decipherment/decryption  2.44  5  
䖥ҷᆚⷕᄺ current cryptology 2.45  5  
ᡫᢉ䌪ᗻ  non-repudiation  2.46  5  
⾏㒓ᬏߏ  off-line attack  2.47  5  
䫒䏃䗤↉ࡴᆚ  link-by-link encipherment/encryption  2.48  5  
ᆚⷕ cipher 2.49  5  
ᆚⷕᄺ cryptology 2.50  5  
ᆚⷕᴎ  cryptographic machine  2.51  5  
ᆚⷕ⧚䆎 cryptographic theory 2.52  5  
ᆚⷕ῵ഫ  cryptographic module  2.53  5  
ᆚⷕㅫ⊩  cryptographic algorithm  2.54  5  
ᆚⷕㅫ⊩㢃⠛  cryptographic algorithm chip  2.55  6  
ᆚⷕ㋏㒳  cryptosystem  2.56  6  
ᆚⷕण䆂  cryptographic protocol  2.57  6  
ᆚⷕᴖޥㅫ⊩  hash algorithm  2.58  6  
⾬ᆚ݅ѿ  secret sharing 2.59  6  
ᆚ᭛  ciphertext 2.60  6  
ᆚ᭛ড作Ꮉ԰῵ᓣ  cipher feedbackoperation mode˄CFB˅ 2.61  6  
ᆚ᭛ߚ㒘䫒᥹Ꮉ԰῵ᓣ  cipher block chaining operation mode˄CBC˅ 2.62  6  
ᆚ䩹  key  2.63  6  
ᆚ䩹໛ӑ  key backup  2.64  6  
ᆚ䩹㓪ᥦ  key schedule  2.65  7  
ᆚ䩹ѻ⫳  key generation  2.66  7  
ᆚ䩹᩸䫔  key revocation  2.67  7  
ᆚ䩹Ӵ䗕  key transportation 2.68  7  
ᆚ䩹ᄬټ  key storage 2.69  7  
ᆚ䩹ߚথ  key distribution 2.70  7  
ᆚ䩹ߚ䞣  key division 2.71  7  
ᆚ䩹᳈ᮄ  key update  2.72  7  
ᆚ䩹ㅵ⧚  key management  2.73  7  
ᆚ䩹ㅵ⧚㋏㒳  key management system  2.74  7  
ᆚ䩹ㅵ⧚Ёᖗ  key management center˄KMC˅  2.75  7  
ᆚ䩹ᔦḷ  key archive  2.76  7  
ᆚ䩹ᘶ໡  key recovery  2.77  8  
ᆚ䩹ࡴᆚᆚ䩹  key encryption key ˄KEK˅  2.78  8  
ᆚ䩹ぎ䯈  key space  2.79  8  
ᆚ䩹⹂䅸  key confirmation 2.80  8  
ᆚ䩹⫳ᄬᳳ  key lifetime  2.81  8  
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ᆚ䩹䫔↕  key destruction  2.82  8  
ᆚ䩹णଚ/ᆚ䩹Ѹᤶ  key agreement/key exchange 2.83  8  
ᆚ䩹਼ᳳ  key cycle  2.84  8  
ᯢ᭛  plaintext  2.85  8  
PCI ᆚⷕव  PCI cryptographic module 2.86  8  
ㅒৡㄪ⬹  signature policy  2.87  8  
ㅒৡ݀䩹  public key for signature 2.88  8  
ㅒৡ⾕䩹  private key for signature 2.89  9  
ㅒৡ䆕к  signature certificate  2.90  9  
ࠡ৥ֱᆚᗻ  forward secrecy  2.91  9  
かВᬏߏ  exhaustive attack  2.92  9  
RSA ㅫ⊩  Rivest-Shamir-Adleman algorithm˄RSA˅ 2.93  9  
SHA-1 ㅫ⊩  secure hash algorithm-1(SHA-1) 2.94  9  
SHA-256 ㅫ⊩ secure hash algorithm-256(SHA-256) 2.95  9  
SHA-3 ㅫ⊩ secure hash algorithm-3(SHA-3) 2.96  9  
䆒໛ᆚ䩹ᇍ device key pair 2.97  9  
䑿ӑ䡈߿/ᅲԧ䡈߿  authentication/entity authentication  2.98  9  
⫳᮹ᬏߏ  birthday attack  2.99  9  
ᯊ䯈᠇  time stamp(TS)  2.100 9  
ᯊ䯈᠇ᴎᵘ  time stamp authority(TSA)  2.101 10  
ᯊ䯈᠇㋏㒳 time stamp authority system  2.102 10 
ᯊ䯈᠇ण䆂  time stamp protocol˄TSP˅  2.103 10 
ᥜᴗ  privilege authorization  2.104 10 
ᥜᴗㅵ⧚෎⸔䆒ᮑ privilege management infrastructure (PMI)  2.105 10 
ᥜᴗֵᙃ privilege information  2.106 10 
ᥜᴗ䆕к privilege certificate  2.107 10 
䕧ߎড作Ꮉ԰῵ᓣ  output feedback operation mode˄OFB˅  2.108 10 
᭄᥂ᅠᭈᗻ data integrity 2.109 10 
ሲᗻㅵ⧚ᴎᵘ attribute authority˄AA˅  2.110  10 
ሲᗻㅵ⧚㋏㒳 attribute authority system  2.111  10 
ሲᗻ䆕к attribute certificate  2.112  10 
᭄ᄫㅒৡ digital signature  2.113  11 
᭄ᄫֵᇕ digital envelope  2.114  11 
᭄ᄫ䆕к digital certificate  2.115  11 
⾕䩹 private key  2.116  11 
SM1 ㅫ⊩ SM1 algorithm  2.117  11 
SM2 ㅫ⊩ SM2 algorithm  2.118  11 
SM3 ㅫ⊩ SM3 algorithm  2.119  11 
SM4 ㅫ⊩ SM4 algorithm 2.120 11 
SM7 ㅫ⊩ SM7 algorithm  2.121 11 
SM9 ᆚⷕㅫ⊩ SM9 algorithm 2.122 11 
SSL ण䆂 secure socket layer protocol  2.123 11 
ㅫ⊩ᷛ䆚 algorithm identifier  2.124 11 
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䱣ᴎ᭄ random number  2.125 12 
䱣ᴎ᭄থ⫳఼ random number generator  2.126 12 
ἁ೚᳆㒓 DH ᆚ䩹णଚण䆂 elliptic curve Diffie-Hellman key agreement(ECDH) 2.127 12 
ἁ೚᳆㒓ᆚⷕㅫ⊩ elliptic curve cryptographyalgorithm˄ECC˅ 2.128 12 
VPN ᆚⷕᴎ VPN cryptographic machine  2.129 12 
ଃᆚ᭛ᬏߏ ciphertext-only attack  2.130 12 
⦄ҷᆚⷕᄺ modern cryptology 2.131 12 
㒓ᗻᆚⷕߚᵤ linear cryptanalysis  2.132 12 
⍜ᙃ䡈߿ⷕ message authentication code˄MAC˅  2.133 12 
⍜ᙃ䡈߿ㅫ⊩ MAC algorithm 2.134 12 
⍜ᙃᨬ㽕 message digest  2.135 12 
ᑣ߫ᆚⷕㅫ⊩ stream cipher algorithm  2.136 12 
㰮ᢳϧ⫼㔥 virtual private network˄VPN˅ 2.137 13 
䗝ᢽᆚ᭛ᬏߏ chosen-ciphertext attack  2.138 13 
䗝ᢽᯢ᭛ᬏߏ chosen-plaintext attack  2.139 13 
Ꮖⶹᯢ᭛ᬏߏ known-plaintext attack  2.140 13 
ᴖؐޥ hash value  2.141 13 
೼㒓ᬏߏ on-line attack  2.142 13 
䆕кᷛ䆚ヺ certificate identifier  2.143 13 
䆕к᩸䫔߫㸼 certificate revocation list ˄CRL˅ 2.144 13 
䆕к䅸䆕ᴎᵘ certification authority˄CA˅ 2.145 13 
䆕к䅸䆕㋏㒳 certificate authentication system 2.146 13 
䆕к偠䆕 certificate validation 2.147 13 
䆕к⊼ݠᴎᵘ registration authority ˄RA˅ 2.148 13 
ᱎ㛑 IC व smart card 2.149 14 
ᱎ㛑ᆚⷕ䩹࣭ cryptographic smart token 2.150 14 
Ё䯈Ҏᬏߏ man-in-the-middle attack  2.151 14 
Џᆚ䩹 master key  2.152 14 
ᄫ݌ᬏߏ dictionary attack 2.153 14 
 Пᑣ߫ᆚⷕㅫ⊩ ZUC stream cipher algorithm 2.154 14ކ⼪
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access control                          䆓䯂᥻3  2.22   ࠊ  
algorithm identifier  ㅫ⊩ᷛ䆚  2.124 11 
asymmetric cryptographic algorithm 
/public key cryptographic algorithm  

䴲ᇍ⿄ᆚⷕㅫ⊩ 
/݀䩹ᆚⷕㅫ⊩   

 2.23  3  

asymmetric key pair                  䴲ᇍ⿄ᆚ䩹ᇍ   2.24  3  
attribute authority system  ሲᗻㅵ⧚㋏㒳  2.111  10 
attribute authority˄AA˅  ሲᗻㅵ⧚ᴎᵘ  2.110  10 
attribute certificate  ሲᗻ䆕к  2.112  10 
authentication/entity authentication  䑿ӑ䡈߿/ᅲԧ䡈9  2.98   ߿  
backward secrecy                  ৢ৥ֱᆚᗻ   2.30  3  
birthday attack  ⫳᮹ᬏ9  2.99   ߏ  
block cipher algorithm                  ߚ㒘ᆚⷕㅫ⊩   2.25 3  
block cipher operation mode          ߚ㒘ᆚⷕㅫ⊩Ꮉ԰῵ᓣ   2.26  3  
certificate authentication system 䆕к䅸䆕㋏㒳  2.146 13 
certificate identifier  䆕кᷛ䆚ヺ  2.143 13 
certificate revocation list ˄CRL˅ 䆕к᩸䫔߫㸼  2.144 13 
certificate validation 䆕к偠䆕  2.147 13 
certification authority˄CA˅ 䆕к䅸䆕ᴎᵘ  2.145 13 
chosen-ciphertext attack  䗝ᢽᆚ᭛ᬏ13 2.138  ߏ 
chosen-plaintext attack  䗝ᢽᯢ᭛ᬏ13 2.139  ߏ 
cipher ᆚⷕ  2.49  5  
cipher block chaining operation mode˄CBC˅ ᆚ᭛ߚ㒘䫒᥹Ꮉ԰῵ᓣ   2.62  6  
cipher feedbackoperation mode˄CFB˅ ᆚ᭛ড作Ꮉ԰῵ᓣ   2.61  6  
ciphertext ᆚ᭛   2.60  6  
ciphertext-only attack  ଃᆚ᭛ᬏ12 2.130  ߏ 
confidentiality                         ᴎᆚᗻ   2.36  4  
counter operation mode(CTR) 䅵఼᭄Ꮉ԰῵ᓣ  2.37  4  
cryptographic algorithm  ᆚⷕㅫ⊩   2.54  5  
cryptographic algorithm chip  ᆚⷕㅫ⊩㢃⠛   2.55  6  
cryptographic machine  ᆚⷕᴎ   2.51  5  
cryptographic module  ᆚⷕ῵ഫ   2.53  5  
cryptographic protocol  ᆚⷕण䆂   2.57  6  
cryptographic server                  ᳡఼ࡵᆚⷕᴎ   2.27  3  
cryptographic smart token ᱎ㛑ᆚⷕ䩹࣭  2.150 14 
cryptographic theory ᆚⷕ⧚䆎  2.52  5  
cryptology ᆚⷕᄺ  2.50  5  
cryptosystem  ᆚⷕ㋏㒳   2.56  6  
current cryptology 䖥ҷᆚⷕᄺ  2.45  5  
data encipherment/encryption key         ᭄᥂ࡴᆚᆚ䩹   2.31  3  
data integrity ᭄᥂ᅠᭈᗻ  2.109 10 
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decipherment/decryption  㾷ᆚ   2.44  5  
device key pair 䆒໛ᆚ䩹ᇍ  2.97  9  
dictionary attack ᄫ݌ᬏ14 2.153  ߏ 
differential cryptanalysis  Ꮒߚᆚⷕߚᵤ   2.4  1  
differential power analysis˄DPA˅ Ꮒߚ㛑䞣ߚᵤ   2.5  1  
Diffie-Hellman protocol  Diffie-Hellman ण䆂   2.14  2  
digital certificate  ᭄ᄫ䆕к  2.115  11 
digital envelope  ᭄ᄫֵᇕ  2.114  11 
digital signature  ᭄ᄫㅒৡ  2.113  11 
digital stamp  ⬉ᄤॄゴ   2.12  2  
digitally seal ⬉ᄤㅒゴ   2.11  2  
electronic codebook operation mode˄ECB˅ ⬉ⷕᴀᎹ԰῵ᓣ   2.10  2  
electronic evidence  ⬉ᄤ䆕᥂   2.13  2  
elliptic curve cryptographyalgorithm˄ECC˅ ἁ೚᳆㒓ᆚⷕㅫ⊩  2.128 12 
elliptic curve Diffie-Hellman key agreement(ECDH) ἁ೚᳆㒓DHᆚ䩹णଚण䆂  2.127 12 
encipherment certificate/exchange certificate  ࡴᆚ䆕к   2.43  5  
encipherment/encryption  ࡴᆚ   2.40  4  
end-to-end encipherment/encryption ッࠄッࡴᆚ   2.18  2  
erifier impersonation attack  ݦ؛偠䆕㗙ᬏ4  2.39  ߏ  
exhaustive attack  かВᬏ9  2.92   ߏ  
forward secrecy  ࠡ৥ֱᆚᗻ   2.91  9  
hash algorithm  ᆚⷕᴖޥㅫ⊩   2.58  6  
hash value  ᴖ13 2.141  ؐޥ 
initialization vector/initialization value˄IV˅ ߱ྟ࣪৥䞣/ؐ   2.7  1  
Internet key exchange protocol  IKE ण䆂   2.33  4  
Internet Protocol Security          IPSec ण䆂   2.34  4  
Internet Security Association and Key Management 
Protocol  

ISAKMP ण䆂   2.35  4  

key  ᆚ䩹   2.63  6  
key agreement/key exchange ᆚ䩹णଚ/ᆚ䩹Ѹᤶ   2.83  8  
key archive  ᆚ䩹ᔦḷ   2.76  7  
key backup  ᆚ䩹໛ӑ   2.64  6  
key confirmation ᆚ䩹⹂䅸   2.80  8  
key cycle  ᆚ䩹਼ᳳ   2.84  8  
key destruction  ᆚ䩹䫔↕   2.82  8  
key distribution ᆚ䩹ߚথ   2.70  7  
key division ᆚ䩹ߚ䞣   2.71  7  
key encryption key ˄KEK˅  ᆚ䩹ࡴᆚᆚ䩹   2.78  8  
key generation  ᆚ䩹ѻ⫳   2.66  7  
key lifetime  ᆚ䩹⫳ᄬᳳ   2.81  8  
key management  ᆚ䩹ㅵ⧚   2.73  7  
key management center˄KMC˅  ᆚ䩹ㅵ⧚Ёᖗ   2.75  7  
key management system  ᆚ䩹ㅵ⧚㋏㒳   2.74  7  
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key recovery  ᆚ䩹ᘶ໡   2.77  8  
key revocation  ᆚ䩹᩸䫔   2.67  7  
key schedule  ᆚ䩹㓪ᥦ   2.65  7  
key space  ᆚ䩹ぎ䯈   2.79  8  
key storage ᆚ䩹ᄬ7  2.69   ټ  
key transportation ᆚ䩹Ӵ䗕   2.68  7  
key update  ᆚ䩹᳈ᮄ   2.72  7  
keyed-hash message authentication code˄HMAC˅  ᏺᆚ䩹ⱘᴖޥㅫ⊩   2.8  1  
known-plaintext attack  Ꮖⶹᯢ᭛ᬏ13 2.140  ߏ 
linear cryptanalysis  㒓ᗻᆚⷕߚᵤ  2.132 12 
link-by-link encipherment/encryption  䫒䏃䗤↉ࡴᆚ   2.48  5  
MAC algorithm ⍜ᙃ䡈߿ㅫ⊩  2.134 12 
man-in-the-middle attack  Ё䯈Ҏᬏ14 2.151  ߏ 
masquerade attack  ݦ؛ᬏ4  2.38   ߏ  
master key  Џᆚ䩹  2.152 14 
message authentication code˄MAC˅  ⍜ᙃ䡈߿ⷕ  2.133 12 
message digest  ⍜ᙃᨬ㽕  2.135 12 
modern cryptology ⦄ҷᆚⷕᄺ  2.131 12 
non-repudiation  ᡫᢉ䌪ᗻ   2.46  5  
off-line attack  ⾏㒓ᬏ5  2.47   ߏ  
one-time-password  ࡼᗕষҸ   2.15  2  
one-time-password system ࡼᗕ䅸䆕㋏㒳   2.17  2  
one-time-password token  ࡼᗕষҸҸ⠠  2.16  2  
on-line attack  ೼㒓ᬏ13 2.142  ߏ 
output feedback operation mode˄OFB˅  䕧ߎড作Ꮉ԰῵ᓣ   2.108 10 
PCI cryptographic module PCI ᆚⷕव   2.86  8  
plaintext  ᯢ᭛   2.85  8  
private key  ⾕䩹  2.116  11 
private key for decryption ࡴᆚ⾕䩹   2.42  4  
private key for signature ㅒৡ⾕䩹   2.89  9  
privilege authorization  ᥜᴗ   2.104 10 
privilege certificate  ᥜᴗ䆕к  2.107 10 
privilege information  ᥜᴗֵᙃ  2.106 10 
privilege management infrastructure (PMI)  ᥜᴗㅵ⧚෎⸔䆒ᮑ  2.105 10 
public key                          ݀䩹   2.28  3  
public key for encryption ࡴᆚ݀䩹   2.41  4  
public key for signature ㅒৡ݀䩹   2.88  8  
public key infrastructure˄PKI˅         ݀䩹෎⸔䆒ᮑ   2.29  3  
random number  䱣ᴎ᭄  2.125 12 
random number generator  䱣ᴎ᭄থ⫳఼  2.126 12 
registration authority ˄RA˅ 䆕к⊼ݠᴎᵘ  2.148 13 
replay attack 䞡ᬒᬏ1  2.6   ߏ  
Rivest-Shamir-Adleman algorithm˄RSA˅ RSA ㅫ⊩   2.93  9  
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secret sharing ⾬ᆚ݅ѿ   2.59  6  
secure hash algorithm-1(SHA-1) SHA-1 ㅫ⊩   2.94  9  
secure hash algorithm-256(SHA-256) SHA-256 ㅫ⊩  2.95  9  
secure hash algorithm-3(SHA-3) SHA-3 ㅫ⊩  2.96  9  
secure socket layer protocol  SSL ण䆂  2.123 11 
security chip ᅝܼ㢃⠛   2.3  1  
security credential  ᅝܼ߁䆕   2.2  1  
security module� ᅝܼ῵ഫ�  2.1  1 
session key                          Ӯ䆱ᆚ䩹   2.32  4  
signature certificate  ㅒৡ䆕к   2.90  9  
signature policy  ㅒৡㄪ⬹   2.87  8  
single sign on˄SSO˅          ऩ⚍ⱏᔩ   2.9  2  
SM1 algorithm  SM1 ㅫ⊩  2.117  11 
SM2 algorithm  SM2 ㅫ⊩  2.118  11 
SM3 algorithm  SM3 ㅫ⊩  2.119  11 
SM4 algorithm SM4 ㅫ⊩  2.120 11 
SM7 algorithm  SM7 ㅫ⊩  2.121 11 
SM9 algorithm SM9 ᆚⷕㅫ⊩  2.122 11 
smart card ᱎ㛑 IC व  2.149 14 
stream cipher algorithm  ᑣ߫ᆚⷕㅫ⊩  2.136 12 
symmetric cryptographic algorithm  ᇍ⿄ᆚⷕㅫ⊩   2.19  2  
symmetric key  ᇍ⿄ᆚ䩹  2.20  2  
symmetric key management system  ᇍ⿄ᆚ䩹ㅵ⧚㋏㒳   2.21  3  
time stamp authority system  ᯊ䯈᠇㋏㒳  2.102 10 
time stamp authority(TSA)  ᯊ䯈᠇ᴎᵘ   2.101 10  
time stamp protocol˄TSP˅  ᯊ䯈᠇ण䆂   2.103 10 
time stamp(TS)  ᯊ䯈᠇   2.100 9  
virtual private network˄VPN˅ 㰮ᢳϧ⫼㔥  2.137 13 
VPN cryptographic machine  VPN ᆚⷕᴎ  2.129 12 
ZUC stream cipher algorithm ⼪ކПᑣ߫ᆚⷕㅫ⊩  2.154 14 
�
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