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Rt T Y Ak R AT DA V0 TG B B8 {5 27 A7 4 ok 0 S A % 0 T BSR4 WL IEL AL, 3L, Pool
R ) A P S AL AR O AR g S 0~127) B g A R I 30 b A% B Y A
CRINR 1 A5 I S0S Ji gl 1) B8 44 i F

temp=g ® Pool| j]

temp=temp @ Pool[ (;+-1) mod 128 |

temp=temp @ Pool[ (;+25) mod 128

temp=temp @ Pool[ (G+51) mod 128

temp=temp @ Pool[ (;+76) mod 128 ]

temp=temp @ Pool[ (j-+103) mod 128 ]

temp= (temp=>_=3)@® table[ temp & 7]

Pool[ ] |=temp
Horfr,table 2y B E SCHY 8 P FAYECH R A0 F -

table[ 0 |=0x0

table| 1 |=0x3b6e20c8
tablel 2 |=0x76dc4190
table[ 3 |=0x4db26158
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tablel 4 |=0xedb88320
table[ 5 |=0xd6d6a3e8
table| 6 |=0x9b64¢2b0
table] 7 |=0xa00ae278

Pool
C ot + + + 1 r 0 Emee 127

S

B Al —HMETREABATIFRE 5SRO

Lo
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Mt F B
(FSEME)
# T SM3 FiE R RNG it

B.1 S¥RERAA

AP S5 T SM3 RA Y DRNG B 5246 (9 P 4GS « 120 & A 48 1 S5 9] O SMB_RNG, 2 45 4
A AR A0 A R R T A D R RO B R R SE . SMIB_RNG il FI YA 5 S Z 805 Lk

s P

Vet d VO BEHLECR A4 19 N AR A S & A2 B 0O T DRNG I8 e

C: K FEH seedlen [UFEAYH i C. 0 Bl HLECR A= 85 09 N TR 3728 B L 7690 45 16 0 8 48 b 53080 {6

seedlen ; i) FL AT 1< BE

reseed_counter ; FUAE R ECRR (R - 2 —Fh P AR A TR 22 B R B 90 Bn 1h 0 5% A 2 [R) 2R 75 6
{190 i A LA K S 15 R B AL B4R B IR

reseed_interval_in_counter: B B i 1204 B A 76 B0 BE AL ECR - a1 B0 5E W8 - A BE PIL AR Y
ITPNEREYE

last_reseed_time T4 AP A {E . 55 DRNG b — Y 0P I ) {6 . 5067 Fb

reseed_interval_in_time ; 52 Fft iF (8] |29 {5 . BE 8 b DRNG 5246 Rl (1 5 e (] 1] B 8207 8 F

entropy_input: H M i A TR TS 0 PEARF 8 T T80 8 1 R AE R T

personalization_string : T~ 1L F 47 §

additional_input; 0] 3E A9 5 25 5 A8 E 4R R

additional_input_length : n] % (19 % 71 g A 1Y B B 1 B

min_entropy s ¢ />

min_entropy_input_length ; 5z /)N 19 5 5 A<

max_entropy_input_length s f K 094§ A< B

nonce ; fifi {1l b §¥ B

outlen: 4 t ek Bk 09 LUF R BE

seed . ff 1

seed_material ; f 14 #}

working_state; 2757 N TP &

new_working_state ; #57 BY PN #00k 245

status: B 1Y IR LR AR

temps — AN 47 Bt

input_string ; SM3 Ik 4 pR £ CSM3_dD (194 A 7 15 5

number_of_bits_to_return: SM3 JE4 pRECCSM3_dD 1R P gy He 45 L

requested_bits: SM3 K4 pK & (SM3_df) 1% 2] (19 L 4F &

requested_number_of_bits: §i ) pRE(SM3_RNG_Generate) 12 [8] gy FE L B 45 5 00 FL B

returned _bits: B 1 W R B (SM3 _RNG Generate) <R 2] 39 B L 1 % 8

25 B.1.72 B.2 40 R1F T SM3_RNG i JH 9 2 08 5K Fil p& i B

11
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% B.1

SM3_RNG {F AR S E K

Z A FR Z AR HU{H %R
V H ¥ e [ B h seedlen
C H F5 e [ 4 seedlen
outlen Ll 256 ¥
seedlen LEgi 440 H ¥y
T L MY 1600 s
reseed_interval_in_time EE e ﬂ; —R16
T .60 s
G 2
reseed_interval_in_counter 1% 7l _ N
W g2
last_reseed_time il HAR by LA FE S 843 1 B 8] {i
WA 1B — W 8 B s 1. B KA A i reseed_in-
reseed_counter LSl ,
terval_in_counter
| entropy_input Ji % 4 FLA 256 Lo A5 » 5L 1 1 9 [ 2562 ) L 5 i
entropy_input 5
polRe &
min_entropy Hx ] 256 ¥
min_cntropy_input_length #E 7] 256 %y
max_entropy_input_length i ) 2 W Fr
nonce I &/ HAT 128 Fo e ol 3 M & 2 8 A K F 27 snonce 1]
nonce — VLS B I L B ] e R T R SR H B E E T4 & . K R
128,27
additional_input H 35 5B A KT 2% b Fr
additional_input_length HE TR A~ KT 27 He 4
personalization_string S F B AT 27 b
requested_number_of_bits e 7Y AT 256 HeFr
number _of bits_to_return e Al I )% 2f scedlen

£ B.2 SM3_RNG {# B 1 o5 £ i5 BB

PR Bl 4 R

il v jr
fif 4

leftmost (V.a)

Fedsad V AR DT o T~ HeFF

(ret_entropy({min_entropy,
min_entropy_input_length.

max_ entropy_input_length)

PR T = S T & S T - S T I e o
(entropy_input), &/ & H min_entropy F2 484 . 1 Bk
F 8 % T min_ entropy_input_length H %, /T 8 & T

max_ entropy_input_length HF

SMACa)

{iFf I SM3 M U e 2R i i2 |

SM3_dfCinput_string.number_of_bits_to_return)

SM3 Ik A R 8 0 5l AT R AT A 5 B R (8
A1 number_of_bits_to_return 19 H 4F 4

12
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F B.2 SM3_RNG {E B REHAR (Z8)

o K04 i ik

W 43 1 o8 8 BT PR A 7 5 # ononce, 0 A ERAR 25 7T
L

SM3_RNG_Instantiate( personalization_string . nonce)

SM3_RNG_Reseed{ working_state.entropy_input, _ ) | )
A b o R £ LS A A A0 BT S AR S

additional_input)

SMa_RNG_Generatel working_state, requested_number_of_ | $§ 5 ef 50 A1) B 250 0 2N 5148 25 F10] §8 0% %0 25 f5 A 1R 9]

bits,additional_input) fifi 1L 5 O A P AR R A T
(Get_current_time_in_second( ) Ak 1wy B fa) {8 . B R FE

B.2 MERE

Nk 2l B A LV, Cy reseed _counter, last _reseed_time, reseed _interval _in_ counter, reseed _
interval_in_time;} .58 XU .
LR VA N seedlen . B 9 il AL B A )G B 2= 33017 88 T s
— R CL KRBy seedlen, B URCH 8 Al I 23 2547 BE T 5
reseed_counter, £ ¥4 Ak 5 T 48 Fh 2 5+ 5ok B HLACHY U B 45 0K BT B DL A B B vt 22
ahim 1;
last_reseed_time. % DRNG & & #0090 8] {H . 47 R0,
— reseed_interval_in_counter. §L4f Rl | 204 FH 2 (5 0 & B 1{H
reseed_interval_in_time , 5 4 Ff B 18] [ (8] - B 07 S B0 A8 Bl .

B.3 #¥iaLEE

R 2 E . SM3_RNG_Instantiate(personalization_string . nonce)
LN

——personalization_string( A] %) ;

nonce.,
i i
—WE N A LB V.Clreseed_counter.last_reseed_time [ #] 15 1{H .
SM3_RNG_Instantiate 7 £ -
a) min_entropy = min_entropy_input_length;
b} (status.entropy_input) = Get_entropyv(min_entropyv.min_entropy_input_length,
max_entropy_input_length) ;
c)  Histatus#"Success") iR A& iR {5 B
d)  seed_material=entropy_input| | nonce| | personalization_string;

e) MR T  seed=8SM3_df(seed_material.seedlen) ;
(DN GRS R S T
1) V=seed;
2)C=SM3_df(0x00 | | V.seedlen) ;
3 reseed_counter=1;
1) last_reseed_time= Get_current_time_in_second() ;
13
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B.4

g) 1R[] V,C.reseed_counter.last_reseed_time, {£ H 3] 4f P FRAR AL 5
PR EE X s Get_entropy(min_entropy, min_entropy_input_length, max_entropy_

input_length) . | [a] .

TN
min_entropy.min_entropy_input_length,max_entropy_input_length, 2] Jp 3 &l
i 111 -

status,entropy_input (& A3 1Y FLRF 5D . 808 string 288,
Get_entropy it £ -
a) Moo il IR AR O fi A entropy_input,entropy_input 4 {H = min_entropy. min_entropy_

input_length=—entropy_input [ =max_entropy_input_length;

b) & [A] (status.entropy_input) . status A Success s{ 5 iR B .
SM3 ik & o £
SM3 PR e E SM3_df 7E # AT B HLEC R A A 100 U A0 0 58 A B B 4 T 0 i A AT R R T A4

ia 5 IR PHF R I BEAL s 7 . E LT

B.5

pRECE S SM3_df(input_string . number_of_bits_to_return)
i A\
input_string : i A AT 4 ;
— number_of bits _to_return:SM3 _df &£ 7] 09 FE %
i i -
requested_bits: SM3_df p& %1k [n] 1) 25 F |
SM3_df jiii # ;
a) temp=NULL;

number_{::f_bitﬁ_m_return“
:

b) len=|r
¢) counter=0x01CGTE & L& WHEEHN 1)

d) Fori=1 to len do

outlen

1) temp=temp| SMZ(counter||number_of bits_to_return| | input_string);
i . number_of_bits_to_return FH 32 [V I n . H H A5 3 AY big-endian 3R .
?2)  counter=counter—+1:

e) requested_bits=leftmost(temp.nuraber_of bits_to_return):

) 1R [H (Success.requested_bits) ,

B & T oR &
A FH 0 i A B A AN CRJ 38 ) BRI BB 1« [A] e ) P AR AR A A 7 B3 . SMIB_RNG 1 52 47f B #8217 o5

BN .

PREUE X SM3_RNG_Reseed(working_state,entropy_input,additional_input)

TN

— B HT N HR S working_state: V. C.reseed_counter fl last_reseed_time HY 24 {i{H ;
— W% A entropy_input: BB 5 AR IRTS B9 LR R

—— 4 S A additional _input: 3 [ 5 FTAY LR E . AR EERTRE N O,

g i

——H N R S new_working_state,

14
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SM3_RNG_Reseed i #2 -
a) seed_material=0x01| |entropy_input| | V| | additional_input;
b) TR F . seed=SM3_df(seed_material. seedlen);
¢) B NERIRE R,
1) V=seed;
2)  C=SM3_df(0x00]| | V,seedlen);
3)  reseced _counter=1;
1) last_reseed _time=—Get_current_time_in_second( ) ;
d)y 1R [E] V,C,reseed_counter,last_reseed_time {E 18 09 A EBR & L B new_working_state,

Tl RECE

pRECE Y SM3_RNG_Generate(working_state.requested_number_of_bits.additional_input)
TN
— AT N ERAR S working_state: V,CLreseed_counter fll last_reseed_time B 25 [ {H ;
— requested_number_of_bits.: & [o] {19 Bl #1180 1 B L 5 /ol 256 LEEF
—F A A additional _input: 2 H N A FEFR L LR BERTRE R O,
i i
— RS status:Success B FE T AT RN T BB A9 bR A 5
— R [ B LA returned_bits B AT 1 UCH ) pREC. 3R [ BEBL EE A 5
—— B N S new_working_state: V,C.reseed_counter, last_reseed_time 1Y {H .
SM3_RNG_Generate jii #¢

a)  HNH reseed counter>>reseed interval in_counter,

o & Get_current_time_in_second ( )-last_reseed_time == reseed _interval _in_ time. W) $4f 7 SM3 _

RNG_Reseed. W4k 0407 ik DT,
by A additional_input 425, ] .
1) W=S8M30x02||V||additional_input) ;
2) V=(V+Wimod 2"
c) temp=NULL;
d)  temp=SM3(V);
e) returned_bits=leftmost(temp.requested_number_of_bits) ;
f)y H=SM3(0x03||V);
g) V=(V+H+C+reseed_counter)mod 2"
h) reseed_counter=reseed_counter—+1;

1) 1R B (Success, returned_bits, V.C,reseed_counter,last reseed_time) ,

TE G0 P A o AN A IR 4 IR A e A S RO B SM3_RNG _Generate pRECP A by 0T LI RS

15
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Mt R C
(FFRE
R LR WA

C.1 FhitAZRIgEITHES

I G R s MBUES R A=z, sx b HEMEBR G HIE P(s=2,)=p,  H i=
1.2,k

s R A i R O SR A AR TR (R B e S AU T A AR IR O S H
— ZL] p:* log, p o AHIETES IS8 oM T oW H L B/ M 3 2 H = —loge [lI_:ﬂr_-:'__ﬁ{Pf}:l o

T A A3 i A U5 1) S £ 00 (6 S T dee /) 0 25 H I 0 e (R B B IR A I BEELEE S R B TR RS
e P F S AR LA Jok 2 B 17 50 0 AR 22 4 o TR AR SC 1 6 di /N PR S A B i
S, B /IR S5 i S 10 5 K T R R S AR O L BT TR L 9 PR 3 LA RN H
) g ot 2 6 2 91 6 S0 MR 21 L L A 2 ORI L2 T 4 D T W Y i K A
o

VETE 8 B MR 1 T 0 BE LS 2 e 25 35 PR3 6835 T RE 4 H E R maxp, (O T o 306 7 45 30 J /)N
Wittt H=—log. 5.

1 SS9 A 43 T T A L M S I 4 ) T R S K B
BB VR R T L S A N e R O TR T AT LT 0 1, BRI
S 45 B 2 T 17 75 ) T T o0 B BEIEME SR po L py AR AT DL i 2 PR T 2 A B p, I p,

HAGTE 2o Ml oo (B3 BEHE o A8 2] 2 YCIE T8 DU 3.:=f7-i¢ﬂ;{£:%1ﬁ43 e =0 fFFE R KB n (15

; ¥ e [ 3 . 5 A, S
——ps ‘ e )1 T TG VR G MR = — log, max(B, 1))

SR M A ME S 4 A 2 g VO AT BL B AT B R T I A AR AN T . RIS R I
F 3] T T 405 205 %) T — i e o T I 25 D0 W 64 4 R B AT A R A B U A B B A . — R T
JRA] R g AL T iAW C3L B 2R is S Wk L2105 .

C.2 kfhitiiiie

AT RO BE LA A i 1 0 B 06 38 5 i & I e o A 38— B0 o 0 TR A I
B CT g th 7 I — iR . X BB SO E A AR A T E N H e <
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T s, WEE?&)

&

( WA )

R T HEAT o b B

I

EFms

( i )
(%ﬁﬁ‘lﬁﬁ}f

B C.1 HEMEINERE SRR RERG

i L 3 A TR A0

o — 0 BRI . BT LR A e T A T A SR A ) s T A A B R Ty
L AR R AN R < 2 E ARG IRR B 2 0 100 T ASREAS s W R Tk i SR 4R 100 J5 M REAS AR 4 AT 1)
P LB/ RS AR FE OR A R — T A R 2 E 1 000 SRR PR e 19 &0 £ 04
& 100 HAFEAR.

& A it . RS A W Ge T AN T 7 i, D IR 0 B0 B AT AL T AN S R e
Hr:rigilulln W IR H IR RS 1) 45 0 A T E N leﬂﬂﬂ(Hmiginul- H . ymiveer ) =

5 A AR I, R S N R A A TR I Sl AL S A A S A R A 2 )Y OC AR L IR AN
RSV WAL THE H JEfT b 3ss LA P Bl L8R AR 28 A6 B IR S 22 fe e AR Y B UL BCER R B ALY L B 2
UCH 3 I 7 A 0 22 AL RS AN E B A O o X A ] 266 280 5 0 1 B AL B S s i S R AR T
REJZ 25 AN A [R]  « 48] 2 Bl 7 52 BB B AL HECRT R sl R Iy L BB R — BER RS PR AR SE . N AR RE DL
s e T A T S WA R A i U B e A B T PR

ATt i 2 Q0T BPF AL EOR A= A 1 S S e A RS . AR BE LR A A R AT 1 0009K
A A IR BEPLECR = A B AT T 000 BURAF ABERE ML) 1. @ oI e 8. Ron B
PP oCR AL E . Ay B0 1 BT 000y BB . H e 2 ARG AE TR AT

a) it p=2 "1,a=0,000 005;

by TR M B —47 Y1 000 BCHE R b A [R) oo 38 o BLAY s RAIAGE N X
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c) X THFE M 8311 0004~ FCHE 2R A R oT 2 B f KA EGC S X
d)y 2 XN, ..=max(X,.X.):

i (1 000

e) i+ﬁ:£=P(X :’E;anx}: Z 1 )pi(l_p}li]nni=
F=Xmax * ,,;"

D G ¢ /T e, DU RS I R D, 3 B A A

g) W ¢ KF o WPAFHEFE M) R — 17 U — 90 2ol 43 00 SR F B A 55 — 20 vpoidk ) &8 i £ 31
J7 AT AT A TS Ay Blie o He F1 He o BFRARAS OO . FR 0730 22 8 5 3 rf r o1 48 03 0 1
M (R — 7 FaE— AR AT S H 2390, 0S8R min(Hg, He) << H /2, 1R IR 00 28 s 75
D)o 4350 TR V) e 20 A T S5 A min(H gy Hes Ho) o

C.3 E T L/RA[ Xl &% a6 &1+ 77 7= =

R TFIMAEAZIE N S=1{s s b BEEF L AP L=10" A s, €cA={2, .,
) e A REAR ] B O FEAR A ) B KN QN T OGSk O 2, A=1{0,10% T L InF A L k
8 A=10,1,-.7}. T D B Ey /8] F AR, B 15 Jn I 1l il % i A 1 B B r

a) Wik Z8 D=16.N=L —2,winner =1, 4r {880 & D 1~ {H 1 % F subpredict, score-

board,entries e id 5% D > Tl I &5 (1) T 00 (L, 79 300 1 56 1) DR LA B 283 53 118 A [ 5 i 11 A4
B a1 s 4k A Null 0,0, Hrp,entries 13 K{H A maxEntries= 100 000, {4t % 2q
correct £ % N ME WU 42 0L FOR IE s /R a] JSHil &5 N UCHTing iy 25 %L .
by Hfd WEM 1 HE] D 0 16 A E o g%, s M, 0E— 8y M, Lo,y il
SEBIR A o G — 5 O v BOCE (e s ) 1 HE BEICEL .
c) Fori=3tol,.
1) Ford=1to D,
Ifd=<i—1.
D I LGy semrasiza)swiy JTETHRLER M U M [ Csimyysemrasin) s s N L
i) Else if entries, <<maxEntries, JIGH[ (s, yorvmrasio) s s | BIM— A48 1 H 4k
SRR M [ Gsioyoyammmesi 2Dy s =1, 3F H 45 entries, BEIN 1.
2) Ford=1ta D,
Hd=Zi $FNI0E v M, [ (soyerras D)oy K IZITTEICH Ve WHE v AfF
162 Bl 7 4 36 OIE 10 A i, 985 S 7 subpredict, = yon. W14 B A BUR 9 M,
[ sy emmasi ) sy B 0,354, subpredict, = Null,
3) it prediction=subpredict ;.. .
1) I (prediction=s,) it correct; ,=1,
5) W ¥ 3 scoreboard.For d =1 to D .
If (subpredict, =5s,)
i) i scoreboard, = scoreboard, +1;
it) I scoreboard, =scoreboard,,,,... . iC winner=d
d) il C N correct WP 1 %L
e) 1T AT N TE B R L X — ) T AR A T A RO i ST O A O R AT — A

R A M T Py — 0 Bt N R RESE 0 KR C 2 B I 96 .

e e =1 TS I e e R o Pl o 1 S S (=l (1 B = R NS L IR SR TR 2
P;|¢.|m| AR .
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1_G*[}1_:' ] ﬂn% P[.{]nlm]:[-}

P’I':I:l-ll (1_P"i|'l.'-|) u
Elrlw_] glahbal Jrﬁ;ﬂial‘%iﬂ

D 5 S F FUI I A ¢ Je S A1 0 AR A e 0 B Y A 1< e A i U 5 S A
3 D 3 TR 01 S R T A o= W

—_—
pHIi'IIIiII

min(l.P ., +2.576 \/

0.99=

GHl—rodg 2™
Jil:lj ’{I:]'_le'nl !*M E_ﬂfmﬂ E{]mﬁ o E,b-ﬁ l_i'_l_qp;-m_ﬂl__}:l-_ — () %Eiﬁﬁ[[ .

© RN H=—log.max(P  Pras ) -

19



GM/T 0105—2021

M = D
(e
E 25 {1 B A Ay ik

D.1 ik

AN B SR 2t 1 P el o i BRI A 0 R TR A [ Al R R 0, s P e 2 £t )
LA T Ol S B B T U R U5 LD R AS I R AT I AR SR IR 3 fat R N A A £ X
P T {5 0 DO AN o L 5. (ELE L BB T A A A AR T A P B O B S R e B E T Y At
4 0 flt BRI

MFIEAT G i H 3 — 3 P Al E A B PH AR AR 5 o BRIV IE 5 a4 9 0 150 A At DG 25 2 o 300 3 4
o VT2 N T T2 iR M CRUE FHPEBE ) 1 S P B0 a =2 . IR {E AR AEAS BT 55 H A i
SRR TS T L R A D IR 0 R R LA T A R TR A S B R E T R AT D) & B
R MURE BIE P 1 511

D.2 FEEITHNL

SO e bR G 0 Y IR P A R X 4 g R 2 S U IR 1 g A ) B £

4 E — N RS T BNV H 2O IR SR R e DA R AS B AR B O 2T Y L R R
AERE C R 20027 245 1 — DR iRIE s I SHE C el 35 52 19 (B PHAPE R o R Al 118 H
QR (L /AN g R

—];gga—‘

C M AR a2 1 e N BT LABAR I C /78 S W A 1A ] (9 P ) i 42
KR e, BT a=2 % AR H=2.0 R85 19 T 52006 58 C H 1+] 20/2.0 =11,
B¢ mesxe O Ay 48 T e 90 — /1 B 7 . 4 4 5 19 0O F U 000 I P 5 500 R A4 i
QTR -
a) A=next();
by B=1;
¢) X=next();
d) I(X=A)
B=B+1;
H(B=C)
F iR R
else
A=X;
B=1;

C=1+|

D R U PR AR SR LUE R RE B o T i=1 ek pr=po == p M C
SRR S p S HNZp Cp p T pup T b e T = (b pa b p p T =

f-}l_r._l =2—Hil"—l] )
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e) HEIILEC).

I I S C nT RLIE AR £ H G AR5 D REE R Ray A . & S W
S B T RO VE A FIR e L AE A T 20 5 05 A SAOE P B . A R B R AR /DAL T ELO 8 H R
4 5 im PE C O 6 CRIEE S 6 YO DAHf £ B AR B 107 A FEAS B PHPE 229 O 1 U, A0 5 iz 4 I 5
FRE R EORREMI RS FEACA 1/16 LR 5 e tE A< 8] T B - FEAS (R 1 4 FE % iy e /g L IR 4
8 H 52 T 2500 & B A R 22 Ji A SR e A IO 2 100 J7 M REAS

D.3 Bi& K k5

2 0 b 0 i i A R I p R S B PR 2 T 5 el i R T R GE A AR R R e 46K
T2 e 5 Tk — R 20 R A A e A B e B DL E R A R R B A TARRE H, y
TE B FEAS Y VPR 0 5 120000 32 R 0% R 0 el IRf— S8 EE R B R B . A BT R R G R
T A ARG 0 4 05 ) S 22 ) A0 TRl B i A 150 R B 00 S e e i 1 S A B
120 MR T Al — SRR AS L SR e Gt i il BIORE A 55 08 54 B R g B W — 1 AR A b (R ]
AR, QR G U R Bl S C Gz R 25— iR 6 s . 00 1 R/ WORR IS B A4 23 8] K
ANHEAT BERE o SRR I r i LBy SR 00 i A CRIME T8 0057 A= P AN [ ED S A W 2l 1024 5 Q01 R4
I A e e A0 CRI 8 2 = A DL A RIED B4 W Dy 512,
B35 next O R M I 5 09 T — D FEAS 45 08 1 S i IR FE P ) lm B C R e H RN WL 38
FE o P A T R A
a) A=next();
by B=1;
c) Fori=11to W—1
H{A=next())
B=bB+1;
B = O
Him e 7 5
d) aR[EIZEER a) .
PEFE m PAE CEAFE W By e O /A% 3] C A el 2R A AR BRI KN e, C g e L
LEZ 3%
P AB=0)=a
b 1 B A9 IR T A N R DL G R A W B=C SR i i, X AT DL O B 58 0K s A9
) BT 55— 0 o 1 ef gl 3 3
Xif T 2% 23 ] B3 A B R IR L Gn L REAR 23 6] R F 256) 23 b3k w0 LA FH G B AY 5 325 85 R AR 43 (8] 0 /)
H— A E A
R DG T Y a=2 "0, 45 & 11K/ EEAS B AS (5] d /N0 Al T fE08r 57 9 1 3 1 B 48] i 5 A9 i
P C.
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Mt = E
(FSEME)
# T SM4 FiE ) RNG igit

E.1 Z % & %% A

AR T AT SMA BE Y DRNG B 526 i) D AU G208 A4 4 10 S5 49 D SMA_RNG ., fL 46 Y
A AR A 0 U 1 BRI T3 R R ORI S pR RS . SMA_RNG ([l IR RF 5 e Z 80005 LT -

s P
Vet d VO BEHLECR A4 19 N AR A S & A2 B 0O T DRNG I8 e
Key:W%ﬁi{ﬁE%ﬂ

keylen: 7j ZH 5 0% 55 32 { A o 41 1 G

reseed_counter ; FUAE R ECRR (R - 2 —Fh P AR A TR 22 B R B 90 Bn 1h 0 5% A 2 [R) 2R 75 6
{190 i A LA K S 15 R B AL B4R B IR

reseed_interval_in_counter: B B i 1204 B A 76 B0 BE AL ECR - a1 B0 5E W8 - A BE PIL AR Y
ITPNEREYE

last_reseed_time: TG FPIR (A {E .38 DRNG | — % 5§58 F [E) R . 947 fy #

reseed_interval_in_time ; 52 Fft iF (8] |29 {5 . BE 8 b DRNG 5246 Rl (1 5 e (] 1] B 8207 8 F

entropy_input: H Wi AJR DA B EE R B T T 06 0 Rl 8RR AR AR T

personalization_string : T~ 1L F 47 §

additional_input . 0] 3% 79 & 7M 5 A B L $F B

min_entropy_input_length ; &z /s 1Y 5§ 5 A< FE

max_entropy_input_length « &% K 044 S AL B

nonce . jifi L H 5

seedlen: fft - () b A<

outlen: ¥y Hi pR &0 450 (1 1) ELRF I BE

blocklen : 75 £ % i) 333 11 S 1 43 20 B9 1< 18

seed_material s F 7 # B}

min_entropy : MG I 355 I F 7 F0  rELE iy B /i {E

working_state; 2 Fif PN F#RAR 28

new_working_state ; #57 BY PN #00k 245

status: B 1Y IR LR AR

input_string : SM4 JR 4 pREC(SMA_dDEAER EEAF 1 8 © 145 %L

number_of_bits_to_return: § SM4 g 4= pg £ (SMA_df) & [o] (15 b 5 40

requested_bits ; SM4 JE 4 pR & (SM4_df) 1& 8] B4 H 45 R

output_block . SM4 &1k [a] (1Y [ 4 5

requested_number_of_bits: & ) pRE(SM4_RNG_Generate) 12 [8] gy E 1 B 45 5 00 FL B

returned_bits: i R L (SM4_RNG_Generate) 12 [7] (9 [ #1 L $r 5

# E.1 R E2 R 51H T SMA_RNG i A A9 2 22 R el Ko B
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=

E.1 SM4_RNG {# Ay S EE R

v HE o R <% N blocklen
Key HE o iR B2 4 keylen
outlen s A 128 FE4F
keylen it 128 %
blocklen Ay 128 4
seedlen=outlen-+ keylen 3 256 M 4%
entropy_input A e ﬂlll_tl’ﬂp}’_inﬁpllt i/ BLAT 256 BE e . ORI RE G 1 256,
2% ) B e FE
min_entropy_input_length el 256 [ 4
max_entropy_input_length it 2% W 4
nonce if E A B A7 128 sl H P EEMABELA KT
nonce 277 ynonce A] LLEEBE AR B[R] G, 5000 2 05 0% T &0 {8 eR
HENMHAE REEEN128,2°)
additional_input b o REART 27 I
additional_input_length i Y [seenlen, 2™ ), HL0i7 2 bL 4%
personalization_string L4 H KEEA KT 29 e i
requested_number_of_bits i Y AHT 128 %
reseed_interval_in_time i 7 iiiij’g ::j“:
A ST g 9
reseed_interval_in_counter T ii:i:ﬁ 910
last_reseed_time i HCAE Ay LAFR O FpAar 19 B (]
J'E:-;Eed_cmu‘]le:'_ i 70 %Uiré‘{lﬁiﬂr 11’H‘5.fﬁm—'i‘i’!£$ﬁﬁ]tﬂ BRECH BN 1 KA re-
seed_interval_in_counter

3=

E.2 SMZ_RNG & 9 o #i5 AF

|
s
¥
3

i i

leftmost(V,a)

HeFp e V N ZE e ay o e

rightmost (V,a)

A VAR « 4 H

len (a)

b B a Ay S F

(ret_ entropy ( min _ entropy. min _ entroj

input_length, max_entropy_input_length)

AT 058 8 H — 5 LL % 1 eR B, ZE )R ][ A TR Centropy _input) . /b
- A min_entropy EER = B KT 85 F min_entropy_input_length
e FF . /D T L % T max_entropy_input_length H ¥

selectCVaeaoh)

tefred V MW HERF AL E a 3] b (Y7 &

SMA4(K. V)

i Fj SM4 &3k ECB T/ in® V(ECB TfE#L# GB/T 17964)

string , nonce )

SM4 _ RNG _ Instantiate ( personalization _

# e A pR B A A PEAR 745 55 nonce, X P ERAR S HETT IR E
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#F E.2 SM4_RNG {# ARy R EHAA (20

bR Z0 9 B i 18
SM4_RNG_Update (seed_material,Key, V) | P E0AR 75 8 5 o6 4L

SM4_dfCinput _string, number_of _bits_to_ | SM4 JE 4= p& £, A5 A F 07 8 1 77 % 0042 5, 18 9] FE A number_of _
return) hits_to_return 9 L 5 4

— AT SMd4 |k 9 CBC L AE# 3R H B % 505 6 7r ik, 1%
GB/T 15852.1

CBC_MAC(Key. data_to_MAC)

SM4 _ RNG _ RKeseed ( working _ state,

A7 R R TE AR LT A S AR BT SR N ERR

additional _input)

SMi4 _ RNG _ Generate (working _ state, ve- | Hi ) pf 850 FH 25 80 0% 74 3 0k 245 F0 el 68 09 %0 21§ A= [0 Bl #0E . 38 4 A
quested_number_of_bits. additional_input) L e B

Get_current_time_in_second( ) A B\ oY i (E]{E . By A

E.2 AESRE

AR AR & 2 B A working _state { V., Key., reseed _counter, last _reseed_time, reseed _interval _in_
counter.reseed_interval_in_time }.7& Q1 F :
— Fr A VAKHEE S blocklen 5 K — 2 1< 8 blocklen [l #1100 BCET 2 2E 47 B8
— A Key QBN keylen, 2 45 o8 10 7 20 200 i o 6 o 25 647 B3
— reseed_counter, {E#) 15 14 8 5 B 22 5 o 35 SR BE L ECAY OB 5 R T BE LB U 1R R 2 B
i 1;
last_reseed_time. "% DRNG 545 Fp 0% 05 8] {8 . 20 4 #8
—reseed_interval_in_counter. FHEF R BoaF B {H iz (0 0 B E A
reseed_interval_in_time , & 58 Ff 0 (8] B {0 . 07 0 FR iz (8 s Sl .

E.3 ¥ &

SM4_RNG #1200 F .
PRECE S SM4_RNG_Instantiate( personalization_string . nonce)

A

personalization_string ( B] 1€ ) ;

nonce.

i i

— @G AR A LB V. Key.reseed_counter, last_reseed_tioae fY#1I51{E .

SM4_RNG Instantiate Jii 75 :

a) min_entropy=min_entropy_input_length;

b) (status.entropy_input) =Get_entropy({min_entropy.min_entropy_input_length,
max_entropy_input_length) :

c)  INAR (status=="Success") iR [ §5 iR {5 H. :

d)  seed_material=entropy_input| | nonce| | personalization_string;
i . 015 seed_material {915 B R seedlen H 5.

e} seed_material=5SM4_df (seed_material,seedlen) ;

) Key=0"""(keylen {/ i L ¥ )



GM/T 0105—2021

g)  V=0"%(plocklen {if B9Z L) 5

h) (Key.,V)=SM4_RNG_Update(seed_material ., Key.V);
1) reseed_counter=1;

1) last_reseed_time=Get_current_time_in_second() ;

k) Return(V,Key.reseed_counter,last_reseed_time) ,

E.4 EHEH

HoE R B SM4_RNG_Update {# B seed_material 38 SM4_RNG 19 N H#ARE
PR EICGE L SM4_RNG_Update(seed_material . Key. V)
i A
—— seed_material : 7EH] f0 1k o G B A H eR B0b e AR W LR R AR L IR JE R seedlen;
— Key: i Key (1 ;
— V5] VA,
ki 111
—Key: Key #9357 A ;
— V.V 1Y H
SM4_RNG_Update ji & ;
a) temp=Null;
b)  While (len(temp)<_seedlen) do:
1) V=(V-+1) mod 2",
2)  output_block=SM4(Key,V);
3)  temp=temp| | ouput_block;
¢) temp=leftmost(temp,seedlen) ;
d) temp=temp @ seed_material;
e) Key=leltmost(temp.keylen);
{)  V=rightmost(temp.blocklen);
g) Return(Key,V).

E.5 SM4 iR 4 65 %

PREGE X SM4_dfCinput_string . number_of bits_to_return)
ﬁj/i\:
input_string ; oA B VE I LEAF R L IR BE N 8 115 4
number_of_bits_to_return: iy SMd4_df 15 [=9] {15 Ho A5 40 .
ﬁﬂ H
— requested_bits 47 SM4_df g5 % .
SMd_df i e .
a) L=len(input_string)/8;
i L&l lenCinput_string) /8 7= 4 A8 BOA9 (0 J3 . L RZF R —4 32 (i,
b) N=number_of_bits_to_return/8;
it : Nt number_of_bits_to_return/8 7= 4 (1) B R (L 8 Feom o N R e om Jy — > 32 B %L,
¢) S=L||N]||input_string| | 0x80;
G R R R R R AR R S I F] input_string B WG R AE S IR EN 0.
d)  While (len(S) mod outlen#0).S=5| |0x00;
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e) temp=Null;
[) 1=0;
1 — 32 AR W len (D) = 32,
g) K=leftmost (0x00010203...1F.kevlen).
h)  While len(temp)<"keylen+outlen,do
1) TV=i||Qoutlerlen i
i 1Y 32 R RN IEA h 0 I F outlen fif .
2) temp=temp| CBC_MAC(K.(IV||S));
3) 1=1+ 13
1) K=leftmost(temp.keylen);
1) X=select(temp.keylen-++1.keylen+outlen) ;
k) temp=Null;
[} While len(temp)="number_of_bits_to_return.do;
1) X=SM4(K,X);
2)  temp=temp| X;
m) requested_bits=leftmost(temp.number_of_bits_to_return):

n) Return(Success.requested_bits) .
E.6 CBC_MAC &%

CBC_MAC pREGE — T 5 H B WS 09 J5 3% i SM4 5k CBC K.

pREGE L .CBC_MAC(Key.data_to_ MAC)

LTINS

—Key: SM4 1 1% % £ 5

data_to_ MAC ; % 38 /F i) Bl GBI 1< HE N2 outlen AYEERLAE) |

an i

output_block : CBC_MAC pREUR 0] 1y &5

CBC_MAC i # .

a) chaining_value=0°""",
OB RS — BRI SR Y outlen A~ O B R ER .

b) n=len(data_to_MAC) /outlen;:

o) Mo AW BRI R L data_ o _ MAC 4rFI A% 7 > outlen i B, JE LB block, #IJ
block, ;

d) Fori=1 ton;

1) input_block=rchaining_value (5 block,
2)  chaining_value=SM4 (Key.input_block) ;
e) output_block=chaining_wvalue;

f)  Return(output_block) .

E7 ERMWRH

BREE . SMA_RNG_Reseed(working_state.additional_input)

A

——working_state; 2 aj N HAE B V. Key.reseed_counter 1 last_reseed_time B 25 [ij {H ;
additional_input: & Mg A (A 3E) .

27



GM/T 0105—2021

E.8

ki tH
new_working_state: F 09 NFVILE LB V., Key,reseed_counter I last_reseed_time [Y 8 i {H .
SM4_RNG_Reseed i 2 :

a)  min_entropy=min_entropy_input_length;

b)  (status.entropy_input) = Get_entropy(min_entropy.min_entropy_input_length,
max_entropv_input_length) ;

¢) If (status"Success") 1% Bl 1R{E B, ;

d)  seed_material=entropy_input| | additional_input;
i R seed_material A4S B seedlen L4 .
seed_material =5SM4_df(seed_material.seedlen) :
(Key.V)=58M4_RNG_Update(seed_material ,Kev,V);

e) reseed_counter=1;

f)  last_reseed _time=Get_current_time_in_second():

g) Return(V.Key.reseed_counter.last_reseed_time) ,
i H R 5

R BE Y SM4_RNG_Generate( working_state,requested_number_of_bits,additional_input)
TN

— working_state; 7] N AR & B V. Key.reseed_counter 1 last_reseed_time [19 24 Hij {H ;
requested_number_of_bits: iR [P A HLE A1 B By ol 128 gy,
additional_input : & b5 A (a] ) |
ki -
new_working_state; # B9 N TR AL B V. Key,reseed_counter fil last_reseed_time {1937 {H
returned_bits BEUIH 1 W5 H eR 50, 3R 0] 09 [l L2 .
SM4_RNG_Generate jii £ -
a)  MHH reseed_counter=reseed_interval_in_counter. 8 & Get_current_time_in_second( )-last_

resced_time >reseed_interval_in_time., W F47 SM4_RNG_Resced., 75 W 4E 22 5047 F 6 A 5%

b) If Cadditional_input=-Null) .then,

1) additional_input=-SM4_d[{additional_input,seedlen) ;
2) (Key.V)=5SM4_RNGC_Update(aaditional _input,.Key. V) :
Else additional_input= 0=,
¢) V=(V+41) mod 2",
d)  output_block=5SM4(Kev.V);
¢) returned_bits=leftmost(output_block.requested_number ol_bits);
) (Key.V)=SM4_RNG_Update(additional_input.Key.V);
o) reseed_counter=reseed_counter—+1;

h) iR [ (Success.returned_bits. Key. V.reseed_counter.last_reseed_time) .
y
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