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51

T

AN A S B A MG B HiE (RFC7292 PKCS # 12) , 73 B IR 16 K 56 55 70 B 5 B0 30 4%
B 3 SR R T R B AT R SR B, X1 T SM2 BRI 1 5 A R 2L
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EP 5 EAXHEEAAE

1 SEH

A HLAE T E 55 841 %15 B I35 o AR AVGT IEHS TR R 51 3 A RO g (M
Hy i brEfb 3%
AR SCETE F TS A SM2 5 ERTE 45 % 91 55 BAEAR R P 6 Z R R IR 3 53

2 MEeHsIAXH

B S T ER P 2 o S e B B | T R B ST AR T A AR L, v BB 51 C
1 A% B 3506 7 9 A 3 P T AS SO 5 AR v B 6K B | SO, RO AR AR (LR BT A BB 0D SE T
A

GB/T 15852.2—2012 f5EEAR ZAHA MELHE 8230 RALHAERERLH

GB/T 352752017 f5BEAHAR SM2 B EMELEAHBIHEIL

GB/T 35276—2017 f5HZ4HAR SM2 HHHBEMHME

GB/T 335602017 f5EREHEAR HFHNARRALE

GM/T 00912020 #F 04 % HAIRE ML

GM/Z 4001 B ARIE

3 RIBEBMEX

GM/Z 4001 Al GM/T 0091—2020 %5 AR 5 Al e SGE T A S0
3.1
Bt attribute
— A~ ASNL1 KR, BRI — AN B HE 2 5 GE iE — 0 GAR R S HAH G i PR
3.2
FE&  platform
PLASE 1 3AE R G AN A R R A .
S SR X B R B T AT A 9 AR, TR HL, B R GRS A B AR IR LSRR AR T
KIEAR,L B FERE, EEHMRET . BMHPELA-TFE.
3.3
EFE4E source platform
RAEEBRT HERESG LN AREBRERY-5.
3.4
HisFEE target platform
WA B NGB EEGSE RN REABENTA.
3.5
BERmzZ 43T destination encryption key pair
T ASRLE RS 7 TR - B R ESIN .

www . kgaw . com



GM/T 0093—2020

i APHBFRAE DesEncPubKey (X4 55 %2 35 8 S 7T {5 (19 2§10 R TDesEncPubKey) , A4 # &1 DesEncPrivKey.
3.6

R ZEAIT source signature key pair

HT AP BB RS L R E 5 &R BHX,

£ AYIFRA SrcSigPubKey (4 B4 I 2 7T {5 1 A $10 . B & TSrcSigPubKey) , FA81F7 H SrcSigPrivKey,
3.7

1% shrouded

Xt ARG BN B 1k DL SO RARAF B BB AR e O A R

4 GEREE

T % 455 % 17 3 A

ASN.1. #2158 52 stract Syntax Notation One, X.208)

CKX . i 5 &% #52 (Certificate and Key Exchange Format) , s 31 NAFE FAE B H
SR 55 75 B SO SLPE 5 48 5 19— DT AL R . TR A AR R, X L #x A CKX
XA = —

DER 5 % 1)

HMAC. {8115 5 % 51 )
PDU. Pr i3855 4% 4.6 ( ata Unj b B G X W RN T B
W E. il e :

5 OID E X

AR SCH X G4 k afe@ntegfBag FAH & &

PRI AR IRARES TN S

%1 HRERE

R OID LR IR FESE
1.2.156.10197.6.1.4.1. B S5 HEHR A
1.2.156.10197.6.1.4.1.12.10. 1% 2% ag
1.2.156.10197.6.1.4.1.12.10.1.2 (9% 310] roudedKeyBag
1.2.156.10197.6.1.4.1.12.10.1.3 UE 4 certBag
1.2.156.10197.6.1.4.1.12.10.1.4 UEH P 113 F AU crlBag
1.2.156.10197.6.1.4.1.12.10.1.5 %4 secretBag
1.2.156.10197.6.1.4.1.12.10.1.6 G4 N K1Y safeContentBag
1.2.156.10197.6.1.4.1.9.20 We Bk CA 4 45 %) friendlyName
1.2.156.10197.6.1.4.1.9.21 FHIARR localKeyld
1.2.156.10197.6.1.4.1.9.22 UWEAEZH certTypes
1.2.156.10197.6.1.4.1.9.23 UEAS P 1E3) F 2 crlTypes
1.2.156.10197.6.1.4.1.9.216 P HE XY ckxUser
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6 EAERBEN

6.1 CKX %R

CKX A SC v s S0 55k 75 J2 A0 3508 278 , i 33 % AwthenticatedSafe P 2 #EAT 52 8RR T L
SEKE CKX B ot N — A & 2 e B 5 — 1 F 6.
AuthenticatedSafe 7] LI 25 i ¥ 45 4 (A S SE 8 AR 7 ¥ B0 E MAC(H & SE AR5 5D s
HE—As CKX $ig ot .
11 % AuthenticatedSafe Z i 7% 4 , W CKX HAEE & i % 4 F\4H SreSigPrivKey 724 I3+
K 47 R 7 B T 25 45 44 /A4 TSreSigPubKey 41, TSrcSigPubKey i fil CKX — i fe i 5| BAn¥- 15,
CRE P AT DL B UE 2 40 2 S W 45 JF R E AuthenticatedSafe W% 4 . WS AuthenticatedSafe 281
MAC, il CKX fi AuthenticatedSafe P78 Fl— 4> AR 1 52 4 114 ER A L 26 ARYCHO™ A2 1O TH 8. 45
2 AR .
CKX 2 HI 25 fg 52 LA « CF AL 384 ASN.1, 52819 ASN.1 % IR M5 A 047
CKX ::= SEQUENCE ({
Version INTEGER (1),
authSafe Contentlnfo,
macData MacData OPTIONAL
}
authSafe BEA# N %, Hi2 A % ContentInfo, ContentInfo %5 # 5E Y ¥ GB/T 35275—2017 H iY
6.10, BUfERAT -
Contentlnfo : : =SEQUENCE{
contentType ContentType,
content [0 JEXPLICIT ANY DEFINED BY contentType OPTIONAL
}
ContentType ::= OBJECT IDENTIFIER
Content Type P 28 45 2 — AN RFRIRAT , Host X% GB/T 352752017 [% 5 &,
MacData 28 52 AT - CF @A 384> ASN.1, 528 (9 ASN.1 & SUHZ I % A $147)
MacData :: = SEQUENCE {
mac DigestInfo,
macSalt OCTET STRING,
iterations INTEGER DEFAULT 1024
}
DigestInfo : : = SEQUENCE {
digestAlgorithm DigestAlgorithmIdentifier,
digest Digest
}
DigestAlgorithmIdentifier :: = Algorithmldentifier
Digest :: = OCTET STRING
DigestAlgorithmIdentifier 2 BIARIR — AN SRS Z0 B W 8k, A SO A B4 BT B9 SMS TR
¥, H OID #% GB/T 335602017 $i47.
CKX B A A LR 2.
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K2 CKXHiExm

FERARK B 2 GRS

version INTEGER TR I RRUA S

authSafe ContentInfo M4 . Contentlnfo 545 3, 4% GB/T 352752017 f 6.10
macData MacData TH B

R PISERAER Y I LT authSafe i) ContentInfo & SignedData 5 %Y, ) AuthenticatedSafe
fEX B4 WA 1Y SignedData 268 ) BER 4. SignedData 28 52 X i GB/T 35275 2017 H %
8 #,

102 S8 B AR $7 7 5 F , authSafe 9 ContentInfo i & Data A, ) AuthenticatedSafe 5 H
Data ] %F 1) BER %ift). Data 6805 X 4% GB/T 352752017 (46 7 &,

macData & W] BT , 5 28 58 B AR AR 37 07 B T A WG L 76 0 A SE B HEAR 9 07 1 T ) 2k

12102 ST Y )5 ¥ T, authSafe 3% content % ) BER G A U S 4 2 3 i HMAC-
SM3 $5%kA: iU H B % 518 MAC, HMAC 8 8: 24§ GB/T 15852.2 2012 B ML RE » HL v 5 A e i B o
FEBE R SM3. MAC #8547 th R %5 10 58 3 M 1 4 28 {4 macSalt Ak AR KB iterations JR 4 15 3], 8544
URE BB GM/T 00912020 #4047, H4 ¥ % BMPString, L4 A5 76 48 L4 5 (0 45 20 ¥ 46 1 1 7
A LLZ T BEA T GBS, B Ja A 2 A~ 5275 0x00,

6.2 AuthenticatedSafe JE!

authSafe ) contentType 3 /& Data &7 # SignedData %Y, authSafe [¥) content ¥ B $32 (3 7
A Data B}) 5% [6] 4% (%I 2k SignedData I A4 —4> AuthenticateSafe J %Iy BER 4if ,

AuthenticatedSafe 26 %% L AIF .

AuthenticatedSafe :: = SEQUENCE OF ContentInfo

Contentlnfo & X I, 6.1,

—> AuthenticatedSafe 145 — & 5 4 ¥ 119 Contentlnfo S|, X ContentInfo 3§ ) content 1§
AL WY ST 02 A B8 28 1 B0 513 o0 %5 1 BB

QAR WIS, M Contentlnfo £ Data 267 , Data KA 5 X4k GB/T 35275 2017 B4 7 & .

QSRR LB MR P 7 ¥ L ) Contentlnfo 3% & EncryptedData 37, EncryptedData 2% 42 Y §#%
GB/T 352752017 f% 11 &,

W SE A YL AR 97 25, W] Contentlnfo 5 & EnvelopedData 2 #J, EnvelopedData 2 % 4 ¥
% GB/T 35275 2017 (%6 9 =

H A, EncryptedData il EnvelopedData f {3 B 3¢ & — 5§ 224 SafeContents S ) BER 4544,
7.1 #5387 AuthenticatedSafe 27 £ A SR AH 1) i B .

HT LA B P (9 2R, AuthenticatedSafe 944> ContentInfo 434 A8 . B 1% i FA4H L iE 15 i 5
W F1 3 (CRLs) S H A SO 5 (9 B85 75 B G 1O AT 542 4 4748 9 SalcContents J IR

6.3 SafeContents &

SafeContents KB i LA~ SafcBag # K. % SaleBag £ % 8] i 45 5 KAt 15 B, iy Xt bR AT
X4,
RRGE SCIF - CRHALE 384> ASN.1, 528 19 ASN.1 5 SR M A $UAT)
SafeContents :: = SEQUENCE OF SafeBag
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SafeBag ::= SEQUENCE {
bagld BAG-TYPE. &id ({CKXBagSet})
bagValue [0] EXPLICIT BAG-TYPE. & Type({CKXBagSet}{@bagld}),
bagAttributes SET OF CKXAttribute OPTIONAL
}
CKXAttribute : : = SEQUENCE {
attrld ATTRIBUTE. &.id ({CKXAttrSet}),
attrValues SET OF ATTRIBUTE. & Type ({CKXAttrSet}{@attrld})
V- XA S X500 2KH Attribute FEZA

CKXAttrSet ATTRIBUTE .= {
friendlyName | localKeyld, — HAthJ&@ 4 th 723
}
AT PE 9 bagAttributes 3 72 F 1 48 8 BB AR AN %% B4R R4S, OF B AR VFd ad v R4k T B ) F P R 3
FhAE B X,

6.4 SafeBag K&
6.4.1 HEiR

A X T SafeBag B 6 R A, 4 I XF i % KeyBag. ShroudedKeyBag, CertBag, CRLBag,
SecretBag fil SafeContents 2%,
KA E XA F . CFALs 34 ASN.1, 528 1) ASN.1 & HEHE & A $h471)

bagtypes OBJECT IDENTIFIER .= {ckx 10 1}
BAG-TYPE ..= TYPE-IDENTIFIER
keyBag BAG-TYPE ::= {KeyBag IDENTIFIED BY {bagtypes 1}}
shroudedKeyBag BAG-TYPE ::= {ShroudedKeyBag IDENTIFIED BY {bagtypes 2} }
certBag BAG-TYPE ..= {CertBag IDENTIFIED BY {bagtypes 3} }
crlBag BAG-TYPE ..= {CRLBag IDENTIFIED BY {bagtypes 4} }
secretBag BAG-TYPE .:= {SecretBag IDENTIFIED BY {bagtypes 5} }
safeContentsBag BAG-TYPE ::.={SafeContents IDENTIFIED BY {bagtypes 6} }
CKXBagSet BAG-TYPE .:= {

keyBag | shroudedKeyBag | certBag | crlBag | secretBag | saleContentsBag,

. — B KRY R

}
6.4.2 KeyBag &

A ) KeyBag & — SM2 #4358 ECPrivateKey,

KR AT - CF AL s 34 ASN.1, 5238 19 ASN.1 & &M% A $47)
KeyBag ::= ECPrivateKey

ECPrivateKey %545 X 4% GB/T 352752017 f¥ 13.3, BIHFWT .
ECPrivateKey{CURVES:10Set} : : = SEQUENCE{
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version INTEGER{ecPrivkeyVerl1 (1)} ( ecPrivkeyVerl),
privateKey SM2PrivateKey,

parameters [ 0 | Parameters{ {IOSet}} OPTIONAL,
publicKey [1] SM2PublicKey

}
iE: —1 KeyBag it Hfu & —4 SM2 R g5 4.,

6.4.3 ShroudedKeyBag %!

ShroudedKeyBag & — Ml % i) SM2 #4454 . ShroudedKeyBag 2 5 X 1R« (T i 51 H} i
g0 ASN.1, 52 % 1) ASN.1 42 4% B 5% A $047)

ShroudedKeyBag :: = SM2EnvelopedKey

SM2EnvelopedKey &5#4 i€ X #% GB/T 35276 2017 Hfy 7.4, BIGFUTF

SM2EnvelopedKey :: = SEQUENCE({
symAlgID AlgorithmIdentifier, — X FR B A hR R
symEncryptedKey SM2Cipher, — X5 FR 9 B %
Sm2PublicKey SM2PublicKey, --SM2 /N4
Sm2EncryptedPrivateKey BITSTRING —-SM2 FA$H B X

}

Hr,

—symAlgID 34 SM4-CBC W5 ¥:4r1H . H OID 4% GB/T 33560 2017 M7 A,
~symEncryptedKey A B AT b i 483 SM2 20 9 il 4 % Bk 85 50 15 21 109 % Bk 25 40 95 30, X

B SM2 AR P A AER . SEABAXL, HEEAESH LR A A
FR ], B HAR T 15 SM2 A4 (FR & TDesEncPubKey) iR % . SM2Cipher 2 B 5 ¥ 4%
GB/T 35276 2017 iy 7.2,
Sm2PublicKey B8R 57 19 SM2 FA 1 %4 7 24 44 (8 BER % #%, SM2PublicKey 2 %1 52 ¥ %
GB/T 35276 2017 h iy 7.1,

— Sm2EncryptedPrivateKey 4 SM2 441 % X ) BER %4 i1, SM2 F44H %5 3C By X FR 8 4 {8 1]
AlgorithmIdentifier SFRIR K35 B M 155 ,

£ : ShroudedKeyBag ' H A4 & — 4% i SM2 FAHIME A,

6.4.4 CertBag %!

CertBag 3% —MIEH KA, X RARH K X 43 A [F) 2K 8 13 4
FKRE ST - CR LS 384 ASN.1, 5288 19 ASN.1 52 et A )
CertBag :: = SEQUENCE ({
certld BAG-TYPE. &id ({CertTypes}),
certValue [0] EXPLICIT BAG-TYPE. & Type ({CertTypes}{@certld})
}
x509Certificate BAG-TYPE ..={OCTET STRING IDENTIFIED BY {certTypes 1} }
— DER %t i) X.509 iEHH OCTET STRING 4%
CertTypes BAG-TYPE ..= { x509Cecrtificate, . — £ H &)

6.4.5 CrlBag F %

CRLBag 3% —MEB RS L (CRL) . X R AR KX 50 AR #8 5 CRL,
6
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KA E AT - CF AL H 34 ASN.1, 5289 ASNL1 & SCHE 5% A $047)
CRLBag ::= SEQUENCE {

crlld BAG-TYPE. &id ({CRLTypes}),

crlValue [0] EXPLICIT BAG-TYPE.& Type ({CRLTypes}{@crlld})
}
x509CRL BAG-TYPE .:={OCTET STRING IDENTIFIED BY {certTypes 1}

- DER #4#f% 1 X.509 CRL f§ OCTET STRING #% 2 A2 4

CRLTypes BAG-TYPE ::= { x509CRL, — % T kKM &)

6.4.6 SecretBag F#!

SecretBag 7R H A AL % 15 B, AR i X RAR IR € X
FKAYE LT - CF AL H#5 ASN.1, 588 1) ASN.1 & SCIE M & A #1047
SecretBag :: = SEQUENCE {
secret Typeld BAG-TYPE.&id ({SecretTypes}),
secretValue [0] EXPLICIT BAG-TYPE. & Type ({SecretTypes}{secretTypeld})
}
SecretTypes BAG-TYPE ..= { ... — BV B )
i : —> SecretBag Higfu & —MHERF L.

6.4.7 SafeContents F &Y

SafeBag &5 /5 2# Al )& SafeContents, f21F LLid H ) 7 L £ 4~ KeyBag.EncryptedPrivateKey-
Bag.CertBag,.CRLBag fl SecretBags £ )2 SafeContents T BT E K E .

7 EBHEZATKRELRRE

7.1 flE CKX ##E$ T

Bl CKX B4 o2 I T ik,
a)  H4E ASN.1 i g SafeContents )2 ANSEH , B LB 417 SafeBag B LA (W] G E) 5
#. % SafeContents HZ AL B4 51K SC1., SC2..... SCn, EE,f£—4 CKX PDU ]
A SafeContents ) —NEREASLH] . 1E 40 b) iR, & A 526 0T LUgE S i 2% (=& A in
). MBS TEE 2 ANLBNROELHESS.
by Xf A4S SCi, AR 48 BT B8 5 1 A [] i 45 2L 30
Dk SCi AL , #57 — > Data 2% (¥ ContentInfo £ 6 Cli, Data /\ {7 41 3 P %
& SCi ) BER 4 ity (AR 4 < 8 FE I\ DL AL LT

2) R SCi i 04 hnE, @57 —4 EncryptedData Z5#I ) ContentInfo 524 Cli, %% Cli
# encryptedContentInfo 3 ) contentType 3§} data FE&!, If-i% & encryptedContent I
2 Mm#E i SCi 9 BER 4ifith (FE &, WAL FEFR 28 R B 235 I /AL 413D

3) WS SCi KA, #7 — EnvelopedData 25! 1) ContentInfo S CIi , A< i I+
5 b) 2)%#) EncryptedData ContentInfo & [RIREH 7 R,

¢) £ SEQUENCE #1HE3 CIi’s, 4 Bi—1 AuthenticatedSafe 1524 .

d) AR AELEAE K Data 1 ContentInfo 324 T. Data J\ i 20 ¥ B9 N & 2 AuthenticatedSafe
B i) BER %ifith CRLIEAR 4 K B AUAE 9\ LA 4L 30D

e) R TR
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1 iR CKX PDU ffi 7 & 2 # 47 AE , 4 il — 4> SignedData 28 %I (%) ContentInfo 5Z 44
C, C 1 SignedData i contentInfo &2 T, C £TiZE CKX 45 # f ContentInfo 1§ (1)
S

2) R CKX PDU ff § HMAC BEATIAIE, X T it Data N 286 A SM3 B i 22 e 5wk 47
A, 133 HMACGHREE R U, 28 /\ AL A7 41 Wt HEBR AR 2 F K B 90D . R A H1A
UE, X0 o DRI EI BN

72 M—NCKX HiERETHESANEHMIERE

M CKX @ A1 —4 CKX M B . KAk PE, M — R CKX 5 A8 855 , I 2
B R SRR . A A 7 2 T P B R e X AR IR

8 ¥REM

AR TIER S BN HE K, X B E B A — A B SRS EE, B userCKX
B
FKARE LW -
userCKX ATTRIBUTE . .= {
WITH SYNTAX CKX
ID ckx-at-userCKX
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M R A
(BFEM)

ASN.1 &% Erid

ABE SR G AT LB A 9 ASNLT K81 (HFIXT 4 .
— AT 5@ OSS ASN.1 T H 17— B R %
DEFINITIONS IMPLICIT TAGS ;.=
BEGIN
— iR
— XA R Y BT 28 RYRI(E AR B At ASNL1 AL 4
IMPORTS
informationFramework

FROM UsefulDefinitions {joint-iso-itu-t(2) ds(5) module(1) usefulDefinitions(0) 3}
ATTRIBUTE

FROM InformationFramework informationFramework

ContentInfo, DigestInfo

— Object identifiers

cste
OBJECT IDENTIFIER ::= {iso(1) member-body(2) ¢n(156) cstc(10197)}
ckx OBJECT IDENTIFIER .:= { cstc ss(6) bc(1) sm(4) 12}
ckxPbelds OBJECT IDENTIFIER ::= {ckx 1}
pbeWithSM3ANDSM4_CBC OBJECT IDENTIFIER ::= {ckxPbelds 8}
bagtypes OBJECT IDENTIFIER ::= {ckx 10 1}
ckx-at-userCKX OBJECT IDENTIFIER .= {cstc ss(6) be(1) sm(4) 1 9 216}
— The CKX PDU
CKX ::= SEQUENCE {

version INTEGER(1),

authSafe Contentlnfo,

macData MacData OPTIONAL

}
MacData :: = SEQUENCE ¢

mac DigestInfo,
macSalt OCTET STRING,
iterations INTEGER DEFAULT 1024
}
AuthenticatedSafe ;:: = SEQUENCE OF Contentlnfo

- Data if unencrypted

-- EncryptedData if password-encrypted

- EnvelopedData if public key-encrypted
SafeContents :: = SEQUENCE OF SafeBag
SafeBag ::= SEQUENCE ¢
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[0] EXPLICIT BAG-TYPE. & Type({ CKXBagSet } { @bagld}),

IDENTIFIED BY {bagtypes 1}}
IDENTIFIED BY {bagtypes 2} }
IDENTIFIED BY {bagtypes 3}}
IDENTIFIED BY {bagtypes 4} }
IDENTIFIED BY {bagtypes 5} }

{ }

IDENTIFIED BY {bagtypes 6}

bagld BAG-TYPE.&.id ({CKXBagSet }),
bagValue
bagAttributes SET OF CKXAttribute OPTIONAL

}
-- Bag types
keyBag BAG-TYPE ..={KeyBag
shroudedKeyBag BAG-TYPE . .= {ShroudedKeyBag
certBag BAG-TYPE ::={CertBag
crlBag BAG-TYPE ..={CRLBag
secretBag BAG-TYPE . .={SecretBag
safeContentsBag BAG-TYPE .= {SafeContents
CKXBagSet BAG-TYPE ..= {

keyBag |

shroudedKeyBag |

certBag |

crlBag |

secretBag |

safeContentsBag,

... — For future extensions
}
BAG-TYPE ..= TYPE-IDENTIFIER
-— KeyBag
KeyBag ::= ECPrivateKey
-- Shrouded KeyBag
ShroudedKeyBag ::= SM2EnvelopedKey
- CertBag
CertBag :: = SEQUENCE ({

certld BAG-TYPE.&.id ({CertTypes}),

certValue

}

x509Certificate BAG-TYPE .=

[0]JEXPLICIT BAG-TYPE.& Type ({CertTypes}{@certld})

{OCTET STRING IDENTIFIED BY {certTypes 1}}

-- DER-encoded X.509 certificate stored in OCTET STRING

CertTypes BAG-TYPE ..= {

... — For future extensions

-—- CRLBag
CRLBag ::= SEQUENCE ({
crlld BAG-TYPE.

10

x509Certificate

&.id ({CRLTypes}),
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crltValue [0]JEXPLICIT BAG-TYPE.&.Type ({CRLTypes}{@crlld})
}

x509CRL BAG-TYPE ..= {OCTET STRING IDENTIFIED BY {certTypes 1}}
-—- DER-encoded X.509 CRL stored in OCTET STRING
CRLTypes BAG-TYPE ::= { x509CRL,

... — For future extensions

— Secret Bag
SecretBag :: = SEQUENCE
secret Typeld

pes | { @secretTypeld})

secretValue

}

11
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Bt & B
(H B
SE B K F AN G H R

B.1 F|XiEMA

TR P A AAE B A0 GIE A (844 TE 1 AU UE 43 ) KO 7 ) FABH I IESF 6 15 338 B B AR 65 . 6
JEBUUE 45 K RAG 7] 25 10 3 B 1 oK 5 A SCA T 32 (3t S DU BB 4 td 1 fb 2 1 23 4 B DT 4 9 2 i /s T T AL
K B.1,

X HwY itk 2|
L
i
AU s e
XY I #w A
X
ik
&
B I eSS

BBl FHHFHARNEEFIEE

Ao S8 A B 2 OSGEE 5 MG S CKX PDU LU M M CKX PDU 3 A BUIE 45 M FA4H 19 5 #2
VLS BR N 5 8 B 0 A HLE PR A 04 S8 8 P AR 9 O ik R ), 58 B A SO i F DA K CKX i
# S

— MR, 14 T A AL P AR 4 5 vk R S8 B P DR AP O TR A B R B SR LR PR R A 11 4 o8 B
R4 04 0] LUAHIR]L, o 0] LA AH R, A B S5 rf AL 28 AR 3 0 52 S PR AR P R i AR ) A 11 4

B.2 UL T MOSUIEHS B AABH & 11 CKX PDU it £, B.3 #6801 ) CKX PDU T ASUIE 15 K #0481 1
AL, B.A MAMNZRINZ A T CKX PDU BiEE#

B.2 MXE$H K FA$A S H CKX PDU

LA #EESGIE A5 M XF AV 1) CKX PDU R4, NN JZRIANZ B IF .

a) ASN.1 Hr g7 SafeContents P4~ 2E 4] SC_sign, SC_enc, %L #RF& SafeBag 5 I
PASSE ], SC_sign MBI~ SafeBag FEAISL |15 5 SB_sign_cert, SB_sign_ shroudedKey. H
}1,SB_sign_cert & CertBag 2551 ,SB_sign_ shroudedKey J& ShroudedKeyBag J5%1, SC_enc
) 52453 8 SB_enc_cert, SB_enc_shroudedKey, H:Ht SB_enc_cert /& CertBag J$ %!, SB_

12

www . kgaw . com



B.3

GM/T 0093—2020

enc_shroudedKey J& ShroudedKeyBag 2%, # &, A H # CKX PDU 47 SafeContents
F) W A~ 2 51 SC_sign., SC_enc,

b) Xt F SC_sign 8 SC_enc, 53 A 445 16 £ 5 A [8] il %5 26 191 .
1) SC_sign i 04 =04, # 7 — 1 EncryptedData 5% ) ContentInfo ZZ 41| CI_sign,
CI_sign i encryptedContentInfo 3 contentType & Data 2K &Y, 3% & encryptedCon-
tent X % i 9 SC_sign i BER % b (i &, WA 46 5 48 R BE 2715 19 /\ AL oz 41
. H:H1,SC_sign /& SB_sign_cert fil SB_sign_ shroudedKey #)4 /¥ /%% i) BER 414,
2)  SC_enc i 045 K %, @ 7. — 1 EncryptedData 2% % ) ContentInfo SZ 4] CI_enc, CI_
bplData 5%, Jf-1% B encryptedContent 5§ J& X}
L %EQ/\L\LL\L,Eﬁ) H.A7,SC_enc

enc E‘J encryptedContentInfo_lukg

c) [ S 1)
d) AuthenticatedSafe
fHiY B
© g kAT
M C

M CKX 1§ A XGEH THERWOT

a) y, 1 ) Data
5 Mac-

b) ticatedSafe

o) B T B A

1 bagAttributes I 5 !

i)  SafeBag 5L SB_sign_ shroudedKey AR #& baglD 145 3| & — 4 shroudedKey 5 #1,
Y% bagValue F1 bagAttributes 38 5 H % 44 3E 35 %5 W i FASH .

2)  Xf EncryptedData 285! ) ContentInfo SZ 4] Cl_enc 1% XN & BE47T 25, 158 3| SafeCon-
tents SEB1] SC_enc(HEBRFRZE A B F W M )\ ML) . SC_enc 42 SB_enc_cert fil SB_
enc_ shroudedKey WA J7 )7 % ) BER %ih4 .

1) SafeBag 32 SB_enc_cert AR 4§ baglD 15 3] & — 4> CertBag 5%, AR i bagValue Fl
bagAttributes {5 H I iE 5 .
ii) SafeBag SZ#1) SB_enc_ shroudedKey 2 #f& baglD 5875 3| & — 4 shroudedKey 5%,

4 bagValue Ml bagAttributes 3§ 5 i %5 3iF 35 %t 5 19 FA4H .
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B.4 XEH K FER CKX PDU iEi%
B.4.1 CKXiE%

LA AMNZE BN R 3 SGIE R FAGT B9 CKX PDU i BLAAE kA5 75 4]
CKX ::= SEQUENCE {
version INTEGER{v1(1)},
authSafe Contentlnfo,
macData MacData OPTIONAL
}
Contentlnfo L6 T BIFIEL AT -
Contentlnfo: : =SEQUENCE({
contentType ContentType,—Data Z5%! OID:1.2.156.10197.6.1.4.2.1
content [ 0 JEXPLICIT ANY DEFINED BY contentType OPTIONAL
- AuthenticatedSafe SZ ) BER 4 it CRLFE AR 2 < 1B FIE B /A A 2H i)
}
ContentType :: =OBJECT IDENTIFIER

MacData :: = SEQUENCE {
mac DigestInfo,
macSalt OCTET STRING,
iterations INTEGER DEFAULT 1024
}
Digestlnfo :: = SEQUENCE (¢
digestAlgorithm DigestAlgorithmIdentifier,
AR A FH ) SM3 RS ZE L . H OID 4% GB/T 335602017 #4475 .
Digest Digest
)
DigestAlgorithmIdentifier ; ;= Algorithmldentifier
Digest :: = OCTET STRING

B.4.2 AuthenticatedSafe iE £

AuthenticatedSafe £ 41| B ¥~ ContentInfo Z£#] CI_sign F1 CI_enc A )7 54 S, HiE 45
Wr
AuthenticatedSafe :: = SEQUENCE OF Contentlnfo
PAF J& EncryptedData 258 i) ContentInfo SZ4] CI_sign M5 2454 .
Contentlnfo: : =SEQUENCE({
contentType ContentType,—EncryptedData 28I ) OID & 1.2.156.10197.6.1.4.2.5
content [0 ]JEXPLICIT ANY DEFINED BY contentType OPTIONAL
}
Hor, contentType 5 /& EncryptedData 285, content 5 /& %} SafeContents 2] SC_sign Jiil 55 35 2
B EncryptedData 28I ) BER 4t CELHEAR S L+ 8 FIE ) N\ AL D »
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B.4.3 SafeContents iE j%
B.4.3.1 SC_sign i %

SafeContents 521 SC_sign IEEZEM AT .
SafeContents : : = SEQUENCE OF SafeBag
SC_sign H P> SafeBag 52 # SB_sign_cert F1 SB_sign_shroudedKey 45 JF )5 51 ¥4 5L .
LR & SafeBag 361 SB_sign_cert, j&—4> CertBag & #! .
SafeBag ::= SEQUENCE ({
bagld BAG-TYPE.&.id ({CKXBagSet}),
— CertBag 6% OID 2} 1.2.156.10197.6.1.4.1.12.3
bagValue [0] EXPLICIT BAG-TYPE. & Type({ CKXBagSet}{@bagld}) ,
—~W A CertBag L4 SM2 % ZE+
bagAttributes SET OF CKXAttribute OPTIONAL
}
CertBag :: = SEQUENCE {
certld BAG-TYPE.&.id ({CertTypes}),
certValue [0] EXPLICIT BAG-TYPE.& Type ({CertTypes}{@certld})
}
x509Certificate BAG-TYPE .. ={OCTET STRING IDENTIFIED BY {certTypes 1}}
- DER % fi4 ) X.509 iE+4 F OCTET STRING ££4#
AR & SaleBag L6 SB_sign_shroudedKey, & — ShroudedKeyBag 5% .
SafeBag ::= SEQUENCE ({
bagld BAG-TYPE. &.id ({CKXBagSet}),
—-ShroudedKeyBag 6% OID 3 1.2.156.10197.6.1.4.1.12.2
bagValue [0] EXPLICIT BAG-TYPE. & Type({ CKXBagSet} {@bagld}) ,
—~W A& ShroudedKeyBag 27 (80 F (5 BHA P 1) SM2 %5 4 UE 45 X 1 1 7L 4

bagAttributes SET OF CKXAttribute OPTIONAL

}

ShroudedKeyBag :: = SM2EnvelopedKey

SM2EnvelopedKey :: = SEQUENCE({
symAlgID AlgorithmIdentifier, — X R 2 A B AR R
symEncryptedKey SM2Cipher, — Xt R 25 4H 4% SC
sm2PublicKey SM2PublicKey, —-SM2 N4
sm2EncryptedPrivateKey BIT STRING —SM2 FA4H 2% 3C

}
B.4.3.2 SC_enciE%

SafeContents 3£ SC_enc HIIE B ZEM T .
SafeContents :: = SEQUENCE OF SafeBag
SC_enc B4~ SafeBag 3241 SB_enc_cert fl SB_enc_shroudedKey 5 5 J5 51 ¥4 i .
LAF f& SafeBag 52 SB_enc_cert, j&=— CertBag 2%l ,
SafeBag ::= SEQUENCE ({
15
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bagld BAG-TYPE.&.id ({CKXBagSet}),
— CertBag 2% OID 24 1.2.156.10197.6.1.4.1.12.3
bagValue [0] EXPLICIT BAG-TYPE. & Type({CKXBagSet} {@bagld}),
~W %S CertBag 56 SM2 fi# ik 45
bagAttributes SET OF CKXAttribute OPTIONAL
}
CertBag : : = SEQUENCE {
certld BAG-TYPE.&.id ({CertTypes}),
certValue [0] EXPLICIT BAG-TYPE.&.Type ({CertTypes}{@certld})
}
x509Certificate BAG-TYPE :.:={OCTET STRING IDENTIFIED BY {certTypes 1}}
- DER %ifth ) X.509 iE4 ff OCTET STRING ££fif
PLF J& SafeBag 524 SB_sign_shroudedKey, /& —4> ShroudedKeyBag 2 #! .
SafeBag :: = SEQUENCE {
bagld BAG-TYPE.&.id ({CKXBagSet}),
—ShroudedKeyBag 5% OID 24 1.2.156.10197.6.1.4.1.12.2
bagValue [0] EXPLICIT BAG-TYPE.& . Type({CKXBagSect}{@bagld}),
~W % J& ShroudedKeyBag J R i %0515 £ R 57 B9 SM2 ik 45 X4 137 (9 FA 571

bagAttributes SET OF CKXAttribute OPTIONAL

}

ShroudedKeyBag :: = SM2EnvelopedKey

SM2EnvelopedKey :: = SEQUENCE({
symAlgID Algorithmldentifier, — X R R A A AR IR
symEncryptedKey SM2Cipher, — % R 2 4H %% S
Sm2PublicKey SM2PublicKey, —-SM2 N4
Sm2EncryptedPrivateKey BIT STRING —-SM2 FhH % SC

16
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