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A4 I GB/T 1.1 2020C AR MEAL TAE S 55 1 30 43 « A o A SO B 45 44 R 5 0 00 ) #y R 3
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TV A SO RO R A AT B B R . A SO (K R AR AL A AR U & A ST

A AT AR HEAL B AR Z R IR D

AR SC AR B AT A A 2t LB R A PR T M AR KA I A PR R A B AR R A
BN 7] K AR 75 K IE To A5 BB AR BB A RN R % R S A BB FR A B L Tl A ™l e A PR
B K15 B %A TREARPI O LRBZEREAARA A A RER R A RAH .
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5l

T

A HI N A S BIE B R iEE M (RFC2986 PKCS# 10) , 3% B3R H M L B BB I, 4 5
H 1 S B 5 3R B AR 7R R SE BR 2R B0, o ST T SM2 Bk IIE S B RNE P BE (S B 0E
M BGAS U B 1R B R YR JE A RSIE 5 o 1 A% =
UEF B, HIES HEE R BT LR R IER B E RN FEL =8B Hm. Kb aF
I (5 B AL T XA EAR AR ER A5 H . — 41T ge B vk

UE A5 W38 A ik BHE B IAENLI 2Z 5 3 35 TAGE HUR KR % HR 375 5% B 7 3E 5 .
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EF SM2 EERIES RiEIEEATE

1 el

AT SCT A SM2 95 A Bk B UE 5 BRI TR TR VIE S OV AR B 0 0T R R A AR A3 e 1 A X
AR SIS BT IE AR A UE 2R G AR, B0 UE B I R SR SM2 3 R 5T BA A T U 5 R 3 AR
B S IE F5 B TR B bR HE AL B

2 MEHsIAXH

T B S04 G PR 2 S SR R R B | TR AR SO AR ] A Sk . b, BB 1 SC
4 A% B 91 B 89 AR A E F T AR SO AT B IR 51 R SO, Hos T A (B A Mg sy &M T
A3

GB/T 315032015 fR&Z&EHEAR BFXRMESSELELEE

GB/T 32905 fgR&e&HAR SM3 HEHIER L

GB/T 335602017 fgRB&&EHEAR %N HRERE

GB/T 352752017 fRZ4aHAR SM2 BH %% 4 I BOE R

GB/T 352762017 {5 %&aHAR SM2 %5 6 MM

GM/Z 4001 B ARE

3 RIFFMEX

GM/Z 4001 H5€ B LA KT FN AT Fe SGE T4 30
3.1

iEH certificate

1 ZA ] 1, B BUBAE | AT R 28 IE A B9 58 = O IE 5 A IE LA BE AT 507 4 45 1 — A T A5 8
FA S
3.2

%4 signature

B GB/T 32905 & ) —Rh 83k . i —> AR 7 il o 9% 0% 55 0 AL s S B 7= 2B (B, LA 58
B TH B R/ B 4% 3 S R
3.3

B attributes

H X R R A — DA G B HEE A R E 5 .

4 GEREIE
50 4 e T T A S

ASN.1: #1212 4r1iC (Abstract Syntax Notation One)
BER : 24 4 15 80 ] (Basic Encoding Rule)
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CA UE B IAIEVL# (Certificate Authority)
DER: %f ASN.1 fME— %4553 W (Distinguished Encoding Rules) ,DER J& BER f{— /> F4&.
OID: Xt £ 45145 (Object Identity)

5 OIDEX

ARSCEXF 3 AXF 4 certificationRequestInfo, certificationRequest, challengePassword ) 45 15 45 i
T e HEREL,

TR YU E X

1.2.156.10197.6.1.4.1. HF SM2 Bk
1.2.156.10197.6.1.4%.10. UEAS 1R B KA cert
1.2.156.10197.6474.1. UEHS HIE 2 A certification
1.2.156.1019746.1.4. #70. BEHR 1142678 challengePasswi

6.1 CertificationReques

UE 8 38 AT N.1, 52 % i

ASN.1 8 S Hghit 5% A 1
Certificati Requestl
version INT,

subject
subjectP
attributes
}

Hr,
Attributes { ATTRIB
Attribute

type ATTRIBU &1d

- OSet}),

values SET SIZE(1..MAX) OF ATTRIBUTE. & Type({IOSet}{@type})
}

CertilicationRequestInfo 2B ZH i WL 3 2.,

%* 2 CertificationRequestInfo %§ 5 J£ &

FRARK o P4
version INTEGER WE WA 5
subject Name UE A3 H3 RA HR
subjectPublicKeylInfo SubjectPublicKeylnfo FRMAYE S IR 2R GB/T 352752017 fiy 13.2
attributes Attributes TR R 4

2
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6.2 CertificationRequest %5 #3

JEA BN 454 ASN.1 2K R CertificationRequest: CF &A1 H#4> ASN.1, 524 i) ASN.1 &
SNBSS A AT
CertificationRequest ;.= SEQUENCE {

certificationRequestInfo CertificationRequestInfo,
signatureAlgorithm Algorithmldentifier,
signature BIT STRING

}
Hrp,
AlgorithmIdentifier: :

Algorithm

L A F) 57 1, 7]
M4 4,

7 EHBEEENTREM

ChallengePassword J@ PR B E 1 —A 04 HZ A4, EARTT LI IE S B IF 808 iEB1EE .
Pl 04 B 0 A HE— 1R JE PR

— APk T A N AF 4 ASN.1 2K ChallengePassword :

ChallengePassword ::= PrintableString

8 i 4y R A =X
YE A5 ) B A 35 - 26 24 0E 5 BN B E B AV A e B . BARK R - CF w4
ASN.1, 588 ) ASN.1 & XH % A $d7)

CSRResponse :: =SEQUENCE({

signCertificate CertificateSet,
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encryptedPrivateKey [0] SM2EnvelopedKey OPTIONAL,
encryptCertificate [1] CertificateSet OPTIONAL

}

CSRResponse S RI4] WL 5% 4.

% 4 CSRResponse ¥ #E &

T B R & ARl CRS

ZAUEA . R EE MR A SRR S A E % GB/T 315032015 (1

signCertificate CertificateSet
12.2.3

SM2 FA#¥) % 3C . SM2EnvelopedKey ¥4 35 %1 5 X #i GB/T 35276

encryptedPrivateKey | SM2EnvelopedKey
2017 1 7.4

R . UEBAE M E A, B 2R X GB/T 31503 2015 (1)
12.2.3

encryptCertificate CertificateSet
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M R A
(H3Et

ASN.1 1%

A B SRR AR SCHE B ASNLL SRR A X LA O ASNLL S it

CSR {iso(1) member-body(2) cn(156) cstc(10197) pkes(6) bc(1) sm(4) pkes-10(10) modules(1)
csr(1)}

DEFINITIONS IMPLICIT TAGS ::=

BEGIN

— EXPORTS All —

— All types and values defined in this module are exported for use in other ASN.1 modules. IM-
PORTS informationFramework,

authenticationFramework FROM UsefulDefinitions joint-iso-itu-t(2) ds(5) module(1) usefulDef-
initions(0) 3} ATTRIBUTE,

Name FROM InformationFramework informationFramework

ALGORITHM FROM AuthenticationFramework authenticationFramework;

— Certificate requests

CertificationRequestInfo .= SEQUENCE {

version INTEGER {v1(0)},

subject Name,

subjectPKInfo  SubjectPublicKeyInfo,

attributes [0] Attributes{{ CRIAttributes }}

}
SubjectPublicKeylnfo ::= SEQUENCE {
Algorithm AlgorithmIdentifier,
subjectPublicKey BIT STRING
}
Attributes { ATTRIBUTE:IOSet } ::= SET OF Attribute{{ 10Set }}
CRIAttributes ATTRIBUTE ::= { ... — add any locally defined attributes here — }
Attribute { ATTRIBUTE:IOSet } ::= SEQUENCE {
type ATTRIBUTE. &id({10Set}),
values SET SIZE(1..MAX) OF ATTRIBUTE. & Type({I0Set}{@type})
}
CertificationRequest :: = SEQUENCE {
certificationRequestInfoCertificationRequestInfo,
signatureAlgorithm AlgorithmIdentifier,
signature  BIT STRING

}
AlgorithmIdentifier { ALGORITHM:IOSet } ::= SEQUENCE {

algorithm ALGORITHM. &.id({10Set}) ,

parameters ALGORITHM. & Type({10Set}{@algorithm}) OPTIONAL
}
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SignatureAlgorithms ALGORITHM ::= { ... - add any locally defined algorithms here — }
ChallengePassword ::= PrintableString
CSRResponse .. =SEQUENCE({

signCertificate CertificateSet,

encryptedPrivateKey[ 0 ] EncryptedData OPTIONAL,

encryptCertificate [ 1] CertificateSet OPTIONAL

}
END
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[1] GB/T 32918 A4 FREEHAR SM2 HR 45 %M H %
[2] RFC2985 PKCS #9: Selected Object Classes and Attribute Types Version 2.0
[3] RFC2986 PKCS #10: Certification Request Syntax Standard Version 1.7
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