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T

]

AR I GB/T 1.1 2020 bR AL TAE S 555 1 3040 - n v A6 SO B0 G544 AL 2 LU ) i L S
R,

T R AR E Y R Y 25 T BRI MR M AR SR B R A LR AN AR AR IR A G BT

A BT AR R R Z R SR INIFAA,

7% LA B B b 5 AR it 0 BB R A PR ) AR SRR R A PR R L b U IR B A
BRAHE K HH KIETCHE B HEARBRGAERAE DOFBFEREARA A DR Rk b A R A A
M A B L e TRBEARBR O MRBREERARARAF A QX A B A RA A .

RSO A AR N T SRR X B KR S R W L E R R R IR AR LB R R LR K B
g f L peE SR,
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ETHSHERAIRENTE

1 EHE

ASCHFRE THET DL BHAIRAEME, BFET O H0BHIRAE KRB EET 0L R 5
EREE R EPSE Sl T
A S TR 5 B TR A O SRR TR EH .

2 MEHsIAXH

T3 ST R P 2 S o ST R RS 5 | TR AR SO AR T AR Sk, b, T H I 5] SC
4 A% B X R WA IS AR SO s ASTE B I 51 SCHF, Hfe i A (R 98 Br 5 B ) 13 T
A,

GB/T 15852.2 fREEAR L“E2BA HELEMNW 55285 RHEHIE R LE

GB/T 25069—2010 {EBELZLFH AR RiE

GB/T 329052016 fgE &2 AR SM3 BEHMERE

GB/T 32907—2016 fgE &L AR SM4 HSAHFTEHFEE

GM/Z 4001 W ARIE

3 RIBMEX

GB/T 25069—2010 1 GM/Z 4001 %5 B LA K T AR E A SGE H T A S04
3.1
& i%#RI2  algorithm identifier
FH T X% 25 0 5 s AT ME— AR IR AT S .
3.2
ZiHIREFHE  key derivation function
168 A T S T R XUy R T B A S, P A — A B S A S R A A e
[k % :GB/T 25069—2010,2.2.2.124]
3.3
{HBEHLERE pseudo random function
7 PR BE RO BRI
3.4
H{E salt
A S 5 ) bR B0 SN 2 R B R AT A B BEALAE B, v T O A R TR .
[k ¥ :GB/T 25069—2010,2.2.2.186]
b P 1= R 7 7 1BV

4 HSHMaEREIE

T HN AT S 0 45 s 1 3 T A S
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C. %3, FiH,

e EARREL, IR,

DK JRAEHH, F I H,

dkLen: JRA4: 26 50 1715 50, IE B3

EM. & i i i iE &, 71 &,

hLen: £h Ffi AL eR 50 H 9 715 80, 1E 8 8
n: JRAE B S 410 IE B

IV WGt &, F i &

K %4, 7.
M: R, F i H.
P. 04, FI5H,

AR IRFF OID XF BRI E X
1.2.156.10197.6.1.4.1.5 BT LA 1 IR 2R AL
1.2.156.10197.6.1.4.1.5.1 BT 14 1) % 91 UR 7 o6 B PBKDF
1.2.156.10197.6.1.4.1.5.2 BT 14 i 0% 7 & PBES
1.2.156.10197.6.1.4.1.5.3 BT 14 1T B 4R PBMAC

6 ETOSHERARE SR

W PIUR A s KDF 3l 3 — > 1 S A S R B IR A % 41 .
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T 04 B % Y1k 4 s %k PBKDF H, HoAth B9 A S 8050 5 2 $618 A AR UOBG SR AL A /DT 64 B
Fr B BEHL AR AR L BRI BOR /N T 1024 IR CRRBEIA LR 5% A 19 ALDD .

BT O BHAIRE KB EE R HT 7 A 8. HHIIRA: R (KDF) #u A 3 — 4% LT 22 3%

a) EEE—AEMA S A EARRE cGEFEFN A AD;

b)  HERIRAEFHANKE dkLen(FHE0 ;

o) ¥4 PEh{H SERWE c B K dkLen i T KDF, =4 — IR B4

d B IRAER.

WL A S, T LA — A DA TRA N EEE N EH, W AL k.

A ST 52 i) PBKDF i F — AN Oy B AL B 30 PRF (L AL2) R IR 28 B4 , A BRE TR A FH K%

KDF (P, S, ¢, dkLen)

PRI« PRF PhBEAL A% (hLen 37 Dh Bl AL ok 5 0 1 19 75 80
A P 14> (Password) , 777 H
S Eh{H (Salt) , 7745 8
c EAAEL, IE B
dkLen IRAEFHAWKECFWHO , IEBE, B KR (27 —1) XhLen
LR DK TR, K EHR dkLen 519 &
IR

a) it dkLen > (2% —1) XhLen, fi i “VRAEBHWKELRK” 4E BT
b IR PR KIE R hLen M F W HEAT/H, 10 FEE, 2 n AR, 2 r HRFE—RET
TR
n=dkLen / hLen,
r=dkLen— (n—1) XhLen ;
o KA PR SEARREL ¢ FBRE T B AR T LR RECE 43 T IR AR Y
B
Ti1=F P, S, ¢, ),
T2=F (P, S, ¢, 2) ,

Tn=F (P, S, ¢, n) ,

Horb F & CHhFEHLEE R PRF fEH T 04 PEE S 5HF 5 | MERE B MHET ¢ &R
SR e A

F@®P,S,C, 1) =Ul®U2D--- @ Uc

Hrr

Ul=PRF (P, S || INT (i) ,

U2=PRF (P, Ul) ,

Uc=PRF (P, Uc—1)
XHLINT () 2B 4 FH R0, 57 NEE
& FEEFA MY R dkLen 7955 AR 4E % 4 DK
DK=T1 || T2 || +==== || Tn<<0.r—1> ;
e) HihIR4A% 4 DK,
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7 BTOSHMEAR

7:1

I RE

BT 04 P RIERAERARE S UT L R.

a)  pEiE KDF FIEEA N 7 R O AL3);

by BEH—DIRE S A EARE cILE 6 75

©  BEFRAG B AR HA N 7 5 8 IR AL % B I T8 dkLen;

& K HL PR E S AR AR E 4 52—~ dkLen 795 K B IR 2L # 9] DK

A~ @kLen 75K

i3

G i o A

8 ETFOLCHHEESDS

8.1

MAC H & B

ETOLPARHEE M KHEEZMN T A

a) B P IRAE R KDF AL A 7 B éﬁﬂﬁ%() A.4);

by EEHE—AERAA S A — D IRARE cGEREFEI L AL D ;

o BEFRELAN I R K 7 B IR A B B K ¥ dkLen;

& K4 PUHRE S AEARE o A E M FEHIIRE R, B3 —DF KN dkLen (IR
L% 8 DK
DK=KDF (P, S, c, dkLen);

©)  FEFERNIE EEE 5 Jr G2 P YR ZE 9 DK A B B MBI 2 RS T

D ihiE BN T,

HAE S AR E o P KIE dkLen FI2G1IR 4 s %0 KDF K 5 Al 3 6% 91 07 % (AR IR 45 0] —

AFEER L X 45 T B RAE T (W AL3),
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SEPHE PR AE T O I 8 GIIR AL s S BT 11 4 0 T S R BT A 1 R 7 B A A
S AEAEIRE

8.2 MAC RyI&iF

ST C4 PG M AT AbE, o i S HIRS T 5 BT -

a) PG S A ACKE c;

b)  REUELRA I £ 577 % R A B B9 5 K dKLen;

O 4 PR S MBEAUOR o FOA MR B HI IR A BB A B AR B dkLen MR
% 4] DK.DK = KDF (P, S, ¢, dkLen);

& IR B DK 35 B SR K2 5 77 2 bR L M AT AR T, TN S R T AT
i .

S0 5 2 O A RO DO R 7 R
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M R A
(HRH
WA

Al EEMERXE
A1.1 A

H T R 1A AT AR YR U AR SO B B AR, A B SR X LA T IR A B 1H8
FERET HAREM T X THREMOL EREF XS 04 —BAREHE, I NEHE PR
HBEALEH — 25
il AR 2% S IR A4 sR BN B S SE h e — 4
DK=KDF (P, S)
H,DK Z2RA®H,.PEOS,S ZH1E,
X237 R AN Ak
a) W FHRAE O FHAE IR A T RE M B . Bl B ERE K B R 64 HURE, AR
AAREIRAE 291N, S —RET OB E, BEERE O M, dod & b H X 04
HATH R,

b) Al REAANT REBEE BB . WA K 64 AR AR A HAE IR R T
2B B R T MR R A 2 A . BRI, R L A R T R R N
i — N EASHEEE.
BT O MmO A IRA: B sy Rk R ANMB KA B ALY R A R, B RE
WL LR A, X RIS T IR A . R A 2 S S B0 E X DA A X T AR A A B
Bl AEERAEOCT N 7 R XT ] — %% 80 31 2 A8 BT 7= AL i s o), mT BB N 55 — AN 31 0 A i
YErb RS BI MR . B0, BB B XU 34— 2R 40t 80 HRR K 1 5 4 4 i T L L b i 2 4
B A XU S 0 A R R — AN SR E IR ARG B . ol 35wk T BB X AN R (A4 S — S FH 42 i 40 oA
KEAMIBMERMA —-DHET . WRZAEF AT TH 10 EK K S5 8% N1, dak Fat bt
AT A 40 R R E S IELZIBA 80 ke K M % 40 a3 4, o B AR & 5 3 5
HER R E L) SR Cti 5
R Y HRPUX R B, ok T A A ) 2 T A A R e TR A AT AN M A T L R — SRR A X
AN FVERAE BB I AR AE . B, ] DL — AR BE AL A 5700 o8 U6 B — AN A 2 BA 9 3 s LT R
A SR )E XA F A B R E
BT UL R XA MR T LU I
a)  AEFET AW A B AN b T AN A W 04 RN 2 R R A A (e
BAHIT ) 1 T A8 T 2R A S e U] A T DA B AL A R 2 0t AS 0 et G R A T A0 4 A X
iy, EhEMK RN R 8 45 (64 D .

b) i R S R A A A R A B T A (R R (R A — S RE A B X 40 R [ A AR
) 2% A 8 B0 . B B R B A R S 8 Y, it EL BRI I X L B AT K A R 4k A
i Gt s £R A TT AL — AN B il BE AL 7 15 R BRI R A B R g . B — SRR A
YR ZE 25 B B PR AN AR L (A, i 28 e B R IR A B B B R A5 ) IR K A B R I G A
FNERAA o o B A B A e A X eh R P R PR E
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o R AR BB A A8 AR R (S E M BEALER 42 o A 2R T 1 AR — A~ () BE ALK AR B AS Sk A i 1
(BRERAE W BEHLT D, —FBFRO TR EE DS ML EMEE MARAS - ETFOSMHEA MRS BECT,
W ANyl FhAE T LA A 3H 8 S=KDF(P, M)133], & HE M 9H 52 [ (40“Yes” or “No”) &/, fi T4 iR (E
B0 R D, AR # SOk B .

A12 ERKXRE

AR YBGE F B RS I 1 4 IR A2 B B ST AH AT I Bt B . AT A R L AR
U ¢ il i log, (o) A3 S 14 i85 AL F) 22 42 58 8, AT 8 0 Tk g 5 i g o 5 26 1 o ) i i

I AR B ¥ — A B IO T 3R AN A S 5% . A TP T 33 32 B0 i TRl 9 R AR ¢ R
] RELEFE R IR AL B P i TR R K

FEAS SCAFHE 22 B9 B /N R AR IR B 1024 3 A2 BN BEFIR UL, IF A 27 AL W 8w, (B X 04/
55 2 Tk AR E A S X T A W T, AR R A B R U X R G RE R AR Bk B
B, #fE#E 10000000 FYIEARREL .

A2 fHREHLERHE

A FE ) PBKDF {iff A —4~ PRF Kk 4: % A , PRF 0] 7= 4 P BEVLIT 51 , At Sk A+ 43 T PRF 11
— A5 HMAC-SM3,HMAC 5 4% GB/T 15852.2 447,

HMAC-SM3 S 2T SM3 % 44 8 55 it 5000 B S S i ek 0, W #E S — A PRE . 515
HMAC #[F,i% PRF W5 — 4S8/ HMAC B“%497, 8 4S8 HMAC W3, @il
B ETKE . /A PBKDF i, “% 8078 & 04, 0“8 307 si 2 6. HMAC-SM3 %%
PR BT AR R B Ry 32 5 (256 7)),

HMAC-SM3 %} % £ K B2 8 A BR 1 {5 4 25 14 B K T 256 fiid , HMAC-SM3 ' 445 3 256 fif .
B LA, BRMEAR K IR A= B 2 i — A &t 2 A BEAL R 308 2 R IRAE FH N A S RS M2 N
256 37 ,

X EPRIRAF id-hmacWithSM3 Fr iR P B AL &% HMAC-SM3 5 %5 .

id-hmacWithSM3 OBJECT IDENTIFIER ::= {digestAlgorithm(401) 3 1}

1t AlgorithmlIdentifier 5% OID A JCER 2 BN A 25 NULL. %X S AR YA 0 26 X % 4
PBKDF-PRFs,

A3 ERimMEZERR

AR RLAE 1) PBES 75 2E4f H — AN JE il 0 25 5 8, A B A48 1 B R0 O R — 4~ SE 1) SM-
CBC,SM4 4 41 % 5 gk 4% GB/T 329072016 $147.

% )7 8 SMA-CBC 3 %8 7 % SM4-CBC-Pad, lil F .

WIHE M IR H PS EHAFIHBEEE EM = M || PS, Hd, 8% H# PS i 16-(| IM| | mod
16)ME# A 16-C1 M| | mod 16) F WM, [ | M| [FrITHE M 879 K5, fEw AL T i 8 &1+
=3

PS = 0x01 — R [|M]|| mod 16=15;

PS = 0x02 0x02 — R | [M]|mod 16=14;

PS = 0x10 0x10 0x10 0x10 0x10 0x10 0x10 0x10 0x10 0x10 0x10 0x10 0x10 0x10 0x10 0x10 —1I
B | IM||mod 16 = 0,

Gt I B9 TH A BB R 16 IR, IR RBXG HR R M TH B M,

FEA % 7 28 SM4-CBC By H] 46 1] &, 8L AR AE 0 B SCA% 36 45 1 2% O {8 th S0 S 40 4 1) B S BB HL

7
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M, R0 a1 A B R 16 Y. AT LA 04 R E GEAARBO R | N 16 777, il ad A S e
) PBKDF JR A= 15 2% 81 41 80 46 10 B 0 1
FEA 26 45 1 R X AR AT B 76 X 5445 PBES-Encs H1 R

A4 HEiHEBELINAR

A SCAERLRE 1) PBMAC 75 B4 FH— AN JE Rl B 550 07 8 AR M A 48 1 BERtH B 250 Or & — 1>
2 HMAC-SM3,HMAC &35 GB/T 15852.2 — 3, AN 241 sR &0 (i ) SM3 B3k, SM3 B AL e 4 vk
¥ GB/T 329052016 $47 .

HMAC-SM3 3%+ SM3 851 ok 5 i) HMAC 75 8 % 5 7 ¥ . HMAC-SM3 [ % $1 K & & ] 42
f 5 it — A 32 S5 (256 40 T B A 5

T RFRIFT id-hmacWithSM3 #33 HMAC-SM3 i B % 51 5 k. &b R4 BUM 76 Xt R £ & PB-
MAC-Macs H1 5 FH . B H % i@ AE OC OID & L ILER AL,

XA BHAFEBAEEX OID EX

X RARAF X QAR YLRF R X R ges
1.2.156.10197.1.401.3.1 id-hmacWithSM3 SM3 4 F Ik A7 B 918
1.2.156.10197.1.104.1 SM4-CBC SM4 S HE BRI CBC BEEH K

—ANIE A5 5 85 B B 2 A = 2 ) ¥ SE ) e Bean T
MFgwMDAMBggqgRzPVQGDEQUABCASTp81J3X0+ 0lb4 N+ wzlKPul tqy TOLqQ38kwOwm883twQg
eXHpagos8kyyRmRoNBGH3 w5/ fybc+ebylqCQP/ Xj3cMCAicQ
R AT J AL A
SEQUENCE
SEQUENCE
SEQUENCE
OBJECT IDENTIFIER 1.2.156.10197.1.401-Z« 25 1k
NULL
OCTET STRING (32 byte) 124E9F082775FAFA821BEODFB05+-+-+- B6AC9338BA90ODFCI30D3-Z4 i (H
OCTET STRING (32 byte) 7971E96 AOA2CF24CB2466468341+++-++ 187D6DCFIE6F296 A0903FF-ER{H
INTEGER 10000-3% 8 7k &
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ASN.1 &%

YR FRIRAF id-PBKDF #5331 PBKDF (LSS 5 #)

id-PBKDF OBJECT IDENTIFIER .

)

TR R

salt Salt i 0 A RO, B AW R OID
iterationCount INTEGER AR
dkLen INTEGER TR A B B 0 7 B, AT 3R

Prf AR IO B AL B6 %, 3F H 75 PBKDF-PRFs 4 & g5 — AN 48 1 (1
prf PRFs OID, A1, prf J& id-hmacWithSM3 =% L 4th i 57 1 5 X 9

OID #4 i,

B.2 PBES &#3

X R PR id-PBES #7i T PBES fi# 77 & (WA 5 %) .
id-PBES OBJECT IDENTIFIER ::= {12156 101976 1415 2}
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FEF bR R 5% OID X 07 ) 2 B v 42 % PBES-params 2871 .
PBES-params ::= SEQUENCE {

keyDerivationFunc AlgorithmIdentifier { {PBES-KDFs} |,
encryptionScheme AlgorithmIdentifier { {PBES-Encs} }

}

Hrpr,
PBES-KDFs ALGORITHM-IDENTIFIER: ; = { { PBKDF-params IDENTIFIED BY id-PBKDF} ,
.
PBES-Encs ALGORITHM-IDENTIFIER ;.= {
pbeWithSM3AndSM4-CBC OBJECT IDENTIFIER .= {1.2.156.10197.6.1.4.1.12.1.1}
}
PBES-params K& ({8l A LA T & 3, W& B.2,

& B.2 PBES-params 3 &

L o TR € TR R B, J& — A~ 7E PBES-KDFs H1g L7 OID 1 55 ik
keyDerivationFunc KeyDerivationFunc
ID (4 B.1)
e B AN % 7 R, & — A 1D, IF HAE PBES-Encs 147 — 4>
encryptionScheme EncryptionScheme OID,ZEN FH P X etk fr e o A3 & T RN % FEM
524

B.3 PBMAC 4£#4

XFRFRIRAT id-PBMAC #r3R 1T PBMAC {5 B35 7 Z (WLE 5 %),

id-PBMAC OBJECT IDENTIFIER ::= {1 2 156 1019761415 3}
R ARIR T 5% OID Xt A B2 8080 2 % PBMAC-params 28#! .
PBMAC-params ::= SEQUENCE ({

keyDerivationFunc AlgorithmIdentifier {{ PBMAC-KDFs}},
messageAuthScheme Algorithmldentifier { { PBMAC-MACs} }

AL
PBMAC-KDFs ALGORITHM-IDENTIFIER .. = {{ PBKDF-params IDENTIFIED BY id-PBK-
DF}, ... }
PBMAC-MACs ALGORITHM-IDENTIFIER .= { ... }

PBMAC-params 31 & X WL B.3.

10
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% B.3 PBMAC-params #{#EJ &

FERAR B A P
o o B 7 OID 4 & PBMAC-KDFs 4}, keyDerivationFunc 1 5 PBES-
keyDerivationFunc KeyDerivationFunc .
params 1 (#3538 A AH 7] 14 2 X

A TR R —AF I D, I HAE PBMAC-MACs 141

messageAuthScheme MessageAuthScheme PO
—A~ OID, 7E 57 A rhoxf gk A7 3

11
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B x C
(Fet)
ASN.1 5 RE X

A B SRHE W T 4% 2% ASNLT IR R X AR ASNLT St L4t .
-- ASN.1 Module

- Jan.2, 2018

DEFINITIONS . .= BEGIN

- Basic object identifiers
cste OBJECT IDENTIFIER ::= {iso(1) member-body(2) ¢n(156) cstc(10197)}
g5 OBJECT IDENTIFIER ::= { iso(1) member-body(2) cn(156) cstc(10197) ss(6)

be(1) sm(4) 15}

-- Basic types and classes

AlgorithmIdentifier { ALGORITHM-IDENTIFIER :InfoObjectSet } ::= SEQUENCE {
algorithm OBJECT IDENTIFIER,
parameters ANY DEFINED BY algorithm OPTIONAL
}
- PBKDF

PBKDFAlgorithms ALGORITHM-IDENTIFIER ..={ {PBKDF-params IDENTIFIED BY
id-PBKDF}, ...}
id-PBKDF OBJECT IDENTIFIER .:= {q¢5 1}
algid-hmacWithSM3 AlgorithmIdentifier {{ PBKDF-PRFs}} .. = {algorithm id-hmacWithSM3,
parameters NULL : NULL}
PBKDF-params ::= SEQUENCE {
salt CHOICE {
specified OCTET STRING,
otherSource AlgorithmlIdentifier { { PBKDF-SaltSources} }

? s

iterationCount INTEGER (1..MAX),

keyLength INTEGER (1..MAX) OPTIONAL,

prf Algorithmldentifier {{PBKDF-PRFs}} DEFAULT algid-hmacWithSM3
}
PBKDF-SaltSources ALGORITHM-IDENTIFIER .= { ... }
PBKDF-PRFs ALGORITHM-IDENTIFIER ..={ {NULL IDENTIFIED BY id-

hmacWithSM3}, ... }
- PBES

PBESAlgorithms ALGORITHM-IDENTIFIER ::.={ {PBES-params IDENTIFIED BY id-
12
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PBES} , ...}
id-PBES OBJECT IDENTIFIER :.= {qg5 2}
PBES-params :: = SEQUENCE {
keyDerivationFunc AlgorithmIdentifier { { PBES-KDFs}},
encryptionScheme AlgorithmIdentifier { {PBES-Encs} }
}
PBES-KDFs ALGORITHM-IDENTIFIER :: = { {PBKDF-params IDENTIFIED BY id-
PBKDF}, ... }
PBES-Encs ALGORITHM-IDENTIFIER ::= { ... }

- PBMAC
PBMACAIlgorithms ALGORITHM-IDENTIFIER :.={ {PBMAC-params IDENTIFIED BY
id-PBMAC}, ...}
id-PBMAC OBJECT IDENTIFIER .:= {q5 3}
PBMAC-params ::= SEQUENCE {
keyDerivationFunc AlgorithmIdentifier { { PBMAC-KDFs}},
messageAuthScheme Algorithmldentifier { {PBMAC-MACs} }

PBMAC-KDFs ALGORITHM-IDENTIFIER ::= { {PBKDF-params IDENTIFIED BY id-
PBKDF}, ... }
PBMAC-MACs ALGORITHM-IDENTIFIER ..= { ... }

-- Supporting techniques
digestAlgorithm OBJECT IDENTIFIER .:= { iso(1) member-body(2) c¢n(156)
cste(10197) algorithm (1) sm3(401)}
encryptionAlgorithm OBJECT IDENTIFIER ..
cstc(10197) algorithm (1) sm4(104)}
SupportingAlgorithms ALGORITHM-IDENTIFIER ;.= {
{NULL IDENTIFIED BY id-hmacWithSM3} |
{OCTET STRING (SIZE(8)) IDENTIFIED BY SM4-CBC } , ...
}

{ is0o(1) member-body(2) cn(156)

id-hmacWithSM3 OBJECT IDENTIFIER :.= {digestAlgorithm(401) withKey(2)}
SM4-CBC OBJECT IDENTIFIER ::= {encryptionAlgorithm SM4(104) CBC(1)}
END

13
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& £ X W

[1] RFC 8018 PKCS #5: Password-Based Cryptography Specification Version 2.1.
[2] D. Balenson. RFC 1423 Privacy Enhancement for Internet Electronic Mail: Part [l : Algo-
rithms, Modes, and Identifiers. IETF, February 1993.
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