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SRS/ FWINEEZONE

1 el

AXHMET VP EEHALS = RS E ML Z [ i & 8 B 0 M.
A SCAE Tz IR S5 a5 UL D R AR WiE T 2 P B E AL M IT L MEH .

2 MEMSIAXH

B SCA HRH  AE I T EY L g B 2% KoL T T H TR 51 3L
1 A0 H I B B RUAS 18 T 4 T, 18 B E T
AN

GB/T 32905

GB/T 32907

GB/T 32918

3 RIEFEMEX

TFHIARE
3.1

3.2

3.3
CHSM ##E81& CHSM da
fai#k CHSM &4 .
f1 & CHSM BT VSM w5 i P Al

PR L2,

FIF CHSM # S i f2

3.4
VSM ##% 1% VSM data image
fHiFx VSM 4.

5% VSM N5 A PRI EC & 5 9 R BURE 8% JHE A& M 2 LR R i etk
T VSM fE# 2.

3.5
VSM iZ# VSM drift
B -5 VSM RAEKRER , = FEEH AL A3 VSM IR Z4 A ZE 55— 2 R IEH 1

1

1N SRR A5 8,25, 0 FR o 4 01 455 4% B 41 45
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VSM b IRt F P 2% . 76 P RIERA M B B0 R K VSM ] i,
3.6

ZFE &A% authentication public key

M T %50 = 68 B ARG 0 iE 8 B RSO A k.
3.7

A$A84L  public key fingerprint

X AT R B E (SM3 B &R AN AHEL.

4 HEERIE

T8 4 g 1S T AR SO

APL. i R ¥ 9% 242 11 (Application Programming Interface)

CHSM.: = R 55 48 % 5 #1 (Cloud-hosted Hardware Security Module)
HTTP.# AL i th i (Hyper Text Transfer Protocol)

HTTPS. %4 HTTP il (Hyper Text Transfer Protocol over Secure Socket Layer)
JSONJS Xt %451 (JavaScript Object Notation)

REST{ul . £ )2 IR S (Representational State Transfer)

URI: 4 — & #7245 (Uniform Resource Identifier)

URL: % — ¥ i € AL F (Uniform Resource Location)

UUID. i FHME— 2 585 (Universally Unique Identifier)

VSM.: i L % 5 H1 (Virtual Security Module)

VSMID : i 110 % 5% AL B9 IR 51 85, 128 fi % % UUID(VSM Identification)

5 RGEMMBFEOME

RS AAFEMIVEREZD APLHFEEH AL FEA, H TEHEASE CHSM f1 CHSM i £ 4
VSM., E## 0 APLAE = RS N K RGP 8 ILE 1,

ZPREERS

CHSMEF LR 55 CHSM B iR 45 CHSME IR 55
T H R R AR AR
VSM1 | | VSM2 | ... | VSMn VSM1 | | VSM2 | ... | VSMn VSM1 | | VSM2 | ... | VSMn

| ZRSBTHUNEEROEZBRZILACREMPHELE
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6 BIRHLAMBIEES
6.1 EHHIY

SRS FEEIEMBEONIET HTTP UM, U EE ., R RHEHEHIT LRy
GM/T 0024 H5E LRI,

i}
)
m

6.2 &k % URL M0

S ¥F HTTP GET.POST }¥#:,

—{H GET JiiEmt B AS B IN7E 1% K i) URL b, 2808 JSON # 2; /m Bl F
http://{chsmip:port}/api/{1.0}/chsm/info? requestld= {requestld)}

— i POST Jr ik mt % A Fidi t S 8035 K A JSON # X s R Bl anF -
http://{chsmip:port}/api/{1.0}/chsm/network

{#HE ) Fyml A8 238,

6.3 EILAKS

BB ESTE-ET EE
guest, o757 % 4 B Al fif FH
trusted, ﬂ\ﬁﬁg‘;ﬂgﬁlﬁﬁz °

6.4 NIEER

=V EEHERGENERNE P URTER = IR 5 F L FAR 45 @ iR, B R HEAGE S B I T4 B 56y,

LB RIEEA N T REN S FEEHRE SN .

12K Header A EFINERE Q1R -

——CHSM-AuthPK.: % £ {# F 1 FAEA Bt Xt Bz (9 28 41 38 405

——CHSM-SignatureAlg: “SM2WithSM3”5;“RSAWithSHA256”;

——CHSM-Signature: % 2 {H , t X 8 1~ body & 2+ B EH T8 K% 4 . BASE64 4ifi5 .,

SM2WithSM3 Bk, K& A B/ E GB/T 32905 1 GB/T 32918 Mi{iE L. B L4 HEAH L
GB/T 35276 ¥3EE L.

RSAWithSHA256 H¥k , KB ZHIZ XS % PKCS# 1 MK E K, WK FH 2048 £ K LA F3REER4 .

6.5 RKEER

TR HRHLE RS 0 APL B 2R LRSS B RS
RS HS B A% ffF % A BIRLSE .

6.6 [EFEE

RER T BN RS BAE MR L BRAE ST UG - 2 IR S 25 B 5 ML 10 3] 98 4t 1k % 2% (1 98 538 . 10 98 i i
%

Tf

BEEFFHEARREHEFARERE .

ZH SRR Wt B FE{E

requestld string iHk 1D “5c48319b”

status int AT 200

timestamp string R 55 25 W) )N BF [E] “2017-01-08T21:48.16.7354+0800"
extMessage string RS R “r

(5] 8 5448 4 451 -
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"requestld": "5c48319b",
"status": 200,

"timestamp": "2017-01-08T21:48.:16.735-+0800",

"extMessage": ""
}
6.7 BITRRE
f135 CHSM B 7 REM VSM B2 RS BT REE Xk 1 iR,
AR 2
normal
initial
error
shutdown
restart
7 BRI
7.1 #EO5Z
AR
=R 55
#0 URL Xt % H/UE
CHSM i & 4 Hi2k
L FKHL CHSM #4115 £ rusted
2 FKHL CHSM Jéﬁ‘ﬁ%f guest
3 KEL CHSM it iz 7R & GET guest
4 fil & CHSM W 2% {5 & http://++/chsm/network POST | trusted
5 Bl E NTP R 5% %% http://++/chsm/ntp POST | trusted
6 Bt B % e Ak http://++/chsm/imageuploader POST | trusted
7 fildE HELEFER http://+++/chsm/log POST | trusted
8 Sy CHSM $21% http://+++/chsm/image POST | trusted A 1%
9 S A CHSM #1% http://+++/chsm/image POST | trusted a3k
10 F+ 4% CHSM http://+++/chsm POST | trusted AJ 1%
11 | &R CHSM http://+++/chsm POST | trusted
12 %1y CHSM http://++/chsm POST | trusted Al %k
13 | %&E CHSM http://+*+/chsm POST | trusted nJ 1%
4
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F2 BEEEOAPIZIR (8D

result Xf 42 .

requestld
oprType
status
message
timestamp
requestld
costMillis
result

id

version

ip
ntpAddr

O Ihfg #0 URL X% J7 ik B #IE

VSM B B B 2K

1| #KHL VSM #4015 B http://++/vsm POST | trusted

2 FKEL VSM B 7R & http://+++/vsm/status GET guest

3 | B VSM W45 5 http://+*+/vsm/network POST | trusted

4 fic & VSM Token - http://+++/vsm/token POST | trusted

5 St VSM #14% http://- POST | trusted

6 | FA VSM & trusted

7 J& 3 VSM

8 51k VSM

9 | EE VSM

10 | #Jjg VSM

11| gl VSM

smip: port}/api/{1.0} /chsm

string
string
int
string
string
string
long
object
string
string
string

string

PRAEA A, BUE : "getinfo"
REM A

IR 55 445 el J5; Bt ]

W3k 1D

FIR 55 2% 4k B B[] (22 D)
IR (7] B4 N 5

chsm uuid

chsm A<

chsm ip #bht

ntp Mk
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ntpSyncPeriod int
imageUploaderUrl string
sysLogUrl string
vsmlds array
netAddrs array
name string
p string
mask string
gateway string
dnsList array
extensions object

R [F N 2R
{
"status": 200,

" " " "
message success

ntp [a] 4 & #1 (434

AR AR b AZ ik

H 5 Wi 46 s ik

chsm frF vsm #3351 5

CHSM &M OB EF S, A& &M O K E
P object, & object & ik 4 NMEE{H

B O FRIR . J& T netAddrs H object 1)1k
1P Hiht , J& T netAddrs 77 object f¥) 3k
F M, J& T netAddrs H object i+ 5
M &t J& T netAddrs A object )k
chsm 245 DNS %1 &

VREER

"timestamp": "2017-01-08T21:48.16.735-+0800",

"requestld": "5c48319b",
"costMillis" : 500,
"result" . {
"id". "1",
"version": "1.0",
"ip": "192.168.1.1",
"ntpAddr": "192.168.1.2",
"ntpSyncPeriod": 1,

"imageUploaderUrl": "http://192.0.0.1/image/upload" ,

"vsmlds": [

"00000000-0000-0000-0000-0CC47AB492BE",
"F8BF1A34-E3A2-415D-AC91-A54363BBC859"

1s
"netAddrs": [

{"name": "eth0", "ip": "192.168.0.1",

"mask": "255.255.255.0", "gateway": "192.168.0.254"},
{"name": "ethl", "ip": "192.168.2.1",

"mask": "255.255.255.0", "gateway": ""}

Js

"dnsList": [
"100.1.0.0",
"10.1.0.0"

i

}

7.2.2 3REL CHSM BT

URL: http://{chsmip:port} /api/{1.0} /chsm/status
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T GET
LI RE 34 - KICHSM izt RERBIEHR .
28 KA L]
IS requestld string R AKE
. status int RS
message string RS
timestamp string R 55 % Wi o B ]
requestld string ik 1D
costMillis long iR 55 #% Ak BB 8] (ZFD)
result object 1R [B] B 48 X 4
result X} 42 . status string hsm RKEENFE D
1 [8] N 25 7 1]«

{
"status": 200,
"message": "success",
"timestamp": "2017-01-08T21:48.16.735+0800",
"requestld"; "5c48319b",
"costMillis" : 500,
"result"; {

"status"; "normal"

}
7.2.3 #FECHSM FrEREER

URL: http://{chsmip:port} /api/{1.0} /chsm/allstatus

WHT . GET

T REH A - RE CHSM FIN# A VSM MizfTRERBIER .
S8 KA L]

HIASH. requestld string 5K AK S

LR & status int RS
message string AR A
timestamp string AR 55 2 i) )7 Bist (]
requestld string ik ID
costMillis long iz 55 45 Ak B 8] (ZZ D)
result object 1R (5] B 4 X 4

result Xf £ . chsmStatus string hsm R 7 (ok 8{# fail)
vsmStatusMap object A vsm RZS ok B3 fail)

1 [5] P 25 7 ) -

{
"status": 200,
"message": "success",
“timestamp": "2017-01-08T21.:48.16.7354+0800",
"requestld": "5c48319b",
"costMillis"; 500,
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"result": {
"chsmStatus": "ok",

"vsmStatusMap" : {
"F8BF1A34-E3A2-415D-AC91-A54363BBC859": "ok",

"546E1503-0902-426B-86 A8-641D52F8047B": "ok"

}
7.2.4 BE CHSM M&E=EE

URL:

W 7 ¥

e i - LI ) 45 Ja ME G B SCRFIC & — N LT (14 1) £ ik
KA !

BIAS string R WAKS

array

EME

==
== >—

)

— '
i%g"o’::.:’:‘::/ﬁtriw - P drs H#objaet [ ¥ ik
2S00 VO =

NOON)
4?,;13’:‘
()
f'o‘::»gz.;.
=
A_H
e

0
)
il
AJ"!'
@]
i=n
Q
&
+H
pi

%
%
'I
%
%
Y

\ 4
R
D
o

AW

i

it

I

)

"status":

" n "
message' :

"timestamp": "2017-04508T21:.48:16.
"requestld": "5c48319b",
"costMillis" : 500

}
7.2.5 BE CHSM i NTP AR %

URL: http://{chsmip:port} /api/{1.0} /chsm/ntp

VR POST

LIREH A - ] CHSM % & NTP g5 28tk , T [5) 26 CHSM P RGeS [i] .
ZH KA L]

HIASE . requestld string iR K5
addr string NTP iRk % as ik, 4n"10.1.1.1"
syncPeriod int EEZFEE R
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HHEE. status int RS
méssage string R A
timestamp string iz 55 45 W) 1z B[]
requestld string iR 1D
costMillis long AR 55 %% Ab B B[R] (Z2 R0
iR 8] N 257 ]«
{

"status": 200,
"message": "success",

"timestamp": "2017-01-08T21 ;48
"requestld": "5c48319h
"costMillis" : 500

ik 55- 445 e 1 B[]
string iFHk 1D
long JIR 55 25 Ak 2 B

string

1R (8] P 25 78 431 <
{
"status": 200,
"message": "success",
"timestamp": "2017-01-08T21.:48.:16.735+0800",
"requestld": "5c48319b",
"costMillis": 500
}

7.2.7 BE CHSM BHZE FiEut

URL: http://{chsmip:port} /api/{1.0} /chsm/loguploader

W POST

T RE 34 - BiE CHSM W H & (46 VSMO Y L festit . CHSM H B & BT H By
EHE.
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ZH KA Wi
LTNE L requestld string iR K S
logServerType string H &R 55 25 25 AL BUA
"syslog" g% "logserver"
logServerAddress  string Xt syslog 288, iZ 3, K syslog AR 55 #% #u b, 40

"192.168.1.2";
Xt logserver 28 Y, % 3k 7] 45 %€ — 4~ URL, @
"http://192.168.1.2/log"

L 2 status int RS
message string REH A
timestamp string AR 55 5 W) o7 Bt )
requestld string ik 1D
costMillis long IR 45 #% Ab B ] (ZZFD)
iR [8] 25 78 1] <
{

"status". 200,
"message": "success",
"timestamp": "2017-01-08T21:48:16.73540800",
"requestld": "5c48319b",
"costMillis" : 500
}

7.2.8 51 CHSM #1&

URL: http://{chsmip:port} /api/{1.0} /chsm/image

PR POST

LI RE 1 34 F:i CHSM WTAH VSM MBI 218 . R FI N 25 2 44 1L XoF S8 372 18 ik 47 Ok
L AR RS GB/T 32918 A1 GB/T 32907 it sE X .

S8 KA i BH
SR requestld string HR K S
oprType string BEAE AL, BUHE : "export”
callbackUrl string [ 3% b 41k, 40
"http://192.168.0.1/callback"
SR status int RS
message string IR A
timestamp string fIR 45 25 W) oz B[]
requestld string iFk 1D
costMillis long IR 45 2% Ak B B[] (220D
IR 8] 2 7
{

"status": 200,

"message": "success",

"timestamp": "2017-01-08T21:48:16.73540800",
"requestld": "5c48319b",

"costMillis"; 500

10
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7.29 5N CHSM &%

URL: http://{chsmip:port} /api/{1.0} /chsm/image
VAT i POST
REH A F A CHSM fi VSM 8RR .
ZH KA !
EASE. requestld string R BIK S
oprType string BeVE2 A, BUE : "import”
imageUrl string A AR, n
"http://192.168.0.1/image.zip"
alg string SAE Y BUETEH -
"SM2WithSM3"8;"RSAWithSHA256"
sign string BF% 24 {H ,BASEG4 4t
callbackUrl string [B] & Hb 41k, 40
"http://192.168.0.1/callback"
LR status int REH
message string RS AR
timestamp string AR 55 #§ mi o B ]
requestld string &k ID
costMillis long AR 55 25 Ab B B E] (22 R
iR [8] N 25 7R 41 <

{
"status": 200,
"message": "success",
"timestamp": "2017-01-08T21:48:16.7354+0800",
"requestld": "5c48319b",
"costMillis" ; 500
}

7.2.10 F#Z CHSM

URL: http://{chsmip:port} /api/{1.0} /chsm
VT POST
T RE 34 - F+4% CHSM B iR 55 .
ZH HK A Wi B
EANSE. requestld string FHR K S
oprType string BEAE2 R, BUHE : "upgrade”
packVersion string TR RA, dn"v1.0"
packUrl string F AL ik, an
"http.//192.168.0.1/update.zip"
alg string BRARAEE, BUETEHE
"SM2WithSM3"&;"RSAWithSHA256"
sign string W2 %18, BASE64 4 fi5
callbackUrl string (=] ] 1k,

"http://192.168.0.1/callback"
11
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S8 status int REH
message string RS
timestamp string IR 55 %% W o7 B (]
requestld string ik ID
costMillis long R 55 7% Ak BB [E] (ZF5)
i [a] A 25 7 B -

{
"status": 200,
"message": "success",
"timestamp": "2017-01-08T2
"requestld": "5c48319
"costMillis": 50

{ callback"

WK 1D
long JIR 55 % 4k 3 B ]
1 (5] P9 25 7 4 <
{
"status": 200,
"message": "success",
"timestamp": "2017-01-08T21:48:16.7354+0800",
"requestld": "5c48319b",
"costMillis" ; 500
}

7.2.12 #1{# CHSM

URL: http://{chsmip:port} /api/{1.0} /chsm
VAR 7 POST
T REH A - #hrF  CHSM 4 4 45 2 U B .

KR % A& 2 B BOE S AT R Y, R PR A S GB/T 32918 Al
GB/T 32907 ¥iitiE X .
12
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ZH HAY i
BHIAZSE requestld string HR K S

oprType string ER/EA AR, BUHE : "backup”

callbackUrl string [=] %] M 1k, 40

"http://192.168.0.1/callback"

WS status int WA

message string MRAEF AR

timestamp string IR 55 %5 Wi o Bst []

requestld string iHR 1D

costMillis long AR 45 7% Ak B A ] (ZZ D)

iR [8] P 27
{

"status": 200,

string

string

. status

message string RS R
timestamp string AR 55 45 e o B ]
requestld string iFHk 1D
costMillis long R 55 45 b 38 B () (22 8D)
IR [8] P 25 7 ) -
{

"status": 200,

"message" : "success",

"timestamp": "2017-01-08T21:48:16.7354+0800",
"requestld": "5c48319b",

"costMillis"; 500

13
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}
7.3 VSMEEEEEE#ED
7.3.1 ZXEX VSM #4458

URL.: http://{chsmip:port} /api/{1.0} /vsm
7 POST
L RE 34 - R E VSM 145 B .
28 KA Pl
HANSH. requestld string iER K S
oprType string BEAEIE AR, B ; "getinfo"
vsmld string VSM iH 51 5
S status int RS
message string RS
timestamp string IR 5 5 v )7 i [
requestld string iEk ID
costMillis long AR 55 75 Ab BB ] (Z D)
result object iR [B] B 48 X &
result XF 4 . id string vsm 55
version string vsm Rt A<
token string vsm 1] token
ip string vsm ip Hi ik
mask string vsm S 5] 5 A5 b 4l
gateway string vsm SZ 5] i &
digest string MR RS — R
communication int HAE A BUETEH .
1 52 B3
extensions object VREER . TR, HAEX
iR 8] N 25 7R ]

{
"status": 200,
"message": "success",
"timestamp": "2017-01-08T21:48.16.735-+0800",
"requestld": "5c48319b",
"costMillis" : 500,

"result". {
"id": "00000000-0000-0000-0000-0CC47 AB492BE",
"version": "1.0",

"ip": "192.168.1.1",
"token": "0",

"mask": "255.255.255.0",
"gateway": "192.168.1.100",
"digest";"digest",

n 4 s n
communication"; 1

14
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7.3.2 IRE VSM iE{TH %

URL: http://{chsmip:port} /api/{1.0} /vsm/status
R GET
THREH A - KREFE E VSM iz 1R %
ZH KA |
BIASHL requestld string iHR K S
vsmld string VSM iH 51|15
S status int RS
message string RS AR
timestamp string IR 55 7% W o7 B5F (]
requestld string iEK ID
costMillis long R 55 45 4b B B [A] (ZEFD)
result object IR (5] 4 X 5
result X} 4 . status string vsm RS (ELFE D)
iR [8] P 25 7 4] <

{
"status": 200,
"message" : "success",
"timestamp": "2017-01-08T21:48:16.73540800",
"requestld": "5c48319b",
"costMillis" ; 500,
"result"; {

"status": "normal"

}

7.3.3 BB VSMPN&KEEE

URL: http://{chsmip:port} /api/{1.0} /vsm/network
W POST
ThRE 34 B VSM 1 I 4% J& M i & .
S LK vt
NS, requestld string R KE
vsmld string VSM A 555
ip string ip Hbhik
mask string g
gateway string ® &
WS H. status int KA
message string MR AR
timestamp string Az 55 2% W 7 B ]
requestld string ik ID
costMillis long IR 55 i Ak B B[] (22 D)
1R [8] P 25 7 48]«
{

"status": 200,

" [T] "
message : Ssuccess ,

15
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"timestamp": "2017-01-08T21:48:16.73540800",
"requestld"; "5c48319b",
"costMillis": 500

}

7.3.4 BT VSM Token {5 &

URL: http://{chsmip:port} /api/{1.0} /vsm/token
WA POST
Yy Re Ak fid & VSM f¥) Token {5 &,

Token $5{# fiZz VSM ) A

iR 4 . TR VSM EM SR A .

¥ Al YA

string L

string token, F ' #5

it 4 int A

string RE A

% 55 2 Hle]

735 FH VS

URL:
PRIk

T REH A FAR
R Fn SR ST GB/T 32918 1 GB/
T 32907 75 € %
ZH KA v B
HMASE. requestld string HR K E
oprType string BEAEA R, BUHE : "export”
vsmld string VSM 5155
callbackUrl string [e] 3 #tb 1k, 4
"http://192.168.0.1/callback"
S E. status int RS
message string RS A
timestamp string AR 55 %% e o B[]
requestld string gk 1D
costMillis long R 55 5 Ak BT 8] (ZZ2F0)
IR 5] 25 R )
16
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"status": 200,
"message": "success",
"timestamp": "2017-01-08T21:48.:16.735+0800",
"requestld": "5c48319b",
"costMillis";: 500
}

7.3.6 &N\ VSM &

URL: http://{chsmip:port} /api/{1.0} /vsm/image
VAT POST

T REH A - Ii] 6 %€ 19

. B
string R WK S
string BEAEE A BUE -
string VSM 5 5115

: i

WASH.

status

message

iR 5] A 257 Pl
{

"status" :

"timestamp": "20M:01-08 P2 48:16.735+0800",
"requestld": "5c48319
"costMillis": 500

}

7.3.7 B3 VSM

URL: http://{chsmip:port} /api/{1.0} /vsm

R T POST

DhREH A Ja#h—4> VSM,
S g3l i BA

HMASH. requestld string HRTAKE
oprType string PRVER R, BUH . "start”
vsmlId string VSM H 51| 55
callbackUrl string =] & H 4k .

"http://192.168.0.1/callback"
17
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iR [ P 27
{

status
message
timestamp
requestld
costMillis

"status": 200,

" n
message ' :

"timestamp" :

" "
success

"requestld": "5c48319b",
"costMillis": 500

}
7.3.8 =1k VSM

URL.:
VA7 ¥
REF A -

MAZHL

iR [8] P9 28 71 Bl -
{

int

string
string
string

long

R R

AR 55 % W) 137 A ]

R ID

HR 55 %5 4b 3 B[] (22 D)

"2017-01-08T21:48.16.735+0800",

http://{chsmip:port} /api/{1.0} /vsm

POST

KMl —4 VSM,
ZH

requestld
oprType

vsmld
callbackUrl

status
message
timestamp
requestld
costMillis

"status": 200,

"message" :

"timestamp" ;

" "
success

"requestld": "5c48319b",
"costMillis": 500

}
7.3.9 EE VSM

URL:
A7
T RE A -

WAZSH

18

KA

string
string
string

string

int

string
string
string

long

i, B

WK K S
BAEA A A - "stop”

VSM H 5175

(5] /& 3t 41k » 4
"http://192.168.0.1/callback"
REH R

IR 55 5 Wi 1o B[]

K 1D

i 55 #5 Ak 3 ] (ZE D)

"2017-01-08T21:48.:16.735+0800",

http://{chsmip:port} /api/{1.0} /vsm

POST

#H)3—1 VSM,
ZH
requestld
oprType
vsmld

3
string
string

string

vt B

R A S

BEYEA A, BUH ; "restart”
VSM #5155
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callbackUrl string [ & b hk , a0
"http://192.168.0.1/callback"
S status int MRS
message string RS AR
timestamp string AR 55 %% W) 7 B[]
requestld string iFR ID
costMillis long ke 55 2% Ab # B a] (2R

iR 8] N 25 7R B«
{
"status": 200,
"message" : "success",
"timestamp": "2017-01-08T21.:48.16.735+0800",
"requestld": "5c48319b",
"costMillis" ; 500
}

7.3.10 EE VSM

URL.: http://{chsmip:port} /api/{1.0} /vsm
P IT - POST
T RE 34 HE VSM, Kk VSM M P 848 . VSM R E R ) 2 IR A .
2 KA Ui B
EIASH. requestld string R A S
oprType string BEVEZE R, BUE : "reset”
vsmlId string VSM iR 5155
callbackUrl string =] 3 Hb 1k, G0
"http://192.168.0.1/callback"
S status int RS
message string MR HE AR
timestamp string AR 55 4 Wi 5 B[]
requestld string &R 1D
costMillis long R 55 45 4b B B [B] (22 FD)
1R [8] P 25 78 B«

{
"status": 200,
"message": "success",
"timestamp": "2017-01-08T21.:48:16.735+0800",
"requestld": "5c48319b",
"costMillis" ; 500
}

7.3.11 FHZ% VSM

URL: http://{chsmip:port} /api/{1.0} /vsm
R POST
e A - T+ —1> VSM,

S KA i B
HMIASH. requestld string R WA S

19
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oprType string EVEZE R, BUE : "upgrade”

vsmld string VSM i 5155

packVersion string FHFALRA 0" v1.0"

packUrl string F AL hk L a0
"http://192.168.0.1/update.zip"

alg string SR E  BUETEE -
"SM2WithSM3" &}, "RSAWithSHA256"

sign string F % 418 ,BASE64 4 i

callbackUrl string [or] 3 Hb il , G0

"http://192.168.0.1/callback"

ﬁﬂii}ﬁ: status

message string

iR [ P 2 7R 91 -

URL.:
VR T
IhREF A -
RIS H ,
A string WHRMAS
oprType string
i 1) Ji5 3R PR A S50 A 7E 5
://192.168.0.1/img/vsmxx.img"
alg string AR, # imageUrl £ 15 M L 77 7E 5
BB BUETEHE
"SM2WithSM3"&"RSAWithSHA256"
sign string Al , & imageUrl 77 76 W) b 1775 5
7% %18 . BASE64 4wt
flavor int VSM 5 SRS, 1.2.3
callbackUrl string [o] i #b 1k, 40 "http://192.168.0.1/callback”
WS status int OS]
message string WREHAR
timestamp string AR 45 25§ mi )57 B[]
requestld string ik ID
20
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costMillis long R 55 2% Ak B B[R] (ZZ D)
vsmld string FAIER VSM 524 1D

"status": 200,

" "
message' :

" n
success

"vsmId": "00000000-0000-0000-0000-0CC47 AB492BE",
"timestamp": "2017-01-08T21:48:16.735-+0800",
"requestld": "5c48319b",

"costMillis"; 500

}
7.3.13 B VSM

URL:
PRI -
IREHA -

WASH

"status";

n " "
message' :

"timestamp": "201%
"requestld": "5c483196
"costMillis": 500

}

2d.:48:16.735+0800",

7.4 BNEBEXREQ
7.4.1 IREL CHSM Z=EE QML

URL:
AR5
DI REAHIA «

MAZH
24

http://{chsmip:port} /api/{1.0} /chsm/authpk

GET
K CHSM N =V & A M50 i i 18 80 BASE64 Fifid kg = .
Z2¥ LAY Vi B
requestld string ER T AS
status int RS
message string RS AR

21

www . kqaw .com



GM/T 0088—2020

timestamp string R 45 25 Wi o Bst[|]
requestld string ik 1D
costMillis long iR 55 75 b B 8] (ZF0)
result object IR (8] %548 X 5
result X4 . algorithm string TS ER AL BUE : "sm3"
fingerprints array RYFN R, Gt 482 J5 45 80, f# i BASE64
& i A =X

IR (5] 2 7 ]
{
"status": 200,
"message": "success",
"timestamp": "2017-01-08T21:48:16.735+40800",
"requestld": "5c48319b",
"costMillis" ; 500,
"result": {
"algorithm": "sm3",
“fingerprints"; [
"fingerprintsl",

"fingerprints2"

}

7.42 BB CHSMHI=FEES4

URL: http://{chsmip:port} /api/{1.0} /chsm/authpk
VAR5 POST
L RE 1 34 - WE ARGV CHSM BHEOMEZN = FEa a8,
2 <3 i, B
HIASE. requestld string R A S
algorithm string BEbriR L BUE : "sm2"
pks array WEHPIR BUEAES] [ "pkl", "pk2" ]
e or status int RS
message string WREHE A
timestamp string AR 5% 25 i N st (8]
requestld string ik ID
costMillis long AR 55 2% 4b FE B B] (Z2 R
1 [|] P 25 7 )
{

"status": 200,

"message": "success",

"timestamp": "2017-01-08T21:48.:16.735-+0800",
"requestld": "5c48319b",

"costMillis" . 500
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RS i

200 B e

400 TR B S R

401 BRI IR

403 BRIk

404 URI RFETE

405 BT A UEVF

409 RS IR

500 P AR iR
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