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ST ER N A OAE

1 EHE

RSO X T WYL BT I B o 0 S R B ) JavaSeript APLL 4355 %5 0 Ak B 4 5
S E i L B R 1

ARSI S AT IE T3S 58 o5 P o IR 45 0 BRIE SR SR AR 1 2 4 3 {3 0 DL B 1 5 0
PR E 5 .

2 MM AXH

. ' w: H U 51 3C
8 ALZ H 3R B 6 A R ) B R S T
A A

GB/T 329180}

3.1 RiFFME X

IR IE F S AR
3.1.1

FH

— b FH B 1R AT AP
3.1.2

A&

—Ff JavaScript L2, K5 (pro
S A

AT LS BN U 4 B A R Y Y

3.2 ZEBgIE
5 48 S T A SO
IDL 2 04815 5 (Interface Description Language)

4 BEiR

A SO F R 2% 7 FH o) Y 2% JavaScript JIAS $2 46 S5 00 B AEBE . IS AT LAk R P A R )
WA TN A RE 1 A ) U A i R R 4 L B A0 B RN BR RAKCHE . B4 JavaScript S EE S D RE MG 7
REFHLELBREMIEREN S, HUbA O Z e 4 b A SCB % D) 68 . Jf 17 JavaScript #2 7 2 43t

1
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W,

LN Crypto #2418 7 WCAPT (3 I & Thge i 45 11 . %4 1@ L — 1> crypto XF 4 Il 45 W
U 4% . 7E JavaScript AT LA R i [A] . crypto X 40 & A 8 Bl AL EL ) O i — > subtle %42, subtle
XRS5 T SubtleCrypto $ H . SubtleCrypto $ FUERME T % #7 F H AR 0 % 65 T8 1 U lal 45 11 .

F P+ JavaSeript #2757 7] LA FH B B 05 95 R A 2 IO R LA 1,

HUBE DL B
i)
Ui AR
A7 .
Ji:E B4, BE
R
FHIA. FHIH
EHBR, B
Lyt du
Rt TR
WX R

Bl EWRHFEHNERXER

5 HIELEH
5.1 KEH
IDL.

typedef Uint8 Array Biglnteger;

KEERL Biglnteger & X4 Uint8Array KR, (AL B K E M L 5 BEL @ F W ERT. MW APT &
YR BB A e/ BRI B K B CBIBR T 0 Z 4N, B2 Z 7 AR 0 Hed%) . API i #:52F B H
AT 0 FudE.

5.2 TAXFHA

IDL:;
dictionary CryptoKeyPair
{
CryptoKey publicKey;
CryptoKey privateKey;
i3
CryptoKeyPair % 8 %} 7 R 7R — X JE X Bk 85§ %F 1295 51 %o by L 499 A0 28 B 3B 0 4

5.3 JsonWebKey =7 g2

IDL.
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dictionaryRsaOtherPrimesInfo

{
DOMString r;
DOMString d;
DOMString t;

g

dictionary JsonWebKey

{
DOMString kty;
DOMString use;
sequence({DOMString) key_ops;
DOMString alg;
boolean ext;
DOMString crv;
DOMString x;
DOMString y;
DOMString d;
DOMString n;
DOMString e;
DOMString p;
DOMStrinBg q;
DOMString dp;
DOMString dq;
DOMString qi;
sequence(RsaOtherPrimesInfo) oth;
DOMString k;

I3

JsonWebKey 5 B T —F /R IS He 7 Jy JSON 60 5T 85 48 HLHY 0% 10 Oy o IR O 27 €
WY &8 % 5 APT N FH Hh R A7 4% 1 1 o 200

5.4 HiEFH Algorithm

BN R E— AW U IDL R, B R T8 R B R 48 8 BE AR 2%
IDL:

typedef (object or DOMString) AlgorithmlIdentifier;

typedef AlgorithmlIdentifier HashAlgorithmlIdentifier;

dictionary Algorithm {required DOMString name; };
Horp name R M CEMEERNSF

5.5 Z##E O Crypto

IDL:
[ NolnterfaceObject |
interface GlobalCrypto
{

readonly attribute Crypto crypto;
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¥
Window implements GlobalCrypto;
WorkerGlobalScope implements GlobalCryptos
[ Exposed= (Window, Worker) |
interface Crypto
{
readonly attribute SubtleCrypto subtle;
ArrayBulferView getRandomValues(ArrayBufferView array) ;
i
WA T B IR T Ja P 8 6 1) B [T el JH L B AL AR VR S ol 14 %85 A 2 5 O B AL
BOE LA
Horpr, getRandom 'V adi
a) A7 array /s 3 2

b)

5.6

ctio
KeyA‘ori
figri. %
Horpr R
5.7 Z$#E O Crypta

IDL;
enum KeyType

"publi private", "secret" };

enum KeyUsage
{
"encrypt". "decrypt", "sign". "verify", "deriveKey",
"deriveBits", "wrapKey"., "unwrapKey"
b
[ Exposed= (Window ., Worker) ]
interface CryptoKey
{
readonly attribute KeyTypetype;
readonly attribute boolean extractable;
readonly attribute object algorithm;

readonly attribute object usages;

M
/|
| T
5
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KeyType AH#HI R R, AT 51 % 2 BUE Jy “ public”“private” Fl“secret”, 7 W % 9] 1 6
Xt R v 5 B R “secret” R , A X R B35 9 41 B 2 FIALBA 2H A8 . 433 1R < public” 8" private” KR

KeyUsage J B8 2 E2R R, AT 5 51 A9 % 8 FH 2 0 36 “encrypt” “decrypt” “sign” “ verify " “ deri-
veKey”“deriveBits”“wrapKey” fl“unwrapKey” .

G4~ CryptoKey X %8 — A WA RES I TAAEHEHM MG B . X8 4 A8 7 A AE 8 br i
B — 3B TR R . A A]F R BARSCELA BTG i (0 P R A . N IR A BGE i U 8 S LD T 4% 5t
TRk,

CryptoKey %4 N #8345 [type]],[[extractable]],[[algorithm]].[[algorithm_cached]],[[usa-
ges ||, [[usages_cached]]#I[ [ handle]],

[[algorithm | 1P 4H B0 A 35 7 4k
quence{KeyUsage) 2 #l

Type BT [[type]] Py

. [[usages]] P &4 M N 2 W Se-

(KeyUsage) keyUsages
Promise(any) deriveKey(AlgorithmIdentifier algorithm, CryptoKey baseKey, AlgorithmI-
dentifier derivedKeyType, boolean extractable, sequence(KeyUsage) keyUsages ) ;
Promise{any) deriveBits(AlgorithmIdentifier algorithm, CryptoKey baseKey,

unsigned long length) ;

Promise(any) importKey(KeyFormatformat, (BufferSource or JsonWebKey) keyData, Al-
gorithmIdentifier algorithm, boolean extractable, sequence(KeyUsage) keyUsages ) ;
Promise(any) exportKey(KeyFormat format, CryptoKey key) ;

Promise(any) wrapKey(KeyFormat format, CryptoKey key, CryptoKey wrappingKey, Al-
gorithmIdentifier wrapAlgorithm) ;

Promise{(any) unwrapKey (KeyFormat format, BufferSource wrappedKey, CryptoKey un-
wrappingKey, Algorithmldentifier unwrapAlgorithm, Algorithmldentifier unwrappedKey-
Algorithm, boolean extractable, sequence(KeyUsage) keyUsages ) ;
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s
Horpr KeyFormat 45 % % 8 B AT A0 A% X T 3030 A 4 B s s BUAEL M
“raw”
A= s, HTRE%EH.
“pkes8”
14 RFC5280 #% iy A0 15 B A% 201 DER 4if4
Sk
BHE N JsonWebKey % 4 3 & JavaScript %42 .

6.2 MEFHZE

encrypt I J5 15 3 0] — B0 1Y 7K i X 4 0% 0 %2 08 B 45 28 19 Algorithmldentifier 1 42 4t (19
CryptoKey KM E . EM AT T A 5% .

a) AL FE B 4 B algorithm FI key 2 8L 38 % A% 75 v

by AR A data 2B b [ S0 HE 45 SR AL 3 Ak

¢) ¥ normalizedAlgorithm 7 IE B 3% 19 45 5 6 alg ' K algorithm, ¥ op % B H“en-
crypt”;

&) A S R A A normalizedAlgorithm [ 7K i 36 4

e) X promise N Promise;

D &[] promise Jf 525 58 AR N 25 B

g) AR T A R R A o R S e A e R DU 4 R

h)  # normalizedAlgorithm fij name i 5 A 6] T 2547119 [ [algorithm | PN ZR 412 1) name J& M . 4l
i InvalidAccessError;

D A Lusages | JNHBH LA & “encrypt” 5 H . M InvalidAccessError;

1) #F ciphertext B E AN B AE M 245 % BV i BE4E € T normalized Algorithm il %5 48 1 | %5
BH R S

k) ] ciphertext /25 Promise %f 42 1% [4] .

6.3 BEHIZE

decrypt fift 4 J5 12238 [8] — 4> (0 AR 4 5 206 428 F AlgorithmIdentifier LAY CryptoKey *f
WOCHAT R . ENAT T AR

a) KL B 43 Ay algorithm Fil key S 8044 3% 2 M % 5 1 5

by KB data S0 B e BOHE 25 SR AL 36 2 R A

¢) 4% normalizedAlgorithm 1 4 1E AL 30 0 45 3 8 alg 38 4 algorithm f op i B “de-
crypt”;

&) AR B AH normalizedAlgorithm 14 7K 35 4 %44

e) X H promise A Promise;

£ &[] promise 3 57 4 58 AR T A B

@) AR T A R R A e AR R R e T e R U A R

h) 4 normalizedAlgorithm ff) name i 51 A6 T %40 19 [ [algorithm ] /N #4142 () name J& ¥ . 4l
4 InvalidAccessError;

D AN [usages ] JNHERH LA & “decrypt” 2 H . M 1 InvalidAccessError;

D plaintext B & N AR FERAE WSS % B AR FEAE E TR BB L B0E M SCF Y normali-
zedAlgorithm fif % #5:1F ;

k) M plaintext £ & Promise %} %% [A] .
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BERBAE

sign & 44 J7 B3R 8] — 4N T i 7 0 42 o 2 ff AT AlgorithmIdentifier F12 ) CryptoKey X £

1%4% . ENENET 5B 5%.

a) K EILFE R HIME R algorithm Hl key S8 f& 18 2% % J7 1% 5

b) CKBHELEN data ZH s REBUE 45 R1E 1 B LT

¢) ¥ normalizedAlgorithm £ J 1E ¥4k 535 3% 10 45 S, % alg % B M algorithm . ¥ op X M
“sign”;

) # AR [ A normalized Algorithm (i 4K i 1 45 ;

e) X'H promise FH ) Promise;

D R [E promise 35 5E AR T IR

g) AR T AL BR R VR A ok AR R O R A R U R

h)  # normalizedAlgorithm [ name Ji%, 01 A6 F % 8 [ Lalgorithm ] N #RZH 2L A9 name J& % . il
H InvalidAccessError;

D EHEAM [usages | JNERH AN “sign” 2 H .M H InvalidAccessError;

1 plaintext 3 N R B HRAE OS5 R ZRAE L TR AR 2 TR E BB R AN B BUE T Y nor-
malized Algorithm % 44 #:1F ;

k) ¥ Promise X4 iR 0],

BIEZER A X

verify B FE 25 44 75 23R 18]l — > 350 10 7K % 4 1% 6 4 {di il AlgorithmIdentifier ALY CryptoKey

PRI AEAT IR . BN A TR

6.6

a) CRBEIEME P A algorithm Fl key 2 8fe i 2 40 % U5 ik 5

b)  HEXBIEIE N E XS data wwREBIELS RG R B REH

¢) ¥ normalizedAlgorithm 1} 1E AL 3B 1 i 45 5 % alg % B R algorithm , $f op 1 Bl verify”;

d)  FHHAEE, IR EH A normalized Algorithm 1 74K 45 5 44

e) B A B s S B B TR 2 R AL 3 0 A8 T

f) % 'H promise N# ) Promise;

g) & [l promise I 540 5 MR T A BR

h) AR A5 PR B R 0 A AR L e h R R A R U R

1) # normalizedAlgorithm [ name {51 A 6] T2 [ [ algorithm | [P HRAL 2L 1) name J& 1 . i
H InvalidAccessError;

D AEEHM [usages ] JHTRH LA “verify” 5 H . M H InvalidAccessError;

k) ¥ result WE AR BEREME R ZBRELREE THERH B E. 2 AN B8 T W
normalized Algorithm 5 25 $#:4F ;

D ¥ result /£ 5 Promise X £ ],

FEHE
digest BOO 7 B3R I8 — A 57 19 7K #5452 L 3% %4 8 ] AlgorithmIdentifier % 4 H 3 47 5051 4 1F .

BN BEAE T AR

a) WEIESHALIE R Tk

b) B ECRAE R BE SE data TR ECHR 45 AL 8 T O O

¢) ¥ normalizedAlgorithm A IE AL B B A0 45 B W alg 5B A algorithm 4 op 1% N digest”;
7
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6.7

6.8

) # AR B A normalized Algorithm {1 7K i 46 44 ;

e) & ® promise N B Promise;

£ iR [a] promise Ff 520 58 BUR T 1A BR 5

g) AR N LR EE PR R R SR O AR S R

h) o result B E N RIINBRAE A 25 1 % BV R B 48 8 T 3005 AN B 808 T 1 normalizedAlgorithm
I A

1) ¥ result fEH Promise %f 4 i [1]

EREAT E

P H] generateKey Jyieit, B AT T 448 .
a) R R AT PEEUME AL I g Able FI1 usage 50 1% 5 A B 5 O v
b) ¥ normalizedAlgori y =R - 1% B9k, algorithm , 6 op %X & N “gen-

erateKey”;
o) A AR
d)
e)
9
g)

algorithm ,extra

a)
derivedKeyType

b) ¥ normalized Alg
Bits”;

o) A4 R FIH A normalizedA

d) ¥ normalizedDerivedKeyAlgorithm ﬂij\jﬂfﬂ,ﬂjﬁ{i—‘ﬂ’] EIR, ¥ alg B E N derivedKeyType,
4 op & & A “importKey”;

e) AW IR A normalizedDerivedKey Algorithm [ 7K i 45 44 ;

) %% promise N H 1 Promise;

g) R[a] promise J 52 S8 IR T B9 5§ 5

b AR AL PR R A o R R B A A T 0 A IR s R A 1 o AR S 4 4
PR IR (] R L D 2 oA R W 4 R R

) # normalizedAlgorithm ) name i 51 A [f) T 32 43 IR A= 45/ 19 1 W& 1, 1 4 NotSupported-
Error;

7) #F normalizedDerivedKeyAlgorithm (1) name Ji{ 51 A [7] T 32 33 B 45 85 41 K B8 #4E 19 — A4~ 13
Bk aNotSupportedError;
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k) #f normalizedAlgorithm [ name i &2 A [7] T baseKey [ [ algorithm | | &4 5 A name &
M, 3l InvalidAccessError; «

D % baseKey [ [usages ] ] F AL 175 “deriveKey” 25 H . 4fl i InvalidAccessError;

m) ¥ length B8 & 4 F B % 91K R AR M 25 51 384 i derivedKey Type 1 2 8008 ]
normalizedDerivedKeyAlgorithm;

n) 4 secret W EB N PATIRA: AR EEVE M 45 R iZ B /EAE key, algorithm Fil length Z %0 I H
normalized Algorithm

0) ¥4 result B HIATEABHARIER LB, ZEAVEH ] “raw” } format, secret S keyData, de-
rivedKeyType ¥ ] normalizedDerivedKeyAlgorithm;

p) & result W[ Ltype ] FB4H IR “secret” 85 # “private”, [A] i} usages Jy %5, W4l i SyntaxEr-

ror;
q) ¥ result fE & Promise
kA L4 ik
P deriveBits {7 SREIN xﬂiﬂﬂ?f%
a) i a6 i its ;i %algorithm . baseKey #
b) 1z ‘ gorithm,op X & N
c)
d)
e) TR
b o st O e o IR+ 211 fh 5 o 11 2
g) ame J& Tk . i th
h) usa 2H = e Invalid
1D 4 result B { ArrayBuffer,/H\qﬂﬁ TT}L??{}EE[:E’»H%YF F 285 normalizedAl-
gorithm ffi

1 ¥ result fER T

a) ¥4 format,algorithm,extractable il usages ﬁ%fhxﬁf]f%ﬁﬁ importKey 77 ¥: 11 format.al-
gorithm, extractable fil keyUsages Z % ;

b) ¥ normalized Algorithm F Jy IF HAL S A0 25 51, o alg %8 algorithm H op % ¥ N “im-
portKey”;

o) A4, IR BT normalized Algorithm [ 24 b5 1 4

d) ¥ promise KB N F MY Promise X4 ;

e) iR[H promise 3 A E AR T I BR

f) # format T FEH “raw”, “pkes8”, 5 #F “spki” .
1) #FHAiE# E importKey J7 1 keyData S5 /&— 1 JsonWebKey “F#L i 1} TypeError;
2) ¥ keyData B N1&# & importKey J7 111 keyData 28 e [ Kol ih 45 5% .
#r format & FFELFH“jwk”
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g)

D) 1% 2 importKey 11 keyData ZHA 2 — 4 JsonWebKey F 8,1 i} TypeError;
2) ¥ keyData B M{%1$ E importKey Jj 1 keyData Z%(.

AR T D R s R T A R S R CE A RN 2D SR BCE VR A G R A SR ek 4
PR I 0] DA D45 o B vk i D45 R B0k

¥ result ¥ CryptoKey Xt 42, i% Xt 4 /& f#i Jfl keyData, algorithm, format, extractable
usages 45 i normalizedAlgorithm 5 A % 4H #2114 45

#r result B[ [Ltype] JN &R W 2 “secret” 5 “private” [d] i} usages Jy 45, Wil ) SyntaxError;
& E result [ [extractable | JPN#4H % A extractable;

W E result ([ [usages | JIN AR N usage ) 1F HLAE ;

$t result fE8 Promise %4 3% 1],

6.11 BHZEHFHE
P H exportKey S %40 Iy ik B AT T 50 A4 3R

a)
b)
c)
d

e)

D
g)

h)

¥ format Fl key 43 5li% B 1% i8 E exportKey 1) format fil key S %4 ;

4 promise 1% B N H ) Promise % 4 ;

iR [B] promise H 54 58 AR T A IR

AR T R A R B VR A o R S B A A T I A R R G o R R e e
AR IR [ TR W) 2 Rk

#i key iy Lalgorithm TP FBLL AL name B 53 AS ) F 32 5 5 25 B 35 70 A0 o U 5 1 0 4 o4
NotSupportedError;

# key W[ [extractable | JPNFR4H A & W4l InvalidAccessError;

CE result W B HRAE S5 . % BAE B key M9 [ [algorithm | ] Py 3 20 g i oo £ FH 2% 90 1
Fiks ok 48 5

# result 28 Promise X %1% [0] ,

6.12 HEZHEAE
A wraptKey 3% % 4] 77 ik 5, B 40T T 9045 38 .

a)
b)
¢)
d
&)

D
g)

# format.key, wrappingKey Fil algorithm 43 51| #% & M 1% % & wrapKey 4 1 format, key.
wrappingKey Fl wrapAlgorithm (1 Z %4 ;

¥ normalizedAlgorithm % & N 1 AL E L 0 45 5 8 alg B N algorithm R BB op 5 E W
“wrapKey”;

#r A5 FF normalizedAlgorithm B & A 1IE ML B vE i 45 5, 4% alg 1% 8 K algorithm [6] B}
op W N encrypt”;

5 5 IR M7 A normalized Algorithm 4 7K % 16 44 ;

P promise % B N H ) Promise X} 4 ;

& [a] promise Jf- 575 58 AR T A48

AR T A0 SR R ok AR R S B A A B A R e R (0 o AR e 4
R IR ] R A, 4 TR Rk

% normalizedAlgorithm % name B 51 AS [a] = 3 55 Jiin 28 A5 2 452 06 19 © 1 W5 0, 40 18 Not-
SupportedError;

# normalizedAlgorithm [ name J{ 51 A [a] T wrappingKey 19 [[algorithm | PN 3B 20 i 14
name J& . #H InvalidAccessError;

47 wrappingKey [ [usages | N FBLH M AL & “wrapKey” 45 H - 1 H InvalidAccessError;

# key [ Lalgorithm ] P #8240 BT i 22 19 algorithm AN 32 F5 S5 25 8 A9 #8278 . 1L . NotSup-
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portedError;
# key [ [extractable | JA) NFBLH BN A5 . i i InvalidAccessError;
¥ key BB K G BB RAE RO B0ZE B %1 B key A format 45 52 19 [ Lalgorithm ] P4 04
R AE 5
2 format ANE T F /8 “raw”“pkes8” 8 & “spki” .
W HE bytes b key .
# format 25 T jwk” .
1 ¥ key ¥ ECMAScript X4 .
2) ¥ json W EH NA JSON Bk M REFHAM UTF-16 FHFR .,
3) ¥ bytes ¥ B N json B RN FATFFH, h—A JavaScript FHF
# normalized Algorithm 3 4% 35 2% 88 4 4 .
B E result Jg B % PR ME A0 45 R 1% B 1E B algorithm, wrappingKey % #1Hl bytes B SCA5 4K
eI jy 45 € 19 normalized Algorithm [ #f 5 .
A0,
# normalized Algorithm ¢ 33 hl 88 #524F .
¥ result BB M INFERME R SE R . i% 84 algorithm, wrappingKey % £ I
bytes B S4B HR 145 & 1Y normalized Algorithm i 72 .
0

#i H NotSupportedError,

¥4 result /£ Promise X4 [A] ,

6.13 MEHERFZ
P unwraptKey £ 3% §1 07 L0 B AT T8I 3R

a)

b)

c)

d)

e)
)

g)
h)

)

k)

m)

¥ format.unwrappingKey, algorithm, unwrappedKeyAlgorithm, extractable F usages 43 %l
W B AL R B %50 7 B format, unwrappingKey, unwrapAlgorithm, unwrappedKeyAl-
gorithm, extractable 1 keyUsages ) Z % ;
¥ wrappedKey % & K 1% 8 E unwrap J7 2 8040 S 5000 B8 e FE4E R
¥+ normalized Algorithm 1% & 4 1F M4 B 1 45 5, Horb alg i & Ol algorithm [F] B op &N
“unwrapKey”;
2 B normalized Algorithm % B IE ¥4 B B i 45 R, Hob alg & & f algorithm [] B
op W E N decrypt”;
A IR 811 A normalized Algorithm [ A4 345 5 44 5
¥ normalizedKeyAlgorithm ¥ 8 b 1E AL R B0 45 5, Hob alg iIX B & unwrappedKeyAlgo-
rithm [6] B op % & K “importKey”;
Z g IR Bl 4F A normalizedKeyAlgorithm 8 A 1 44
# promise % B A ) Promise X4 ;
iR [8] promise J 574 5E AR T A BR
FrA R R A B ek A R R SR A AR D R TR T 0 AR S S O AR
o R B IR [ A T 2 R
# normalizedAlgorithm [ name i i2 A [A] T unwrappingKey #9 [[algorithm ] PN & 2H A% 19
name J& 4, W #h H InvalidAccessError;
2 [algorithm | | [ [ usages | J PN #PAH M A £1 & “unwrapKey” & H , W i i InvalidAccessEr-
ror;
#: normalizedAlgorithm 3 37 3 % 47 #5214 .

i i
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¥ key BB N AT % 34 8 A RAE O 45 1 L %3t B i algorithm, unwrappingKey % 8] Fl wrap-
pedKey % 48 7€ ) normalizedAlgorithm 2 #fi %2 .
e
#¢ normalized Algorithm 7 £ it %5 #24E .

¥ key BB MR B EAE S5 R LB AE ] algorithm, unwrappingKey % 4] Fl wrapped-
Key % 48 & ) normalizedAlgorithm S 12 .
0

it iy NotSupportedError,

n) #7 format N FLFH “raw”“pkes8” a3 # “spki”
B bytes A key fH.
# format N FEFFHF“jwk” . ;
¥ bytes X B N parseadWK & vk Hi g key 1f a AT FEBT .
o) # result & H AT S PR R a5 B, i un pedKeyAlgorithm % ¥,
format, usage ctable, - ff I bytes 1F 1 % 41 84 MmormalgedKey Algorithm 3 77
15 7€ 5 '
p)  # result ft pe ] JN B B “ secret "8 # “private” 3 H. usages 5, SyntaxError;
@ L y
r W s 01 us
s) ¥ result /-~ Prom
6.14 HB&E
SubtleCrypto 4% 1 115 5 ey 38 B iE
N
2 1
NotSupportedErr A
SyntaxError NN 3 & 2 G A b
InvalidStateError BT BRAS T AS SRR R i B
InvalidAccessError A B85 BH AR SRR I R 11
UnknownError Bl )
DataError £ (I 25 A 1) B0 A 2
OperationError A W

7 HEmRRE

7.1 SM3 &%

AR RIE A PR “SM3” X o #2435 Tk digest, SM3 B3E7E GM/T 0004— 2012 15 LRI .

a)

b)
c)
12

QIR normalizedAlgorithm ) name i 51 5 " SM3” 5 £ K /NG A SRR UE T 1935 L 4 result f K
i ATH B message (1) SM3 W5 % 85 (GB/T 32905) fly 45 31 .

SRR R R b B TS DR UL OperationError 4 .

IR [l — AN result BT ArrayBuffer,
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7.2 SM2 mEE*
7.2.1 ik

ALYk 4 B R SM2”, X i 4 4055 generateKey, deriveBits,importKey, exportKey.
7.2.2 E£BEH

AEREHNEWT.

a) 3R usages A T A& “deriveKey” 5 “deriveBits” i 25 H , il i} SyntaxError 5% .
b) Az SM2 A ] il £ % B %

o WRTEBAFS AR BT 4 Rl

d
e)
D
g)
h)
i)
i)
k)
1)

m) 1

R BH A B A

= T AR B R

n)
0)
p)
Q)
r)
s)
t)

7.2.3 REZEH

IRAEZHNEWT .

a) AR key i P ERHEE D [Lypciudy

b) 4 publicKey & normalized Algorithm [1:

¢) % publicKey i &R 0 [[type] A& “public” , #l 4 InvalidAccessError 5%,

d) 5 publicKey B %84 ([ [algorithm ] Jf) name J& A% F key i 34 K [[algorithm ] ]
i) name J& M, M Y InvalidAccessError 4

e) ¥ key AL d,publicKey i) & 1 [[handle] JfE A28, AT SM2 B HIRERE.

) 4 secret y SM2 % B IR A i thi B 45 R«

g) WREESE P BT HR i OperationError 4 .

h) & [H] result,

7.2.4 |SAEH
FAEHAFMT .
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a)

b)

c)

d

4 keydata h B 5 A% P B .
g format Ky spki” .

IR usages AN K23 SyntaxError 55,

% spki J& X} keyData iz T #fr subjectPublicKeyInfo & #: (1) 4 5

W f B B B & A T Al R L il Y DataError S,

iR spki A 3 AR PR A5 38 algorithm 1) algorithm ¥ 22 k5 R 45 A J& “SM27, il 4 DataError
S

WR spki AR IRAT IR algorithm %) parameters SR 7E . 4 4 DataError 53,

4 publicKey i ] spki ) subjectPublicKey % $17 % 5 A5 B8 i ff 2 1 406 0 1 8 19 28 49
CHIE T 4 () A S ah 202 S Fp) .

0 2R S BUASBE SR R 40 s A% 2 ] R4 T R 45 A5 i Y DataError 55 .

2R A AT B R K A O R BT A A5 i DataError S,

% key N E 2RI E thisl HTMLIM B # #9 CryptoKey, #7755 publicKey,

UAR A BRI A /& SM2 I R E A6 159 1l 28 b 1 43 3 0 85, i HE DataError %%,

W key BFRE T [type ] ] A “public”,

4> algorithm J— N #H iy KeyAlgorithm.,

X E algorithm ff) name J& ¥ H“SM2-KEYEXCHANGE?”,

W # algorithm & key [ N34 11 [ [algorithm ] ],

W format J&“pkes8” .

WA usages 5% T A& “deriveKey 58 “deriveBits” i 4% H . il 4} SyntaxError 53 .

% privateKeylInfo /&% keyData i& T4 privateKeyInfo & 3 1y 45 5 |

R R AT B B & AR T 45 1R L  H DataError 524,

W 2R privateKeylInfo ) FA9 5 k3 privateKeyAlgorithm [ algorithm % £ #5710 75 & &
“SM2”, 4 H DataError 545 .

W privateKeylInfo () FA 8 8 ¥ A5 IR 45 3 privateKeyAlgoritm ff) parameters AN AE
i DataError 54,

% sm2PrivateKey JHATM#HT ASN.1 25 (A8 vk 25 5, Horp data iy privateKeyInfo f1y
privateKey 48, structure 2§ SM2PrivateKey %544 .

IR gt B & A T 45 iR . DataError 54,

2 key A5 2RI G thisl HTML A BB CryptoKey, 75 T8 i sm2PrivateKey 1)
W 4G A0 R v 2 1 A [ i 2R B R

QR FAFT B A S SM2 T L E (0 [ il 2% 1 9 4 1 14 25 40 1 DataError 54,

W key N F 42 O[[type] | i “private”.

4 algorithm H—4~# ) KeyAlgorithm,

W& algorithm [ name J& £ R “SM2-KEYEXCHANGE”,

W algorithm & key A NP4 11 [ [algorithm ],

4 format 2 “jwk” .

2R keyData J& —4> JsonWebKey F 8t , 4 jwk & keyData, & U #iff # DataError 5% .
IR jwk B d” A7 7E . I H usages 18 T A & “deriveKey” 5 “ deriveBits” i) 2 H . i 1
SyntaxError 5% .

Wk jwk 1) d SARAEAE L IF H usages AR %8 il SyntaxError 5% .

A jwk A9 kty IS ECSM27 4 Y DataError 5% .

WK usages ANRAS I H jwk (19" use " A7 16 A FEF A5 K /NG A UK VT BT “enc” . 4l H

DataError B4 .
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W jwk 19 “key_ops” A7 FE , H A AFF & JsonWebKey fy 2R 30 A £ & HLE 1 BT A 1Y
usages B, #ifi H} DataError 54

R jwk B “ext”AEAE , 3 H(H M false,extractable & true, il i DataError 5% .

WR jwk 19« d” A7 7E

> IR jwk AR JSON WEB B 6.4 1T 3K . it DataError 5% .

> % privateKey /R ISON web Bk AT jwk BT iR 5l M FAH .

> W privateKey N2 R SM2 FA48] . 1l i DataError 34 .

> & key J&—FR privateKey B Y CrytoKey X4 .

> WHE key A HBRE O [ [type] ] N “private”,

750

> WE jwk A2 JSON WEB Bk 6.4 (973K . it DataError 5% .

> % publicKey F/R#4E JSON web B2 HT jwk Fr il i i #9281

> R publicKey A& SM2 A4, 4l DataError 5% .

> 4 key &&= —3 R publicKey 5 19 CrytoKey X} 4 .,

> WE key WNEHE D [[type] ] “public”,

W B R A2 SM2 i B8 A [ il £k B i & 35 Y s i i DataError 529
4 algorithm b— i) KeyAlgorithm - #

X 'E algorithm [ name J& M B “SM2-KEYEXCHANGE”,

% E key 1 HP3E 0 [[algorithm |4 algorithm,

e) N format E“raw”:

W usages AN K25 Ml SyntaxError 5% .

% Q WFE keydata EHAT SM2 (5646 20 B b iff e (0 a0 [l 28 . (AR TR 4 A% 5 20 2L
XF .

MR SEBLE A X HF 48 s X (E R T R 46 40, i ) DataError 574 .

R RS R CE KB T B Bl i DataError 55i%.

% key 252 A% 4 thisl HTML JAH XM #7 # CryptoKey, Ran T Q.

2 algorithm 2} KeyAlgorithm X4,

% B algorithm f) name J& M H“SM2-KEYEXCHANGE”,

WHE key B O [[type]] A “public”,

WE key By #P4E 0 [ [algorithm ] |28 algorithm,

D R foramt & HAB(E , 11 ) NotSupportedError 5% .
g) kAl key.

7.25 ZHENA

FHEHAEWT .

a) 2 key B2ESH M CryptoKey,

b) R key i N R H [[handle ] 15R/R B IR 2 % H R B BEVI ], 1 i OperationError 5% .
c) U format & “spki”:

R key N EREE A [ [type] IA & “public” . il H{ InvalidAccessError 5% .
A data J& ASN.1 Z5# 1K subjectPublicKeylInfo fJ—~3241, EA T3 )E k.
» X algorithm Bl ASN.1 287 AlgorithmIdentifier,
» BH algorithm [ parameter 3y ASN.1 287 SM2Parameters, % H keyData & /5
keyv (1) P &R+ 1 [ [handle ] 1/ B AR 6 B it e A B F 45 5 A THE R 48 B L.
» % H subjectPublicKey 1} keyData,
15

www . kgaw . com



GM/T 0087—2020

d

e)

D

g)
h)

7.3 SM2 &ZE%
ik

AT B 2 FR 2 “ SM2-SIGN-VERIFY ",

7.3.1

e 4

result B 52 RXE thisl HTMLIAH K M8 ) ArrayBuffer, b0 & 7 data,

R format J&“pkes8” .
o R key B ERE O [[type ] A & “private” , il InvalidAccessError 54 .

. &

>
>
>

data J& ASN.1 Z5#Y privateKeylInfo [ SZ 4], B A F 51 @ .
W H version Bk 0,
W & privateKeyAlgorithm 185y ASN.1 265! PrivateKeyAlgorithmIdentifier.
% B parameter 8 ASN.1 25 %) SM2Parameters, 4 H keyData 3/~ key [ 4 &5
e 1 [[handle ] T BT A2 (A4 13 i 28 24 47 19 £ 75 52 19 SM2PrivateKey 45 #4{& (1§ DER
G 5% 1Y 52 ), 0 R R S 3K« 1) parameters 3 77 7€, I H 5% ASN.1 267 Pri-
vateKeylInfo [ privateKey# kil parameters 18 %5 1) ; 2) publicKey 3% 1£ 7F .

L FF W) DD e AL 45 sign, verify, generateKey, import-

Key, exportKey,

732 %4&

BEHNEWMT,

2R key FH N FRAE O [[type ] I A 2 “private” , #ili i} InvalidAccessError 5% .
2 M SM3 B X% message FFATH ERIEM L5 R

2 d &Y key KM SM2 FA%.

% params &5 key fHX 1 EC IS4,

PAT SM2 &2 .M AT E . d N RV .

A r Ml s o SM2 % 2 o B op A i S R0

4> result 54 /x4 thisl HTML A S0 # 14 ArrayBuffer,

a)
b)
c)
d)
e)
D
g)
16
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h) A n AR nox 8 LR 4R ) JE 250 5 1 LA 2 A0 IS A 0 50K 1 e /N 1 R 8

D BB B o AR N E] result R

DK s AR B n N AR I E] result 5.

k) R —A54 /A4 thisl HTML A& /8 89 ArrayBuffer, om0 & 7 result B35 %504l .

7.3.3 B

B NAMT,
a) R key WP ERRE O [ [type] A 2 “public”, i 4} InvalidAccessError 54 .
b) 4 M JZfdH] SM3 F kX message #EATH B HRAEM LR .

o A QHE key X SM2 A48

d) 4 params &5 key #f o

e) hiT SM2 I %

5 ,signature

JRAE true, &5 M & false,

xE

s A R B

TR RN TR BUE Y

4> privateK@a
Xt AL .

m) ¥ privateKey [ PN #4221 gorithm | |i% & 4 alg .

n) ¥ privateKey 1 N #B4% 1 [ [ extractable | |1X B & extractable,

0) ¥ privateKey B N4 O [ [usages ] |i% B N usages Fl“sign” 35 4E .

p) % result H—PH Y CryptoKeyPair FF 4L,

@) result 1Y publicKey J& PEi% & & publicKey,

r) B result §Y privateKey J& P % B 4 privateKey,

s) N result F 4 il [ WEBIDL J#) 52 X ) ECMAScript Xt 42, 1% [A] result,

7.3.5 FAEH

FABHNEWT .
a) % keyData J& % 5 A 1) % S5
b) i format J&“spki”;
® [ usages A T AR “verify” )55 H . ¥ Hf SyntaxError J% .

17
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c)

d)

18

2 spki J& iz f 1 subjectPublicKeyInfo 35 3% iy 285 % .

WA A BT Y B R A T 8% i i DataError 5% .

U spki B9 VA BRI A5 18 algorithm (Y algorithm X % #5145 AS /& “SM27, il it DataError
S

4 publicKey A {fi i spki (1) subjectPublicKey H{HAT % 46 25 B8 i 1 19 6 (B2 1 26 1) 22 81
CHE TR 45 1) A SN 0 S )

U5 52 BN i SRR e 4 ks 2 ) B R AL T e 4 5 il i DataError 59 .

WA AR R R A BE R T AL Bl i DataError 5

% key HE 2 JRx 4 thisl HTML A G ## CryptoKey, %R publicKey,

WA H A AR SM2 Fir B WA 13 ph 28 B ) & 25 09 85 b il DataError % .

WHE key BN [ [type] ] A “public”,

% algorithm i — 4 #H ) KeyAlgorithm,

% B algorithm ¥ name J& ¥ H*“SM2-SIGN-VERIFY”,

& E algorithm & key BN #4211 [ [algorithm ] ],

W format J&“pkes8”:

IR usages AL T A “sign” /) 55 H L i SyntaxError %% .

% privateKeylInfo /& %} keyData iz {7 fi##r privateKeylInfo 53 18 45 5 .
R I B &R T 5 1R HH DataError % .

R privateKeyInfo ) FA4H 3 3 3% privateKeyAlgorithm [ algorithm %} £ #1 iR 17 14~ &
“SM27 . 4 DataError 5% .

A1t sm2PrivateKey AT b ASN. 1 5 44 (4 553k i 25 38 . Hob data i privateKeyInfo
] privateKey 3 , structure 2y SM2PrivateKey 25 #y , exactdata } true,

AR AT A R R A T H5 R b DataError 5%,

4 key W54 R4 thisL HTMLI]AHEH B ) CryptoKey . F/r T {# H sm2PrivateKey [
e 0 TR vh R A 1AV T il 2R FAEH .

AR FAEH B (A & SM2 Fr B i 18 it £ B & 209 50, i S DataError 54,

WE key BN ERHE [ Ltype] ]2 “private”,

% algorithm B — @1 KeyAlgorithm,

W algorithm %) name Jg& M b “SM2-SIGN-VERIFY”,

&% B algorithm N key Ay N &R H [ [algorithm | ],

W format 2“jwk”:

W keyData J&—> JsonWebKey F L, 4 jwk J& keyData, /5 W41 H{ DataError 5% .
W jwk B9“d”AETE . 7 H usages 08 T A E “sign” % H .8 & . 0 jwk 19 d B A7
15, 35 H usages & T &A=& “verify"m) 25 H . il SyntaxError %

WA jwk 1 kty” A GE 7 £F KNG AU PE B T4 SM27 il 1y DataError 54 .

AR usages AR AL I H jwk 1 use” AR TE . AN BEF AT K/ANG A BUBRIL B T “sig” . 4l
DataError %% .

WA jwk 1 key_ops" A 7E . I H AT & JsonWebKey 1 23K 84 A3 & F e 19 Br A 1
usages {H , #ih H} DataError 534 .

R jwk B9 ext” B AFEAE I HAE M false,extractable 2}y true, il i DataError %4 .

AR jwk 19« d7 B

> W jwk A2 JSON WEB Fk 19 6.4 155K . by DataError 594 .

> % privateKey £/R R ISON web B LT jwk BT B i #A8H .

> W privateKey ARG SM2 FA8] . 3l H DataError 4,
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> 2 key & —FR privateKey HIHT AT CrytoKey X4 .
> & E key BN ERE O [ [ type] | “private”,
o .
> WS jwk A E JSON WEB &6 6.4 T FE K . il i DataError %
4> publicKey /R #E JSON web B 2T jwk FriR 5 W A4 .
W publicKey A& SM2 A 41, il DataError 5% .
4 key J&—~3F R~ publicKey B8 CrytoKey X4 .
WE key By ERHE [ Ltype] ]2 “public”,
SR B HE A SM2 T B RE A IR Bl 28 B /) A 3E 1 8 b i DataError 53,
24> algorithm N —~# ) KeyAlgorithm F 4t ,
% B algorithm [ name J& £ 1 “SM2-SIGN-VERIFY”,
W E key BN HR$%E 10 [ [algorithm |14 algorithm,,
e) W format E“raw”:
o N usages & T A& “verify"# % H . #ib i SyntaxError 574 .
o 4 Q A7 keydata AT SM2 [y %% 6 A0 B8 ob o 22 A A0 ) il £ . (AR TR 4 A S 20 22
X
R S IR A A R A A B AR AL TR 4E AL M DataError S
RS AE IR B R T B0, i i DataError £51% .
4 key 252 mxt % thisl HTMLJAH X M7 CryptoKey, £R T Q.
4 algorithm i KeyAlgorithm %} 42,
% E algorithm [ name J& M “SM2”,
BEE key PR3 O [[type] 1A “public”,
P#E key BN #B3E 0 [[algorithm ] |8 algorithm,
D R foramt & H AW . L H NotSupportedError %% .
g) 1R[] key,

YV V V V

7.3.6 SHZEH

FIHFEHNEWT .
a) % key BEFHM CryptoKey,
b) i key 19N 0 [[handle ] ] 3678 (9 I% )2 % B ¥ERL A RE VT[], 418 i OperationError 5% .
c) WM format & “spki”:
o UNHE key AN EBIED [ [type ] | A Z“public”, 4l i} InvalidAccessError 54 .
o 24 data J& ASN.1 454444 subjectPublicKeylInfo f)— 4> 3Z 4],
» & E data i algorithm 3y ASN.1 28% AlgorithmIdentifier,
» & 'E algorithm [ parameter 3 ASN.1 26 SM2Parameters, 4 H keyData & F /R key
) PRz 1 [[handle | JR pr AR AR R A AN\ F 58 A TIEE4IE .
o % result 54 A% 4 thisl HTML J#H 6 898189 ArrayBuffer, i 43 & T data,
d) WA format J&“pkes8”:
o IR key MW HRIE D [[type ] A& “private” , #1l H} InvalidAccessError F4 ,
o 4 data /& ASN.1 8% privateKeyInfo 524, BA T 5@ .
> X E version B H 0,
» & HE privateKeyAlgorithm #5 ASN.1 28#! PrivateKeyAlgorithmIdentifier,
» % E parameter 3 ASN.1 255 SM2Parameters, 4 H keyData I/~ key BN &P
#z 10 [ [handle ] Jfty A 4322 19 H B il 28 20 B 19\ F 09 F £ B2 1 SM2PrivateKey 45 14 &
19
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9 DER % % i) 52 491, 3 3 2 F 3 55K : 1) parameters 38 f7 76 . 3 H 5% ASN.1 2 A
PrivateKeylnfo [ privateKeyAlgorithm 18 (1) parameters 3 %5 {1 ; 2) publicKey {7
£, 3 H 5 key i R4 1 [Lhandle 4 3 (M 2] i 28 A0 8H A G O A0 152 ol 28 S B 251
> X H privateKey 1} keyData,
o %A result 254 mA 4 thisl HTML A M8 89 ArrayBuffer, b 414 T data.
e) U format f&£“jwk” .

o & jwk & JsonWebKey 7 it

o N E jwk ) kty JEPENFELFHE“SM27,

o G JSON WEB Bk 5.3 s+ I & ik E jwk i x fil y J& .

o N4 key By E LI [[type]]jﬁ pr1vate”

o
[ ]
[ ]
D W format
[ )
° FREHT
[ ) vy |
g) Uit for
h) &
7.4 SM4 &
7.4.1 iR : :
“SM4-CB& & B4 Pl CBC it it il Xk (N
chu,ascm 3 : : AT AEE SN oy

SCFF ) B AE A encrypto

b, generateKey,

importKey.exportKe
7.4.2 mE

ENEWT .

a) W normalizedAlgorithm ] 1v o] 8 'H OperationError % .

b) 4 paddedPlaintext 2R M T 51714 ciphertext P %5 (1) 45 5L

¢) % ciphertext J&{#i Fl SM4 fF Jy e % i 8 - 017 T CBC I & #8245 J5 1 45 32, normalizedAlgo-
rithm (1) iv B 52 ) N B4E A TVinput 25 . paddedPlaintext /£ ki AW <.

& R B2 JFXTE thisl HTMLIAHE 98 ) ArrayBuffer, 34 T ciphertext,

7.4.3 @R

AT
a) W normalizedAlgorithm [ iv i 52 A J& 128 F 45K .41l ! OperationError 53 .
b) 4 paddedPlaintext &ffi i SM4 #4717 CBC i %/ 1945 5 . normalized Algorithm (1 iv
J Y20 TV $ii A S8, ciphertext (1 P 258 4 i A% 3C .
) % p A paddedPlaintext {5 5 1535
20
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WS p & 0 FH KT 16,80 W paddedPlaintext [ Ja p AF W AEM — DMEARZ p. i
OperationError 5% .

4 plaintext & M paddedPlaintext i 5l R p 41 45 R .

i [ 5 4 R Xt 4 thisl HTMLJ4H ¢ #3879 ArrayBuffer, & T plaintext,

7.4.4 EREHR

AEBEHNEWT .
a)  WIR usages 8 T A & “encrypt”“decrypt”“wrapKey” 8 & “unwrapKey” ] 75 H , il i Syn-

b)
c)
d
e)
D

g)
h)
1)

)

d
e)
9]
g)
h)

taxError,
W5 normalizedAlgorithm f#) length % 62 A% F 128, il i OperationError.
AR 128 iKY SM4 E 5.

4> algorithm

wE algorlt

4 data Ry jwk k7388 ) 7 AD IS 00 45 %E’J%ﬁ:$

R jwk B “alg” BAELE , 3F H A “SM4-CBC”, #ill 4 DataError 54 .

IR usages AN K2, 3 H jwk (19 use” A7 E B A Z“enc” il i} DataError 5% .
TR jwk B “key_ops” S AELE , I HLHR4E JSON Webkey BT 3K A & 1k, 80 A 40 & Fr A 55
E MY usages i, H} DataError 534,

e IR jwk iy “ext”IEALE . (i N false,3f H extractable 4 true,#ll } DataError 5% .
R foramt S HAB(E . M 1Y NotSupportedError 54 .

4 key JACFME K data (9327 SM4 FEIRI B CryptoKey X4,

% algorithm A SMdKeyAlgorithm,

% B algorithm f¥) name J& 4 “SM4-CBC”,

% B algorithm fY length J& £k 128,

21
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D W HE key B9 EH#E O [[algorithm | |4 algorithm,
1 IR key,

7.46 S HZESA

FHEHANEWNT .
a) IR key B9 N8R O [[handle]] 7 48 26 4 IS J2 %5 81 ¥E B AS AT L35 18], # 4 OperationError
5.
b) W format & “raw” .
® % data Jy key B #R#E M [[handle ] TR key M5 4GF 5.
e % reuslt HHLRAG thisl HTMLIAH XK A8 8 ArrayBuffer, 343 & data,
c) R foramt F“jwk” .
e Uit keyData J& JsonWebKey F L, 4 jwk 24 keyData,
E 4 DataError %
WE jwk 1 kty JBPE R “oct”,
BB ok B0 K LA key 19195 O [Chandle] 197 AR key 19500 55 195 77 8
% JSON WEB ALGORITHM 1) 6.4 #4174 H5 .
WE jwk [ alg J& A “SM4-CBC”,
WHE jwk 1) key_ops J& 4 key B usages J& 7
WHE jwk 1 ext JR N key B4 [ [extractable]],
% reuslt MR WEBIDL ] X #9455 #: jwk 4 ECMAScript X 4 45 % .
&) 4R format Jy HAMAE , #i 5 NotSupportedError 5% .
e) IR\ result,

7.5 SMA4-ECB &%
7.5.1 #hik

“SM4-ECB” 8 1 b5 145 B K8 Fl GB/T 32907 $LE f9 SM4 DL ECB K 2t ¥ 47 hin 25 1 ffe 25 482 4 ,
£ ECB BUATIE AR B R/IN (128 F95) # R B0 (0 0 8 7T AT 378, 8 A0 100 AT 1 p L B e O
KA PCKS#7,

EEENEIEVR AN “SM4-ECB”, FfF 1IN 4% encrypt, decrypt, generateKey, import-
Key, exportKey,

7.5.2 M

i AT

a) % paddedPlaintext Z ¥R T EFEF T B ciphertext P2 45 3R .

b) 4% ciphertext 2§ ] SM4 fE Jy ¥ % 55 8 3 $h4T T ECB hn % #:/E J5 119 45 5 . paddedPlaintext
YE R A B SC

o REG 2R3 thislHTMLIAHE KB ArrayBuffer, & T ciphertext,

7.5.3 M@

fRENEMT .,
a) 4 paddedPlaintext (1] SM4 FBE AT T ECB M BHRIEAIZE S, ciphertext H9 P4 35 W4 A5 3.
b) 4 p & paddedPlaintext )% 5 HF 1 .
o) AR p &0 HEH KT 16,5 F 4R paddedPlaintext (I8 JG p 4 F 5] — S E A p. i
OperationError 54 .
22
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24> plaintext & M paddedPlaintext IR MR p NF ISR .
iR [\ 54 F/ 4 thisl HTML #H 6 8938 89 ArrayBuffer, 3% T plaintext,

7.5.4 HEMREHA

EREHNENT .
a)  UNMR usages L& T A& “encrypt”“decrypt”“wrapKey” 8 # “unwrapKey” i) 25 H , #il i Syn-

taxError,

b) U5 normalizedAlgorithm f) length % 5 A2 F 128,41 i OperationError,
o) A 128 K SM4 4,
&) IR A AP RA M M ) OperationError 5%,
e) & key ZH MR A MM SM4 EHH CryptoKey X4,
f) 4% algorithm & H i) SM4KeyAlgorithm,
g) WHE algorithm fJ name J& 4 J“SM4-ECB”,
h) & & algorithm Y length K 128,
D E key M #BEE O [[algorithm ]k algorithm,
1) RE key BN ER#E [ [ extractable ] |25 extractable,
k) iXE key BN EPHE T [[usages] | H usages.
D & key,
755 SAEH
FAEHANEMT .
a) N usages B A& T A& “encrypt” “decrypt” “wrapKey” & “unwrapKey” 1 25 H , #il 1}
SyntaxError %% .
b) W format FE“raw”.
o % data J2f# keyData FJF4F & .
o U data LK EARE 128, il 4 DataError % .
c) N foramt B“jwk”:
o I keyData & JsonWebKey =8, 4 jwk & keyData,
o SN DataError F % .
o N jwk B kty” A “oct” il f DataError § 4% .
o I jwk AN E JSON Web B 1 6.4 553K, i 4 DataError 5% .
o % datay jwk M k"M MRS E M RN FRFH.
o MR jwk By alg” W AFETE , I H A E“SM4-ECB”, it 1} DataError 5% .
o R usages A =S, I H jwk B “use” MAELE HA 2 “enc” , # # DataError 5% .
o & jwk i “key_ops” I AFETE . I HARHE JSON Webkey IR A G, SLE NG E TG
E K usages {H ,#h Hf DataError §% .
o iR jwk Wy “ext” I fFLE . {H N false, If H extractable 34 true, il 4 DataError 5% .
d) R foramt i HAME . 1 H NotSupportedError H 4 .
e) % key HHEIE N data B)F/R SM4 HEHKI 1 CryptoKey X4 .
f) 4 algorithm H# ) SM4KeyAlgorithm,
g) W H algorithm [ name J& 4} “SM4-ECB”,
h) &% algorithm f length [ ¥ K 128,

i

WHE key B4 0 [[algorithm ] ]2k algorithm,
i [[] key.
23
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7.5.6 SHE4H

FHHEHNEWNT,
a)  INE key 19N EF4E O [[handle ] JFFCE A EE g%ﬁﬁ;ﬂxi{ulﬁltﬂ i OperationError 4 .
b)  UE format &“raw” .

e % data iy key WA #E M [[handle ] JFF AR K key B JRIRF T .

o % reuslt ¥ 54 F/A4 thisl HTML J#H 609819 ArrayBuffer, 3457 data.
c) W foramt F“jwk” .

® N5 keyData & JsonWebKey F#, 4 jwk &y keyData,

2.:?)JHM 1 DataError 5

el @t ol “ SM4-ECB”,
) key_ops J& M N key 1Y) usages J@& 1
i) ext Jg PR key BN #F42 H [ [ extractable] ],

24
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