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il

Bl

A SR GB/T 1.1—2020 bR AL TAE I 55 1 353 « A i 1k SCPF A0 45 H 0 B0 00 ) ) 30 5
HE,

WEEA AR L WA AT REW L A A SO R A AR AR AR HE R 3 B 54

A FE AT AR E AR T R SR IR,

A RN FIE RS TRBEARIR PO J s B IS 2R A R AR P2 Tl k2.
YN RERAR B & e OR A R F b EARL 2 Bt B 3h A6 BF 58 B 95 1 BF 5 B
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SMO ZREEMEZRZHBIEEZNE

1 SEHE

AT LT SMO 2 05 55 vk 1 i 285 4 4 14 BB .
AR SO T AT SMO B8k HE 47 0 2 48 42 A e X 48R 4 5 SR IO AR vE AL B

2 MEsIAXH

I BUSCA A  P A E  SCEPT AL i DT R . TR H ARG AT
7 ALiZ H X L B R A S " AT AL E ) & T

GM/T 0080
GM/Z 4001

3.1

3.2

3.3
ZRZFEZ5H  signature masteiylk
BRI 8 it ) AR 45 4% 2

MRS5S,

3.4
MZEFE %  encryption master key
B R A 1 AR B A S I E AR RN £ A T AT N R RN

FH P A R P % % 41 .

3.5

ARZZF4$ signature key

Hoh APt WA B R M =B T RAR . RRFHAEN P ELRAMEL AN T
BrEBELHRE,
3.6

ARmMZE#4$  encryption key
HFAg i B A B R R =5 0 F A A . SRR P SRS A8, 1T
1
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T | Sk 2 AV B PR .
3.7
WRIR{5{EHE  identity trust chain
— AN R AR RN TR MEAE B A B TAE K A0 2 AR P 0 B AR KGC i R RS T R
=]

N o

i

il

4 HEERIE

9 4 1 E T A SO

IBC . 3L Fhr il ny % 15+ A (1dentity-Based Cryptography)
IRIs . [ bR % 6 #1245 (Internationalized Resource Identifiers)
IRL . i 45y %] % (1dentifier Revocation List)

KGC: #4814 i > (Key Generation Center)

OID: %t AR FF (Object identifier)

PKG : #A8 4 i (Private Key Generation)

PPS. A S8R 55 %% (Public Parameter Server)

5 OID EX

ASCAERT 6 4% 4 sm9data, signedData, envelopedData, signedAndEnvelopedData, encrypted-
Data fil keyAgreementInfo FFRIRAF AT T 2 L HELFER 1.

x 1 WRFIAHF

X Z AR OID Xt AR IRFF E X
1.2.156.10197.6.1.4.4 SMO9 Jins K % 45 18 B R 5 L
1.2.156.10197.6.1.4.4.1 s A A data
1.2.156.10197.6.1.4.4.2 2% 2 B PE A signedData
1.2.156.10197.6.1.4.4.3 B BB 28 envelopedData
1.2.156.10197.6.1.4.4.4 EERUT EHTRRL

signed AndEnvelopedData
1.2.156.10197.6.1.4.4.5 i 25 B8 258 encryptedData
1.2.156.10197.6.1.4.4.6 P PR 2 keyAgreementlnfo

6 EAXRERFEN
6.1 IdentifierRevocationLists

IdentifierRevocationLists 25 b5 B — AR iR eSS R E S .
IdentifierRevocationLists:: = SET OF IdentifierRevocationList
IdentifierRevocationList (€ X3 M7 A E X,
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6.2 ContentEncryptionAlgorithmlIdentifier

ContentEncryptionAlgorithmIdentifier 28 %I Fx B — A~ 8 dE & B 1k, H OID WL GB/T 33560,
ContentEncryptionAlgorithmIdentifier ::= AlgorithmIdentifier

6.3 DigestAlgorithmlIdentifier

DigestAlgorithmIdentifier 28 B fr B — N8 B BB L, E AR L f 8 SM3 B %, H OID
WGB/T 33560,
DigestAlgorithmIdentifier ::= AlgorithmIdentifier

6.4 DigestEncryptionAlgorithmldentifier

DigestEncryptionAlgorithmIdentifier 28BIFR T — 4~ %5 24 B 5, 7E AR U oy SMY 6% B vk H
OID W, GB/T 33560,
DigestEncryptionAlgorithmlIdentifier ;= AlgorithmIdentifier

6.5 KeyEncryptionAlgorithmIdentifier

KeyEncryptionAlgorithmIdentifier 2% B AR B il 88 % R 25 45 09 1 25 803k |
KeyEncryptionAlgorithmIdentifier :: = AlgorithmIdentifier

6.6 Version

Version 2 RIpR BB L A S
Version .= INTEGER(1)

6.7 ContentInfo

ContentInfo 2 RIA5 B A 25 22 6 38 1B IL S5 4, 9 25 238 4 1) 3 FHER S5 M0 /8 LINF
ContentInfo :: = SEQUENCE ({
contentType ContentType,
content [0] EXPLICIT contentType OPTIONAL
}
ContentType ::= OBJECT IDENTIFIER
Hrp
ContentType WA KA — MM R RIS, HE X W 5 &,
content ¥, Al i,

6.8 Identifier

PRI AR TR U — bR R ) R AT
Identifier:: = SEQUENCE({

version EXPLICIT VERSION DEFAULT vl,
ibcType OBJECT IDENTIFIER,

ibcTypeAlias [0] OCTET STRING OPTIONAL,
identityData OCTET STRING,

validStart UTCTIME,

validEnd [1] UTCTIME OPTIONAL,
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extensions [2] Extensions OPTIONAL

}

version FRiR(E B AMA S, BRIA N 15

ibcType & — X 4R REF oid, I F & iz b iR N B9 Bk

ibcTypeAlias f&—AFr Y 51 45 , 7] L0 5

identifyData ff§i iR bR 11 N 25

validStart 1] T iR Ar A RO 598 1R B 18] 5

validEnd 0 & o] 3 /9 T 315 R BRI A 200 /09 2 1k B 18], a0 S 9% 500 77 78 Wz b R 0 25 oA 24
LIRS S GUET e CU RS ¢

extensions %M J& A] 3% (1) , A< Jiige
PRy 51 2H B

Externsions ..

EQUENCE) , 4 5 i B, st 301 il — 4~ 50 2 N FR iR

Extension : 2

OBJECT IDENTIFIER,
BOOLEAN DEFAULT FALSE,

it 2 ) > IF 5 50 55

{
IA5String,
INTEGER,

H. 441 H

VBB Ik 55 19 M HE A B 5
B KUK A i

T2 85 B A OZAR R P A 2

districtNo: %I i iR 7
G B —4i 5,

6.9 Validity

Validity:: = SEQUENCE({

notBefore Time,

notAfter Time,

Time ::= CHOICE {
utcTime UTCTime,
general Time GeneralizedTime
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6.10 IBCSysParamsPublishInfo

NIFSEH EAE B

IBCSysParamsPublishInfo ::= SEQUENCE {
ibcSysParams IBCSysParams,
signatureAlgorithm OBJECT IDENTIFIER,
signatureValue BIT STRING

}
C EIRBRIFE BBUE 458 ibeSysParams, signatureAlgorithm 1 signatureValue = A~ 2H pl, . X 4

B A

o7 A A B BT B S

BJECT IDENTIFIER,
ANY DEFINED BY algorithm OPTIONAL

6.11
PR R A E AR IR b
— R EEARR K Y
IDAppAttr ;.=

versoin

serial Number IdentifierSerialNumber,

subjectld Identifier,

sysParamsPublishInfo IBCSysParamsPublishInfo,

extensions [0] EXPLICIT Externsiions OPTIONAL

}
version::= INTEGER { v1(0) }
IdentifierSerialNumber ::= INTEGER

Externsions ::= SEQUENCE SIZE (1..MAX) OF Extension

version : A TG AR T 4 B AR R N FH B M AR AR 5 5
serialNumber : AT iR Z bR IR TE IBC REHME— i 5 5
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subjectld : AT i SRR F 44
sysParamsPublishInfo: R G A H S EE A {5
extensions: AWUE—EH ZRIRY R YT 5] (SEQUENCE) ,

7 HEAA Data

Data 4l 2RI 25y LUANF -
Data ::= OCTET STRING
Data 48 2R R R AL 37 3, bl ASCIT SCA S04 .

8 ERAHEERE

8.1 SignedData &Y

SignedData ##a 28 8 th A BR BRI MBI 20— DB 2 B NS L EA R, 12280 B ae %
IR SN SR EES.
SignedData i 6 BRI L5 K E LANF -

SignedData :: = SEQUENCE {

version Version,

digestAlgorithms DigestAlgorithmIdentifiers,

contentInfo Contentlnfo,

ibcSysParamsPublishInfos (0] IMPLICIT IBCSysParamsPublishInfos OPTIONAL,
irls (1] IMPLICIT IdentifierRevocationLists OPTIONAL,

signerInfos SignerInfos

}

IBCSysParamsPublishInfos:: = SET OF IBCSysParamsPublishInfo
DigestAlgorithmldentifiers ::= SET OF DigestAlgorithmldentifier
SignerInfos::= SET OF SignerInfo

Zirrh & T E L 2,

% 2 SignedData #{#E £ &Y

TR L E R X

version

Version

HEMRAS, A1

digestAlgorithms

DigestAlgorithmldentifiers

HERSEIE-3C 7S FRREHFINE Sy

contentInfo

ContentInfo

B2 45 RO P9 2 R R R LS 5 5

ibeSysParamsPublishInfos

IBCSysParamsPublishInfos

RIASHEAFRNES

irls IdentifierRevocationLists R R RES
signlnfos SignerInfo BB EFENES

6
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SignerInfo 5 RIZE M E LINF .
SignerInfo ::= SEQUENCE {

version
issuerldentifier

digestAlgorithm

Version,
Identifier,

DigestAlgorithmldentifier,

authenticated Attributes [0] IMPLICIT Attributes OPTIONAL,
digestEncryptionAlgorithm DigestEncryptionAlgorithmIdentifier,
encryptedDigest SM9Signature,
unauthenticatedAttributes [1] IMPLICIT Attributes OPTIONAL

}
BERY R AT IR 3,

% 3 SignerInfo ##E 5

FRAK PR X

version Version BN RA S

issuerIdentifier Identifier & 2 HE iR

digestAlgorithm DigestAlgorithmIdentifier il aibkaiatila L B b )
i F SM3 %
REMEREZELZWEMHNWES, HB Tk,

authenticated Attributes Attributes SR IR AF A % 8 P B R xR
AT EIT B R

digestEncryptionAlgorithm

DigestEncryptionAlgorithmIden- R
SMO WLkt X A IR ity £ 25 75 55 0k AR IR AF

tifier
) ) B & SM9Signature, % & EZF AT E LK
encryptedDigest SM9Signature
ZE R, HE LW GM/T 0080
unauthenticated Attributes Attributes

9 BFEHHEELR

9.1 EnvelopedData Z#Y

¥ 715 3 EnvelopedData %4 28 %I i i 45 5048 F1 2 /0 — A0 0S8 n % B 40 0 % Sc . 1
w2 R S B 0 % 5 BRI B Y BROHE n o 2 G R R R E A BN 1

ZETIH T R W ) Data, DigestedData 3% SignedData = 2 A i $ 45 o 7 (5 4t .

EnvelopedData ${#E 2 BRI 4545 52 X NF .

EnvelopedData ::= SEQUENCE {

version

recipientInfos

encryptedContentInfo

Version,
RecipientInfos,

EncryptedContentInfo
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RecipientInfos : = SET OF Recipientlnfo
Zifgrh &I LR 4,

% 4 EnvelopedData #1525

TR Bgs 2 A &
version(1) Version Tk 1 AR
recipientInfos RecipientInfos B EBEFRENES ELEH M EKE
encryptedContentInfo EncryptedContentInfo mTENAERR

EncryptedContentInfo ::

content Type

EncryptedContent

A EWCE B Re

RecipientInfo 28 Y 5544 5 S 4T

RecipientInfo .= SEQUENCE{
Version Version,
issuerldentifier Identifier,
keyEncryptionAlgorithm  KeyEncryptionAlgorithmIdentifier,
encryptedKey SM9cipher

}

ity rh A IS LR 6.,
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% 6 RecipientInfo £ #F R

ER=&2

B R

version

Version

EEI A S

issuerldentifier

Identifier

Bl E R iR

keyEncryptionAlgorithm

KeyEncryptionAlgorithmIdentifier

FHECE NN R I A BN
SM9 fin 25 8 &

encryptedKey

SM9cipher

$de % % 91 % 3 SM9Cipher, H & XL
GM/T 0080

10
2 1) BB i A &
-
SignedAndEnvelopedData #j #E 3£ 3
FEBR AT X
version

recipientInfos

RecipientInfos

B EZERENWER . ELV AR

digestAlgorithms

DigestAlgorithmlIdentifiers

HEMER LR RES

encryptedContentInfo EncryptedContentInfo 0T BN A AT LU AT AT RE A B s A
idAppAttrinfos IDAppAttrinfos Frifnr 8 s B ES
irls IdentifierRevocationLists PR MR RES

signerInfos

SignerInfos

BAELENES EVEH TR

11 MMEZEHHEHEE EncryptedData

EncryptedData 45 38 B i AT B BY 490 1 85 B0 B0 20 A, 5040 266 780 B 30 A5 e i o 1% A I 6 14
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s & %
EncryptedData $t# 2RI LT .
EncryptedData ::= SEQUENCE {
Version Version,

encryptedContentInfo EncryptedContentInfo
}
Ziryrh &I E LWL 8,

% 8 EncryptedData ${#E 25!

F R Kt Ay &
version Version HEMRA S
encryptedContenlnfo EncryptedContentInfo mrENANEREER

12 %A1 28 KeyAgreementlnfo

UM KeyAgreementInfo $#5 38 BR8] W0 A4~ FI P+ 22 (] g o7 — A~ S 52 0 95 95 B O 45 4 5 5 X
T BESE A E — DAL R HHE.

ZRB T WA P = A LA E R AT A S HS R,

KeyAgreementlnfo:: = SEQUENCE{

version Version(1),

tempKey SM9MastEncryptPublicKey,
userID, OCTET STRING

userIDy OCTET STRING

hid OCTET STRING

)
S ATE XWNFE,

#£ 9 KeyAgreementInfo £ #F 3 8

FRARK Kt A X
version Version R A S
tempKey SM9MastEncryptPublicKey I B 2% 4, DLBF 5% AL 8% GM/T 0080
userID, OCTET STRING K#ITH P ARIR
userlDy, OCTET STRING Wil S8 5 B P AR
hid OCTET STRING R |

10
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M oR A
(B

IRL #RiR REHFIREH

A1 IRL BHE45M B9 A0 ASN.L #iR T .
IdentifierRevocationList: : = SEQUENCE ¢{

thsIdList TBSIdList, /M P 55 4% B SR AR R
signlnfos SignerInfos /EZEWER

}
TBSIdList B f & 1 482 PR #H 2 FR Uk B3 AR S B A0 IRL R (E R
TBSIdList: : = SEQUENCE ({

Version(1) Version, /A5 ,{HH 1
signatureOID AlgorithmIdentifier, /%54 &
issuerldentifier Identifier, /4l & #& #5R iR
thisUpdate GeneralizedTime, /4 %% H i
nextUpdate [0] GeneralizedTime OPTIONAL,/ FX ¥ # H #
revokedIds Revokedlds, /{7 iRE S
irlExtensions [1] EXPLICIT Extensions OPTIONAL/¥" &3
}
Version ::= INTEGER(1)

Revokedlds ::= SEQUENCE OF RevokedId
Revokedld: : = SEQUENCE({

id OCTET STRING, /#&# /RN A
revocationDate GeneralizedTime, /3844 B [8]

IrlEntryExtensions [0] Extensions OPTIONAL /¥4 & A

}
A.2 IBC A H 4

IBCSysParams :: = SEQUENCE {
version INTEGER({v2(2)},
districtName IA5String,
districtSerial INTEGER,
validity ValidityPeriod,
ibcPublicParameters IBCPublicParameters,
ibcldentity Type OBJECT IDENTIFIER,
issuerID Identifier, /2N FF 800 & &
ibcParamExtensions IBCParamExtensions OPTIONAL
}
Hrp.

version WA, i i T IBCSysParams ¥ M RRA . A SO 48 X B9# R, DL E N 2,
districtName 44 FRI0, 2 — 57 L4 URI 8{3# IRI 4R 14 TAS FE45 8 .
districtSerial J& —/MYE T 0] H#ME— IBC A LS E (3 F LU districtName F X # URI 5 IRD %
BHBEE. MR R districtName 2 47 — A H7 19 S 80, R 4 districtSerial i) $E I K F 2 8 {4 FH 1
11
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districtSerial 5 {H .

validity A 85 8 € T — 4 HAK IBCSysParams i ) 4 i, -5 LT N85 7€ -

notBefore 5 notAfter {45 {2 21 LAAR AR TG B 8] o, JF 60 3 0 (- i (8] 3R 7R 9 YYY YMMD-
DHHMMSSZ) , MM 2 B HCh % BRI N EOE A . & P b AU N E [ IBC A S8 H
W4k F IBC A IS notBefore B [8] 5 notAfter B [A] 2 [8] s T i [6] Bf , 4 R H BB A AL T 53X — X [H]
it AN BE A H T 1BC s 8/ 9 S50

4 IbcPublicParameters, Ibcldentity Type 8{# IbcParamExtensions %0 28 T — 4> X 8 i}, IBC
NS HON FEF ARG A . &N TE N R G ] B Y R R ] IBC A 4S8, DL IR S B0 i

A O

IBCPublicParameters 2\t Z 510 s y T PKG % #rhY IBC 8% XD i 25
H . HoE T .

IBCPublicParameters . :

IBCPublicParameter

OBJECT IDENTIFIER,
OCTET STRING

ibcAlgorithm

publicParaméterDdta
}

Hrp,
ibcAlgorithg

COID i T 18K — s A eterData

publicParameterData J&—

ibcldentity Type FRiRFE BRI, J& — > o A OID, X F 48— OID,
Jiv it HE DL RT3 04 SR 0L A ORI P AR T A AE
IBCParamExtensions §" 8BS 8, & — 4 ] T 8 & ¥ € BAE R Hm A S B — Ay e, & X
mE
IBCParamExtensions :: = SEQUENCE OF IBCParamExtension
IBCParamExtension :: = SEQUENCE {
ibcParamExtensionOID OBJECT IDENTIFIER,
ibcParamExtensionValue OCTET STRING
}
Hrp.
ibcParamExtensionValue B /\ i &= #F 8 A & B & 1Y ibcParamExtensionOID #fi 2. — >3 Y
IBCParamExtensions A] fE 4 &AL 4 19 9 & CRLAEFAEN) . — DB TS LT &8 H
12
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THRLERGEH PR T — A URL, 763X BN 9 {5 8 T DABOR &, Rk Xk R AT L. 53 — AN SE il inF
BT RS R S AR SR AT AT LA A TFAS [l 5538 171 i 2% 7 52 43 A R B9 A P i
IbcParamExt OBJECT IDENTIFIER .= {

ibcs  ibes3(3) parameter—extensions(2)

13
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2 % x &

[1] GB/T 16262.1—2006 {5 B A L E\EEICHE — (ASN. 1) FEA 0 ¥ M7 (ISO/TEC
8824-1.2002,1DT)
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