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HRESAURR, RAE RSN, RESMERRAIE GM/T 0053—2016 #) 6.2, X FHflt VPN
B, AR 358 A= 25 A4 504 SR 4 A0 >f W 22 0L & AL

SR AR R VPN &M WS T REFEA BN, KERE&ERBI QL BANHEE)E,
R EE RN EEZE VPN RIS @500 A O % ST RIE AT B MEELAE S, B REFBE
AR B N R .

SRR T % 83 St i, 2 TCP thill 89 443 %5 O . UDP Hri A 500 F1 4500 % 0 .
He

TCP #Hi¥ # 443 ¥ O %F i F SSL VPN #pi%.

UDP ¥MY K 500 %% H XF 5 F IPSec VPN #) ISAKMP Hpill .

UDP WYL B 4500 ¥ 00 %t B F 5 IPSec VPN 7£7E NAT ZE#R 3 347 UDP HEMHE L .

RIAF I AT E R

tcp port 443 or udp port 500 or udp port 4500

Bt RF ) 5 AT RS b o K I 4 s 11 R AT 068 ke R O » 4R SC s B R U i o 1 VS BB AT AR 5E & TCP A
UDP Wi B 5 M .

] oC i UE 5 S #F 4 BPF 155, (4010 BPF i I8 28 MU 5 R WS % ekt .

6.2 EF IPSec VPN tiri B4 i £1 My

%t IPSec VPN f A2 B AU F RS MBEMEEHTHBEEN RS, RARELER .

a) REFEHEEBHEME,AEMKREEBEE. ENREEBEE. AEFEEBEE. #REA
2, %D D

b) CKHEERE LB, W R EREREEE & A GM/T 0022—2014 H6 TRE R HEERE

o HEBAEEBEERS S E XK, N IPSec VPN &8 &N, 45T — 45

d) VPN MR &¥REDNK“EM VPN FEERBRE—HKR, LREHENHEZ.
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HH R FHFRIN 0xC5 3R & RS H,

A 20 BN AR IR 0xCo J5 T B HIHE PDU fUE i .

HEMARMA XML & L, AbpsEe LT REAMBELSEW, TR EM LR ERFEERR. A
HEHNRFEZEERE agent, B—FERMELFEZLN FL agent PEXLT VPN REFHBEEZEH
ME— ID $RiR P stk R H AR E R, HEEN R S MR &0 ID,/EXV MEREEEANE K
PARRZ—, BHEN AR WS VPN RENUEREHL FELHNEEAR, HENEEE IDEL&H
AREA BN ERXE R NEALEFRRAEREEEL.

VPN %% B MK HERRA agent-config( VPN & & IR LB BN B) .agent-rule(VPN
WA W B2 & HL 0 B F agent-alert (VPN 15 & B W 8235 55 455 ) 2 |

7.2 VPNRERBERREFELEHE

VPN RER M E R FZREHE agentconfig EEHN AR M URRE TANRE . HEBEEN
agent B ¥R, FEPRREEHNABRN ZNMN ERZREWER RELEY KBANTEE, EXT L
BRR %% (servers 28) O Bh ARG 15 B R &5 B (8] . i (6] BR 2% 128, servers 28 if 3 A0 & £ T server £,
i server FYSTRME Y E T E IR 2% 30 & Hfh F %, O B e L F -

Agent-config= { EH i [{] (YYYY-MM-DD HH:MM.SS #% =) | | L% & B (& #.ID.IP, %
FD I VPN & IR ABE (VPN REWM R L LR IDIP 3w ) | [ OBkE B | | REERE ),

(? xml version="1.0" encoding="UTF-8"7)
(agent xmltype= "agent-config" name="VPN X &M L EZZZLFR" id="VPN B &K 5%

B % id" ip="VPN # &ML E IP")

{agent-config)
(update-time) YYYY-MM-DD HH :MM. SS{/update-time)

{servers)
(server name="_FREH/AFR" ip="_FEK %% [P" status="1" default="yes" port
="1070"/>

(/servers)
(client name="VPN ¥ R U EZEHK" id="VPN & &K Lg% id" ip="VPN
BER AR &N IP" port="1070")
(interface)eth0(/interface)
(/client)
{global-sets)

(time-interval)
(heartbeat)30(/heartbeat)
(sample)120(/sample)

(/time-interval)

(/global-sets)
{/agent-config)
(/agent)

HHHEREXS R AL,

7.3 FEMMER

VPN &% W M 4 1 38 #L 0 7 B agent-rule B #:1E N agent i F 2%, 2 41 % IPSec 1 SSL
VPN i e & IR, E LT VPN R &M IR R & RER SN — RIS IEMN , W22 & B ET
8
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TR P R AR R R AIE R AR/ REMLELFE . BATHN K TCP 443 3 0, UDP 500 Fl 4 500 ¥
0, E,EMBNEEBEEESEANFERE L, MIARE TFAMM VPN 285, AFE LHRIE
HNHE. HEBERXEXWT:

Agent-rule= { EFH A [A] (YYYY-MM-DD HH: MM SS #3X) | | if 3 #8325, | | IPSec/SSL #x
WAL [ REEREE ] | AR EREEE AER R EHE)

(? xml version="1.0" encoding="UTF-8"?)

(agent xmltype="agent-rule" description="agent config xml" name=" % " id="x" ijp="=x")
(agent-rule)
(update-time)YYYY-MM-DD HH: MM, SS{/update-time)
(localfilters)
(localfilter) 1z
(/localfilters),

(filters)

(/arithmetic)

(arithmetic type="GROUP"/)

{/auth-arithmetic-mappings)

(auth-arithmetic-mappings type="SSL")
(arithmetic type="ENC"/>

(/auth-arithmetic-mappings)

(/agent-rule)

(/agent)

HAHBENXSW A2,

74 VPNiRHEMBRRIEFEEHEHR

VPN % 1 2% % 5% 14 B agent-alert /& alert-reports {738, BE R &K i M VPN R&1F
9
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BUSERFE LEAEEMNAR, EEFENBXEXDT

Agent-report ={ VPN %% 1 Wi & FM A B E (YYYY-MM-DD HH: MM SS #20) | | #R 1
ZEHR I A (YYYY-MM-DD HH: MM SS #3%) | | IPSec/SSL #7147 | | MR BB H(E | | B AEEBH
HIDAEEEBHYAE| | ABEERMAE] | VPN R& HIEER& IP| | L& IP| | VPN &K BER

O || EBRE&ERD| | BEAE| | BEAEGRE

(? xml version="1.0" encoding="UTF-8"?)

(agent ip="VPN & &1 W 2% & IP"
£ 4 %" description="agent.xml" xmltype="

alert-report ")

{agent-reports)

(agent-report type="alert-report" description="report commu-alert")

{vpn)

(detecting-time) YYYY-MM-DD HH:MM.:SS (/detecting-time)

{(end-time) YYYY-MM-DD HH.:MM.SS (/end-time)
{protocol) IPSEC{/protocol)

(arithmetic-enc) fIll % 5 t& J& £ {E ( /arithmetic-enc)
(arithmetic-hash) ¢ & 1: J& M {H ( /arithmetic-hash)
(arithmetic-auth) /AN 802 1= J8 ¥E{E ( /arithmetic-auth)
(arithmetic-group) 41 B 5 J& 1 {H ¢ /arithmetic-group)
(sourceAddress) VPN % & 1 5 22i% % 1P(/sourceAddress)
(destAddress) FEK % IP(/destAddress)
{sourcePort) VPN 1% & 1 45 2218 45 9% I ¢ /sourcePort)
(destPort) b Bk i% £ %5 1 (/destPort)

(islegal) unknown(/islegal>

{isdevice) unknown(/isdevice)

{(/vpn)
{/agent-report)

{/agent)

¥ . # IPSec.SSL BhMARIR{L K SSL, WIS % B #E F BA KA SSL HiEE# 1D,

10
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M R A
€324
H B89 XML E X 546

VPN & ERIZHEBEHS M XML EX

(? xml version="1.0" encoding="UTF-8"?)

e = "agent20030

(agent xmltype= " agent-con{ig =" agent200801" ip="192.168.47.

{agent-config)
(update-time) 2

{/agent-confi
(/agent)

(? xml version="1.0" encoding="UTF-

(agent xmltype="agent-rule" description="agent config xml"” name=" %" id=" %" ip=
* ")
(agent-rule)
(update-time)2007-12-20 16:37:05(/update-time)
(localfilters)
(localfilter) (udp and port 500) or(tcp and port 443) or(udp and port 4 500)
(/localfilter)

(/localfilters)
(filters)

(filter)
11
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(filter-name) VPNPROTOCOL{/filter-name)
{init-param)
(param-value) IPSEC(/param-value)
(param-value)SSL{/param-value)
{/init-param)

(/filter)

(/filters)
(auth-arithmetic-mappings type="IPSEC")

A3

12

(arithmetic type="ENC")
(sn)128(/sn)
(/arithmetic)
(arithmetic type="HASH")
{sn)2{/sn)
{sn)20{/sn)
{/arithmetic)
(arithmetic type="AUTH")
(sn>10{/sn)
{/arithmetic)
(arithmetic type="GROUP"/)
(/auth-arithmetic-mappings)
(auth-arithmetic-mappings type="SSL" )
(arithmetic type="ENC"/)
(/auth-arithmetic-mappings)
(/agent-rule)
{/agent)

VPNigERNEBIGEEEFHEN XML EX

(? xml version="1.0" encoding="UTF-8"7?)
(agent ip="%" id="%" name="=x" description="agent xml" xmltype="alert-report")
(agent-reports)
(agent-report type= "alert-report" description="report commu-alert")
(vpn)
(detecting-time)2013-12-02 13:49:14(/detecting-time)
(end-time»2013-12-02 13:49:35(/end-time)
(protocol) IPSEC(/protocol)
(arithmetic-enc)5¢/arithmetic-enc)
(arithmetic-hash)2(/arithmetic-hash)
(arithmetic-auth)3(/arithmetic-auth)
(arithmetic-group) 2¢/arithmetic-group)
(sourceAddress) * {/sourceAddress)
(destAddress) * (/destAddress)
(sourcePort)500(/sourcePort)



{destPort)500(/destPort)
(islegal) unknown(/islegal)
(isdevice) unknown({/isdevice)

(/vpn)

(/agent-report)

{/agent-reports)

(/agent)

GM/T 0052—2016

13



GM/T 0052—2016

2 % X W

[1] http://www.manpagez.com/man/7/pcap-filter/
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