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— 2 PMFEREBHE;

— 5% 3 WA WAL

— 55 4 W4 A B EALE A B

—H 5 W . SHEX.

A4 K GM/T 0044 55 3 #B4Y

Ao B GB/T 1.1—2009 4 B3 A 2,

HHEBARCHM LN AR R EH . AR R AR RER X 8L H KR,

A FE AT AR AR B R SR HIFED,

AEoEERN . HRFRLZL2TEBERAR DL BINAKEBRLZESERERAR RN K%, L
BB R PR R B TRWR AL 5 B BRI

Ao FEEEANHRE ESE TG S REE BIUT . E2HL. R E R XE,
7 R MR B3 BER KEE D EN = R DR .RE,
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51

A.Shamir 7F 1984 4E 42 H T 470 % i (Identity-Based Cryptography) BIHE &, ZEIr IR EH R & T,
F P BT i B 4 A R b0 (KGO AR EF M P AR TR, AP A8 h A P bR R ME—
ECONTTAPAEEELE S RIEEAFNELE., SETEBHNAPEHREML FRREBRL
w2 R SR Y ) LUAR RIS Y Ak .

1999 4F,K.Ohgishi,R.Sakai #l M.Kasahara 7E H A4 i 7 F 4% [ #f 28 %F (pairing) ¥4 #5 B T AR IR
B FL B 2 ;2001 4B, D.Boneh il M.Franklin, X & R.Sakai,K.Ohgishi fil M.Kasahara % A Bl 57 2
T AR RS SR IR AN BB, X TIES & TR B R R, 8T — it i % B i
LM LA REREE, HPTaBRFE4FE FHLSR B EHREILHMAAMEBERIES.

166 150 pby 4 0o LA LR MR B R, B AR B R A TE R FRES Y U R EB IR T REZ M LR R, 1
AT &k DH LM DH 3 & M &k ¥ 3% DH .o W& #E3% DH Al —Gap- WL H i DH S,
2040 5] pby 2% R %o 1] A0 0 ™ 3R o 255 ) A SRR A X B A 24 B, TR AR (Rl R X R o o A SR
BRI A bR IR D

AERAFHETR T A IR 28 XoF 52 PR A B T AR TR N 3 B A e AL
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SM9 tRiIRZ R E
F 3o - FHIZHBBIL

1 EHE

GM/T 0044 BIAHER > RURE T FI A (B bt 2 Xk 52 B A0 2 T 4 R B0 485 BH S e U0 X, O 4 68 77 4 B A 3
. KOS LA 15 007 38 % 77 AR R B & B9 FASH 2 B BT 8 = R R B AR 2 L TR IR
— M ERTTHFIRENEEBEES . ZREFEATEINRERFEOSEES . BRPEIATLL
LHFEAFIN.

FHMEHTEATHSHRE.

2 MEMEsIAxXH

T F X F AR RS ARTT AR, L2 H B85 SCHE L E B M IRAE H T4
. NLEATEH S5, B A (B EFTA B3R & T A,

GM/T 0004—2012 SM3 HE{BEE

GM/T 0044.1—2016 SM9 tRIHBFHEY: 4 134 an

GM/T 0044.2—2016 SM9 tRiREME L 28 - RFEL2HBE

3 ARIFEFMEX

THIARE M E EHTA .
3.1
FE X, key exchange
HEEFERZAZ2MZHRBFANT R, TUMERFN AR EEFELEE L AEBER LM
R
3.2
ZAME  key agreement
EANHAPZEBEL - EEREFANSE, I AEPREM PR RARBCHEREA
HIE .
3.3
M AZl BEEZESAFHIL key confirmation from A to B
AP BHER, A AR EHEEHANRIE.
3.4
ZIARERE  key derivation function
T8 M T 2L T 2 AR R A K A S, 7R A A B A S R A B SRR
3.5
Z#7F initiator
E— NN ESBRPT EEERERELNHF .
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3.6
fiRZ 7 responder
- BRESBRIRERE TR CRERNH,,
3.7
MFBEHFS encryption master key
AFHRAEBEASBRENERTUZNES  AFME ERANME EAH, HhmE A48 4T,
g ERHH KGC BERAE . KGC AE ERGAM AP iR RAERE P O MBRE. EFEEH
T, nE ERA — B KGC B FEVLE R A 88 7=k, i EAA M FRHALE S RESH %,
3.8
712  identity
A ME— 1 — LR S E B . PR o 75 1 hZEL A » A SE AR B8 TR B 2 B L T

b A2k (B R AT S

eid . Fj— 53 Weil Xf,0x03 3

H,(),Hash () . 55745 R 5.

H o () B0 2% 88 sk BOR A= 19 2% 15 e 5

hid FEASER G —ANF AT RR 00 25 AL BH A B R BRI L KGC BB A FF,
ID,- P AW ATIME—BE R A KA,

IDs: P BRtRIR, ATRIME—#RE P B A4,

KDF () : B4R R 5K .

N:AEHEE G .G F G B, KT 2 RS,

P NEELH.

P, . % G W4 TT.

P, . B G, W4 RTT.
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ra AR BB A PR AR IR R

re: BHAZHP AP BEAERERFHE.

SK A, SKs: BH LB E L ZHEFH .

ke & EFAEH .

(P):HTE P EBMIEIREE.

[u]P . JNEE#E G, .G, PILE P W u .

[z ] TR ANT z BN ES. B, [7]=7,[837=9.
Lz | JREEAKRT « BmAKES. Hm,[7]=7,[83]=8,
|l y:x 5y WP,z My %Hﬁﬁ%:ﬁ i

5 &
5.1
A R THP A

00w i % L 0 A
A A & B0 % A R i e —
P p 8 e e 1 0 4
HEANHREHERET . %
5.2 &G

g | 2 P R BTy
(& cid 1l / 5 AXT & N B A RS
k,E(F, 1) H Ha ERFREG, E

L mE EHHN K (ke Pouse) s K b 4%, .
KGC &I A FH— A?*ﬁ%réﬁm%‘ﬂxﬁiﬁi&ﬁﬁﬁm hid ,
M ARMF BHRIRZHIA IDAF IDs. AFAERF A BINMEFRY dea, KGC B orEA R

Fy b8 ¢, =H Dy || hid ,N) +ke, % t, =0 WFEF =L NE ERE . HEMAFNE LA, H

EHEA M EMERA; SNHE to=ke « ¢, R dea=[t,1P=. HF=AEHF B MERH

des, KGC AR, Fy b3t t,=H, D3 || hid ,N) +ke , % t,=0 MFEEHZ4EME LA,

BRATFMEEANA IFEFHEA A RMBRG  BNE ¢, =ke « t. " RIFIHE des=[t,]P;.

5.4 HBNEH
5.4.1 HEiR
FEATR 73 ML B2 TAR R B H B h, 3 Je 3 KB R - BRI B R IR AE R

3
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REPLE R AR . X 3 REHBh R A58 55 H i B S B L 2.
542 TEFEERY
5421 BEWFEEIYH, ()

FHEERBEH, ONBHERKER v KRN AEE. A0 EFARREEEHEEER
HEAER RS AR BB B, T SM3 S L B B .

5422 EWRYH, ()

FHEHR H (Z, WM ANRER Z S Wit h— 1 8% he(1,n—1], H(Z,n)FE
FRATBAERH H, (), XTHEBERERY H, O NIFFF 5.4.2.1 BHLE.
BHE H,(Z,n):
WA R Z. 85 n,
WA E[L,n—1],
BB 19— 32 HrE B TH AR c2 =0x00000001;
BB 2.3 hlen=8X[(5X (log,n)) /327
$BE 3.5 i M1 B[ hlen/v | 3047
$ 83,1318 Ha,=H,(0x01 || Z || ct);
HBE3.2:ct++;
BB 435 hlen/v BEEA Ha ! [hwsv] = Ha [itenso] »
BN Ha ! [hioss) H Ha Tienss) BeE L B (hlen— (o X | hlen/v | ) HRE;
$%,5:4 Ha=Ha, || Ha, | - | Ha[yuo) -1 | Ha!fhies] » 3 GM/T 0044.1—2016 4 6.2.4 FI
6.2.3 4 M Ha FOEE 2 RLEE 3ok 34
$88 6,318 hy=(Ha mod (n—1))+1,

5423 EWBRYH,()

FHEE H, (Z, )M A NS Z AR Wl — 8% h.€[1,n—1], H(Z,n)FTE
FHBEAEERH H, (), XTHEMRERH H, O NS 5.4.2.1 MALE,
EHEE H,(Z,n)
WA RS Z,BH n,
W B R, e[1,n—1],
H B 1.9 — 32 HeREF A BB T 8#s cr =0x00000001 5
BB 2.8 hlen=8X[(5X (log,n))/327;
$HBE 3.5 i 1B hlen/v | 04T
B8R 3.1:3 8 Ha,=H,(0x02 || Z || ct);
HBE 3.2.ct++;
HIR 4 hlen/v BRER, 2 Ha ! [y =Ha [ues] »
BWL Ha! [yenn) A Ha [henss] B K (hlen — (v X | hlen/v | ) Ho#%;
$8,5:4 Ha=Ha, || Ha, || = || Ha /o) -1 || Ha ! hienss] » #& GM/T 0044.1—2016 £ 6.2.4 F1
6.2.3 4 AT Ha FYEEE R ARIEE B 84
$B®6.118 hy,=(Ha mod (n—1))+1,

543 BHAREFH

TR KB R — IR BE LA i IR A A RE . EEAD IR D, BHIK
4
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A RBE E BRI R ZE N E LR L NP ETFENSEEARE - S MEFRTHEH
A .
YR R BT B R B4 R A
WEWREREHE H, O, K B KERR v IR HAEAE.
TP IR R ¥ KDF (Z,klen)
B RS Z U SRR B klen GRRZRB I H FABIE N LR KB, ZoRZE/D T
2% —=Dwv),
B KER klen MEHABIE LR K.
BB 1WA —4 32 ERRHR B9 THELAR o =0x00000001;
BB 2% i N 13| klen/v |17 :
21318 Ha,=H ,(Z || ct);
B 2.2:ct++;
R 3. klen/v BRER, % Ha! (k] = Ha [henso] »
FBEW A Ha i) H Ha [isonso] B ZE TG (Rlen-(ov X | klen/v |)) HEE;
#%, 4.4 K=Ha, | Ha; || -+ || Ha [kten/w] —1 | Ha!l’um/ﬂ °

5.4.4 PBEHLEIR %R
AR ME S ERXEGE BRI AEREY RS

6 TRAXHRMUARRRE

6.1 TAZMEHW

WHP AFMAP BUOERESEABRIENKE RN klen WF, P A BRI AP B AW .

AP AFAF BRI A TRBHFEREH, LRI TEHEPR.

P A:

AL IHAEBE G HHITE Qe=[H D3 || hid ,N) JP,+P .5

A2 =N rac[1,N—1];

A3 AR G HHITE Ra=[rA]Qs;

A4 RAKRERG R B;

M B:

Bl:itB# G FPHILE Qa=[H,(UD, | hid ,N) P+ P pus.s

B2 =B re € [1,N—1];

B3: i1t B# G HHITE Re=[r:1Qx;

B4 GM/T 0044.1—2016 {4 4.5 24 th I 45 KAl Ra € G 78 BRAL » 4 A RS2 W B B 25 15 5 T
HBEB G PR ITE g =e(Ra,des) g:=e (P P2)™®, g5 =g, GM/T 0044.1—2016
) 6.2.6 1 6.2.5 25 AHTTHE g1,82, 8 IVBEIR R BUER BN LLAF

B5.:# GM/T 0044.1—2016 9 6.2.8 Fl 6.2.5 4 H 40718 Rl R MBI A RIBE 00 AR 5B, 3
H SKy=KDF(ID, || IDs | Ra | Rs |l g1 [l g2 || g3-klen);

B6: (&) HH Sy =Hash (0x82 || g, || Hash (g, |l g3 || IDA || IDs || Ra l Rg));

B7 # Ra GBI Se) KK AR A;

M A:

A5:4% GM/T 0044.1—2016 f 4.5 %t B 415 K AiE Re € G & A BIOL » & A BUL U Bl 7Y 5% 5 75

5
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HHEB G HHTE g1 =e (P . PD™ g =e(Rp,den) g = (g, )™ , #GM/T 0044.1—
2016 () 6.2.6 1 6.2.5 LA B A TH . 20" 0o BRI RIBE L h HLAG 15

A6:F%& GM/T 0044.1—2016 FJ 6.2.8 F1 6.2.5 A H B0 Ra Ml Re B BUIE R R B 8l Hh 5 e,
£ 8 S, =Hash (0x82 || g1' || Hash(g,' | gs' | IDa | IDg || Ra || Re)), 4R S, =
Sp R AL, & HF ARSI B B A B% A5 A K

A7:i+8 SK,=KDF(D, | IDs | Ra |Rs llg:" Il g2" || g5" sklen);

A8: GET I Sa=Hash (0x83 || gll | Hash(gz’ | gal | IDA || IDs || Ra || Re)) 34 Sa k%

S HF B,

M F B:

B8 (#I 5 S, =Hash (0x83 || g, || Hash (g, [l g5 || IDa || IDs || Ra || Re)), KB S, =S
BBBAL, A FXRERL NN A 2 B #5 #afiA R

6.2 FHTHW™BILFER
FHXBMRENE 1.
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R AR REA
(RGEZH. MEELEP b RAFF
hidv MEBFRHdeARBRIRIDA D)

W B 77 FE P B 8 SR G e
(RGBH. MELEANHP won RIAFF
hid- mﬁﬂ\ﬁdﬂgmﬁm[[ﬁh [DA)

1

3

t

Bk HHEOs=[H,UDg |l hid, N)]/’1+P,miw
®2: PAEMNE e[, N—1]

H3B: HHER=[rAl0s

Wag: HRARBHMFB

BLE: HHOA=[H, GDs |l hid, N) 1P+ Ppip.e
W2k AR E (1L, V1]
B3P ﬁ'gRﬁz ["}s]Qa

H5%:

81" =ePpprer PN 22" =e(Ry, den), gy’ =(g' )™
6k (LRI THE

S1=Hash(0x82 Il g," | Hash (go' | g3' | IDA Nl IDs | R5 Nl Rg))

&1

=

B BIA (8 155 A BRTh

By HE

o5k

SKg=KDF(IDs | IDg | A % R Il g1 | g2 || g3, klen)

e (GEID) HE

Sy=Hash (0x82 || g, | Hashlgs || g3 I IDa I IDg I Ra | Rs))
BB WRy GRS, RBBA,A

=e¢(Ra, dep), ga=e (1’,@% P;)'®, gs=g1"B

H8B: AW HHHE
S

=Hash(0x83 || g, I| Hashi{gy | g5 | IDA Nl 1D 1| Ra 1| Rp))

BT HH
SKA=KDFUDANIDg | Rl Rs ll g1” 1 g2’ Wl 23", klen)
L (I iH

Sa=Hash (0x83 || a’ | Hash (gz' I g3’ DA N 1D | Ra Nl R3))

HHRSARIEL B

B ZIA B8 S A KK

"%

MAZIB I IR

MAZIB I # TN R o

B RIK

B ZAXHBURR
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