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12 Symmegric_E tion_Testdata T 7 T v o U K
13 Symmetric@kntegrit stdata Fk Xof 5wk ST v W B4R
14 Asymmetric_E tion_Te Gt 2 W R
15 KeyExchange_Testdata A B IR R
16 Signature_Testdata Fk g EAC RSB &
17 MAC_Testdata TR 1 84 5018 5 B R i
18 KD_Testdata FR FHI HEENR R
19 Nkeo 32 REQ BE#HLE
20 Naac 32 AAC FEPLEK
21 Nas 32 AS FEHLE
22 Certreq mK REQ iE$
23 Certaac Tk AACIEH
24 Certas R ASiE#H

11
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# B.1 (%)
KE

% D R ONBLAZ 4D X
25 Resggq 1 REQ iE B K IEL R
26 Resaac 1 AACIEBRIEZR
27 AccResgeq 1 REQ #: A% F
28 AccResaac 1 AACHEALR

29~65534 R
65535 Original_Message G BIRHE

B2 HERXLRPFREN

B.2.1 HH IP ik

DST_IP: H # TP Hyhik 7Bt , 78 BT LK) 6 18 R A 80 H & TP dhik, et 2 DAL K
FEMERHABRZERERS  KEFRRRNEF R/ HR AAEFE I H K IP ik RE.

B.2.2 EIP it

SRC_IP. i IP ik 5 Bt , 3R /R B WUx 7 B A 0 8 A28 7 1) TP Muhik » phy 2 S\ A2 4 B K BE 7 B
MEKMABRFEER REFRESNAETFERI /AL AL, WAETFBERNIE IP ik RE.

B.2.3 HHMuk

DA : H iy ik 5 B bR YL WX A B9 SR GRS R AR 1 H i 8 i MAC M dik, {8 TAEPoL /34
F# DA F B,

B.2.4 iRt

SA . I 1k B R YLK 26 TR L I SRR T B I 36 ) MAC M dik , BUE Y TAEPoL 734 ) SA
FE.

B.25 WAKEE=ZFE

EtherType: LA KK B F B, bRl Mt B R A E B B B r i A DA R KR FZ B, B A
TAEPoL 4340 H # EtherType FFE.

B.2.6 Code %15

Code:Code 4L Es , & X W GB/T 28455— 2012, 47 I IZ WIXT 7 (%9 L 45 75 & 9 TAEP 44 2K %I,
BUE A TAEP 4 H #) code FEBt .

B.2.7 MEEHRIR

Identifier . VG Eg kiR , 28 L L GB/T 28455—2012, F§ T-VLE TAEP Request 4321 1 Response 4341,

BU{E R TAEP 434 7 Identifier FZEBH .
12
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B.2.8 #®OS
Port_Num ;3% [ 5 B, bR 2 Wt 37 B SR 56 T B e s B Fi i UDP/TCP 3w H 5.
B.2.9 iwmOEHRE

Port_Status : 3 [ R A F B s AR 0 A2, HoRE 0 BRI 0 B i 2 i O PR (E B AR 0
B R 1 37 3% 44 i 01 146 308 , 50808 W7 LA of 32 453 11 5 BB O 35 32 5 3 11 56 PR, 48 R T LUl i 52
B,

B.2.10 TAEP Z &

TAEP_Type: TAEP K RI B, 58 X W, GB/T 28455—2012, bR if i% 88 Xt 5 & SR 4R 75 B F§ TAEP
#3 B} i) Request il Response 241 2 AI{H

B.2.11 HEBE%EHE

Message_Type: 1§ B 4> 4 2 7 7 Bt , IR 48 XF B () TAEP Type {f/Key Descriptor 28 BI{H A~ Rl £ 5
AN ZIEN B R 2 P T UL, BUE 8 TAEP 337 B 1 MessageType FBEIE Z Sub-
Type B HE, A FHIRAFKNTHEL.

B.2.12 XHMEBEEME L EE

Symmetric_Encryption_Testdata : X} # % % 8 ¥ b % PR 8 3% 7 BE . b S R B AR Bk An R 4%
B TV i et 52 B 3 m SC AL o

——Encrypt_Algorithm_Flag, % #R BB kAR F B KEN 1 A ALLALH , AR P57 68 T 89 X FR

TR RER, FBE LR REGE L MERNEE;

——Encrypt_Keylnfo, il % % 41 7 B , A YU PR D B 0k 2 B B EE I 4, KW 22, FBE

X R HFE;

— IV, WE L B, K B AT AR AR U R A X T A AR dR L i B T BOE R BREE T B
EncryptObject_Plaintext, fill 8 XJ £ B 3C % Bt , & B 0 48 , b5 Um0 25 B 4R 477 09 X % 99 B SC 4%
5 8, F B SR B 7 B 5
——EncryptObject_Ciphertext, il % X} 5 25 30 7 Bt , 1 B AT 28 , AR LI 25 BT AR 57 1 X R B I 48/ B9

XCBARE R , T B8 LR F B
FHRFBE LT
a) MRBLEEERERXFE.KERN 1AL, 1 FR SME-GCM B ik,2 R SMA-CTR &

¥:,3 7% SM4-OFB & #:,4 F 7~ SM4-CBC,5 £k SM4-ECB, HAB(E# 8 ; H A SM4 B I

GM/T 0002;

b) FHHFBR - KEAE, B2 A/ MEAKRERNKEFR . TERENFEANTFRASEFK

EFEREERFERANEFEN/AMMAE HHNEFERRREAE;
© HEFER.KEAT. H2AMNAMMAKERNKEFR IEKENATFRAR KPRES

BRANAEFZBEH/NOMAE NEFERIBHEANZE.

B.2.13 WMHREBHZEZEEMNRXME

Symmetric_Integrity_Testdata Xf #R 2 555 ¥ 8 3 YL W B804 F B » o SE MR AR R SE RO
BEA BRI RSB R E A KT
——MIC_Algorithm_Flag, EB MR HEAR R F B, KEHR 1A/ AL, R R R H B 52 B vk i BT
13
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8 B % AR B B R RSk, 7 B L) R o S vk R B, I B.2.12;

——MIC_KeylInfo, Sg Bt #8117 B K BEA AR AR YU RN BB B AR E R E 4, FBRE X
% 9 F B, WL B.2.12;

——MICObject_PlainText, 58 B AR 7 %R B F B, KE AR, A P UH B BB MEE TR 3T R
B B SCHCHR A7 B > 7 B e SCIRV B B, WL BL2.12;

—MIC, B R EUERBAEAFER KEAE, B2 M NAHKENKEFENIERERNHE
FERAR P REFERASNEFRENAAALR, AR FBRIEE ZRERRMNE.

B.2.14 ZAAmE N LT

Asymmetric_Encryption_Testdata: A MB WX EEF B, B AFAMBEFEBE BN AHEE
MRS ELAEEEAR I I8 A5 i 5 B3 8 X 5 8 SCALRR  He
——Encrypt_Algorithm_Flag, A M B FS BEAA RN FE, KEN 1 A4, b R B B8
ANHABE Y K 1 RR SM2 &, HAE R E ; 2 SM2 im# 8 % W GM/T 0003;
CurvePara, AR B MAS K F BRI AWBEZNELS KB, B 2 MA\MALHY
KEFER. AJZEKENHLE OID FRAMEPREFRRFRMEL OID FEM /AN SLAR,
£k OID Bt ASN.1 445 ;
Hash_Algorithm_Flag, B E B BRI F B, KERN 1 AN 4L, bR IR 2 88 i 3 i e 4
FMEERBRRE Kb 0 RARTL,1 £ SM3 B ,2 RR SHA256, HAERE; H b SM3
B, GM/T 0004;
——Encrypt_Keylnfo, M#FAAFE,, KEFZE AR RAHAMBER FTEANESR, 7B E X FAFEH
FE, I B.2.12;
——EncryptObject_Plaintext, il % %t 2 B X F B , & BE 7] 28 , b5 Y0 25 Jir 4% 37 19 % 52 19 B S 8 4
FE, FBE X RHEFE, W B.2.12;
——EncryptObject_Ciphertext, Il 8 X % SCF B, & B 7] 28 , AR LA 26 BT R 7 B %t R 0 I 3 5 &9
WO R FBoE LRI 7 B WL B.2.12,

B.2.15 BPZHR AKX KE

KeyExchange_Testdata: AL HMABE F B, A BAXBRBEEZ R P . AHELEMES K . FG

Z BB EAR R X U 8 B A M 0 B AR b 2 A8 204 X i N BB A b G A B L X S BE BT B L A
BEALEL X 3 1D, 4 b 1D, 2 87 38 H i s B A AL s b
KeyExchange _Algorithm_Flag, B3 BB AR IR F B K BER 1 AN /\NLAL4, BRI FH 9
FAZ BB Hh 1 RoR SM2 BHAZHRA ., HMAERE, b SM2 HHXHEHER
GM/T 0003;
——CurvePara, AR EMRSH AR, FBELN B.2.14;
Hash_Algorithm_Flag, FB&EHER IRF B . M EHACHRB IE NS HEL, FBE
ML B.2.14;
Peer_DHPublicKeylInfo, X} ¥ % 8 30 B 20 9, bn i i i & A T B C BBt A B, F B
X FEHAFB N B.2.12;
——Local DHPublicKeyInfo, & B LB AH  In R AR & H THEAL BN AHAELR, F
B X MEHFE, N B.2.12;
Peer_Temporary_DHPublicKeyInfo, %} s i B /281 » A 15 % s 15 55 F T 285 4H 28 e B /) i B 2
AR, FBREXRFEHFE, W B.2.12;

——Local_Temporary_DHPublicKeyInfo, 4 H#lis B 22 8H , b5 P2 4 3 15 £ FF-T 25 51 38 e B 9 s Bk 2
14
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ARE . FEREXFRAEATE, L B.2.12;

Peer_Random_Number, %} 3 B #1151 , 7 Bt & X [F] BEWL B0 B 5

Local_Random_Number, 7 # FEHLEC , FZ Bt & X R FE LB F B 5

PeerID, Xt 3 1D, b5 % 45 i & & 4 1D, FBE LRl %& ID F B

LocallD, A3t ID, bR iR 4 #h i % & 7 ID, F BeE X R4 ID F B

KeyExchange_Keylnfo, B4 HM H HHFE . KETA, R FHAL KRR EBRLNHE LT

H,FBEXRATEAFE, W B.2.12,

R FBE ST -

a) BEVLBCFEE, . KETS, 2 MNAMMEANKEFER . TEKENASFEER, P . KREF
BRANABEFZERN/\MALAE, WEFBRABEILEE;

b) &% IDFE,KEAAE, B 2 PNAMHK SRR FER .2 MAMEHNKEFR TER
BRNSFEMR, . SORR TR RRFHEE BEN 1 RAFHANARFTBREH
X.509 V3 EBHEZFLR MEELR FISFERAN:; HMARE: KEFERRAAR
FEH DAL AR WAETFBE X & AR IR 7B AE

B.2.16 FRHFZMXME

Signature_Testdata: &£ 4 B HEMRBEFE, US4 EER IR AABEEMASH FHRERE
R EBRP R EZHEM; Hb:
Signature_Algorithm_Flag, & &4 BRI FZE, KEXN 1 MDA R ERNELR
s Hi 1 R SM2 &4, HABERE ; Hrp SM2 B2 8 %K GM/T 0003;
CurvePara, A B tE R SHF B AR A B &R 915 8., F B8 (I B.2.14;
Hash_Algorithm_Flag, ¥ BE R R FE . RIS LN I E AN EBRERE, FBRE
X, B.2.14;
LocallD, A< #s ID, bR i A< 1% & & i ID, F Be & X Wi 4 ID F= B, W B.2.15;
SignatureObject, % 4 {F 3 0 5 F B, bR iR & 4 B R 37 0 0 R I BUE (5 B, 7 BOE R B 7
B, B.2.12;
SignatureValue, %4 # B, KA AR RS A ER B 2 PSR ANE L KEFBEMAIZ
KENELZNEFERAR. KM E2L4KETFBERRELNATFEN/ MNAB . EE2NETE
R WE BB B REA B N\ B,

B.2.17 HBEHNBEENXEE

MAC_Testdata: 5 5\ % 555 5 2 A B0 7 Bt 1 8 6 B0 B R 4R L T B S 0 41 TH S 48 51
RS AR IH B A Hoh

——MAC_Algorithm_Flag, 4 8 £ MEER A F B, KER 1 DAMAH AR R EANES
By, £ 1 £ HMAC-SM3, 2 % 78 HMAC-SHA256; H fib A f* 8; SM3 H ik L
GM/T 0004;

——MAC_Keylnfo, 8% 5%, KETZ, A PHTAEEB LB FEANEARE, FREX
7] % 97 B, WL B.2.12;

——MAC_Object , 1§ 5% B B4R 54 527 By, 1€ B AT 28 , A VLT UG 268 50 00 T R 47 B F 5 9 8040 £
B FBUE SR B 7 B, WL B.2.12;

——MACValue, 1§ 8 % 5075 7B, K B AT 28, AR U B S F1D (5 8., i1 2 /AL B TH B 28 5
e J8E o BRI T A5 B T L T 1A 2 T B AL, v O R S B T B T S S
N B /LA ALE B LIS A F BN IE B BRI E .

15
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B.2.18 ZPSHEZNLKE

KD_Testdata: B4 H B EMRBEFZE . AFHAFHEER N FHIFHEBALH BHIHS
ARS8 HH T B K

——KD_Algorithm_Flag, HEHFH A EFR N FE . KER 1A/ H AR RN ER S H
Bye; H 1 £78 KD-HMAC-SM3,2 £ 7% KD-HMAC-SHA256; H b ({38 ; SM3 &Il
GM/T 0004;

——KD_Keylnfo, #FHFHMAEH, KEAE MINFETEHAR N FRANTEAM T, ZBEE
X FEHAFE, W B.2.12;

—KD_Text, EHRZHMAFZH R, KEWTE. RAETHEASFEENFBANFEFRELR, K
7 LR BHEF B, W B.2.12;

——KD_OutputKeyInfo, %47 3 th i t #4H FB . KB W2, R IRA HEH B BN FHAB L, EX
Rl %5 4H 7 Bt , . B.2.12,

B.2.19 REQ BE#HLH

Nreq: %78 REQ FEYLEL , F B E X FIFEHIE 7 & . W B.2.15,
B.2.20 AAC BEHL¥

Naac: T~ AAC FEHLE, FBE LR BENE & , WL B.2.15,
B.2.21 ASBEHLE

Nas: Rm AS BEHLEC, 7B e X BEVLECE BE, )0 B.2.15,
B.2.22 REQiE#H

Certreq: 78 REQ IEH , BUE R TAEP 440 REQ MIEH ; & X FIIEH F B .

HA B BFER, KEAZ, B 2 AN\ AH R ERRIRFR .2 MMM ANIESKEFBRU KT
AR BE B B F B B P E BRI F R FRARIEBRA, 1 FR K FBAE BN X.509_
PEM_SM2 E+$ .2 RN K FBHIE B K X.509_PKCS# 12_SM2 ik, K RER B iE B KEFE
HIEBBE LRGN ABGIE B BB FRENEROAET. HFIEBF P ROREHEERR
CBWIPS/Z 021—2010, # £ 47 L LK 5% C.

B.2.23 AACiE#H

Certanc: s AACIES , BUE R TAEP 4+4H o AAC WIEH , B FHE 7B, W B.2.22,
B.2.24 ASiE#H

Certas: /R ASHEH , AN TAEP 434 AS Wik, FB & X FHEH 7B, I B.2.22,
B.2.25 REQiE #MiF % £

ReSREQ %ﬂ—'\‘ REQ E%%ﬁ%%9lﬁjﬂ£:ﬁ%%$&o

Ha AR BERFELK 1 ANLAH,0 RN ERA RG] RAIEBMERERNHH;2 FRIEHRE
FTAREERRIUES ;3 RARUEF KRB EMPRE 34 RARBLER:5 RAIUERE R0 BARIUES
REMEREFE ;7 FRIUES BARERK 8 RAUEBEHERIFEEAM HAERE .

16
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B.2.26 AACIEHBIFZR
RESaac : 3%7/8 AACUEBIRUELE R, FB @ X IFIF B4R F B, W B.2.25,
B.2.27 REQEANGR

AccResgeq : %78 REQ AL, FBE L RBEALRFE;

Hep BAGRTELK 1AM, 0 RARBARD X MBS RE K 051 RALIERIE
HEAS , X R UE S RAELE R 152 R TE B 5E 15—, X REIE R UELSRER 0 1 1 ZAMHABE 3 RnA
SR mEAS 1L HAB(E AR B .

B.2.28 AACEANGR

AccResaac : /7™ A

B.2.29 R@|HR

N 1 3% (0 BLIA I
K g A R 3o
ESIEE ST SOF P y O sttt B s

17
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W ® C
(35 M R
RERR

I &4 N K CBWIPS/Z 021—2010 & X, Ho@sls R TLV &R W ESFSE, BE
J“HUFU”+ M E4 5 FLAG; bl FE4 5 FLAG BUE Z I F — 3k %18 FLAG %t R7 8 -+ 3 51 3t
YE R IR b H 4 FLAG & Xz C.1 ik .

£ C.1 EHBEFHEH—#HHE FLAG

H4E Y FX
0 HUFU #EH
1 TTS RN (TCPY % 4
2 TLSec AL BEM(LAN) &4
3 TPSec TSN (xPON) &2
4 TPLS HITZREE (PLO R 2
5 EACI 4 B4 (EoC) % 42
6 WAPI 1.0 FLFER (WLAN) %4 1.0
7 WAPI 2.0 T R M (WLAN) %4 2.0
8 TAAA EL& 905 M (WMAN) %4
9 TMSS LTE(46) %4
10 TRAIS SRR (RFID) % £
11 NEAU EFEE(NFO %2
12 MPAS B Xt &L
13 TSSI &R (WSN) & 4
14 WSAI KLk E N (WPAN) %2 4
15 EFHP BRI UWB %L
16 MSAI B R (MFAN) %2 4
17 TISec IP %4
18 EVSec e
19 TAEA EZ R
20 TCA EREPEE:S
21 EIDSA M 4% 0 F B G iE (EID) % 4
HAR 1R
TEUHNRZ
a)  LLHE O SRR ERARIRAL, LhAF 0 B 1 B, Fofl LU AR B 05 B 5 i 3 8 “HUFU1” & /R ik 45 7]
A

b) HARWRER 1 RA KU SR R B, —IEH AT PR 2 A Y
o AS BIRIE S 958 H o8 “HUF UL
d) Z#HI% FLAG MKERTY R,

18
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M = D
(B R B RO
Wik @ =

D.1 SM2 ik @ &

L GM/T 0003—2012 [ff 5% A HFE&Z 5

A
)

D.2 SM3 i [ &

Wi, e

B x01 02 03 (4 b 1c 1d 1e 1f 20
FHAKE 32CN\ L fiz
abedbedec 5 ijhijkij ‘ p hfghighijhijkijkljkl
mkimnin!
68 6%6a 68 69 6a 6b
B 64 6@ 63 64 65 63 64
5 66 64 65 B b 6¢ 6d 6b 6¢ 6d
e 6¢ 6d 6e
BHmKE ROL
H B %5 3 c8 39 1f 41444 85 Bt df 7b b4 08 96 3
W ) A 2
oy 0x0 030 06 07 08 09 0a Ob Oc 0d 0e 0f 10 11 12 1 15 16 18 19 1a 1b 1c 1d 1e 1f 20
FHAKE RAONAVA:Y)
b€ Oxed EH 50 K
BERE SN AR )
B 0x22 Ob £5 79 de d5 55 39 3f 01 59 {6 6¢ 99 87 78 22 a3 ec f6 10 &1 55 21 54 b4 1d 44 b9 4d b3 ae
i £ 3
o 0x0b Ob Ob Ob Ob Ob Ob Ob Ob Ob Ob Ob Ob Ob 0b Ob 0b 0b 0b Ob Db 0b Ob 0b 0b Ob 0b Ob Ob 0Ob
Ob 0b
FARE RHAGAS VA VA::))
Hi There
e 0x48 69 20 54 68 65 72 65
BERE 8Lz 4D
=P S E 0xc0 ba 18 ¢6 8b 90 ¢8 8b c0 7d €7 94 bf c¢7 d2 c8 d1 9e c3 1le d8 77 3b c2 b3 90 c9 60 4e Ob el le

19
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W3 ) B 4
4R Ox4a 65 66 65
FHKE L GAR IR A :D)
what do ya want for nothing?
ik 0x77 68 61 74 20 64 6f 20 79 61 20 77 61 6e 74 20 66 6f 72 20 6e 6f 74 68 69 6e 67 3f
BIEKE 28\ 4H)
H A% 7 0x2e 87 f1 d1 68 62 e6 d9 64 b5 0a 52 00 bf 2b 10 b7 64 fa a9 68 0a 29 6a 24 05 2 4b ec 39 8 82

D.4 KD-HMAC-SM3 iz (6 &

JACE =@
27| 0x01 02 03 04 05 06 07 08 09 0a 0b Oc 0d Oe Of 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20
FHAKE 32\ L)
pairwise key expansion for infrastructure unicast
AR 0x70 61 69 72 77 69 73 65 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 69 6e 66 72 61
73 74 72 75 63 74 75 72 65 20 75 6e 69 63 61 73 74
B E 49O\ )
0xb8 19 3a f1 bf 3 6 db d9 ef 69 4e 73 dd e7 2a ab 5f b5 47 81 fe e2 8a 10 66 63 d8 42 c3 ¢5 27 5a
Wi 27 06 7f 94 68 18 75 25 cc Oc 5f 84 24 0e 8e
R B 48O\BLAL2H)
i & 2
0x01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20
=a 21 22 23 24 25
EARE 3TONLAL D
pairwise key expansion for infrastructure unicast
B 0x70 61 69 72 77 69 73 65 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 69 6e 66 72 61
73 74 72 75 63 74 75 72 65 20 75 6e 69 63 61 73 74
BRERE 49 (LA 4H)
0x 6¢c c2 3e 56 f2 1b 03 6d fe 4a 49 a3 €9 fe c3 ee 6b bc 18 42 8a ac bf 5 11 8f 01 al 65 8e 36 fb 2a
Wi 64 7b el b2 6e 41 72 3f 8e 24 2a ¢9 7f bc b3
MHKE A8\ L)
L e & 3
FH 0x01 02 03 04 05 06 07 08 09 Oa 0b Oc 0d Oe Of 10 11 12 13 14 15
WRARKE 16O\ 2D
pairwise key expansion for infrastructure unicast
g 0x70 61 69 72 77 69 73 65 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 69 6e 66 72 61
73 74 72 75 63 74 75 72 65 20 75 6e 69 63 61 73 74
BHERE 49 O\BLAL 4D
0x04 a0 43 ce ee 28 3a 51 b2 b8 76 be 9c 1c de 02 €9 c0 e8 b0 bf 12 cf ba cd 2b e4 {1 b4 50 61 41 87
Wil f9 ff c1 bf 5f {9 da 62 b2 70 17 a5 59 ac 97
BIHRE A8(\LALZD
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Wi A 4
4 0x01 02 03 04 05 06 07 08 09 0a Ob Oc 0d Oe Of 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20
EHRE 32O\ fL 4D
group key expansion for multicast and broadcast
B 0x67 72 6f 75 70 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 6d 75 6¢ 74 69 63 61 73
74 20 61 6e 64 20 62 72 6f 61 64 63 61 73 74
B KE 47O\ D
0x02 dd a4 62 2f 32 08 57 1e a8 el fe 2b db bf 1d 20 c2 00 0d 8f 60 08 94 a2 6f 4c 4f 59 4e 19 ce 31
% fe 5c 1a d1 Oe 60 af d2 b6 db Oe 42 b9 7b cO
iR 48 (\BLALLHD
W S
0x01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d 0Oe 0f 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20
Gl 21 22 23 24 25
EHRKE 37
group key expansion for multicast and broadcast
BiE 0x67 72 6f 75 70 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 6d 75 6¢c 74 69 63 61 73
74 20 61 6e 64 20 62 72 6f 61 64 63 61 73 74
BFKE 47
0x82 f5 bf 8a c4 ea 8b 8a 88 cO bd fb b9 {9 ee a4 db f4 c9 ef 82 66 44 83 2d fa 2a 16 e3 9c Oa dc 2d e2
Lk a8 60 41 85 3f 58 84 b4 27 d4 e8 Oe dd ee
W RE 48
e & 6
#H 0x01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe 0f 10
FEHAKE 16
group key expansion for multicast and broadcast
i 0x67 72 6f 75 70 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 6d 75 6¢ 74 69 63 61 73
74 20 61 6e 64 20 62 72 6f 61 64 63 61 73 74
BEKE 47
0xf3 37 69 c1 b6 b4 ad 18 6f cd d7 a5 32 bl a0 b9 0f dO ef f4 04 8a 84 59 9f 92 d7 00 dd 9f 81 b7 cb
W 01 8c a5 67 b7 59 11 6e 2f 27 d3 8f 11 b7 6¢
MHRKE 48
Wi A 7
#HH 0x01 02 03 04 05 06 07 08 09 0a Ob Oc 0d Oe 0f 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20
FHARE 32
pre-share key expansion for adhoc network
B 0x70 72 65 2d 73 68 61 72 65 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 61 64 68 6f
63 20 6e 65 74 77 6f 72 6b
BERE 41
0x8d d3 d8 4d af Oc b7 cf 65 9¢ 61 bb e8 66 46 ac 4c 74 67 d2 08 80 09 cl 8¢ 23 82 a6 9b 04 17 31 57
Wil 4b 9f a3 28 97 78 30 8d 78 54 40 04 b5 90 6a
WHKE 48
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ik 1 & 8

- 0x01 02 03 04 05 06 07 08 09 Oa 0b Oc 0d Oe Of 10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f 20
21 22 23 24 25

FHRARKE 37
pre-share key expansion for adhoc network

A 0x70 72 65 2d 73 68 61 72 65 20 6b 65 79 20 65 78 70 61 6e 73 69 6f 6e 20 66 6f 72 20 61 64 68 6f
63 20 6e 65 74 77 6f 72 6b

B K E 41

ik 0x19 87 c6 b4 1c 4b a4 bl 37 b0 5e 33 7d 19 90 ef 37 d9 da d5 66 cl 41 4f €9 el e8 Of c4 ae 6d 56 fc
ba 61 b4 €5 3d b8 81 6c 13 2a 8d 6c 13 08 &7

WK E 48

D.5 SM4-GCM i A 6

I «
SHEAK SHHE
Key(16 /\ {1 £H) 00 01 00 02 00 03 00 04 00 05 00 06 00 07 00 08
Iv(12 NfLf gD 5¢ 36 5¢ 36 5¢c 36 5c 36 5c 36 5¢ 36
a(23 A\ LA 4D £f £f ff £f £f £f 00 03 7f ff £f fe 89 2c 38 00 00 5¢ 36 5c 36 5c¢ 36
08 06 00 01 08 00 06 04 00 01 00 03 7f ff ff fe
P48 AL 4D c0 a8 14 0a 00 00 00 00 00 00 cO a8 14 0d 00 00
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