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bR TR AT R SRR O.
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A HEEFNERGERAR BERE FREAEEDARA R CRRGRERAARA R AL EE T
R A BRA A RS S T R A RA A E % R i SR O R R
et A RAR ARG T KRR AR A A .

AIER EERE A FRE R JER BB ESA . RE .S R R AT,
MRER 2 8 BLECAE (TR T XU R . EEREK w4k . E T MR 2B T,



GM/T 0028—2014

5l

T
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AL T EERMMA B F LRSS FHO LS Rt ERRETLHENNED
k.

ARMERLSE T P93 18 Y L8 T A 22 42 R A5 G, LA 9 RO R R AE R () 1o R R A R 0 v Y
R, AEMEH L LB RESE TAREBERNE LTI LR EHT5EFHELTEGE . X
BALSE . ARSI O A AR S K B R e E T A R A R AR
AL e WREESPTE, {0, A= a0 OR R L LB H At i o i 2R A

ASARHE R R AR T2 A BEOR (B R R AR R Y IE W R AN R AT L. A A R
¥ 8 1 B4 7 IO FH B0 B BRI , A STAT W R AL B 4R Y e R R e o 9 BXHE BT A & M & Al %
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ZHEREZEHAER

1 JEHE

AREH A FRP AL SEAERENRBEENZ2REMEANEBER METRER
Ko AGRHERBIRBSE LT 4 DRSS, DI R SRR L B Z MRS A RRENEZ 2T
Ko G EBBHRA 11 RS ARESIEE T E LSRG MER, BELSFRERL L
FRAEM LSRR T K2,

2 WIS AxH

T30S % TN R AT A . LR TE BB 5| RSO D8 () Rz A< 38 T 4 3C

o FURATE B P00 S8 SCHF B R A (L4 BT A 6948 808D 18 T 4R SCHFS

3.2

3.3
ZEHH approva ‘
FERURZ A/ S VE Al % S IEE
BEBFEARIRHE.
3.4

BENYELIE AR approved data authentication technique

SRR, B TR FE A H B % 5 0 s 8 51 19 28 (0 HMAC) % J7 8 i 088 48 5 50K o
3.5

ENTEMFEAR approved integrity technique

SRMER R TS HEENWERNTFELRENERERR,
3.6

AN TIE# approved mode of operation

B R —Fh TR, E M T REE AN L 2, ZABAE S HH AL TIERN
R . 1 CBC =,
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8.7

ZLERNLETIBE approved security function

Bt 5% C Hhaq i p L 2 T8, mEBR L,
3.8

EXFNRBEH AR  asymmetric cryptographic technigue

{6 PP 1 P DR R 4 A R S B R - i 8 SCRY A T8 3 L B b FAH 8 U AL 28 e . X I~ AR i
HA VUT P - 7645 2 594 FRAE] 9 DA R 43 5E TSR IR T o e 45 2 A9 S TF R i S B AL R e e 1T
ERAAITH,
3.9

FEREBES  bypass capability

IR %5 FF B A 98 4y sl 4 R Se it B DI RE A AE A .
3.10

MEF certificate

FHAAEAL AL A% A BH 230X B 2% B8 R 4 09 SE 44K 0 00808 45 4 o (B 75 i B d ik i th s .
211

IR  compromise

I AT B B SFEAXBLZ LS RNE BRIV ER AT ZL2H.
3.12

4 BAliE conditional self-test

R E B I A 1 1 B, el 2 RS A AT Y
3.13

HEEE RS configuration management system; CMS

368 ot 45 ) R T AT R A S A K R SRS B 1 A, S BN T R M e R S R A R AT LAY
RY.
3.14

%58 control information

fi AP E MR TEHILETHER.
3.15

E(@ELSH critical security parameter

HEAAMEHER R X (G S Bl e R &G BB MR 2. TS
LA B ST St AT LA 28 I 6 .
3.16

FHHFE cryptographic officer

BB PRAT 2 BB R 1) ) B 1 0 F T B Y R € i A £ T LA R AR AR R A AR M 1 i R AT L
.17

FHiAFH  cryptographic boundary

BB E SO ESE N LR N 2R B ST T B SR B B R/ R R R R AU EE T S A R A BT A T
4 H A Fn /o AR
3.18

FHHEH  cryptographic module

i module

SEH T AU REMBE A KR/ SRS O BB SRR,
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3.19
BMEhE 2%  cryptographic module security policy
25 TR B3 17 O 30 B (5422 4 0 D) 6 A AR BB T, E o B T WA A A o Y SR 5 e A R A B T e
SR A HL I
3.20
HIEME data path
HOHE i A 9 Y T BB G G, 2 AR R O B A2 AT LUE T — R B e A
3.21
IS ET electromagnetic emanations
EEARGELENES, - BRERS 0GB S M 58w (5 B AL T B & 15 4 i A B BRAE A9
B8
3.22
HFZEHBE N electronic key entry
KRBT AR BURE S S HE SRS B A D B R AR
3.23
ZtnZHIE4  encrypted key
AN Z 2T W EH, BRI RZRI 8.

3.24
SE{K  entity
AR .
3.2D
1 entropy
it B 2R G0 0 T L BE MLV S AT AR A BE . BEMLAS R X A0SR S X R X BT R Bl (R B
BHHEER,
3.26

&R environmental failure protection

T B Lk B0 S (o MR e T 3 4 00 B S R A R e 4 M AR L FE R L S B R A
3.27

IRIBL ML environmental failure testing

— el S 0 R e L R T A A B R ) 22 4 R 2 PR R B AR 1 o IE 2 AT i B T A F
{37 N
3.28

$£i2#ME  error detection code

b 03 15 B 9 TC A A AR A0, R B R A e R st H AR IE
3.29

AH T, executable form

R — R, R R T, B0 s 4 58 £ oh BEBR A0 32 47 SR BT B B A 46 T EL R 75 B 4633 (i
VA RARED | E bR RS s B A 4w iR AR .
3.30

#i2F A fault induction

3 3t O 4 £ ol FE BB AT MO SR B R RS R , T BB 1 AR AEAT N R AE AR EOR
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3.31

HRKAMEER finite state model ; FSM

AP — R A, RS M A RGN ERES M SN ERES RENARES .
H R 25 TR A B S 1 R IR S A e S R A B R B CIR A B R R B LU R ) B R A
LA .
3.32

E 4 firmware

W AT HATARD  EAE R T AR HBA RN E T AR S E Rk, 76
B 477 LA 45 (A AR BRF PROM,EEPROM FLASH . [5 75 77 f 2% . 08 £ 0K 3 28 2 .
3.33
Bt firmware mot
5 e A £ A ) i

LA H R AR

3.39
BEER  hybrid me
— M AR, HE A
3.40
BAES#RED  hybrid firmware module interface
FAF I RIR & BB IR 55 1 A 4 4 TR IR 55 04 /i & P A 35 3 A 31 25 0 0 Bl a3 oy 5 1) 461
it IS4
3.41
BEWHEBRED  hybrid software module interface
T HRRES RIS L 2%, H RIS 0604 a5 A B %08 el % % i
TR 2
3.42
HN##E input data
i A BB RSBEHE B, T LG A HE B & 2 Th R S AT AR el L
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3.43
#0O interface
R IS Y 1B A [ B O, O 3B A A R A R A R Y
3.44
ZHME I  key loader
% > BB 7 i — A~ W S0 ER— A~ 28 3mSR 2 2 5 e 1 4 B L ST B 7 B B 0 L X e A
BRI BE R B R B E ISR .
3.45
ZIREIBIEITIRIE  limited operational environment
SR () — P2 AT PR, A6 X PR Y T R
90 1S 20 ok A/ A o g
3.46

G S 22 T 7 s 4 1 6 o B D o Y 2 R I,

3.51

Z /0 BLA P S TR PR 3 e 0 LAY, LR
JRYE
3.52

ZHEHARXZTEELSR  multiple-chip embedded cryptographic module

— RS, A T A B A AR 0 S A B S R B TR AE — T RE A MR P
phFEE R B R AR Y RAR '

3.53

ZHE M7 FMELR  multiple-chip standalone cryptographic module

— RIS A T I E A AR A S AR R B A BB NN R AR A9 . BN,
Ton % % o1 8%
3.54

LR RIEE non-administrator guidance

L P A/ Al 3 R A R T TR LA OB ) TR T AT WA . R
5
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AR A T R B 2T, BA & T X T LM A% msith i E 845, a4 i 15 S m
.
2500

FEANERXETE non-invasive attack

— Tl B o 4 AR R B i 2 A R R PN AR S AT R A B B A, L R
2 U R B R Ak AR
3.56

AAEMHIEITIRE  non-modifiable operational environment

B ) — PR AT IR IR A 3 [ A S B,
3.57

EZ£L4X non-security relevant

A o o 91 I PN IR BRI A R
3.58

E® I/ normal operation

A BLIR R W B A7 i REE AT 1) T AE L BB ST A B A9 BT A Bk \ R 2 Th ik R £ ol R AR A AT
) R/ B AT B A
3.99

TEHX  opaque

WA 375 B e AN 2 37 B, AT DL % 14 A9 06 (Bl n , B LR 400 nm~750 nm {9 8] WL 9 #9996 R
AE%F 1% .
3.60

IZE{TEREE  operational environment

WAL 2B T B TR B R A P AR E R R A
3:61

IE{TIRA  operational state

WAL — RRES  TE IR T B4 5 AT LA 3 SR 25 W0 450 19 R 45 sl o A, L 04 4 S ] L) o it
R R Bt O
3.62

#BER operator

FRERAE — 3 2 A R AR A R A A AR (15 .
3.63

WHEE output data

SR ANE RS RS R,
3.64

£i4k passivation

FATEN- TR G5 | R T S04, LA K 48 R PR B b B — ol T 20 Ak S5 T LR S A 0 o 85 D A e g g R
W R OR3P % i b,
3:65

0% password

FH T 4 ) B 1y 5836 01T 177 o) B2 ALY A7 R
3.66

MAEHiIRFES  personal identification number; PIN

T 55 5 00— P8,

6
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3.67

IB{F3A  physical protection

(P A 3y vk R R A R R L RSB H AT Z 2SN L 2R .
3.68

BASC %48 plaintext key

K2 ES, Sl BB IR BRI .
3.69

WO port

DAt BE /2B 4R A D B O AR T R R A
3.70

E{THT B MiX pre-operational self-test

WK F s p (XM EE R AR R PSR ERRIETREZ
[ i AT e
.70

=S4 production grade

£ 3o 00 0 A AT MLV A 7 R A e A
302

/N$BIEE  public key certificate

HIEBIMEN CAZLZNLEATERANAEFELE AFEH EREHE ARMURY EE
B —Fh RO S5
3.73

NFER4ESE  public security parameter

S XN ATER, — BB, Sl B H sk e, A% A0IES. ARSI
B A2 PR 5 0 P R R A0 BRI R A S B — Kb 0 4 . A RS EIRAREBE Y
% 16 U B 05 B TR e 2 B, e Bt AT RAARIE A T & B R Z R .
3.74

#2 removable cover

AT REBR A 35 T 8 7 AT LA X 4 T A ke A B PR 2 AT U 1 TS A AR e R A
375

B role

SR EBHELRYE, EE X T HEERR S iR R, AT Us -t RE RS
FEEHE , — A 8 0T L5 — A SR 2 AN P AR . — A P R D E A R E M.
3.76

EFHmEmiAaiEs  role-based access control

— ol I 2 0 T o % A R TR A € LA A 3% A R U IR AR R A X &
3.77

IEfTHEREE  runtime environment

R RPLRES T ELE AT B SRR R R A i S . BT B AT RE S R R A A
B T S T ST A 6, B H A T B R AR H AR
3.78

L4 IhgE  security function

W R T AR (4% 4 2 A L 0 R R e e R L D AR pR B
by 4 PR B B PIL EL A A R A S0k g A i e 4 B WA B L 4R .

7
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3.79
fhFZEH seed key
FH 91 R AL BE L HG R A= R 28 00 B 5 1.
3.80
BilliX self-tests
EATHT B A2 R G B A BT LA py R A G Mk A AT Al T DA o R A 0 R B AT
8] 2 o7 o ARG 4 4 SR W P LA 10 4% 1 JEL S M S A AT
3.81
BB HIE sensitive data
MR P B BE IR T B AR B 60 £

3.82
HERE2SH
B4 G B 42 2 Y

FH LA 3R H 9 1Y
3.87

Pl A B 8 A Yy 2 AR 3 10 3
3.88
i software
DA IR A0 T PRAT IS & A 6 T 5 R BB B A 5 o, 2 SR 0 1 T LK A R K T R
e, SEBRNFAFERRTEASFHEE A%,
3.89
R software module
S e A 21 R AR
3.20
B/ EEME N software/firmware load test
P AT KA o A R T B AR T A B — S
3.91
i/ E G EREDO  software/firmware module interface

FAF R B S5 R AR 55 1 i 4> 22 2 L 3 SRR 55 069 4 4 v 400465 A ) 9 80 e 0 o 85 0 6
8
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Pl th SR
3.92
iRk 4r  split knowledge
FH IR B E N BRI RS 2T hM R, B RAEREREGEAN
AR, AR AL A SRS EN SRR AT A REH T LR ENA SRR
B4 5 B R 7
3.93
HBRLSEET  sensitive security parameter establishment
WAt R A SRS AR R R, JRLLSHELAFERLESUD
% 0 LA B B A B
3,94
RS E  status informatig
IR A E R

3.95

399

3l 17 6 Bk | rﬁmﬁﬂﬁu ik
3.100

AR user

7] 5 5 A ke L % B D R 5 11 A TS
3.101

2§ validated

ZPURC B R CER Rt Bun:
3.102

HIEHLH validation authority

HI IR RE B SRR L.
3.103

J® vendor

e 2 D e 2 3 44 W T L 0 o B A S A IR R — 5 B i R F S S e i S 4, (B 46 AT
A B A AH O SCRS R BERE

L e CE MO B iR M

9
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3.104
BE zeroization

H SBUAT i 0 R B2 AR P 0 SRR 2 B8, LA B 1 SR R 2 1 7 0

4 HEERRIE

51 4 e 15 5 A SO

API. I A # FF # O (Application Program Interface)

CBC . % % 4y 21 %% # (Cipher Block Chaining)

COM : %5045 35 79 4 41 5 4 114 B % 513 (Counter with Cipher Block Chaining-Message Authen-
tication Code)

ECB: H F### 4 (Electronic Code Book)

EDC.: 52 % # (Error Detection Code)

EFP. 35 5 30 {# 47 (Environmental Failure Protection)

EFT . 3745 & 2 iX (Environmental Failure Testing)

FSM.: 7 fR AR A % (Finite State Model)

HDL . i 44§ i# 1% 5 (Hardware Description Language)

HFMI. iR 7 [ {445 82 8 11 (Hybrid Firmware Module Interface)

HMI . 8 #8532 O (Hardware Module Interface)

HSMI. i§ & #4830 (Hybrid Software Module Interface)

HMAC . 3 F 2% % 191 B % 5173 (Hash-Based Message Authentication Code)

IC . 2 i % (Integrated Circuit)

PIN: ™~ A & {7312 5% ( Personal Identification Number)

PROM . a] 4 2 H (£ 47 i 8% (Programmable Read-Only Memory)

SFMI: # {4 2 [ 4 #E B # 1 (Software or Firmware Module Interface)

5 ERERRLER

5.1 #id

R TAEHER FHTHEREOEM K B RE S, HTEPEHEL
MBS AT RS M HRELSHCARENET 4 MERBEMN LS SR, Abrlhglm
— R UL B R R T B A R A AR A R R L TR R N T AR B A M. 75 AR
HER BT — A BB A . TSR T AN RS R. A N RLSETT R ER
TR IR B

ABRUESR A T B2 [ xx.yy 1”97 2B o 9 BT A 92 4 B R BEAT AR IR MU 40 8, B b, xx 305 &
Dayy RIZARFP BT RG] WRAARAE AR5 IR 24 Cxoxyy 17 B3R %40 2 4 4 o 10
IR S ER AT N [xxyy]. ARMERIA 12 R, 5 B % 4 B M B, 1~ 12 43 BI4¢
o BRSSO O, fR 6 IR 5 R B B/ [ R e 4 B R 2 4 L 3F
ABRRL 2 R SSEE, G005 4 8RR LB HoAb i 19 B . ARk s B
EH R SER, B ZE2ERMxx. 01 FF T 5 5

ASBRHE T SO LA & B 24 [, yy 17 9 /) 745 9 00 o 95 P A ) — 22 40 BESR 3 A b 4R 7 =0 AT
10
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UL 7 o X O 9 R s o L | P, A T L A A ) R R A A SO 5
52 R&—%

T GRME T RRSRM L LR, B8 G MU T 500 0B AL 2R, fl i, BRI 5
2 — A RS D R M IR S S B v . R S RS T LB AT AR AT B R
H 2R ER AT B IE TR B R . K S E B R T W R E P R R R AR B OR 25
WA H AR TR A B2 ML BR . RS B B % A (2 2 il SO T Y 2R O vk T B A SO
iB#. B —REBEHREEFA A AL P OB %R R GETET R A E0E AR L R
Fi T A,

R AR I O R E AN B T Y EE S | 4 T 4 D) KO R A R R Y % e — R
BB AEHER . WAARELRHET 2EHLLRY A -SRI H ST . XS E IR A
FH % 7T LA 9 22l 0 T DR SR T L TR

53 &%

B2 4 TERAE B A — GO BEEE b N T PRENE SR A9 R ) o 6 R A G R R BB Ak L O AR E
i ] By 45 5 T B LA R (A S E AR

AFF S 7305 ) b 4% 7 4R 0 22 e A B R A b A BT LR AE B AR M BT (] . 205 ) B O ] AR P 1Y
SR B L A I A U R R R A A T

TR THBERETMAMHED . BT E LK EH I A 6, DR R A BT
X B4 A 95

B2 4 O (A 0 B RS AT LA A A8 AT BRI A P 5% o L 3% BRI S B T M B U R RIS A
T ] B8 1 I 45 6 52 244 R 66 52 SO AO AL L il 5 1 (7] 45 ) 31 R CACL) SM B AL RR » BA B Hs — A~ P
TR LA . VI $6 8 8 G 0 1k A BB ARAT 6 L B i T S B T R A KA

54 RE=H

Wi T 224 — G R 09 PR B 70 B B A1 i & = P08 TR T R ) ) 3 A LA L LA — 2
Bi7 1 X 5 B b o R 2 A S R AR ER A U [B] X ey B e S pL A 1 K RE A LA TR R RO SR R I B LR
17 0 0 H B, 3K 64T O AL - T B R IR 9 A 0l R 0 1 LA R AL A R AR AR
BRI . b 3 e 4 L A T LA 5 R A O 0 G 2 R L e oL . X S BESR A E 3 /1]
B AT F e O S ol B R K BT B KRR E RS HE T

BEZHERETHHHEINIG . DREZEE Sh T A a0 SN KEeE. HHEER
T s AR AE B 09 5 0, I TR IE 28 26 5 AR I 75 Bl B2 SUAE A R 5 1 AR 8 LU B TR B 85 PUAT A L 1Y
e 55 .

A S HER TS H S 4 SRR A SR 2 it i A L R £ S S AR AR 40 SR A
.

B2 4 = G 64 % TR B R A A 9 1k el IR R IE R SR AT T A AR R S MR . I
o 2 T DA R L T () B 555 2 M 188 L R AT L AT SR e A SR Y B 4 B R . S AR R L
M A PR R, LRI R 5 S O B O R 2 2 0, A R 3 3 A S i i 4 £
— A AR, B R A 2 H R R RO & 2.

92 4 = S 1 T A B T 4R (I AR 3B 0 A B AR A A R S 0 3T K

o T4 B R, I W E AR R BT R G R 2 =GR, H Ik A B RE S
11
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BB R A REELFRRENLE K.
LA = AR A RS ARG I T A R AR B A SR L b B SRS BT B L PR AR R R 2 I DA B
T/ R AR O A 51 B A BRAE R %5,

5.5 T&EMR

RENMPRARHES M REHLEEER. ZEROFHRBMERPAN L L8N, U R~y R
PRk .

% 42 DY G 1) ) B B2 S p)L L 24 7 S RO AR LR (R4 A 2 i B AR, KL B AR R AN R
P, SR 8 R 2 2 2 B I i GEBLE By BT[] . AT AT T (6] 5 325 5 0 AL e 4 S
oA 22 LAAR R () A0 3 4 T L el 2&42‘]%&3? H T %2 4 0 2% 1)
FHERRA S AAREY ik

ZHEREN. %ﬂiﬁl‘ﬁlﬁ? %‘Jk ]

& 4 H b i 5 A% RT

%%iﬂk&ﬂﬂ?ﬁ@%‘ﬁ%ﬁﬂ&%ﬂ@ Hpl iz 5;

—lﬁ‘fﬂ:'ﬁﬁﬂﬁﬁ%%ﬂ%ﬁ%ﬁ?ﬁﬁﬁﬂﬁﬁﬁéﬁ#iﬁﬂxﬂB@{%ﬂ BAH A AU AE B e 4 A
i s i SR 2 S 8

— Rt EEARETRENTE R

—— PRI AR TR O Y T AR F R IE WIS 17 5

R AR RS AT R AR B LR X SRR AU A T B R B R R 2 B
HE RSB RSFRAFLZLSH

—— PRAUE IE ) b 5, 20 e A S A AR
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7 RELEER

7.1 BERAEX

BRHET MG AR F DA H01.01 "W E W ELER, REZLERME 7 FHHR
ettt S B B A DL B B 3 AR S A B, B A R A AR s R 15 A 68 TR 5 AR Y 5 B4 A
[ % 4 B AT IR W B E 2 I AR R 2 URE £ S 508 B B W5 A a8 0 4R I 5 L B xf oAt
T it i) 22 A

x1EBHETEIMHNELEKR.

A R 24 [01.02] " 1 Aof 45 /L eESICIE 1 T s it 0 17 24 [ 01.03 1748 45 4~ 4 b 4 37 b

EEYH
1. S e
2. B ED
A TR | TEOREREE | EFRGMEN | SEREH
B By BT B %5
Lo mprgee | OSSR OO gl 0 6 | 9 0T A9 SR
AR B ) 5F ) i
L ]
A TR BT B A
XHEE % 4 58 |
s T
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£ 14
5 480 G2 4 0 1 B4y 2 G0 3 G4 |
3w fT B AR E
i) L5 ) i i
I R ig;ﬁ;;gﬁ_ R
6. Py 4 72 it T3 W 1 i 3 R mﬂtgg}ﬁf% EFP;
b ida B A 10 B
i
EFP % EFT
BEAS AR I  F b ML M0 4F A Bk
7. EABRR LS
SO 5 F oA AR A | BRI | BRI

8. MBE LB H
EH

B AL A A B % R % S M L S A P AR A R B

1 3 Y 08 % 9 5 Wt i o A 2 4 5 0 b O D o O 0k

F Bl 57 9 fif 8k %2 4 5 HonT L LA B S Y OB

A S

F- BT A0 SRR T 2 S 0T LA R 6998 =
i AT (R R G AR AR R A

o 4

SEFT R B/ 2 58 B PRI 557 B 00 X L2 B K o8 o R Y s

9. B Wl
el WD HE o A — BUOE K/ 1 1 A L T A | 35 B L B 3 S T il ) %
W R A SR R R R R R —
1) = 3 Fy 24
i o TIAE 8 A P30 o A A O — B T AREEE SR
o, |2 Bt R R AoV R T A R 00 2 4 4 S IR 5 AT I it
4 (30 FSM A PRAR A AR A
i SCRY T B B B 1 B
M, iy HERBG BT R | KBRS FTHORTE & L Y
] E s HDL B EmAHRiES B 4 $h 77 52 B B
# BB ST B &
BE |5) it I fE ) it T J2 ) 3
6) Wik 5#EME | Mk kE A % o 72 i R R A S 1 R B
T EEXH | EEAMIETEAKE

11 H Al He ol 19 22

1% At B o o BT L R 30 e i A 0 A T i R

BIEZMERMA
Btk

7.2 EBER M
7.2.1

FRERAREEAER

WA N 4 [02.01 ] BB KAF B R NEMZHAGHES . ZEGELMER - Hilkm
W L B - E RS B A& EE BN RN,

P R RN 02,0217 H B A2.2 FRLEMERRE .
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7.2.2 BHEEHRER

R B 24 [02.03]75E XK T A — R .
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