ICS 35.040
L 80
FEE . 44625—2014

mh A A B 2 F [ 25 A0 47 Al AR oA

GM/T 0024—2014

SSL. VPN # R #13E

SSL VPN specification

2014-02-13 & 2014-02-13 £t

EREHMEERS % %

R
‘?‘N&IWl&m

| Hamemn



GM/T 0024—2014

B waswvanses

1

2
3
4

7
8

9

?’ﬁﬁ;’] R L X PO LRI T,
ﬁﬂfﬁtﬁ:a}lfﬁi{# cesssessnnen
*1%15[]%)‘{ essversrrnaresnees
ﬁ%;{;u@rﬁmﬁﬁ% sesessans
BT A PIFL e

5.1 WWEHEZ
5.2 HWEHFA
BN eees

6.1 HEk

6.2 FEAHAEIE L
6.3 iaRJAENL

Bid SBPIHBLIE oo veswipnmvanasonss
6.5 %’Jﬂ:}ﬁﬁ: Siianasheate i pererenys s arass
6.6 B PR MPIL v eeneeee

Pl A - SRR RS s

71 PR THRBEE R cevormrveeserann avans
7.2 FERAEREB YL e veeren

7.3 TLBEER coovrerercenncnansanens
e I rm—

8.1 S THRERE M vverererommmeneananenns
8.2 P tEREAR W] - o

8.3 LEEHK -eoeee

FoS R —

e I SO JC I JOH )

. .
o w

.21
e 22
- 24
. 24

cevae 25
. 26

cess 27
- 27
- 28
- 28
. 29
- 30



GM/T 0024—2014
e
B =

AR R GB/T 1.1—2009 45 H 95000 2 2

T T AR SO S L AT RE U B Al L AR SO S A B A R AR U X 88 L A Y AT .
AFRHE R FE T AR EARZE R SR EFFA .

ARIEHE AR KA

AT e B A . A R B A PR ) AR AR B F I IR AR R TR A
BHEEBLELAMAR THILHFERLEL THREAR DL T KAERMILEEARFRAA .
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51

jilll

AR ML N 7 S AL R % 2 i (RFCA4346 TLS1. 1), & M IR E A X H i E Mk, 454
e [ S B 7 7 oR B A T R R SERR 28 L 7E TLSL.1 (4B Fh il sh 8 in 7 ECCLIBC #yINERE =
A HBE AV BE T DH B8 X B8 T HBEFNE L. B FEARbRAER SN T K %-
EE37/ 388
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1 EE

A HENT SSL VPN [ AR Bl 7= ik BB AE 4 il 0 0 2 LA B 48 24T T #LE
A MEE AT SSL VPN 7= & 9Bl , 8] F F45 5 SSL VPN 7= i i # i .  BE A ek A .

2 MIEHSIAXH

GM/T 0005
GM/T 0009

3.1

PR GRS - W
B UL BT {7
E 5 A0 0 2 A
8.2

prEg . EREGEEA
UE 9 5 i vl o N 4 4

IBC Hi% identity based
T B B AE A A A AR
xRS L.
3.3

IBC #7iE IBC identity

IBC #RiR 2 # /R S0k B 4 SR LI F A7 8 .
3.4

IBC A4 $# IBC public parameter

IBC A&¥ a4 T IBC HAFEPLMEAR . EHEL FRHBTRAMEHERRESELATS
5 B X s fE B T bR iR o A TR .
3.5

;a4 @ E/{E initialization vector/initialization value; IV

FE SR AR b, oy 88 0 22 4 e ol 0 D AR A 17 A 9 PR 1R 0 7 e B i e SR
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3.6

SSL i  secure sockets layer protocol

— i i b )2 e A UL TR 2 o AR 55 i ) 9 4 4l
3.7

#HE  payload

ISAKMP 3l {5 X5 22 4 1 B0 Bd b X L 2 # i ISAKMP {4 8 i S A # i,
3.8

2%  session

il o 48 T U B B & P o R 45 S e . — S iE T B A i et
39

SM1 &% SMI1 algorithm

— R AR ALK B R 128 LA I 128 Loty
3.10

SM2 &% SM2 algorithm

— Tl 150 i 2R 2 A A S Bk U I O 256 HodE,
3.1

SM3 &% SM3 algorithm

— R A B L HOH Ol 256 LRAE,
3.12

SM4 E3% SM4 algorithm

— MR A A O 128 A KRR 128 LhiE.
3.13

SM9 ZEHEE SMI algorithm

— M T B bR IR A AR X AR S B
3.14

HEM&ZEREZ elliptic curve cryptography algorithm; ECC

HE T R A 4 50 phh 28 22 o ) A S ) PR R R A e
3.15

RSA B % Rivest-Shamir-Adleman algorithm; RSA

— P T R B BA T il o) B A N B RS
3.16

UEHIAEHLH  certification authority; CA

A ECFE B AT S A A A A A SR AR N IAE R 5 HLE
37

ZEHEE AL key management center; KMC

157 B P BB

4 HSMEERIE

41 ©e

T A S
+

® RREH

2



GM/T 0024—2014

HMAC(X,Y) LIXA%EHX Y H#HiTHELEzE

4.2 GRREIE

51 45 s 15 3 AR SO

CBC: % 15 7> 41 5 2 T 4E 828 (Cipher-block Chaining)

DN iH 51| % ( Distinguished Name)

HMAC, % B 22 B 51158 191 B 38 1EM ( Hash-based Message Authentication Code)
IBC#pil M B % (Identity-Based Cryptography)

SSL. % £ E # )2 (Secure Sockets Layer)

VPN & #l% M %& (Virtual Private Network)

5 EHREZEMBAME

5.1 BEHZE
5.1 EMHTBEE

A ot Bk T B A 4% ECC 186 5] il 48 % 6% 80 3k SM2 . IBC 47 4195 i3 55 3 SMO fil RSA Bk, T 5
R BFER FHERSE.

5.1.2 SEEWMEE

GreA RSk K SM1 5 SMd 5 ik . i 8 9 2 #5 0 HiE o o o OR 4P A CSCHGR O I OR . R
8 TEBUR CBC K,

5.1.3 BWZEEZ
W B A0 FE SM3 Bk SHA_L Sk, FH %4 FR 25 4 Ak 5 N 50 B e
5.1.4 ¥EH B & P_hash

P_hash pR#E LA -

P_hash(secret, seed)=HMAC (secret, A(l) + seed) +
HMAC (secret, A(2) + seed) +
HMAC (secret, A(3) + seed) +

ﬁq:':

secret R ITIH BT ENEH;

seed B HEFT I T % B A9 B «

A(0) = seed;

A(i) = HMAC (secret, A(i-1));

P_hash fE# 5 & 3% A0 E 2 7 4 R < BE HR0HE .

5.1.5 {hHBEHL & E PRF

PRF f9it8E HEWN T .
PRF (secret, label, seed) =P_SMa3(secret, label + seed)
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5.2 W™
5.2.1 &k

TE A s i o SR P X PR 28 0 55k 47 B 00 4 01 0 9 ) 2 e, 5 S 91 3 L O e T 4 0L %
HH R E @ AT S o TAEE . G0 AR S AT I e o A e A e .

5.2.2 MFwmEH

il 95 S 65 1) A < Xof R 0 D R 0 ) AR L 4 4 2 4 I A I o N R B 2 WX e VPN
B 5 R = A fin % 8 A M REE . CA AE PO 1] KMC i . T 48 T 0 22 ob AR 55 3 5 00 % 531
I 9 9 B9 B A

5.23 BERWEH

% P o R AE & 2 %X VPN
H & % i B g X038 i CA GAEH G ) KMC . T T D A & 7 i 5y % 51
T = % B B
524 WME®

il %
525 E® |

FEH s S : &8 E Y %
ﬁﬂ 9H§:.F EE [ \
5.2.6 I{E%4A

T4 84 A hn ey i 2 s, 6 9% 40
T B8 ) ¢ B 1 . TEANDITIE T, Je 25 7 (T I L F 28 91 Bk A e T Y TAE%H 4

6 il

6.1 iR

SSL VPN #4538 T B i, 25 015 AL A 22 ST PRIC 75 B 80 L 9 5C 3 W Se B i Fnid sk 2 il . 18 F
PRSUR F By %5 B AN % 2 250 R B RS ZE MR Tl A Z 2 S 5N E RS I T HE
SR T S R T A 5 I S B ) S B T S T I S 3 R S B £ i 2 B G 5 10 oR 2 B IR 1% i A 1Y
Gr B R KR R N B R e RS .

6.2 HIEXBEN
6.2.1 EXRMBAER

AARMEE LT 6 FhEEABIEAEA, 4354 opaque, uint8 , uintl 6, uint24 ,uint32, uint64, fFG M
AR LA 2 545 0 2« B/ DGR RN — A 8 LT .

opaque : {EEEBIEHE, 1 MFW;

uint8 : EFFSH 8 AEEL14FT;

4
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uintl6 ; TS 16 (L BE .2 HF;
uint24 : TRFSM 24 M ,.3 4 F1:
uint32 ; S 32 AR 4 TF;
uint6d ; FLAF S Y 64 MR8 DFTI.

6.2.2 @&

18t (Vectors) R4 & XM MBIEFF] . MBAHPA ERMER., ERMEBUDRER K
B <x.y> KER, P xRETFR,y KR ER, R AT RK LR, l<y> &7, FifFEY
KBS LAE N A, A e B R (R B B L L K/ B A 4 K ) i B KK BE O
BDFHH.

6.2.3 HrEEER

# % (Enumerateds) g E (1 F B Al BT BOWE ZRAME. WREE
— A & B X YR T RO . IR R AT 4 R A E SO e ﬂﬁ?“ﬁ‘.ﬁxﬁ A
HE7E 52 5 4 50 A 0 . N, enum {red(0), green(1), (255) }color, HZAE HE 65 25 4 /% KL

BE(E M B/NF T
6.2.4 LEHgZE

ghg A E
HE 4 I 0T o striict i 4 F
6.2.5 KRR

AR f (VaBlantS) 25 5 i sel CiEs+
f# union 8§ A
6.3 iEREW

iR BRI ERZED 2 G Ok B R
00 0TS B, L B BHE 4 DR 4T ) LT HMAC . % , 485 &4 . 3=1E! 01 0 VIR IE R TR
45 (Al ) EE FT H R

L RE I AE B F W HRE LA R L i 2
A] A AT R A fTREL NE B P 2 28 U 22 A& e G
R BB — A A RE L B 90 R B 8

6.3.1 EERAE

EERA R TR I RS . AR IR LR ) R M AT S BRE RSB R
. Ho iERA BN, SRR EREIE . FTHIC ARSI TR T AR . RICREHE
2 B B0TT DA ph 4B T DR S T B MR R O B T R R A M AR A . BR T R I X AR S
b U AR S LA & St T B 2 S8

HERENLESHEEHMT .

struct {
ConnectionEnd entity;
BulkCipherAlgorithm bulk_cipher_algorithm;

CipherType cipher_type;
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uint8 key_material_length;
MACAIlgorithm mac_algorithm;

uint8 hash_size;
CompressionMethod compression_algorithm;
opaque master_secret| 48 |;
opaque client_random[327;
opaque server_random/ 32 ];
unit8 record_iv_length;

unit8 mac_length;

I SecurityParameters;

Hp

a)

b)

c)

d)

e)

1))

g)

h)

1)

i)

k)

ConnectionEnd ;

BN IMTEEHE TR C L, N E PR SR 5. & Xk
enum { server, client } ConnectionEnd
BulkCipherAlgorithm .

AT R mwEENEE. EXH.

enum {sml,smd }BulkCipherAlgorithm

CipherType:

FREHEILART, LR,

enum { block } CipherType;

MACAIlgorithm .

MFH AR NS SR ENEEIEE ., EUh.,
enum { sha_1 ,sm3} MACAlgorithm

hash_size.

RERKE,

CompressionMethod;

MATEEEFROEE. EXh.

enum { null(0), (255) } CompressionMethod
master_secret ;

TE Uh i L B o iy B0 2 4 P o B LB IR 55 o A L O B 9 48 4
client_random

F 2 7 S 7 AR 1 32 YT AL A

server_random :

FT R 95 ¥ 7= AR 1 32 54 Bl AL SR .

record_iv_length.

IVKE,

mac_length:

MAC ¥,

ILREHEN LR L ESHORERTIHE .

— & P0G 5 A B F 4 client write MAC secret;
—— R 55 i 5 A 58 % 8 server write MAC secret;
—— & P 5 %4 client write key;

— R % 4 5 ® 4 server write key,

Akt 35 iy Wi Atk 3L 7 8 PR P 00 S 0, i AR A B % R 45 S B

%
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SEHE X F AR PRI 6.5, WA MG, HOR A R AT LI 0 AR .
6.3.2 iBRE

VO S 2 42 WO 85 2 20 B 3 K /D A A 2 R S 00 0 R 43 BE R 4 TH RRE IR TS I, AR AR
Fe i B B B 220 e 9 VIO UE (AR RS BRI AR G R AR NI A

6.3.2.1 #B

0 R O A A 2714 F AT s AN B
AR BEEWIT .
struct {
ContentType type;
ProtocolVersion version;
uintl6 length;
opaque fragment[ TLSPlaintext.length];
} TLSPlaintext;
He.
a) type:
FERICRZIER, ELR:
enum {
change_cipher_spec(20) ,alert(21) , handshake(22),
application_data(23), siteZ2site(80),(255)
} ContentType;
b) version:
i B LB R A5 . AFRERIRRA S 1.1, RE SN
struct |
uint8 major, minor;
! ProtocolVersion;
¢) length:
AN N i BE K BE DTS T 214,

d) fragment;

G5 BRI RB A RO BREEIR A E .
6.3.2.2 EHEMESR

AT B0 T 04 B M B 2 B RS TE B MRS SR AT RS . Ml SR RS E W IER B R
Az B
FE4R 8 ¥ — 4 TLSPlaintext 45 ¥ i %088 56 8 i, — > TLSCompressed 454 i %44 .
R4 5 8RR R 2 R aeein 1024 A5 . NMRAESEOBHKEBDLT 2714 45, 0
Ht 4 —~ decompression failure Bl fi iz .
E4RHES T .
struct {
ContentType type;
ProtocolVersion version;
uint16 length;

opaque fragment[ TLSCompressed.length];
} TLSCompressed;
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Hr .
a) type, version € X [A 6.3.2.1 # a).b).
b) length
LS5 N B ) TLSCompressed. fragment B, /N Fa{% T 2-14 + 1024,
c¢) fragment

TLSPlaintext. fragment [ 45 3.
6.3.2.3  InEF0EIE

I 2 AL E AR — 4> TLSCompressed %544 () 848 % 1k — 4> TLSCiphertext 2544 i) %048 .
iR 55 3 O ) 2 AUH T A B Y R AE
I 5 B LS F .
struct {
Content Tyyp

HMAC_hash (%A SCompressed. version
+TLSCompressed.lerng 3 ;
a) seg_num

¥ : P 8 2 1755 MR R R uintbd, JFHS
PIEA (A2 KA BE sl e A o AN FL Y B S db B8 R 0 R T B
#F.
b)  hash

T A BB B B AR B
6.3.2.3.2 SEBWME XML E

{68 P 7 L 30 A e 2 0 B % 52 B R AL 36 32 B T — 4 TLSCompressed. fragment %4
14 B 405 e #8 J — 4> TLSCiphertext.fragment 50 B %08 . BN & B TREEE SR,

T Ak 2 ET AR S5 R AT

struct {

opaque IV[ SecurityParameters.record_iv_length];
block-ciphered struct {
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opaque content| TLSCompressed.length];

opaque MAC[ SecurityParameters.mac_length];
uint8 padding_length;

uint8 padding[ GenericBlockCipher.padding_length];

}s
} GenericBlockCipher;

Her,
a) IV
7£ GenericBlockCipher # f& % (997 & fk 51 &t . 2% ) 8 L0 E AL ™ 4= .

b) SecurityParameters.record_iv_leng
c)

d)

e)

**Jﬁuj:ﬁ%"fu#ﬁ;ﬁéﬁﬁ ﬂfﬁﬁ%iﬁ}u#}ﬁ}ﬁﬁﬁ AT LA AR (6] ) 2 i R L B .

6.4.1 AT il

35 00 L 7 B 0 U5 R 30 0 8 ML A B3 e % £ O R e ) 2 B BOR R P R R
BB . P I — AT A, T R P A A 4 Bk 4 O 2 Y R AL I AN SRR K
PR . T B IS

ZHBMKE N —FY AR 1. BPSMRS SR EELE S ROINME R AR T 45N
BZH &R E .

of T R0 B 7 4 A B . 5 A M T R R 2 U ST B R 5 R R M B T S R S B A

LA I A T

struct {



GM/T 0024—2014
enum { change_cipher_spec(1). (255) | type;

} ChangeCipherSpec:
6.4.2 MEHIL

R U IS T 5 P 2 8 0 3 R L B o A 3 o R e ol O R 5 AT R L o O A A S el R
A RGR CETIRIRE R AR I KK I — R B LA R SR R Y B R R R A O A Y
il B 5 65 AL A o o, An SRR B O P R L H B 3

RO B AR BE R A F T B B AR B N A

R B A e X

enum { warning(1), fatal(2), (255) } AlertLevel;
enum {
close_notify(0),
unexpected_message(10),
bad_record_mac(20) .
decryption_{ailed(21),
record_overflow(22) ,
decompression_failure(30) .,
handshake_failure(40),
bad_certificate(42) .
unsupported_certificate(43) .
certificate_revoked(44),
certificate_expired(45),
certificate_unknown(46) .
illegal_parameter(47),
unknown_ca(48) .
access_denied(49) .
decode_error(50) .
decrypt_error(51),
protocol_version(70) ,
insufficient_security(71),
internal_error(80) .
user_canceled(90) ,
unsupported_site2site(200) ,
no_area(201),
unsupported_areatype(202),
bad_ibcparam(203) ,
unsupported_ibeparam(204)
identity_need(205),
(255)

} AlertDescription;

struct {
AlertLevel level;

AlertDescription description;
b Alert;

10
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6.4.2.1 XHAEA

B A BB A 40 L B i R 45 i R — o 4 R A 2 AN A Rk SR P L B . X T RH
B4 S 26 T AT B S R B 2 A T A T LA S W [ A O DO R B S A AR I i
AL AT A ST B 6 P AR vk B . X RO ORI BT O TR R — A G T I B L SR S SR T AR IR0
e A T HR O S RS B

6.4.2.2 HIRWE

M % 3% B B — A B G 4 22 XU R L T B O B L R R I S AR IR
B, WA R S P R B AN RE Y . AR b R SR IR 1 TR

xR EREER

IR AR {H 2 7 il it
unexpected_message 10 E= 6 BB —1TAFE L TXXRAENER
bad_record_mac 20 oA MAC e B 45153 5% it o8 5 1R
decryption_failed 21 iy fife % 4 W
record_overflow 22 £ 8 o
decompression_failure 30 i fy i HE 45 4 T
handshake_failure 40 e 5 1 %
bad_certificate 42 IE 5 IR
unsupported_certificate 43 AR AP
certificate_revoked 44 kP ol A
certificate_expired 45 E 5 e 1 8 o 4 %K
certificate_unknown 46 o HIIE 45 5 15
illegal _parameter 47 Har kS H
unknown_ca 48 #Hfir RAE A {E
access_denied 49 iy 6 4 15 7]
decode_error 50 A T A D 4 T
decrypt_error 5l 9 B R
protocel_version 70 o hiz A= A IC i
insufficient_security 71 iy TRERE
internal_error 80 i AR R
user_canceled 90 | FPEUE R
unsupported_siteZsite 200 ESg AN FF siteZsite
no_area 201 WA R
unsupported_areatype 202 AN 3R ) 4 el s Y
bad_ibeparam 203 dr | BB A ibe AILSEL
unsupported_ibeparam 204 B | A ibe LB YR EXKFEEL
identity_need 205 B Bl 2 363 77 1 ibe FRiR

i 8 A B 4 e R R, R A T L AT R R B R R A R A A S
% 1 B M it 6 B S A0 95 U 6 PR 4 W 5 SR i ) — 1 o ) o A L BN T L B AT TR

R B, 0 SR A B A A L% ) R i O B O I O T AR TR e
11
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6.4.3 EFHUER

12T il S LT a2
— 3 hello 1 SR P i B RS B AF . A H BEALEL . g R A 216 T 5
— R BER SR R

—ﬁﬁﬁiiiﬁ%*ﬂféﬁﬁ%ﬁﬂﬁ&ﬁﬁi%%ﬁ;
—%ﬁﬂﬁﬁﬁﬁ‘]ﬁ%%ﬁé’] — et B F AR R
ﬁ%ﬁﬁﬁlﬂ: gFi“ﬂ'&k:ﬁgF : P i 73 iﬁr‘*lﬁlr‘“ﬂﬁ%tﬁ% hello 7# &, 'ﬁ?ﬁﬂ]f"‘i’a

; -:1,_‘- y 5 ks 2 55 i R a0 SRR % i
BIGUE % P g = i, %7~ hello H

k8T ARE R . Bk

ServerHello

Certificate

ServerKeyl

Certificate *
ClientKeyExchange
CertificateVerily

[ ChangeCipherSpec]

Finished _—n
[ ChangeCipherSpec ]
L Finished
Application Data <-——->>  Application Data

&
*FORAIEHKE T E T XXRRAMNHEE ARBRIBEX.
I8 TR F il iE &

1 EFHRRE

MREFEMRGSRREEMZANSE T ALEFRDHLLSH. B W E%E 5 hello
12
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WA AW FEEFNSIGEFRR. 05 R 564 UC L4 2 35 7 76 IR 55 i 00 46 AR R 9 25 75 IR A 4 52
EHE, K% A MRS ER R MRS % hello 8. REEF /I IHMRS NG H LLHEBAREE
WEFBTLRNE ., 28 F o e, MR 5 A& P oo o] DU i O e et . RIS Im A
VC e 1 2 5 AR R 5 IR 95 i 4 A5 i — S B I 2 IS R iRt 1T — PR B R AR .
SEEHRANEFHERBENE 2 Pn.
% P Ik %5 i
ClientHello o
ServerHello
[ ChangeCipherSpec |
L Finished
[ ChangeCipherSpec |
Finished
Application Dg

6.4.4 HEFHiL

struct {

ServerellDoe;

age server_hello_done:
ertificate_verify: CertificateVerify;

pt_key_exchange: ClientKeyExchange;
Finished;

} body;
I Handshake;
BFHLLRELWF
enum {
client_hello(1), server_hello(2) .
certificate(11) , server_key_exchange (12),
certificate_request(13), server_hello_done(14),
certificate_verify(15) , client_key_exchange(16),
finished(20), (255)
} HandshakeType;
R IO 4 B 0 RN P47 2% . 75 U5 2 S BB A AR, R B4R T R T

DA B
6.4.4.1 HelloiH &
& P Hello 15 8 MR % 5% Hello 35 B T8 & W i % &% 6E 5, S il A, &35 8.

13
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FMEMFRE, I AR ST, IR B E RS WL E R,
EGE R L wp R bz .

6.4.4.1.1

Client Hello i§ B

ZIH B A P i Hello 15 8.

% P Hello { BAE N B FHMLNE—FNHE.

B FUAE R E P i Hello 1 B 2 5 » 55 75 IR 45 3 181 157 IR 45 3% Hello 1 8.
% i Hello 1§ B&5H & LINF .

struct {

Hf

14

a)

b)

c)

d)

ProtocolVersion client_version;

Random random;

SessionID session_id;

CipherSuite cipher_suites<2..2°16 —1> ;
CompressionMethod compression_methods<1..2°§—1> ;

} ClientHello;

client_version .

H P TR A S P R B R A . FEARBRME T, PR AR SR 1.1, e U 6.3.2.1,
random ;

F P A B R ALAE S 5 2L P B A 48 B b A BE AL B S5 4 E LN

struct {

uint32 gmt_unix_time;
opaque random_bytes[ 28 ;
} Random;

gmt_unix_time YbRIME UNIX 32 {7 4% 30378 19 S 1% 38 iof B, 3L AR A MRS AR i i 8] 191970 47
LA 1 H % 5 3 250 e f R 5

random_bytes & 28 FEIAT I BEHLEL .

session_id;

P T R E P SRR R

opaque SessionlD<0,,32>

session_id J&— Al AL F B, HAH IR 5 o g . SRR W I R Y SR AR R R A S
EEHZTFERNAZE  GWERE P A BEMIZEE. XSmRS 2 600 % # ik
WY ENEE AR IR, UL T BOR A M AR . SRR A ARUE B — AR 5 B s
R B 3 2 T A O 14 3 4008 B B SR DR B O AT . — > 2 S AR Bt 5 T et D) 5 L 2 A i
32 0 07 4 5 T D A

cipher_suites;

B s By STRF RS EAEB 3R, B P i IO e R A 2 (4 A O R HE R L AR S i
HEEEFNAFEE L. WRSEIRRFERA RS, AR F B 2 6 &% B H M 2088
HEEEH.

FEEME XWTF .

uint8 CipherSuite[ 27;

B EHEF QS T HAZREE, - T INEERE -1 RBEE. REHEEERE
o) bk — A5 Z UL /) 85 A 1, W0 R B A AT G IS AY A 0, R B 4 T R AR R
# B handshake_failure 3 H 3¢ % .
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F B % W fid
1 ECDHE_SM1_SM3 {Oxe0,0x01}
2 ECC_SM1_SM3 {0xe0,0x03)}
3 IBSDH_SM1_SM3 {0xe0,0x05}
4 IBC_SM1_SM3 {Oxe0,0x07)
5 RSA_SM1_SM3 {0xe0,0x09}
6 RSA_SMI1_SHA1 {0xe0,0x0a}
7 ECDHE_SM4_SM3 {Oxe0,0x11}
8 ECC_SM4_SM3 {0xe0,0x13}
9 IBSDH_SM4_SM3 {0xe0,0x15}

10 IBC_SM4_SM3 {0xe0,0x17}
11 RSA_SM4_SM3 {0xe0,0x19}
12 RSA_SM4_SHAI {0xe0,0xla)}

TEA R HER L ECC #1 ECDHE B3 5k o SM2; 523 IBC #1 IBSDH g8 &8 SM9; RSA B ik
FHMNAFEEZEREE FERITWER.

e)

compression_methods:

% P BT S 0 R 400 T B 3 B S I M 4 0 8 PR A O S N HE B B S Bt o Y

g ENHEER .
EST .

enum { null(0), (255) } CompressionMethod;

RS s R R R YRR T SZ RN ERHE. SIRPULACLTEEHETIEL, X

B2 P v 0 R 55 i A B IR P EH — BORO PR 4R 05 .

6.4.4.1.2 Server Hello & &

2K B MR 45 i Hello 8L .
aSRAENE i Hello 1 B o #5) IC Bg 9 85 19 5 1, IR 55 ¥ & 15 X1~ 1 B AR i %t % 7 o Hello
B EIE . SRR AR B T C ) B RS A L I % B A B 6 handshake failure $2%F7H 8. .

i 55 4 Hello 15 B4 # E X NT -

o

a)

struct |{
ProtocolVersion server_version;
Random random;
SessionlD session_id;
CipherSuite cipher_suite;

CompressionMethod compression_method;

} ServerHello;

Server_version:

BT BN MR 5 v SRR B PR LA . AR MER A SR 1.1,
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b)

c)

d)

e)

random ;

I 35 3 7= A Y Bl AL

session_id.

HR % i {5 9 2238 bl 2R % P Hello 1 B R &38R IRA B2, H IR % s e fE S IS i 2
AR, T AR 45 i T R 55 % bR AR R 4 23 135 R 8T B 2 L 3R 7E BN B9 AR 95 o Hello 36 8 947 |
5 P b — B 2 IR IR, 7 IR 55 i 7 A — A 2 PR IR BRI 21 .
cipher_suite;

1 %5 o %5 P i Hello T BB — A HBEM. W TFTEANSE, AFBRFIEMN &S
fE B E .
compression_method:
1R 55 tiii % = St Hello JiePH 155 BUAY — A~ He 47 B 3, X7 Toamf] 9 22 36 » 4 B A7 70 22 36
W R E .,

X FUEHBHESEMUT

opaque ASN.1Cert<1..2°24-1> ;
struct {
ASN.1Cert certificate<0..2°24-1> ; } Certificate;

certificate
iR 45 % 0E 45 - %5 4 UE 5 AE AT N EIEBESS .
IBC fril B AL S8 a5 .

16

opaque ASN.1IBCParam<1..2°24-1> ;
struct {
opaque ibe_id<1..2°16-1> ;
ASN.1IBCParam ibc_parameter;
} Certificate;
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Hep.
a) ibe_id
AR % v bR iR
b) ibe_parameter

IBC A28, M1%E ASN.1 4.

6.4.4.3 Server Key Exchange ii B

AMENRFREFHZHRHEE . AHBEENEEHTEFEITE & 8 F WM ERH.
il 55 S B B AT e T B S M LI F

enum {ECDHE-ECC'IBSDH !IBC! A A - R e 1g0rithm;
struct {

select (KeyExchang

digitally—signed stroe
opagque client_random[327;
opaque server_random[ 32];
Server]BCParams params;
opaque IBCEncryptionKey[10247;
} signed_params;
case RSA.
digitally—signed struet {
opaque client_random[32];
opaque server_random[ 32];
opaque ASN,1Cert<1..2°24—1> ;
} signed_params;

17
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! ServerKeyExchange;

o,
a)

b)

c)

)

e)

6.4.4.4

ServerECDHEParams:.
IR %5 i /%) 8 BH 2C e 2 80, Ml SM2 BHL T, 28 5 i S80I GM/T 0009, o iz 55 i i) 23 41
AT LA B P L DR 55 i 9 o %8 IE 45 H AR HL .

struct |

ECParameters curve_params;

ECPoint public;
} ServerECDHParams;
QAR A SM2 Bk B — I BAR R
ServerIBSDHParams:
{8 /il IBSDH B35t iR 55 s i) 1 e e S 80 T AC i 2 Hom L2 L SM9 Bk,
ServerlBCParams:
{iff FT TBC B LR L IR 25 3 1) 2 9 22 e 2 0 B s e 2 i X 3 L SM9 |k
IBCEncryptionKey:
{# F 1BC 5kt R 55 s b i 22 81 R BE S 1024 2745,
signed_params:
24 % $ 224 )y Xy ECDHE | IBSDH F#1 IBC B, signed_params Jf& IR 55 S % X5 B HL &5 Fn B 55
Uit S R B R 4 W 204 Oy 0 ECC Rl RSA Y, signed_params & fiRt % 3 Xf B
i B R0R R 55 S i A IE S 2 4

Certificate Request ji§ B

A H B ORIE R R B .

G SR A 55 v SR A UE B 7 o U B2 A 3K 0 T B L BESR O P K B T IIE S .
I SRR R S i MR Z 5 .

HE PR I B R S5 E LT -

struct {

ClientCertificate Type certificate_types<1.,2°8-1> ;
DistinguishedName certificate_authorities<0..2°16-1> ;

} CertificateRequest;

o,

a)

b)

6.4.4.5

certificate_types;

BOR%E P iR LRI B R A R

enum {

rsa_sign(1), ecdsa_sign(64), ibc_params(80),(255)

} ClientCertificateType;

certificate_authorities;

4 ClientCertificate Type J& ibe_params, 45 Bf i P 4 52 TBC %8 8545 10 b0 (19 {5 (F 88 & %1
o R AR5 N {E AT B9 CA BYIES DN 51 3%, 6364 CA 303 % CA iy DN,

EXLWTF .

opaque DistinguishedName<1.,2°16-1> ;

Server Hello Done & B

A8 B N IR 55 i hello 5E B & .

18
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FRB TSR hello 158 W BEoE L. %38 58 %1 BRI 55 i 2 45 15 % 1 i B9 ) B2 T 6. -

% PR IR 45 3 19 hello 5¢ MU B 2 U5 « 0 50 TIE AR 45 33 iE 55 2 5 A 2 FR A B IR 55 i 19 hello
WEBSPURE LESZ, MR ISR B PRk AR T . A %% — 1 Handshake failure B
%

Hit 55 ¥t hello 52 BUIH B 45 M ANF

struct { } ServerHelloDone;
6.4.4.6 Client Certificate j& &

AMENEPWIEREE . WRRSRERE P SIES.F P mEEREARHE .

S04 B0 7 44 45 3 25 44 TBC =% IBSDH BEEE I, B3 B 89 P 25 R & P b iR IBC A LS8 T
% P 5 IR 4 B IBC A PS4

& PORE I B AR 6.4.4.2 5E IS5 .

6.4.4.7 Client Key Exchange i &

AT B R P S S B B
WIS AR 25 3 iR & P E B A R BIRF & P IE BB 25 BN A BRE Pk il 55
sit hello 5E MU B R BT KX E —RHE .
Q1 5 B A AE e B {0 RSA $i3E ECCH M IBC Bk . ANBETUEMEEY. AW EEHAH
% PR A L SR PR 25 S 0 P A AT I L 24 0R 45 i B 0 S o T 9 U R AR L B L B
e, AR BU AR T S SR I SC, R TBC 85 . & 0 v F A 2K U R %5 i bR iR IBC PS8
P RS A EH . AR RSA Bpk, B PKCS# 1 A 1.5 % RSA % 5 #9 % AT 45 . W
o A0 BB 8 J) ECDHE $ 3: 5 IBSDH 8 3%, Al B P 6 & 3 5 Tl E % 8 10 & 7 I 0 B sc e
S8
B i 2 1 A B T B G SCANTR
struct {
select (KeyExchangeAlgorithm) |
case ECDHE;
Opaque ClientECDHEParams<1..2°16-1> ;
case IBSDH .
Opaque ClientIBSDHParams<1..2°16-1> ;
case ECC.
opaque ECCEncryptedPreMasterSecret<0..2°16-1> ;
case IBC;
opaque IBCEncryptedPreMasterSecret<0..2°16-1> ;
case RSA .
opaque RSAEncryptedPreMasterSecret<0..2°16-1> ;
| exchange_keys;
} ClientKeyExchange;
Hr
a) ClientECDHEParams:
{# i ECDHE B 0, 2ok & P Bk 4 . &/ i F P s S8, S SM2 5k, 52
W ZE W GM/T 0009,
HEWWTF .

struct {
19
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ECParameters curve_params;
ECPoint public;
} ClientECDHParams;
R SM2 B3 B -1 28AKE.
b) ClientIBSDHParams:
/1 IBSDH F 6, & P i B c S 5.
¢) ECCEncryptedPreMasterSecret;
i1 ECC iR L, MRS S & A S ERN B EHEH .
d) IBCEncryptedPreMasterSecret :
{1 TBC i 8 58 vk i AR 95 o o 48 2 BB () T E %5 4
RSAEncryptedPreMasterSg
7 RSA Jin 8 B % 1
i 3= 5 B 0 B g R

e)

s o B 2 2k ) (A

Gk B A 3% e T

TE 45 1 56 1 8 9

struct {
Signature signat

} CertificateVerify;

Hrp
Signature [US5HILF .

enum { rsa_shal,rsa_sm3,
ecc_sm3,
ibs_sm3 } SignatureAlgorithm;
struct {
select (SignatureAlgorithm)
{
case rsa_shal
digitally —signed struct {
opaque shal_hash[207;
Y4
case rsa_sma3:
20
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digitally—signed struct {
opaque sm3_hash[32];
}3
case ecc_sm3://¥ ECC Jy SM2 &0t , XM EM.
digitally—signed struct {
opaque sm3_hash[32];
13
case ibs_sm3;
digitally—signed struct {
opaque sm3_hash[32];
13

}

} Signature;
sm3_hash F1 shal_hagl ga®h 1= 5 iz PR % F igHello T BT IR HBIAH
B4 1k O .45 4 1 S B 565 1R 2 Wl 7 EAERETFHEMAR
B
{1 ] SM2gh vk

A B

P P 3 I e
TR ESvet B A0

A8 i ' 5 1% y

< M SRR P 1) I g 5 i . Jff EL R T RS

FikA

a) finished_label,
WFHZE A XN RENE %S R F & “client finished”, Xt F IR % % . %5 8 B FH
B “server finished”,

b) handshake_messages:
fEE %P0 Hello R FHREAABE N L (FAFEANS HHEMABEEHE WA S5
FHAXMHE AFEFHE MR K E.

6.5 HHITHE
6.5.1 EFHITH

FHE 48 FH AR, i T E W & P B DU R 55 s L R BT AT & 2 PRE MR .
HEITEWT .

21
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master_secret = PRF(pre_master_secret, "master secret",
ClientHello.random + ServerHello.random) [0..47 ]

6.5.2 IT{EZEH

THEFHEFEEREHAMESS  AEEHKEREMNOFHRERE. dEEH . F 5 mbEbl
8RR 55 v BEAL B R B AT 8 & PRF R
PR EWT
key_block = PRF(SecurityParameters.master_secret, "key expansion",
SecurityParameters.server_random -+ SecurityParameters.client_random) ;
LB A 0T 4 BE R L L AR S e R 43 045 B BT T AR
client_write_MAC_secret[ SecurityParameters. hash_size |
server_write_MAC_secret[ SecurityParameters. hash_size |
client_write_key[ SecurityParameters.key_material_length ]

server_write_key[ SecurityParameters.key_material_length |
6.6 3B MK il
6.6.1 #EiR

P 56 3 I S B s ST SSL VPN 2 [a] e 7 9 6 30 100 O () % i J2 Bk 0 L 34 TP MR 4 SC kAT &2 2
il Feh T SR P ) 1 S X O 496 42 ] 40 305 B4 41 500 5 DA B3 il 41 S0 A8 e aod AR R B SR Sc i R R L W)
o B W] S B BUR T 3 2 P U R e J2 A R R TS, AR T B SUHE [R]— 2 0, {8 80 41 Jhy Bl 130 288 Y 4y
TR 6.3.2. 1, MG I O UM IAE 2 i Y i R A 2 AT £ 4 R AL B

6.6.2 M ER

0 5 39 19 S Bl 106 4 7 b B S SC L 5 il R SR BRI 3. LR .
enum { command(0) , data(l) ,(255)} Site2SiteContentType;
struct {
Site2SiteContent Type siteZsitecontenttypes;
uintl6 length;
select (site2sitecontenttype) {
case command: Site2SiteCmd;
case data; Site2SiteData;
} Site2Sitefragment;
} Site2Site;
o,

a) Site2SiteContentType;
P G 3] O S 3 7o B 26 7, 0 Ry sl 4 S0, 1 A B AR O
b) length.
P 5k 1 19 S 8 7T 1 1 BE A i 45 26 0 3 < B
¢)  Site2SiteCmd:
o S 3] (o S 42 il 41 S3C 5 i TR PR A B AC IR L. E LA
enum { emd_area(0),(255)} CmdType;
struct {
CmdType emdtype;
select (ecmdtype) {
22
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case cmd_area;
Arealist arealist<0.. 2°14> ;

}CmdFragment;
} Site2SiteCmd;

He,

Areal.ist .

SSL VPN {47385 3 , .45 M 4 2 R 5 5 2 R . Mg 2R e DGR H T M5 F M
5 REg i E X WF TR RR . EXWTF .

enum {subnet_ipv4(0) ,subnet_ipv6(1),range_ipv4(2),range_ipv6(3),(255)} AreaType;

e B J2 DR 4 Sl £ 56 22 DI DU £ 0 2 0 D e s . 16500 )2 0 11 2 0 X R 4E B3 0 (TCP/UDP) 5
fEFER(CMP), EXIMTF .

struet {

uint8 Protocol;

uintl6 port;
} TlArea;

struct {

AreaType areatype;

select (areatype) {

case subnet_ipvd: ipv4_addr_subnet;

case subnet_ipv6: ipv6_addr_subnet;

case range_ipv4 ;ipv4_addr_range;

case range_ipv6:ipv6_addr_range;
}NIAreaFragment;
TlArea TIlAreaFragment;}Arealist;

He.

TlArea;

&% 2 PR 4 50

ipv4_addr_subnet;

Fon ipvd BT ML . A 32 7 A (E AR L BB — M E R R T WA TP Mk, 5 A E
FR T M P LR HERS . SRS Y L AF 1 R % T MY TP ik o X o7 7 2 B e L, L
¥ 0 7R X A7 J2: 1 i .

ipv4d_addr_range:

Fon ipva HMHEVE B . e P4 32 (7 Y (B 4L A, 55— 1~ (H 7R b bk i B A A R s ik L 5B
AME 7 ik VPR A A5 AR ik . TE ST Mk X [R] 9 BT A TP Mk AR AEA O R T
HFEEZ A .

ipv6_addr_subnet

Fn ipv6 BT Rt B —A> 128 fu A —4~ 8 PIA (. B — P EER ipv6 FRHL
Ak 58 ZAMEFROR T M hE B RTHS BE . ZR BE AR 128 A A F 9 b hik B9 T T AL A
SEMH B F B I 2 T 00 8 e e .

ipv6_addr_range:

R ipve BYMLHETE R . H P 128 {7 64 (R 24 A, 5 — A B 3% 7 Hb kil i P A0 A B b bt , 5
A {E R ik i R R A5 R Mk . AR X S ik X U] 4 R TP BN O R T %
HWHETEEZ A .

d) SiteZSiteData:

23
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0 56 ) 159 6 088 48 3C . A 9 i BR  E B TP 4R 3L
6.6.3 B THRLRE

5 412 S 9 7 e AR e S RN RO AR AT — R B AT 7 B T BT RAT I R E R . 1 AR S0
{8 T Ui 52 AR 22 i B AL faf B 1D 466 AT LA & 2% 1 B T M U B M R 2 S AR .

TE ) 56 3 7 56 f) 50408 402 SO A% 6 32 2 o o T R S 30 0 £ 3 R B 458 AR 4R 3T, o M 2 R )
P, I 6.4.3,

6.6.4 HIEWMTHANIETRE

SSL VPN [ 3 2 ] 38 1 48 T v il ottt 17 7% 1 5 A H 0 X 5 % R B S AT B8 0E L W
AR TP 47 30T B 5 % i A b, T ok T IR A 15, T LA 3 st 45 o R SCAR B, th T
LLATHEE.

6.6.4.1 AR

7 FEREXR

7.1 FERIhBEER
7.1.1 TAE#ER

7.1.2 FENEAER
SSL VPN 7= i E A Bl AL 8 Ak s oh BE . L RE WL i 2 3 B4 0 P 05 A
7.1.3 BYeZ#H

SSL VPN 7= 5 i B A % A2 i oh ikl il =4 TR .
B A N HE IR 6.4 BYESR AT,

24




GM/T 0024—2014

7.1.4 REWEH

SSL VPN j= i A % 2R CE R RE (R UESHE 1 % 2 (54 .
LR CAE RN R 6.3 AU RIEST .

7.1.5 BHE5

SSL VPN 7= i B A5 5 04 4 50 69 D B8 , AR 55 35 6 2 51 o o 25 T BB , 2 1 O ) 42 31 2 WT SS6 D R, B
R T HFIE - (RSA 8 ECO)SE Z TARRRIE M £ A LA . (T — ﬁ&%‘]ﬁf#ﬂ%%%ﬁ&%ﬂﬂ@
SEREME .

7.1.6 iFiEdRE
SSL VPN =& i Al 1 1 il L] fE T S R AT A R ] . o R
iﬁb‘ilﬁli)‘r“%%@] IPSHE i - fE AR 98 17 ] Bsf () 2 AT
.
7.1.7 BYPEH
s s ] J5) B 2

7.2 EREgSH
7.21 BRFARRRH
Te) B HE LR P B B R B o A s R R i HE R
7.22 BAHREREY
[w) Bt E 2% SSL 3% 3 i B B H , A 4 B R ™ i RE A5 7] iof &b 2 £ B K SSL R

e

T 3 e 45 ) d5 KR P MR .

7.23 SWHWEERY

TGAPBPAT LT E A B K SSL & E B H | IR R B W i AP RE A H AR SSL i HRIBE S .
7.2.4 BHME

TEZAEN 0 BYRMT o MR S5 37 i 78 P I T L 2k 3] 50 0 1 50408 o A

25
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73 REEHEK
731 REEKX
7.3.1.1 EBHER2
7.3.1.1.1 BRBHBZLH

M % v %5 2 B A 4 B SSL VPN 7= 5 B & 7= A4, JLA 91 0 BB B = s ey AN ER A EHLA 2 R 4 4
WE4E .

AR 55 S o 2 2 ) %t e 20 5 60 A B LA 7= A I e AN IAE AILR 25 R E S . 0 % FH X 9 AL BH
R4 97 W GM/T 0014,

&5 4 A0E 5 0% TE 5 0 0 4% o BH X 9 FABH L REBE 9 A SSL VPN =i,

fE SSL VPN 7= it 1 , B 55 35 %5 41 00 RABH L A7 &2 2 R 4P R it

1z 45 i 405 ) IO 2 15 110 4 4 SR E AT BB

e 55 vt %5 6 AT LA 4 42 0 S AT 4% 0 JF 7E 75 B ARSI

7.3.1.1.2 TiEES$

AR B 7 A R LR AF T B SR A G % r o 0 ) TR A% P U R S B B 6%, 7 S R T OT L I T
B O B

7.3.1.2 BREHER:E

JIT AT B L S 7 AR A B e TR R SE R PSR . A T 0 P A AT A R
B B A L T O B

7.3.1.2.1 BEHRE

SSL VPN 7= i $ it 4 15 i . (RIE % 83 8 OB ffE il 2.

BT A % 532 55 10 A 2 ST A9 5 0 3 0 v b AT .

i 0 T P14 3 15 4 1R B 11 DASR AR BT AT ] (bR L BR B A SRR 0 . P Y O K L
1 7E 7= i 28 76 e P

7.3.1.22 BH¥RE

BT A Y % 4 P U R A B PR R B RS
AR R GERLHEAT e [ L 3¢ PA BT A A 7 A 3 11 A0 R 55
fEMT R & RIEEA S A EEHMERGEE .

7.3.1.2.3 BRAHBRE

SSL VPN % F 3 7= it b B A s P 0 B A0 Th R, 46 BRT & P om i i 848, LA GR P e 3 4k .
732 BEEX
7.3.2.1 BEEE

SSL VPN 7= i R #2 4 H AEiC 3% & F F % 2h ik

HE N A

— W R BRET R B FOAE AR E SR,
26
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——F P URIRAT 2 A4 LB T ) R 5 R
—— SR G IR I A ok U 18]S R T R
7322 EBERERE

SSL VPN RS i BEHA HETREANE FHEAR . FA FOHMKE SHRE. BHRA
RLFs A R BB E S ES AREHNWEFEE. 58 R04 MR E% . T E R
AV iz 38 3k B 4 5

BHRALSKERNANTF 8 MFFF.

i P 1R 14 53R B B 00 5 SR A R SRR R T %5 T 8.

7.3.23 E&ER
7.3.2.3.1 &&¥BL

SSL VPN 7= s (9 4 4 » BR 26 50 oy |~ RAEAT B9 B8R A5 Sb . FR SERC B 9 67 00 A A0 A 20 46 2 2 1) 7
M S Y B e P SE AR

7.3.232 #&EH

R X 4 8% o2 B AR S B AR AR AT IE TR PR &
R Xof A7 1) ) 9 ORI B B AT S B
A4S 2 7 30 i i o7 45 O 45 Ak TAE .

8.1 F@mIbeEim
8.1.1 TI{EH

e 5 7 - T 55 s AR ARESXTT P 7 O e R 95 S 7 1) 8 52 G 47 P9 OO AR 5 % . TE B OG- 56 T
PEBGKTR  — AR S GR 47 19 % P R AL RE D [R5 — 1 O S 4R 4 i 79 T IR 95 85 . AR &5 SR BERF 5 7.1.1
B EER .

8.1.2 FEMETHEE
IR GM/T 0005 Y B3R S BURE A | i B2 VI A R O SR 2 A G o 46 00 465 2L O 45 4% .
8.1.3 LM
WS IR R 6.4 M BORMEAT . SRS 7.1.3 KER.
8.1.4 REWIXIEH
LA CEF M BUNIE I 6.3 MERHEG. BMSRVFE 7.1.4 WEKR.
8.1.5 HMHE7
Sy S AN 4% R 6.4 BOBORIEAT . RGERMAT S 7.1.5 B9FR.
8.1.6 A

M P S 5 1) IR 55 S O 47 00 9 10 Al 95 %« B L RE U7 R B AL B IR . RIS RS 7.1.6 1
27
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2R
8.1.7 EHEH
A R N A R 6.4 RO BISRIEAT . RIS RN A 7,17 BESK.
8.2 FEamiEsEm
8.2.1 BARHFRARH

TER T G E A K P AT 5IR S S L SSL &35  EX & L, AR MR % & T # 512
4 AT 64 B0 L I 7E 0 IR 55 B8 b 8 T i E AL, LR IE 7 B SR N I it AR o B — A iR R
FFEHARREL. RS W7 L PO T 1 1 1 280 3 S 2235 ROPE O

g3,
8.2.2 BAHEEE]

bn % 7 S . 5 2
AR, HEE
8.2.3 H¥#3

[a] , B 43 F0 2

<7 SSL
8.2.4 EMR=E

Nl R S
1 MB¥#& , i iz # % F15 1 MB
i, mEE LI Y e % B A 0 H R R
A g )ik 25 R

8.3.1.1 %2
8.3.1.1.1 RBMEA

R 25 R AF A 7.3.1.1.1 (ER,
8.3.1.1.2 I#®EH

WL RBAF & 7.3.1.1.2 BR.
8.3.1.2 EEHEZRS

W ETRIFFE 7.3.1.2 HER,
8.3.1.2.1 WHR2E

K25 RBLAF A 7.3.1.2.1 MEER,
28
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8.3.1.2.2 =Rz
W R A 7.3.1.2.2 BYESR,
8.3.1.2.3 EPFKES
R RS 7.3.1.2.3 HER.
8.3.2 HERN
8.3.2.1 BHEEFE
R 25 R R FF & 7.3.2.1 BYEER
8.3.22 HEREHR
) 435 55 5 5 S
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& £ X W

[1] RFC 4346 The Transport Layer Security (TLS) Protocel Version 1.1.
[2] RFC 4492 Elliptic Curve Cryptography (ECC) Cipher Suites for Transport Layer Security
(TLS).
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