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AFRMEMTE GB/T 1.1—2009 % tH o #0002 2 .

HERAR O E N REW R TR, 2430089 & A HLH R R 51X 8 & Fl M AT,

bR FRTUREAEARBZRSREIFED .,

AfRERE A EHITEEEE S TEER PO EREARERA A IR RBERHEARA A .
FHMTRERE FREARAA IR BEFEEHEATRA A AL B FNERG A R A EEHIR
B R A PR 7 B L = V000K 9 45 {5 A R4 A | 7 42 38 R B ) 45 R B A PR & L b B K15 1
BELBARERARA X EFEAROGARAR ERFEBEEHR/EHEERN P .0 N ES BT
AHRAH.

AR EEERTEA NV RER ENE CRE B /D R L FLLE SRR GERE .
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IPSec VPN # AR #35

1 JEE

AR HERT IPSec VPN B4 AR Hpisl 7= S B ER R 3t 17 T HL 2 . o] A T 48 % 1PSec VPN = & i #F
il ARG o A

2 M| AXH

ISR T A SO g Al H 0 PN 99 19 Rl A 3 T 4 3

EWRREEHEE o2

SOPR A% Y RO
FEER, Hoi R R8I =4

a)  H—455E W R H AE W 2 i T T

b)  Ja—A~4h 5 AR AR A B R S — AR R R

) BRI [E Y H A MG B 5] — R E E AR .
a3

EWNREBEZ/NPEWEFE  asymmetric cryptographic algorithm/public key cryptographic al-
gorithm

mEMBEEAARBFANBEBTE. Bh - EHAQFOTLUAT, B —1 %58 @) L Fi k%
FH . HHAHARMBAARTERTITH.
3.1.4

FFRBIMEE  symmetric eryptographic algorithm

Tor 4 0 S 48 0 R () S B O BE S R L

G Bk S 3 — 4 [ % K A
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3. 1.5

SEBTEE  block cipher algorithm

W A N\ B ) 2 G S B A A L AT A T — X AR R R
3.1.6

FHSEPEETIEERX  cipher block chaining operation mode; CBC

A 4 RO R i B — TR, AR AR 2 i A B SO A S T — B SO A AT R S B S
T 45 3| e % S0 .
.07

WiE{k m&E/{E initialization vector/initialization value; IV

TE % 1 70 46 v, Shy 398 2 4 P {6 8 0 5 4 ) 25 17T 5 1 A B9 P T S 40 7 e 4 0 A
3.1.8

#iEFEL S data origin authentication

il A e W 3 9 AR 1 ke R BT SRR Y .
3.1.9

M=IAEH  digital certificate

WA AIESR, HIEBIMENMBA(CAHZEZNE S AT ERHAEGR A HEH . EREER A
B VLB TR A5 B — Fh RO S5 4 . #2285 0T 43 A AAE S HLAGGIE B A & iE 4, % g ol o h A
HE - AN IE .
3.1.10

L4 BB security association;SA

1 {5 S 1A 28 P il A S A SR A — R B, B R T ISR An i ) R A R %5 R AT K 2R E R
LEERRARETPATEFM ML LRFTTHENFTAER, Bl 1P 28R % o3k % 50 #7036 5 %) %
i )2 A0 FH )2 e 95 o P O A A B IR R
aa- 1

EEMELEBRMZHASEEMI  Internet security association and key management protocol; ISAKMP

R ) 2 4 Tk B AN 4 B B B O DU ST ST L PR A R D B 4 Tk B A4 A AR SOk S O
ST AR A A B R R A AE . XS I A A E R T —BRUHESR.
g2

#H T payload

ISAKMP i {5 U0 22 # 78 B A E e 4% 50, A9 3E ISAKMP § B #Y ZE A4 i,
3.1.13

IPSec ##1% Internet Protocol Security

B IETF i % f93 ) v i i R 55 T TP 3l 15 B4 22 2 v i —Fh 00 4% J2 B L, 7T LA 4 it i 4 2 B AR
71 B 15 4 51 | R A B M A B R R 2 R
3.1.14

431 authentication

S S AL TP 38 {5 ) %38 7 RESE Bl A B8 & K T i B SE By LA R BE AE R i R rh 2 Bl
BB
8:1.15

fn# encipherment/encryption

ot BB 0 A7 A e LA 7 A 9 SR R
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3.1.16
Y502k authentication header; AH
J&F 1PSec B —Ffrdrisl, i T 4244 TP HoH 6 o0 $oHE 72 8 5038 1R 4% 51 LA B 0 3 e B0k 9 D g (H
BN E TR,
317
$HELLHH  encapsulating security payload ; ESP
J&F IPSec i) —Fh il , A F 4R 4t 1P B3 62 00 B 25 4 B4 58 5 1 LA B X 48 5 % ) LA B 40
Yl 9 Thfg .
3.1.18
EMERAME virtual private network; VPN
o P 2 A R 7638 17 9 45 o Mg it e 4l I PR .
3.1.19
IPSec 323 IPSec implementation
HARSC B IPSec VPN B30 i H8E 124 7= &
3.1.20
SM1 &% SMI algorithm
— P BT, KB N 128 HoAF PR N 128 k.
3.1.21
SM2 &3 SM2 algorithm
— M EM L AP FBEE  HEHKER 256 LAY,
322
SM3 #3% SM3 algorithm
— BRI b 256 A,
3.1.23
SM4 Ei% SM4 algorithm
—Fh BN E A E KR 128 HRE, B E N 128 k.

3.2 4RRRIE

T g S T A SO

AH . %53k ( Authentication Header)

CBC : (440 5 15 f4) 95 % 43 41 i & (T4 5 20) (Cipher Block Chaining)

ESP. # % %42 £ # i (Encapsulating Security Payload)

HMAC. ##4 f 2415 12 B (Keyed-Hash Message Authentication Code)

IPSec: IP % 4 1i¥ (Internet Protocol Security)

ISAKMP ., H I %) 2¢ 4= B¢ B 0 85 45 45 3 Y (Internet Security Association and Key Management
Protocol)

IV . #17 i& 4k [ & (Initialization Vector)

NAT . % £& #b ht % 46 (Network Address Translation)

SA ;&4 BK (Security Association)

VPN : g #) % Fi M £ ( Virtual Private Network)
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4 EWRHEZEMEAMAE

4.1

EREE
IPSec VPN fif Ff] [ 2 % A5 4 35 = 8 0 171 4t o 6 30 PR 4 9 0005 X R R B0k \ B T e e R

BEBL R A R . BIE R E R RANE

4.2

—— AR R RS 5 SM2 i (B by 2 9 Bk, T SZHF 2048 7 R LA B B9 RSA Bk, T
HEIE BT A BT A

— X FR RS B2 f A] SMIL 5 SM4 23 4 RSB Bk, T 4 6 3 46 B0 B 0 o 4 R 4SO Y

I e E%&H‘JI‘E’E&: i

IDi. ﬁ@ﬁaﬁ%ﬁﬁ oY
IDr ; W 137 77 49 4 TR 4767
HASHi: &g 28 8167 .
HASHr . Wi Ji 75 ) 4% % 404 .

SIGi: & 2 7 9% 2 #1457 .

SIGr : W i 7 1 % 2 84T .

CERT_sig_r: %&£ iF H 77 .

CERT _enc_r: il % iE 45 8 77 .

Ni: % 58 nonce Zfr.

Nr: Wi [ 75 B9 nonce 7.

<p>>_b: BWA<p>M £k R BA ISAKMP i Hik #9877 .
pub_i: BT AH.

pub_r: W& KL 5 2280 .
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prv_i: B A .

prv_r.: 0 i 77 FA 8

CKY-1:ISAKMP 3k {1y B2 J7 cookie.

CKY-R:ISAKMP sk #h i i i 7 cookie,

| y:x 5 y B,

[x]:x JgAl ik,

Asymmetric_Encrypt(msg, pub_key) : i I 4E % #78 : Asymmetric, pub_key & 3 % 8 % 8 A5
B msg b BTN KA B b msg 6938 FH#AT L fI# SCER . 1 RSA_Encrypt(Ski, pub_key) 7 {i#f
Al RSA Bk, A 81 pub_key Xf Ski_b Jﬁ'ﬁﬂﬂ’ﬁ ottt g Sk By FH 404 Sk A SR

Asymmetric_Sign (msg, priv_key) : {8 Hl L . Asymmetric, priv_key E BN msg #E1T
BFrEs.

Symmetric_Encrypt(msgh*

PRI 58 i B g
P B0 T 58 — Bir Beag
KEEH.

5.1.2 X

AZ M0l FARHE ISAKMP 0715 15 LR PSR | 37 8. 9 i 0 2 7 LA BB IS B

AR SA R i R A 2 T 2y o 20 A 1 e o A USCARAT o ,  DURT B 7E TK B Ay
W, AR WA IR Y R T T LA R 6 o L R DR RS — [ B R A B R R A L Rt 2
AR AR B R A — BT R RS P B B — R 2B A P KRR A E LS
T ALE RGBT R ULEAT A 2 M AR S A LR E UL 5,14,

T 22 4 15 WA 11 B 7 S0 T O 2 7 S A e A A K AT T 4R IR SR P L R U AR A A R T
1B
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5.1.2.1 F—HBE—F&RK
FERKXE DB ORI A3, KBl B 6 HBHM. S & 6 19 % 51K 87l 8

B .

A B Be i Komo il Bk BBy BRI AL 5.1.4,

FHRA BB -

B 5 K& i Ji el Wi i A7 R

1 HDR, SA —>

2 <l-— HDR, SA,CERT_sig_r,CERT_enc_r

3 HDR., XCHi, SIGi ==L

4 3 HDR, XCHr, SIGr

5 HDR % , HASHi ——

6 < HDR % , HASHr

WA 1 ARy (E) W B 7 2 3 — A~ e A R U E e 1 4 MK B A T R LB AT P ke A A
A .

HE 2 WL Sk — A% A B B AT LA B B M B AE B AN S AE L A R e TR
B &R I KR SA BRI, ZEBRERMTMWEAENE 5.1.4.3.

HE 3 FIHE 4 Al 5 M R 7 22 45 B4, 52 4 19 B0 4 2 L 4% nonce, 5 63 A1 18 (1D) 55 # 1ir
Nonce J& 4= 5 11l % %5 57 A DA E 2 6 B 0 05 19 28005 1D 2 2508 5 s 1o 7 9 B 1L o ok 4 40 6l s e
# Sk JEAT N R 87, Sk X HINEIER P AAMERY IFE . NHFEENBEBHATHFERL. Y4
i SM2 Bk AT B MBUFEE A B2 W GM/T 0009; 244 Al RSA B3 34708 M4 2 nf, W
BECS#1,

R T AZGESEIT

XCHi = Asymmetric_Encrypt(Ski, pub_r) | Symmetric_Encrypt(Ni,Ski) | Symmetric_Encrypt
(IDi,Ski) | CERT_sig_i| CERT_enc_i

SIGi_b = Asymmetric_Sign(Ski_b | Ni_b | IDi_b | CERT_enc_i_b, priv_i)

Wi 157 77 A8 46 i BB 40 F

XCHr = Asymmetric_Encrypt (Skr, pub_i) | Symmetric_Encrypt (Nr, Skr) | Symmetric_
Encrypt(IDr,Skr)

SIGr_b = Asymmetric_Sign(Skr_b | Nr_b | IDr_b|CERT _enc_r_b, priv_r)

ERSBEPERAMENRESEE NREUEEMENAEREEYHEE L MEL 2#HE. I
Aif 4 81 Sk Hy R 75 #1017 77 % E BE AL AR B, AR BE O A A R BRSBTS B R

X k% iz B A CBC 3, 88— 8AT 9 TV (H28 05 JEEERY TV {8 B Al i 3R for 9 B J — 41 % 3¢

T 2 I B 32 o B L AT LT M K S T AR R AR R, AT
HEBR G — T F 1AM 0, B — M A F W NEA R OHEE A WA F .

Idi 1 Idr #2655 {f fi] ID_DER_ASNI1_DN,

Q0 SRR T E A © S TE MRS P R P, RGN Ak INVALID_CERTIFICATE i %174 K. .

HE S MHE 4 ZHEMG, 2 5@ (E 007 £ R E4A%E$ S8 SKEYID, DL 4 )5 4% #
SKEYID_d.SKEYID_a.SKEYID_e, % 77 84 H1 0 F

SKEYID = PREF(HASH(Ni_b | Nr_b), CKY-I | CKY-R)

SKEYID_d = PRF(SKEYID, CKY-1 | CKY-R | 0)

SKEYID_a = PRF(SKEYID, SKEYID_d | CKY-I | CKY-R | 1)

SKEYID_e = PRF(SKEYID, SKEYID_a | CKY-I | CKY-R | 2)

6
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FRHBEAXPHME0.1,2 BANSFHAME.

SKEYID_e 2 ISAKMP SA Fizk {40 Bl B L& A 69 THEF Y . SKEYID_a & ISAKMP
SA F o0 B ik HE 3 8. 56 8 1 LA B R4 UR 5 0 B i A 09 T/E % 1. SKEYID_d AT SREHmNm 4.

Firf SKEYID K BE# i PRF oA ECAOHE < B ok . IR PRF esREOA S0t BE K4 A REME M
— AR W SKEYID_ e #4749 &. @40, HMAC HASH #)—~~ PRF A =4 128 4% Y%
i BB R IL R A BIRT 128 HoAR A9 % 8 A9 i 2, SKEYID_e 37 25 R 9 R sk LA™
JE HEIEEMERAKENERIE, RBREETENT

K = K1 | K2 | K3+

K1 = PRF(SKEYID_ e, 0)

K2 = PRF(SKEYID_e, K1)

K3 = PRF(SKEYID_e, K2)

B e M K R 6 10 58 FF G B k4 B P T A

HE 5 FIINE 6 Zil 7 A A Jhy 6 I T A S et AR . 3 T B P A R4S B 0 R FR R S
Bk, MAREGEEAHEE 1 MHE 2 §iE, B9 SKEYID e, X% GiEH#MH CBC #
Kk km & IV ZIEE 3 Y Ski fjiE 8 4 Y Skr #iEE KL HASH 2853/, 8.

IV= HASH(Ski_b | Skr_b)

Hash Bk il B 1 MIHE 2 ¥,

M RTEE BT FERRES THRENA R HKRENRRMS. RANEEFVHE
IR 0. ML AIEEKENGFEI T R R, B X e T % UK,

HTERI e, B4 HASH L, Wi 75 /=4 HASH_R,iHHE AR T

HASH_I = PRF(SKEYID, CKY-I | CKY-R | SAi_b | IDi_b)

HASH_R = PRF(SKEYID, CKY-R | CKY-1 | SAr_b | IDr_b)

5.1.2.2 E_HrE—REENX

A S K o T 58 — B B E AR fE A TPSec SA T it 2 89— & 2> th A IPSec SA %
LRI IMESTHEEY . REE B (G E d ISAKMP SA {747, B T ISAKMP 3k 4h 4 ity
T AR B N . AP, —4 HASH #f5 5 E R 7E ISAKMP L2 J5,3X 4 HASH HFH B M
3 P 6 LA B B R B SR E

R4 B B, 8017 (0 0 25 PR R B B L 19 CBC THEM S 1 MIEM IV 2SS —-MBRNEE
— 41 % CFNEE B MisglD #E4T HASH i 5 57 48 64, B .

IV=HASH(SE —Br Bt i 5 — 41 % 3¢ | MsgID)

JEEEM IV Eff—MHEMERE —HE L. HEMBHANE -HEPIHETETR .

1E ISAKMP 3k ) MsgID ME—#5i8 T IEFE #E 47 o i P @A L, T 1K ISAKMP SA A& 5 Xy
ISAKMP 3kt cookies K Frifl. B MREBHE L EH - E—K IV, XREAREET—1
ISAKMP SA ) 22 A~ 3 18 = 76 1% — B (8] 79 ) B 0 77

7 PR B P R P, B AR IR ID B 2 X H ISAKMP X759 1P bk , 3 EL A 58 H M2 RF i
P S, AR SR B R XU 7 B AR E D, WX Y B 3 AR Ok 1Di AN IDr R {38 . ma B J i A
b 2 4 MR D i R R B SRR ID. AR &R O 89 B (AR R 1D 28 4 5w el b R A
A B B B 42 32 o W] we gy 2 A ik — il R B 26 B INVALID_ID_INFORMATION (18)#
3 2R A o

FEE R W7 Z 18] 2 4 bkl B B R ZE MR 0L F o 5 47 Fx iR 1D 3 L ) TPSec SA iR #LE i {7
B35 0 HE AT R B B E
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AW By B 099 Bk B 3 A 9 BRI 5.1.4,

PRAEEA LRI RIT .
HEFY  REN 77 [} W) SO 7
HDR = , HASH(1),
ii =
SA’ Ni[s IDCiq IDer ]
2 o HDR % , HASH(2), SA, Nt[, IDci, IDer ]
3 HDR » , HASH(3) e

WE 1 REFEWERG K% — N RERT., - REBART LR EET - TR UR
A o T 44~ B AR o B 3 — A S B AR AR AT 1 nonce B AR IR

2R % BT I B
HASH(2)= P}

iy SLX Figry)VEN

K2 = PRF(SK}
K3 = PRF(SKE

B SA R A A % 2T . Ot 2 A 7 6 5 — 1 O
R 77 35 B[R () SPTARIE T 84y (o] P eedndulibitp®EY MAT . 1 SA ) H %) #3% # 49 SPT, B
HF A% SA ) KEYMAT,

5.1.2.3 ISAKMP {£E%#

R ISAKMP % £ B8 2 28ty U ISAKMP {5 B A8 3 B F FioR .

KR 77 [} W J37

HDR * , HASH(1), N/D —>

Hp N/D & —4 ISAKMP i@ 588 4 . sl J& — 4~ ISAKMP g &f. HASH(D BB kR -

HASH(1) = PRF(SKEYID_a, MsgID | N/D)

Hop, MsgID A HE 5 [l — 4> ISAKMP SA {47 i) H b 55 — Fr B e e iy MsgID A ) .

1 B f g (o P X PR A S Bk 19 CBC TAEME R, K4 SKEYID_ e, ¥t fL 1o & 1V 25
— B B B S — 419 S0 R MsgID 47 HASH 32 5 Bris i, B .

8
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IV= HASHCE—WBt i85 —#H % L | MsgID)
HE MBS —pr By s i —HE.
fn2R ISAKMP & 4 SR 7E {5 B 22 e f 8 98 A 5, ) 905 8 LA B S 2% L B

K& 75 li] Wl Lz 7
HDR, N g
5.1.3 NAT 5

IPSec 27 NAT #5441k TPSec ¥4 i REGE SF ML I 45 9 NAT 2% . NAT S 3 MNEF4M4 R -
SR 5 B AT R SR NAT Zell, FEURE 0 XUy 22 (6] 4 B 7% B R B AFAE NAT, 5 P ]
/] UDP # 3 4b 3 NAT ZFile.

EHNAT ZF#iAy NAT_D £ 745 Nl il S 1 5 a3 MiHE 4 BTG, Xt
AT ML A S 25 i gl j

HE T3 :

W] 17 7

HDR, SA, VID

5.1.4.1 HEBE LB

A R B UUE R AR F R 25
FF b TR A BT 4T 15 B

ISAKMP 3k k& 2 AN 1 B
Wil [ 5 cookie
F— A8 e T e ik
HE D
KHE

B 1 ISAKMP sLgs

RET7 cookie: iIXNFEE—ME— 8 F I HAF B, il R 4 BEHLAE AL

W B 7 cookie: iX AN F B —ME— Y 8 1 FAF R L b B A7 FEBLAE AR,

cookie B4 i 7 ¥ W 2 B RFC 2408 2.5.3 SR 4 i .

T8 X FEI AT RANE PSR ARR, RATRMNELmE

9
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IR
1 OHTEBMEX
T A {H

J& (None) 0

4z 4 BEB (Security association) 1

#1il (Proposal) 2

A (Transform) 3

BEHZE L (Key exchange) 4

#7iH (Identification) 5

iE45 (Certificate) 6

iE ik (Certificate Request) 7

i (HASH) 8

£ 4 (Signature) 9

Nonce 10

il 1 (Norigication) 11

W R (Delete) 12

I~ # (Vendor) 13

& R 14

NAT_D 20
NAT_OA 21

X R 8 B # A (SKO 128

{8 (Reserved) 15~19.22~127
AT (PrivateUse) 129~255

A XA ERRY LAFY P 0~3 RAREMAT 4~T7 MRRNKRAES ., FIRMERLE E
WA 1 KEAS 1,
AT SXAFEA LAF SR E B HRISAYE LAk 2 R

®R2 ZHMEBNEN

RBLR 43 e # 18

J& (None) 0

A (Base) 1

B {4 (Identity protection) 2

{¢ % 5] (Authentication only) 3

{& B (Informational) 8

H ke f F] (Future use) 6~31

DOT B & & Al 32~239

A (Private use) 240~255

A% o L 8 1 B B — o B T Y S 4 R O By (R AP S U D S LB 2. SR BB

10
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B f A A PR s B BT 4 B A (EL M 32,

PR XA T B BE R 1 ASF A, UL 8 6 2 e bh I B Y LR IO, AT T A A B
3AEeAE HoA e RS E T E Y 0. BEE T .
IO EL X RARE T B P RN AR . M A E Y 1 RN AL S E A R
i #RR F ISAKMP SA i ER BRI . X i E N o i BT AME.

— R X RIREFEMNE 2 8, AfrfE b HE X 0.

—— (A A X RARE F B 3 AR AR A R 0,

HE ID: XN FERMKERN 4 FWH, 8 B EFEN 0,765 BB RN 4 1A B YL
B ME— B AR TS Z B B A9 B i P bR R BUIR 25 .

RE XA FBIRER 4 F0 LI 8 8 A0 hr A A & 0 Bk MR e s s iy B B

5.1.4.2 ER#HML

BB ph B RSk T A6 . I AR Sk E ST R AY ih L T LUBR T LA B R R B AT . i
ATk B LA 2 TR,

T —4~ 8 i e A B

2 EAEELEX

T8 XD FEARKER 1 AFH0 0 TRARBE T — M RATA 2R, 0 R w782
JE—A WRF B w B R 0, BAFEBEE ] E L,

RE X TFEREOKER 1 F,HEN O,

B BE XN BER R B 2 A5, U AT 8 b 140 A 3 PR S FE A A R R

5.1.43 ZRELBUAHRE
AN A BT T U SA, I BL¥5 52 B i BT 5 T (9 i B 3 DOT. 22 419k B 30 4% =X 48 8 T 1tk fe
# DOL A BA YR BUE N 1. KLBKBRARERE 3 .
T— R 15 BB
i B4l (DOD
11,5,

B3 Z2EAHETEX

FT—18M: XM FEOAKENIAFEH R TARMGE T RO, WRESHRETER
B—T . MZFEHEE R, BEERHE]l EX.

HEB XN FEMKER 1 PMEN . HERO,

HERE: XTFEMKER 2 FH . UEN IR g N e EBR R E . EEEA
& SA BAF B A B ULER T A0 AT A 5 B I A0 2 4 I T A S i A e AR AT

RS (DOD . XN FERRKEN AT HENTHA B, EIEEHBEMETFH DOL, X FE
H{EHR 1.

W X FBREERIAANFZY , RUDEE SR, Ak EETEMRLEMENER. X
mF .

—SIT_IDENTITY_ONLY . H{HE X 1. £ SA ¥ h — P H MR E 80 i RRRE Bk
FRif.

——SIT_SECRECY . H{E % 2., %8 SA F&E -1 ELRiC M ENHE R .

11
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——SIT_INTEGRITY . HAH £ 4. &M SA EE— M AEIRiC 8RS H .
A 5o $A R B SIT_IDENTITY_ONLY fi§.

5.1.4.4 EiLEHE

IR 197 T 0 A 0 e A o R 7 A A A 2 A P B A R R R PR Y SA SR
HIE 2% AL A BT 2. ORI NN 4 TR

A R A
B il 1D SPI £ jiF A5 4 %
E ) SPI j
4 ENE TR
T —A A XA (R TFA L MR R mEA fif » h 2, /MR 0.
PR X F AEN L HAAER O,

B gl B B 2 AN LS O B T e e OGN . ST RS
6530 8 1 Sk L 7 A 5 R S K 2 e AT L 1K E O T g AW AR AT P B

IS KPR e S R AR R T R ] IS e b i
SO LS (P ) R 7 X LAY R
FerE R, 2 S B ME

iy D 7 B

ek s W .

ZE e i1

RESERV

PROTO_ISAKM

PROTO_IPSe®&AH

PROTO_IPSec_ ESP fif il 4R iR 4F 3
PROTO_IPCOMP IP FE 45 6% B il A IR 4F
SPI K . X A~5F B ] L DL R SR A Iy . T —MEBOZKERN O
BB KER 4,
TR X FEROKER 1A i i a4

AR SPLIES — B A XA FB L ES B A FRORKEN 4 7, HNEFRZE N
fi 42t & 7 A RO B AL

5.1.45 THHW

A5 G AR 77 FE 09 1 2 e Y A 4 SRR T g — 14 5 10 I BSCHR 3 O [R) 69 B 2 AL, AR A A 36
Ry 3. B BEHT AR WNE 5 iR .

12
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- i e A
i A 1D 2
§ SA Ji #

5 TMFFHER
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