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ZRig &N AEONE

1 3eH

ABRERLE T2 B0 B Al e 1o A B0 R 1 2R TR R 5 2R S 5 4 A B T 4 DU AR
A KR EE T IR 55 X B R & AR L LA R TR R R AN A & . A TR
RE & AR

2 MetsI At

T OISR TFA SRR R LA D). FLESE B EAIS]F X UE B 0 R AE T4 3
. JLRA T B #8951 F SO L BH A (B35 BT A B 15 e B8 & A T A 3.

GM/T 0006 %55 i FH AR 1R ALTE

GM/T 0009 SM2 % 5% & (# LT

3 ARIBFEX

DL AR g SGE T A S
3.1
&3%4Ri8  algorithm identifier
FF 3 B A kT ME— R RS .
3.2
EXNRBLNE L/ NAFBEEEX  asymmetric eryptographic algorithm/public key cryptographic algorithm
Jon i 25 {6 P A ) 485 BH 10 RS B 1%
3.3
2%  decipherment/decryption
e ik A X L Y A AR
3.4
& ZSH  device key pair
T AE A IR Y I T & B A JE X AR B X, 40 15 2 44 6 BH 0 A 28 &5 AR X
3.5
fnZ  encipherment/encryption
X A SR AT 5 R 7 4 LA 7 A B SO I R
3.6
FEAMFEZSE  key encrypt key; KEK
Xt B AT I R AP A
187 )
NAEALIZHE  public key infrastructure; PKI
FAZS A 205 H AR 57 135 5 3 P R BERE IR, O F P REUE B E M B HE RS L 2RF .
3.8
FASRA (#2455 private key access password
FAF IR UEFAA 6 FI AR (1 0 4,
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3.9
SHFRZBRF AR/ I FRZEGE S symmetric cryptographic technique
J5 & & MW Bk AR — & B AT B R R AR (EED . Hd  nE %58 5% 5 9ME,
B — BT LN — BT R
3.10
RIEHH  session key
AbF R A B A T AR AU — R SR AR .
3.1
RPE$  user key
FEETER B N A A F R BE M E RIS RS . 1 & 82 AN EHE 0.

4 HSMERE

T HI 45 i E
ECC  #il5h
IPK
ISK
EPK
KEK

5 FEIEMRIR

IssuerName

40 WEET WA
WHES

DeviceName

; o g KEGFR . .EAES
DeviceSerial ﬁ§) ) £ TSR A
DeviceVersion 4 ST A 3 R Y R A S
Standard Version 4 R THFNZEOIERAS
Al 4 FHRR MBS FZR T EREMNRE ER R
AsymAlgAbility 8 MBS R R A FIRRNEENBRER RRFTER
TR R A S R
v FITAT S5 0 X BB s 3R O B R X B B R AR AR 4 o 3K
SymAlgAbility 4 -
BREER
] =N Es R A% 17 2
HashAlgAbility ’ )‘5)_?7% TR A B, RN OT B AR B AR IR A 7 5
BERER
BufferSize 4 SERF I B K A A 25 ) CRRLAL“F 19

[§]
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LR EHE A5 7E L

typedef struct Devicelnfo_st{
unsigned char IssuerName[ 40];
unsigned char DeviceName[ 16];
unsigned char DeviceSerial[16];
unsigned int DeviceVersion;
unsigned int StandardVersion;
unsigned int AsymAlgAbility[ 2];
unsigned int SymAlgAbility;
unsigned int HashAlgAbility;

unsigned int BufferSize;
}DEVICEINFO;

5.3 BERADERFHEY

5.3.2 ERMEBEN

o 1 1 O
EYSE )

T % P X &R 5

wHRG S WG I 7% o 4
0x01 N %4 001

............

5.3.3 SEEN
S TR B PR A O R B IR A TR BT R AR R
5.4 RSA ZAHIRLEMEN

RSA %5 47 45 H 770 B L g DA 785 BUAER B 285 6A 47 J5C B DA 25 5 465 P 04 1) o v (S T 0 » B 86 7 19 SZE B
B L AN AR RS O
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DB S E X

TERAW PR B (F0) & X

bits 4 R

M 256 BN

E 256 N ZE £
ANEH B 45 74 7 L

FEAWR A =4

bits 4 B

M 256 EN

E 256 NHEER
D 256

prime[ 2] 128X 2

pexp[ 2] 128X 2 i Dp # Dg
coef 128 AE

S o B S5 4 7
# define RSAref_MAX_BITS 2048
% define RSAref_MAX_LEN ((RSAref_MAX_BITS + 7) / 8)
% define RSAref _MAX_PBITS  ((RSArel_MAX_BITS + 1) / 2)
# define RSAref_MAX_PLEN ((RSAref_MAX_PBITS + 7)/ 8)
typedef struct RSArefPublicKey_st
{

unsigned int bits;

unsigned char m[ RSAref_MAX_LENT;

unsigned char e[ RSAref MAX_LEN];
} RSArefPublicKey;

typedef struct RSArefPrivateKey_st

{
unsigned int bits;
unsigned char m[ RSAref_MAX_LEN];
unsigned char e[ RSAref_MAX_LEN];
unsigned char d_ RSAref_MAX_LEN];
unsigned char prime[ 2 ][ RSAref MAX_PLENT;
unsigned char pexp[ 2 ][ RSAref_ MAX_PLEN];
unsigned char coef[ RSAref_MAX_PLEN];

} RSArefPrivateKey;
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IHBUREE W 7 X
R TN B B () E3d
bits 4 WK
< ECCref_MAX_LEN D8] x M H5
y ECCref_MAX_LEN NY y AR
FASH B 45 4 2 X
F B R BHR R (D EP4
bits 4 WYL K
K ECCref_MAX_LEN M
KRB E
# define ECCref_MAX_BITS 512
# define ECCref_MAX_LEN ((ECCrel_MAX_BITS+7) / &)
typedef struct ECCrefPublicKey_st
{
unsigned int bits;
unsigned char x[ ECCref _MAX_LEN];
unsigned char y{ ECCref_MAX_LEN];
} ECCrefPublicKey;
typedef struct ECCrefPrivateKey_st
{
unsigned int bits;
unsigned char K[ ECCref_MAX_LENT;
} ECCrefPrivateKey;
5.6 ECC m#EwBIELEME X
02 i di A 1 X
FEAR B (F 1) CPS
X ECCref _MAX_LENP X 71 Ht
y ECCref_MAX_LEN Y 4
M 32 W 3 A 1
L 4 OB K B
& L & SRR

EMUN S TR YR
typedef struct ECCCipher_st
{

unsigned char x[ ECCref_MAX_ILEN|;

[$2]
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unsigned char y[ ECCref_MAX_LEN;

unsigned char M[32];

unsigned int L;

unsigned char C[17];

} ECCCipher;

5.7 ECCERBHIEEMENX

a5 2 B A W X
FRAH & X
r ~CCref_MAX_LEN 3

S bR B A E 3

5.8.2 HIEIHGA

ulAsymmAlgID unsigned long A4 %6t B % 4R 19 A X R A bR R

ulSymmAlgID

unsigned long

X PR RR A

WA N ECB X

ECCCipherBlob ECCCIPHERBLOB Kot R 8 4 5 S
PubKey ECCPUBLICKEYBLOB T w5 4 %A 60
B % B X A ECCPRI-
hn % B R R B S A B
cbEncryptedPrivKey FofF 5 Bl e VATEKEYBLOB % #

£ R B SCHY (ulBits + 7)/8

f#) PrivateKey
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6 E&EEOMIE

6.1 BARENRABEOELAATHBEMBEN ARAKRELPHGE

EAPIER I B B AR K RAERR T B DIRE RS 2 B Bl S mAm SR s
£ SG » 388 3k ARR E JLRE ) B A P 1 [ 38 Y 500 IR 55 2 SR (2 it R AR 55 PR 1 BT

FLAL T B AR 55 B9 W A A R B — RIS B SO AR R IR 5

APRMER T C i & 1R 4 O eR 8. e 5 S8 . B S8 KA N F 1 8.

6.2 BREEHLE

A.

AN 2 251 : SDF_OpenSiy
K] 2513 : SDF_CloseSession
B %5 &, : SDF_GetDevicelnfo
7= BEALEL : SDF_GenerateRandom
FRECRASH {# FHALBR : SDF_GetPrivateKeyAccessRight

B FAEH (# FIALRR : SDF_ReleasePrivateKeyAccessRight

TOmMMY oW

6.2.1 #IFRE

JEHY . int SDF_OpenDevice(void * * phDeviceHandle) ;
ik : TR .
=8, phDeviceHandle[ out ] 1% 8] 1% 28 )
EEE: 0 D
k0 R IR (B R ARG
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ik phDeviceHandle H ¥R 46 LI HE N
6.2.2 XHIE&
JEiHY . int SDF_CloseDevice(void * hDeviceHandle) ;
EBLY KA B & FERE A R
S8 hDeviceHandle[ in] EATIF A% % B4
BREME: 0 el]
JE0 SR IR [ 1R AL RS

6.2.3 GIBKIE

J A int SDF_OpenSession(void * hDeviceHandle,void * % phSessionHandle) :
ik lfeRsR R TS IS riN
28 hDeviceHandle[ in ] 2 AT IF Y5 & AR
phSessionHandlc_[;out] i [7] 5 5 3 A B ST R T 450 )
BEE: 0 L)
k0 R 3 [ 4 R ARG

6.2.4 XHIRWE

JR A, int SDF_CloseSession(void * hSessionHandle) ;
ik . K5 BB & B M SE IR BRI
S8 hSessionHandle [in] 501 £ © 8 S 206 A
REE: 0 ®Ih
k0 R I [ B RS

6.2.5 FEUIEEER

J Y int SDF_GetDevicelnfo(
void % hSessionHandle,
DEVICEINFQ = pstDevicelnfo) ;
fili ik - RIS B A AR ik

ZH. hSessionHandle[ in | ) 5% & @ MATE R

pstDevicelnfo [out ] WERENMRER  WE AR & (EEE X
REME: 0 L

4k 0 R IR B R

6.2.6 FHEREHE

JR A int SDF_GenerateRandom (
void * hSessionHandle,
unsigned int uil.ength,

unsigned char * pucRandom) ;

Tk : R AEE KR BELER .

SR hSessionHandle[ in ] 5% & 3T B A E A
uilength[in] AR B AL R
pucRandom[ out ] ZE R IX A8 T T AR B BE AL
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R&EME: 0 JN )
4k 0 SRR [E] R AR

6.2.7 FRERFAEA(E AALRR

JF 7 int SDF_GetPrivateKeyAccessRight (

void * hSessionHandle,
unsigned int uiKeyIndex,
unsigned char * pucPassword.,

unsigned int uiPwdLength) ;

ik« IREUHE 5 L& R A B 45 78 R 5 | AL I 1 F AR

SR hSessionHandle[ in | 5% & £ g
uiKeyIndex[ in ] F RS AN RS IE
pucPassword[in] i AL TR PR B A 800
uiPwdLengthlin] RV RIS B A F 8 F9
REME: 0 )
€[ SRR [ HE R ARG

ik AP HEN R R AR B AR REME M A RIBRIME R 18K n, B0 5% 4 52

PRAFAE A IR E n (A

6.2.8 WEFLEAERAIR

6.:3

JR Y, int SDF_ReleasePrivateKeyAccessRight (

void * hSessionHandle,

unsigned int uiKeyIndex) ;

Bk RS B & A7 AR 16 R 5| FABA 9 i FEEARL

ZH. hSessionHandle[ in | & E T A TS A
uiKeyIndex[ in] FHR SRR IE
BEE: 0 I ®i]
3k 0 SR IR [E] RS
TREERTY
P P R B AE LA T B R B & R BIGR 1B (A LR SR A BRBGR B S E X
A, 5 RSA &4/ 8H . SDF_ExportSignPublicKey_RSA
B. 5 RSA in#/ 4 : SDF_ExportEncPublicKey_RSA
C. 774 RSA HEXSFR % 81 %4 34 th : SDF_GenerateKeyPair_RSA
D. Al &TE®HHHH N RSA A8 %4 H : SDF_GenerateKeyWithIPK_RSA
E. AMEiE#HHAI NS RSA A4 In% %t : SDF_GenerateKeyWithEPK_RSA
F. RALEHHIFHME RSA FAHH % : SDF_ImportKeyWithISK_RSA
G. ZT RSA BT 5H## . SDF_ExchangeDigitEnvelopeBaseOnRSA
H. Sih ECC &4 /34 : SDF_ExportSignPublicKey_ECC
L 5 H ECC in& 2y 4H : SDF_ExportEncPublicKey_ECC
J. 74 ECC JEXf #7240 ¢ % 1 : SDF_GenerateKeyPair_ECC
K. Al &iEEH I A ECC A8 % i i . SDF_GenerateKeyWithIPK_ECC
L. AWSTE® S H HINE ECC A4 % 4 i . SDF_GenerateKeyWithEPK_ECC
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6::3;

6.3:

6.3.

M. S ASEEHIFHANF ECC FA8H % . SDF_ImportKeyWithISK_ECC

N. 4B ESEG4 ) SDF_GenerateAgreementDataWithECC

O. HHELIEEH SDF_GenerateKeyWithECC

P. AR EE T &5 % 4 . SDF_GenerateAgreementDataAndKey WithECC
Q. T ECC HiEmEUF (5 4 . SDF_ExchangeDigitEnvelopeBaseOnECC

R. A& 1% 43 F % 9 % % 53 In % i 1 - SDF_GenerateKey WithKEK

S, S ASTEEH I %A I % % # % . SDF_ImportKeyWithKEK

T. B SDF_DestroyKey

1 SHRSAZEZAN

JF R .

B NI E R ENES A,

BIa% B >

ERT S X R 5| E

iR (A1 . 0
3k 0

3 74 RSA B5AXT i H

JE 7 int SDF_GenerateKeyPair_RSA(
void * hSessionHandle,
unsigned int uiKeyBits,
RSArefPublicKey * pucPublicKey,
RSArefPrivateKey * pucPrivateKey) ;
ik . TR ERGR &7 AfE E R KA RSA B HI*T.

S8 hSessionHandle[ in | 55 & ST R 2E AR
uiKeyBits [in] 18 EHARK

10
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pucPublicKey[ out ] RSA NHASEW

pucPrivateKey[ out ] RSA FAEHEEHY
REE: 0 IR

1E 0 R IR [ 1R A

6.3.4 EMKIEEAI AN RSA QA MBEHH

=

i

U int SDF_GenerateKeyWithIPK_RSA (

void * hSessionHandle.

5

unsigned int uilPKIndex.

unsigned int uiKeyBits,

P58 5 | 16 P 0 48 28 B I 25 4 1 [
ein] 5ig&#E L £iE Ak

W
= b

SEQCIRfE
it
6.3.5 4£MZ%

i Y

A - A TE BRI AT ] 1% [ 25 B A A

8. hSessionHandle[ in ] Hik & @ 121E AR
uiKeyBits[ in | BEFENESTRERKE
pucPublicKey[ in] B A AMER RSA AN H45H
pucKey[ out ] 2P AR T A7 0K [/ 59 % 50 %
puiKeylLength[ out ] IR (5] ) 45 B 3 SO
phKeyHandle[ out | 1% [4] ) 25 51 1) AR

REfE: 0 Eh
JEo SR 3R AR RS

\

#iE: 23 BN B O SR A R PKCS 2 11 vl 5 R 4T .

11
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6.3.6 [SASETHF AN RSA PR E

JRAL

ik

int SDF_ImportKeyWithISK_RSA (
void * hSessionHandle.
unsigned int uilSKIndex.
unsigned char * pucKey,
unsigned int puiKeyl.ength,

void * # phKeyHandle) ;
T VE Y T P ERFAGH i 2 [R] et 3R [ 4 6 A A

hSessionHandle[ in] HE&#ELMESIEAN

uilSKIndex[ in ] AR & NI AR I RS a9 & S| (. 6 F g
i A2 5

pucKey[in] 2% vhIX He b o T A7 U A9 % 5

puiKeylLength[in] B AT SR

phKeyHandle[ out ] IR (5] 1 5 BH A AR

0 L

3k 0 I IR A R

Ha X5 HmER M.

6.3.7 ET RSABEMHFEHES

int SDF_ExchangeDigitEnvelopeBaseOnRSA (
void * hSessionHandle,
unsigned int uiKeylIndex,
RSArefPublicKey * pucPublicKey.
unsigned char * pucDEInput,
unsigned int uiDELength,
unsigned char * pucDEOutput,
unsigned int * puiDELength) ;

o T PR T N ) 2 B A A Eh AN AR E B A BTN T TR (S R

hSessionHandle[ in] &R STE R

uiKeyIndex[ in] FEIYR A EHERI N ER RSA S8 X &5

pucPublicKey [in] SR RSA S 4251

pucDEInput [in] XI55 T AN SR BT X
uiDELength[in] i A\ TE B SR E

pucDEOutput[ out ] G2 op XAR T AR &8 H % 3
puiDELength[ out ] i Y TS R UK

0 5%

E[0 R IR [E SR AR
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6.3.8 BH ECCZ&EAHA

int SDF_ExportSignPublicKey_ECC(
void * hSessionHandle,
unsigned int uiKeyIndex,

-ECCrefPublicKey * pucPublicKey) ;
g FH BN ERIMLBEMEL LN,

SR hSessionHandle[ in ] 51 % = W& TE AR
uiKeyIndex[ in ] TG AR ECC BEAXT REIME
pucPublicKey[ out ] ECC A4+

REME: 0 LR
E[X0 SB[ B R AR

6.3.9 SH ECCMZEZBAEE <

JR R . int SDF_ExportEncPublicKey_ECC(
void * hSessionHandle,
unsigned int uiKeyIndex.

ECCrefPublicKey * pucPublicKey) ;
Ak S HEL RS NEAENEERIILERME LA,

S, hSessionHandle[ in ] 5% & A is A
uiKeyIndex[ in | BRI ECC M &5
pucPublicKey[ out ] ECC A H%E#)

REME: 0 1R Zh
ik 0 SR R B4 RS

6.3.10 =4 ECC =47t H

JE Y. int SDF_GenerateKeyPair_ECC(
void * hSessionHandle,
unsigned int uiAlgID,
unsigned int uiKeyBits,
ECCrefPublicKey * pucPublicKey.
ECCrefPrivateKey * pucPrivateKey) ;

fiiid . TSR T A 7 A 4R RE R R A B9 ECC #HIxT .

S8 hSessionHandle[ in ] 5% & @S S1E AR
uiAlgID[in] 5 E AR
uiKeyBits [in] TREFEHARKE
pucPublicKey[ out | ECC A 4A4E#
pucPrivateKey[ out ] ECC fAEH4E 14

BEME: 0 R
£ 40 2 3R [ FE R ARG

13
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6.3.11 £MESEZHHBAAE ECC M H

JER

int SDF_GenerateKeyWithIPK_ECC (
void * hSessionHandle.
unsigned int uilPKIndex.
unsigned int uiKeyBits,
ECCCipher # pucKey.,
void * * phKeyHandle) ;

P2 TR T I R SE R T I ECC AN 2 8 12 S b . 5] B3R 181 2 4 0

hSessionHandle[ in ] 5% &8 i aiE A
uilPKIndex[ in ] L AN ZE S| E

uiKeyBits| in |

pucKey[

AR [8] F1) 5 B ) A
R
5 e 3R ] R AR

6.3.12 A gaE:

Tk -
ZH.

i [«

55 % % BT [ 203 )
$EE R A iE i K
SR ECC A 40108

pucKey[ out Z T IR (1] 1) %55 BH 4 S
phKeyHandle[ out ) e

0

€ 340) KM 3R [ R AR D

6.3.13 SAZEZHAFANE ECC FAARE

JEA

int SDF_ImportKeyWithISK_ECC (

void * hSessionHandle,

unsigned int uilSKIndex,

ECCCipher # pucKey,

void * * phKeyHandle) ;
FAIEE I IR ECC fin s FA5H fif 4 » 7 i 3% [8] % 67 A0 4
hSessionHandle[ in ] 595 & HE S 2 AR
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uilSKIndex[in] IR A A R AN 2 FASH 9 R S 1A, X 0 T N
A2 4H

pucKey[in | SR IX G & H T A7 U A %5 4H % 5
phKeyHandle[ out ] iR (8] 14 % 51 A A

REME: 0 )
3k 0 SR, IR [ TR AR

6.3.14 E£MEAMBESEIFHH
JE A int SDF_GenerateAgreementDataWithECC (

void * hSessionHandle,

ik o ER
ZH. ssionHand] ¥
S = y Y L < V. o o 3
offsKindex (T Wt N IES (Rl RNk
?'%. S i
picout]
tHandle[ out |

iR [E{E
#HE:

6.3.15 HEIIEENR

JR A, int SDF_GenerateKeyWithECC (
void * hSessionHandle.
unsigned char * pucResponselD,
unsigned int uiResponselDLength,
ECCrefPublicKey * pucResponsePublicKey,
ECCrefPublicKey * pucResponseTmpPublicKey .
void * hAgreementHandle,
void * * phKeyHandle) ;
Ei:ipue i i ECC B4A Mg 523 . 18 A B 5 U i R0 A el 17 7 ) WD i S 80 B 22 15 4 1 [ B iR
[a] 2% 2% 5 AU A

15
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o

.

hSessionHandle[ in |
pucResponselD[ in ]

HERET SR
ARSI R 5 1D (8

R4 AR R 5 1D K

SRS A B 7 ECC A 8145
ShER % A B0 17 7 I B ECC A 4H4%5H
PR AR T R

uiResponselDLength[ in |
pucResponsePublicKey[ in |
pucResponseTmpPublicKey [in ]
hAgreementHandle[ in |

phKeyHandle[ out ] 1R [8] 19 % 50 A A
0 82
k0 R 3B TE A R ARG

IR B KR Ty AR W N T A B S EUR R A R T AiE S . (] SM2 B it
STEEHSFER GM/T 0009,

6.3.16 FAHBHHEFITELIFZS

J5

16

7,

int SDF_GeneratéiﬁgreementDataAndKeyWithECC (
void * hSessionHandle,
unsigned int uilSKIndex,
unsigned int uiKeyBits,
unsigned char * pucResponselD,
unsigned int uiResponselDLength,
unsigned char * pucSponsorID,
unsigned int uiSponsorIDLength,
ECCrefPublicKey * pucSponsorPublicKey,
ECCrefPublicKey * pucSponsorTmpPublicKey ,
ECCrefPublicKey * pucResponsePublicKey.
ECCrefPublicKey * pucResponse TmpPublicKey ,

void * » phKeyHandle) ;

fi A ECC # 8 U i 38 7= AL MRS S BOFTH 0 0 85 0 L 1R B3 31 7= 4 4 7 5 0 25

%H /uj m o
hSessionHandle[ in |
uilSKIndex[ in]

uiKeyBits[ in |
pucResponselD[in |
uiResponseIDLength[in]
pucSponsorID[ in ]
uiSponsorIDLength[ in ]
pucSponsorPublicKey[ in ]
pucSponsor TmpPublicKey [ in ]
pucResponsePublicKey[ out ]
pucResponse TmpPublicKey [ out
phKeyHandle[ out |

5 A L 230 ) A

RSB NS IR RS A Z A A T
S 5%

PR JE R 4t A B K

W 7 75 1D A

ma 1z 75 1D K BE

K ID (8

K& IDKE

SRS AR R T ECC A #1451
SRR A R R F I B ECC A 41454
iR [8] f e i 7 ECC A 445+

1 [a] iy i 7 75 i By ECC /A #1145 ¥4

I8 [B] (9 %5 £H A AR
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RN
R 3R B AE R D

ik AR R B e o 15 R . (R SM2 BB R AIE B KSR W GM/T 0009,

6.3.17 ETF ECCHEMHFEHER

int SDF_ExchangeDigitEnvelopeBaseOnECC(

void * hSessionHandle,
unsigned int uiKeylIndex,

unsigned int uiAlglD,

ECCrefPublicKey * pucPublicKey,

ECCCipher * pucEncDataln,
ECCCipher #* pucEncDataOut) ;
o £ PN 2 2 B 0 Y 2 A B e Ry Eh SR AR S B A AN T TR R B

fili ik -

S5 hSessionHarfdle[ in |
uiKeyIndex[ in]
uiAlgID[in]
pucPublicKey [in]
pucEncDataln[ in ]
pucEncDataOut[ out ]

BEEfE: 0

4k 0
6.3.18 4ARLEZHHAZHEMBTEFAMBE H

LAY, int SDF_GenerateKeyWithKEK (
void * hSessionHandle.,
unsigned int uiKeyBits,
unsigned int uiAlgID,
unsigned int ulKEKIndex,

unsigned char * pucKey.

unsigned int * puiKeyLength,

void * % phKeyHandle) ;

5 &/ A TE AR

L AEE I ECC B4R &R 5

S ECC AR B IEARIR

SR ECC A 4HZEH

Ge P AR E TR A S TEH %
2% vh XAE 5, T A7 ) 251 2 4 2 3
ji®s)]

RIS 3R [ AR A

Eii B A RS U B 1 R B0 7 o B 0 R L [R] A a [] 985 B A A

SR, hSessionHandle[ in ]
uiKeyBits[in ]
uiAlgID[ in |
uiKEKIndex[ in ]
pucKey[ out |
puiKeyLength[ out ]
phKeyHandle[ out |

BEME: 0
E|20;

5 A B ST W 23T A A
EETE NS TEFERRKE
BN H8 B R IN
W& N E M EE AN RS E
G X8 £ T A7 BGR [ 2 51 9% 3
3 [8] f) 2 41 3 SO B
IR [] 9 % B AR
)
KL IR RS
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- REE AR A fdE ] ECB #25K,
6.3.19 SAREERFARTBANEEERE

JELAY int SDF_ImportKeyWithKEK (
void * hSessionHandle,
unsigned int uiAlgID,
unsigned int uiKEKIndex,
unsigned char * pucKey,

unsigned int puiKeyl.ength

B8

o0 e :
=ik TEXT PR iz BSE B 7 8 FAS e A B & iE % 4 .

6.4 IEXBRHETHEEH

FE X FRIE 12502 B 28 s B 48 LA T B2 oR B0, 4% bR B3GR TR0 (8 LB SR A BRBIGR (B0 S 8 3
ANER N E] RSA 128 . SDF_ExternalPublicKeyOperation_ RSA

B RSA 2% . SDF_InternalPublicKeyOperation_ RSA

M EBFLAEH RSA 2% . SDF_InternalPrivateKeyOperation_ RSA

FhER % 5 ECC 5G4F : SDF_External Verify_ ECC

N5 4 ECC % 4 : SDF_InternalSign_ECC

N HEREEH ECC B&HIE : SDF _Internal Verify_ECC

AR ECC % : SDF_ExternalEncrypt_ ECC

o p

O mmg
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6.4.1 HNERA$A RSAIEE

JR A

W 8
e

=
=

int SDF_ExternalPublicKeyOperation_RSA(
void * hSessionHandle,
RSArefPublicKey * pucPublicKey,
unsigned char * pucDatalnput,

unsigned int uilnputlength,

unsigned char * pucDataOutput,

unsigned int Xy putl_ength) ;
N ERTI M AHMBIRHITIEE .
hSessionHandle[ in | H5ix&ELNESTE R
uiKeyIndex[ in] R & NI A ARG IE
pucDatalnput[ in] G mp AR BT I T AR R A B S
uilnputlength[in | A RBIE K E
pucDataOutput[ out | 2% vp X A5 5 F T AU A S
puiOutputLength[out ] a0 B B
0 LR
3E 0 K IR B 55 RS

5 VBRI LR T A 02 22 B IR Bl as sC L A B R
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6.4.3 HEFFASA RSA IZE

JRLAY . int SDF_InternalPrivateKeyOperation_ RSA(
void * hSessionHandle.
unsigned int uiKeylndex,
unsigned char * pucDatalnput,
unsigned int uilnputLength,
unsigned char * pucDataOutput,

unsigned int % puiOutputlength) ;

A N E BT A SR T2 8 .

2R hSessionHandle[ in] 5 & L S AR
uiKeyIndexin] HI R A E RS RS E
pucDataInput[iré;J SR I AR T AN RS A B B8
uiInputI,ength[i;l] LTDAN DR €/ TR 53
pucDataOutput[ out ] G IXFE £ T AF U A B
puiOutputlength[ out a0 B A

REE: 0 R
gk 0 2L 3 [ R AR A

&BiE: K510 B IR F P E0 45 45 Bt B a2 i o 2 B
6.4.4 SMEREEA ECC IEiE

JRA int SDF_External Verify_ECC(
void * hSessionHandle,
unsigned int uiAlgID,
ECCrefPublicKey #* pucPublicKey,
unsigned char * pucDatalnput,
unsigned int uilnputlLength,

ECCSignature * pucSignature) ;

A « i FHAMER ECC A8 %t ECC & A HHHITIREZ 5 .
S8 hSessionHandle[ in ] 5% & @ B2 iE A
uiAlgIDin] SRR 6 E 1 ECC Bk
pucPublicKey[ in ] ANER ECC N 4HEZ5 14
pucDatal in | P X FG £ T AR R A B9 BUR
uiDatalength[ in ] iy A\ B R B
pucSignature[ in ] e X AR H T AR A 28 2 (50
BREME: 0 R
k0 ST, 3R B B R AR S

ik MABIE AR AR A2 BB, 60 0 SM2 BT Bk B, 20 A B0 O 77 25 B0E 48 SM2

A VAL B A 45 R, UL P #2 W GM/T 0009,
20
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6.4.5 MNEEIH ECCEZ

A . int SDF_InternalSign_ECC(
void * hSessionHandle,
unsigned int uilSKIndex.
unsigned char * pucData,
unsigned int uiDatal.ength,

ECCSignature * pucSignature) ;

iR . i FH N ER ECC RAEH X IR T & RiEH. .
S8, hSessionHandle[ in] RSS2 WA SRR Ik i
uilSKIndex [in] FEH & N ERAEE ) ECC £ 2 FAHM RS A
pucDatal in ] ZZ v X AR E  FH T A7 AR A i) 08
uiDatal.ength[ in ] g A\ BE
pucSignature [out 2% vh X F8 5, T A 0 45 44 8 BoiE
REME: 0 & A
dE 0 R IR B R R AR

#E O NBUE MR i 2l . 8 ] SM2 38w B, 1% A B R 1 B 42 08 SMI2
S & TAL B 25 SR, AL BRI R W GM/T 0009,

6.4.6 MEEA ECC Wik

JE A, int SDF_Internal Verify_ECC(
void * hSessionHandle,
unsigned int uillSKIndex,
unsigned char * pucData,
unsigned int uiDatal.ength,

ECCSignature * pucSignature) ;

T ik « f# M FR ECC A48AX ECC B A E#ITRIEZH .
SR hSessionHandle[ in ] S5 & E LS AN
uilSKIndex [in] FAG I N8R ECC &2 AR5 IHME
pucData[ in] 2% b X F5 5 F A RO A B R
uiDatal.ength[ in ] A B EE R
pucSignature[ in ] . % oh X AR EE TR A 8 24 (EEURE
BEME: 0 J%h
k0 R 3R [ SR AR

& Wi ANBOHE R R A BIE  Z B . 4 (f ] SM2 B8 B B, % A BOHR SR R S BHE 4 0 SM2
B4 TAL B 45 B AL B A AR L GMY/ T 0009,

6.4.7 SMEREREH ECC AN$AMME

JR A int SDF_ExternalEncrypt_ECC(
void * hSessionHandle.
unsigned int uiAlgID,
ECCrefPublicKey #* pucPublicKey,
unsigned char * pucData,
unsigned int uiDatal.ength,
ECCCipher #* pucEncData) ;
21
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Tl - i FIShER ECC 2~ S B #E A7 n#is 8 .

¥, hSessionHandle[ in ] H5ig & @  EE
uiAlgID[in] HER R EF AN ECCH %
pucPublicKey[ in] HRER ECC AN 4454
pucData[ in] % W AR AT T AR RO R A BB
uiDatal.ength[in] PN Ok €N
pucEncDatal out | 2w X EF T D A B0 % S
BEME: 0 L]
ko R, 3B B 5 TR AR

6.5 MMBEEZEZHEIHY

B. X FRAR
C. &

6.5.1 XI#R

hKeyHandle[ in

uiAlgID[in] ' N UL 48 E XN R ik
puclV[in|out] Gz o X FE E  F T A 0 A FIER (5] Y TV %4
pucDatalin] G e X H T P T A7 O A 00 9 S
uiDatalength[in | A RCHE B SO
pucEncDatal out ] SR X F8 5 FH T 17 D H 0 0 3 S
puiEncDatal.ength[ out | o H W B o SO

REME: 0 R
E[X0 SR L5 3% [2] 5 ERAXAS

ik A R AN 2ot SR AT SR SR AL B L B A B R A 2R 1 S A S LR BE AR R .

22
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6.5.2 XM@E

JR A, int SDF_Decrypt (
void % hSessionHandle,
void * hKeyHandle,
unsigned int uiAlglD,
unsigned char * puclV,
unsigned char * pucEncData,
unsigned int uiEncDatal.ength,

unsigned char * pucDats

unsigned in puiDatal_ength) ;

&\ ) Aﬁ& i ik LS (T
6.5.3 it&
JRAY .

unsigned char * Prchags

unsigned int uiDatal_ength,
unsigned char * pucMAC,
unsigned int * puiMACLength) ;
Eiiipuy i 48 & W B AR AN TV X8R 4T MAC 25,

28 . hSessionHandle[ in ] H5&EILHNEIEHWN
hKeyHandle[ in] 8 7E B % 41 A A
uiAlgID[in] kbR 38 MAC s 5 ik
pucIV[in|out] S5 op X A8 . T AE AU AR B TV 508
pucData[ in ] S vp X A8 £ F T A7 H A0 B BH SC
uiDatal_ength[ in ] : a0 BOHE I SR

23



GM/T 0018—2012

pucMAC[ out ] Zrh X84, T H B9 MAC (4
puiMACLength[ out ] By b ) MAC HK B

BEMH: 0 i%)]
E 0 ORI 3% [ R AR Y

BV BLERBCR BT A AL 2B MAC 28 1l TV 55155 i) MAC (4.
6.6 FEEHHKEY

5 8 5 B 2K RO LA T LM SR % B ORI LB 3 A 5B [ (U 2

o ZMEiE AL : SDF_Hashlnit

o ZfI4R%EizH .SDF_HashUpdate
o ZRiFEizB 457K . SDF_HashFinal

M

6.6.1 FZFEEZHEMMANL

JE A . int SDF_HashInit(
void * hSessionHandle,
unsigned int uiAlgID
ECCrefPublicKey * pucPublicKey,
unsigned char * puclD,

unsigned int uilDLength) ;

R : =B RBIBERBEEEE
S8 hSessionHandle[ in ] 5 & @S EiE A
uiAlgID[in] 6 AR B EIEARR
pucPublicKey[ in] BAHENH . 2 uiAlglD Jy SGD_SM3 B4 % .
pucID[in] Z#/#FW ID E, Y uiAlglD % SGD_SM3 Bt A %% .
uilDLength(in] 4% ID K E, Y uiAlglD % SGD_SM3 kit
AR
iR [E{H : 0 ®s]
3k 0 2 ML 3R A1 B R AR RS
ik uilDLength JE % H. uiAlgID 2 SGD_SM3 it , i #4017 SM2 iy i4b 38 1 #:4E. 848
L GM/T 0009, '
6.6.2 ZERBRIEZH
JELAY int SDF_HashUpdate(
void * hSessionHandle,
unsigned char * pucData,
unsigned int uiDatal.ength) ;
iR - =AXBIERBIEEE I SR AR G T RIEIZE,
S8 hSessionHandle[ in ] 5% 4 @7 2 ) W
pucData[ in] 2% X FR 5T FH T A7 U A B 5088 B S
uiDatal.ength[ in ] HWARBIEH SCRK E
BEME: 0 (R
3k 0 RI L3R [l £ R AR

24
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6.6.3 ZEZELER

JEL A, int SDF_HashFinal(
void #* hSessionHandle,
unsigned char * pucHash,

unsigned int * puiHashLength) ;

it BU =R IO IR =0 BB A5 IR (] F g B O 1 R o A B8
S8 hSessionHandle[ in ] 5% & & 7 aiEa i
pucHash[ out]] G h X AR B HI T4 D A A s BE
puiHashLength[ out | iR [ ) 2% 28 B K
BEME: 0 B2
3k 0 R 3R [ B R AR A

6.7 RAPXHBRIELEY

FE P S B 2K R B 3 D LM R B 4% BB [ (B LAY 7 A SR I AR 2 X
A)  BE 4 . SDF_CreateFile

B)  {EHUCfF : SDF_ReadFile

C)  H3rf4.SDF_WriteFile

D) i BRC {4 : SDF_DeleteFile

6.7.1 glEXH

JER B int SDF_CreateFile(
void % hSessionHandle,
unsigned char #* pucFileName,
unsigned int uiNamel.en,

unsigned int uiFileSize) ;

il TE 5 5 B A A BT IR A T 7 6% A P B0 9 301 .

ZH hSessionHandle[ in ] HE&EL N STE AN

pucFileNamel in] ZHX IR A TFEEREAN XL B RKE
128 =75

uiNamelLen[ in ] ’ XK E
uiFileSize[ in ] SCA BT o A S 8] & BE

BEfE: 0 %]
E0 I 3R B AR A RS

6.7.2 EEIXH
JR A int SDF_ReadFile(

void * hSessionHandle,
unsigned char * pucFileName,
unsigned int uiNamel.en,
unsigned int uiOffset,
unsigned int * puiFileLength,
unsigned char * pucBuffer) ;
g - T HRATE 2 5 1R PR R A it P B R SCIF I N
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¥, hSessionHandle[ in | H5ig& &7 HETE R
pucFileName[ in] R 6B T A A B SO 4 BRI
128 47
uiNamelen[ in ] XK BE
uiOffset[in] 6 R BB R RS (E
puiFileLength[in|out ] AS B8 E BB N WK 5 2 AR (8] 52 B
. BRSO A E
pucBuffer[ out ] Fop RIS T ARG B SO B

i B 0 Ih
3k 0 ) ]

[l 55 iR
6.7.3 B |
JEEY .

Kigned thar * pucFileName,

igned int uiNamelLen,

i [«

KL 1R

6.7.4 MRS

JR Y int SDF_DeleteFile
void * hSessionHandle,
unsigned char * pucFileName,

unsigned int uiNamel.en) ;

R I B i A S 42 ) B 158 PR R A P P 5080 ey S

280 hSessionHandle[ in | % & @ AT AN
pucFileName[in] ZrpX RS H TR ARSI BRRKE
128 &y
uiNamelen[ in ] XK E
REME: 0 )
k0 R, 3R [ 45 RS
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7 REER

21

7.2

73

7.4

Tﬁ?8¢ 1 » [ B TG

ﬁé,%ﬂém%ﬂﬂmiﬁﬁrﬁﬁ BT

FHEEEKR

I FARUE B T TF 5 1 2 P L 46 B 0 T T 0L 2 L F oK

1) A EE A R G IR

2) WYL T A I B e H AT

3)  FE(E (1A AE AT B0 - B 510 B9 £ A B L B ST 3 o TR B I 4681+
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M x A
(FSEMEMR)
FHR BB E X
RS ARIR
PaEi bu WE XAH 1t B
# define SDR_OK 0x0 BAE R
# define SDR_BASE 0x01000000 RIS
# define SDR_UNKNOWERR SDR_BASE + 0x00000001 AR
# define SDR_NOTSUPPORT SDR_BASE + 0x00000002 A0 A
# define SDR_COMMFAIL SDR_BASE + 0x00000003 SR &R KM
# define SDR_HARDFAIL SDR_BASE + 0x00000004 18 A B T I 1
# define SDR_OPENDEVICE SDR_BASE + 0x00000005 FTIF B 2R Y
# define SDR_OPENSESSION SDR_BASE -+ 0x00000006 Bl &g R
£ define SDR_PARDENY SDR_BASE + 0x00000007 TR R AL AR
# define SDR_LKEYNOTEXIST SDR_BASE -+ 0x00000008 RAFAER %5 8 A
# define SDR_ALGNOTSUPPORT SDR_BASE + 0x00000009 AT AR A
# define SDR_ALGMODNOTSUPPORT | SDR_BASE + 0x0000000A A3 i 3 R A
# define SDR_PKOPERR SDR_BASE + 0x0000000B NI RN
# define SDR_SKOPERR SDR_BASE —+ 0x0000000C FAG15 B 2k W
# define SDR_SIGNERR SDR_BASE -+ 0x0000000D BB IE R RN
# define SDR_VERIFYERR SDR_BASE + 0x0000000E B IE 4 4 5 W
# define SDR_SYMOPERR SDR_BASE -+ 0x0000000F it BR B 548 B 2R
# define SDR_STEPERR SDR_BASE + 0x00000010 L5 A IR
# define SDR_FILESIZEERR SDR_BASE + 0x00000011 SCA K BE AR Y BR
# define SDR_FILENOEXIST SDR_BASE + 0x00000012 s 5 1 SO AN TETE
# define SDR_FILEOFSERR SDR_BASE + 0x00000013 SO DA R
# define SDR_KEYTYPEERR SDR_BASE -+ 0x00000014 A
£ define SDR_KEYERR SDR_BASE + 0x00000015 wH IR
# define SDR_ENCDATAERR SDR_BASE + 0x00000016 ECC fin % £ 48 2
# define SDR_RANDERR SDR_BASE + 0x00000017 B AL A 5 K
# define SDR_PRKRERR SDR_BASE + 0x00000018 8 {1 A BR K B 4% ik
# define SDR_MACERR SDR_BASE ~+ 0x00000019 MAC i85 % i
£ define SDR_FILEEXISTS SDR_BASE + 0x0000001A 15 E LB R
= define SDR_FILEWERR SDR_BASE + 0x0000001B B ALY
£ define SDR_NOBUFFER SDR_BASE + 0x0000001C TE 423 |5 A )
# define SDR_INARGERR SDR_BASE -+ 0x0000001D PN S
# define SDR_OUTARGERR SDR_BASE + 0x0000001E S R R
SDR_BASE + 0x0000001F
...... £ i

SDR_BASE + 0x00FFFFFF
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