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e

BY =

PR HERR R GB/T 1. 12009 SR H#TRE .

BHEEFRXHFNAEAXTEEREHN. KX EGILEA AR X EEAMTFIE.

AR EREBEEBELIFHO.

A HERIBT SR A R HER % .

FhrERERN BRI ENEERAA A ETEENEERAA IR KH AW HSE
R~ a] EE RO A RA A BRI RPN A RA A RN KW E B RHARAR LR
ERBMERRERAA EEBEREEREAERAH.

EREREAN X BELX.AFFOEE SR EEE SH . EH L R X BB,
X Rl XHE RS KB FRE.ERN . TR ESHK BREH,
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HREENALFENNAEAOME

1 SeH

ARERETET PKIZEEBAHN SRS BHAESNAEO . A TEENHEORNRE.E
FERE SHEHWEXFRERNLELEK,
A AR HEE T8 B PS4 AL ™ S W WF 1 45 A A A

2 MptsilHXH

TH XN TAEXFRIMNHAELART LR, ME2E HBE5 HXHE . E B BB RAEEH T4
%H. LEAFE BRI AXE, HEFRE (EHERERNERHR)ERTA30E.

GM/T 0006 #5550 FHkRiRHE

GM/T 0009 SM2 $FFE s {f FIH %

3 REMEX

PAIAREFIE & TR 30H.
3.1
FrF application

WA WA AR HMN O —FEs, R&M T RS,
3.2

Bes container

FEEEPRHTRAAESF R0 FE S,
3.3

X8 device

AR EFRHETRBEEBHARER VI E.
3.4

W& IAUE device authentication

 HE W05 SR R B i A
3.5

KT IAIET$ device authentication key
HT RS AR EH .-

3.6
ZHBHEE label

BB A, L S P TR EH M T RE AN,
3.7

HB XSRS message authentication code; MAC
HEEMEENEL.
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3.8
SE R PIN administrator PIN
BHERARO4,H ASCII F4 5,
3.9
AP PIN user PIN

P RO4,% ASCII Z#F 5,

4 ZAREE
FH R EE R TR .
API N AEASRBEEET( Application Programming Interface)
PKI I~ BB 1R 7 (Public Key Infrastructure)

PKCS#1 ﬁ%%@ﬁ%%&%ﬂﬂﬁ*%%l%ﬁﬁﬂﬂEA&%%%%%M%ﬂﬁzmﬁ
(the Public-Key Cryptography Standard Part 1)

PRCS#5 AHEBMEHRERNEEDHNE 5 R, AR —FA AN O tH SR 1 &4 %
HINFFEHFBN 77 B (the Public-Key Cryptography Standard Part 5)

PIN AN E R H5S (Personal Identification Number)
MAC H B % 7% (Message Authentication Code)

5 LHHER

5.1 BA X%

%“E‘E%‘ﬂ%ﬁ%?ﬁﬁglﬁﬂﬁﬁDﬁ?%ﬁﬁﬁ%@%ﬁ%@ﬁﬁﬁ%ﬁ%Zﬁ U 1 B,

[_ HREENHLNHRRE

l TREN R FEEN '

J

[j HREEVAAFEENAEORERS
[_ HREFEFNHLREERS) l

B! BOENHBRXZDPNHEE
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— M REPFAERESAEESAMEB INH, MHZEAERY .. a2 EESHNE 2 i,

REALEEY

""" RN Fn

B2 w&EEEESW

MHBEE R PIN.A S PIN.XHFAES A, AT UUIGFEZSN HFRZ 2548,
BN HAZPSFERN S EHER PIN fIFH P PIN JFE?&E@E(FE’[P“

— TN ARZEESEMUME 3 .

| _ o
I F /2 PIN l g A uE i} X R ﬁm_j
| REEE || ARG || o || REEEE |
BE I —
[ - _' : —
XA l mEAS | e | | S8A8 | 5% |
R aF# ! T | B &n
{“ ______ | mEAY P 84279 ,
I_'_________“___I S —— - — -
re = | SRR 1 AEEE2 1 e 11 SEEE
E Y#Hn 1 = g =TT o 1y = L

3 MAZHESMHE

FHEPHABUNEEAN BLFAMNMSEES. HPmMEBESHNHTRPSEEH,. E2FHX
HATHRFELZMBIE, 2EFEHATREMEEM MAC 2% . AP0 LIF S % & 4 x4 34 b

0 8 30Uk 1 M558 44 55 S X X N A 45 2 B

Hp, 82 FHX it Wk 4, I & BT | oh

AR REFA,SEEHATHARRTERE BT EFLEL2IA

6 HEEHENX

6.1 HZEHR
24 95 o A4 T B B AR U SURL GMY/T 0006,
6.2 BAMBRE

AREPHRFT AN AENMNF T AR (Big-Endian) F R F#BAIRH., RAFERBEXNE1

B
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R1 BEXBIEEA

KT 4 F o ) = X
INTS ARS8 ¥
INT16 HHS 16 UK
INT32 AR5 32 (B
UINTS LS 8 L BH
UINT16 A5 16 fi ¥
UINT32 45 32 (¥
BOOL i R K, B % TRUE & FALSE
BYTE FIRY, EHFE 8 uEHK typedef UINT8 BYTE
CHAR T  THE 8 i typedef UINT8 CHAR
SHORT MEILHMFS 16 i typedef INT16 SHORT
USHORT TS 16 frEE¥ typedef UINT16 USHORT
LONG KEIAH5 32 MBK typedef INT32 LONG
ULONG KEN,LFS 32 (i BHK typedef UINT32 ULONG
UINT TS 32 ¥ typedef UINT32 UINT
WORD FRH, LHE 16 B typedef UINT16 WORD
DWORD WFERE, THE 32 X typedef UINT32 DWORD
FLAGS WEREL,E/HS 32 X typedef UINT32 FLAGS
LPSTR ;ﬁ;iig*gﬁ M UTES #r A7 typedef CHAR » LPSTR
HANDLE AR R A B BB R WG | typedef void * HANDLE
DEVHANDLE 15 &~ 3G typedef HANDLE DEVHANDLE
HAPPLICATION RL 41 WR typedef HANDLE HAPPLICATION
HCONTAINER A an AR typedef HANDLE HCONTAINER

6.3 EEMENX

BEEFE B RE ST AR F BN % & radE.
B H B R LNk 2 BioR.

K2 BEEBEX
BTEZ B {H s ®
TRUE 0x00000001 HRIERE
FALSE 0x00000000 4 RE AR
DEVAPI _stdcall _stdcall BB B F A
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® 2 (80
[P =E B {E .
ADMIN TYPE 0 ETHE R PIN 2R
USER TYPE 1 H P PIN 25#)
6.4 ESVEXRHB
6.4.1 A
a) RAEZE X
typedef struct Struct Version{
BYTE major;
BYTE minor;
}VERSION;
b) M AN 3.,
%3 MAEY
& Rl KE =94 3 ¥
major BYTE ER*Es FREASHEKRAS L 758, B Version 1.0, EfA SN 1,
minor BYTE KR A5 KIASH 0;Version 2. 10, EfRA5H 2, KR4 5K 10
6.4.2 BHEER
a) RAEENX
typedef struct Struct DEVINFQO({
VERSION Version:
CHAR Manufacturer{ 64 |;
CHAR Issuer]| 64 |;
CHAR Label| 32 |;
CHAR SerialNumber| 32 |;
VERSION HWVersion;
VERSION FirmwareVersion;
ULONG AlgSymCap;
ULONG AlgAsymCap;
ULONG AlgHashCap;
ULONG DevAuthAlgld;
ULONG TotalSpace;
ULONG FreeSpace;
ULONG MaxECCBufferSize;
ULONG MaxBufferSize;
BYTE Reserved| 64 |;

}DEVINFO, *x PDEVINFQO;
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b) BUETHERK 4.
x4 EEEREMA

&R P B % E
Version VERSION | fik 5 | s AL A S 1.0
Manufacturer | CHAR ¥4 | RE) HER LA N0’ A EERFF A ASCIL FHF 5
Issuer CHAR¥H | k7] HIER LLNO7 AR AT ASCIL F4F 5
Label CHAR ¥4 | BERKE LLNO? A R AF#) ASCIL #4F &
SerialNumber CHAR¥AH | FI= PLN\O’ H G R ASCIL F4F
HW Version VERSION WA B AR A
Firmware Version VERSION A& A 5 45 i A
AlgSymCap ULONG S BEBHE IR IR
AlgAsymCap ULONG JEXTHFREBHEEHRIR
AlgHashCap ULONG B RERERA
DevAuthAlgld ULONG %% LS e
PR iR
TotalSpace ULONG W S ZBER/D
FreeSpace ULONG B P AT 2 fE] R0
MaxECCBufferSize | ULONG REGE AL B i ECC g 203 K/
o BoafforSine EA MY SEAEAREREEH
I B8 A/
Reserved BYTE BT & -

6.4.3 RSA NN ELSH

a) EKEE X
typedef struct Struct. RSAPUBLICKEYBLOB{

ULONG AlglD;

ULONG BitLen;

BYTE Modulusf MAX RSA MODULUS _LEN J;

BYTE PublicExponentf MAX RSA_EXPONENT_LEN J;
'RSAPUBLICKEYBLOB, * PRSAPUBLICKEYBLOB;

MAX RSA MODULUS LEN MEEEBHNRERAKE;
MAX RSA EXPONENT LEN AEEHEBHNEAKE.

b) FIEMHARFES.
# 5 RSAXNPBEELSH

S HY 94 % ¥
AlgID ULONG BRiEWmiRS

BitLen ULONG EBMERAKE | AR 8 FEE

6
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Fx 5 (%)
BEX % o
wizb?ﬁﬁﬁﬁ BitLen/8 45
Modulus B n=p=xg # define MAX RSA MODULUS LEN 256
# define MAX RSA EXPONENT LEN 4
PublicExponent BYTE ¥4 | AFFL e — #2347 00010001

6.4.4 RSA FASAMIEL

a) RAEZEX
typedet struct Struct RSAPRIVATEKEYBLOB({

ULONG AlglID;
ULONG BitLen; |
BYTE Modulus| MAX RSA MODULUS LEN];
BYTE PublicExponentf MAX RSA EXPONENT LEN |;
BYTE PrivateExponentf MAX RSA MODULUS LEN |;
BYTE Primell MAX RSA MODULUS LEN/2];
BYTE Prime2]l MAX RSA MODULUS LEN/271;
BYTE PrimelExponent{ MAX RSA MODULUS LEN/2];
BYTE PrimeZExponentf MAX RSA MODULUS LEN/2];
BYTE Coefficientf MAX RSA MODULUS LEN/2];
} RSAPRIVATEKEYBLOB, *x PRSAPRIVATEKEYBLOB;
MAX_RSA MODULUS LEN & RSABEERKE KEE;

b) BB iR KK 6,

X 6 RSAFMPUESH

AT gl =94 &
AlgID ULONG | ﬁ?ﬂv:__‘;_é_ - R
BitLen ULONG R ERMNKE DR 8 HIFFEX
Modulus BYTE $#4 | B ¥ n=p=xq 3 R B 4 BitLen/8 ¥
PublicExponent BYTE 41 | AFEg e &% 00010001
PrivateExponent | BYTE ¥4 FA 4 d SEFREKE 5 BitLen/8
Primel BYTE # 4 | £ p 5 R BE 4 BitLen/16 95
Prime2 BYTE ¥4 ¥ q | SLBr B K BitLen/16
Primel Exponent BYTE 4 i d mod (p— 1) IK1{H SEBRfe BE 4 BitLen/16 235
Prime2Exponent | BYTE ¥4 | d mod (q— 1) BY{H 3 bR BF & BitLen/16 F 3
Coefficient BYTE $ 4 q# p T T L Br e BE K BitLen/16 FH5

6.4.5 ECCL{B¥ELENH
a) RAENX
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typedef struct Struct ECCPUBLICKEYBLOB;{
ULONG BitLen;
BYTE XCoordinate] ECC_ MAX XCOORDINATE_BITS LEN/8];
BYTE YCoordinatel ECC MAX YCOORDINATE BITS LEN/8];
yECCPUBLICKEYBLOB, *x PECCPUBLICKEYBLOB;
ECC MAX XCOORDINATE LEN J ECCHE X2 RAXKE;
ECC MAX YCOORDINATE LEN F ECCEE Y AR ERKXKE.

b) BEMBEARE 7,

Fx 7 ECCRREHEEEWH

¥ 1E T *em . P

ULONG | MM schifs & BIE 8 BIEHK
£ R R
X Coordinate BYTE ¥4 2k FABy X AR # define

ECC MAX XCOORDINATE_BITS_LEN 512

A PR R B

YCoordinate BYTE ¥4 ek FARE Y &R # define
ECC MAX YCOORDINATE_BITS_LEN 512

6.4.6 ECC FAAEELER

a) REFEX
typedef struct Struct ECCPRIVATEKEYBLOB{

ULONG BitLen;

BYTE PrivateKey] ECC MAX MODULUS_BITS_LEN/ 8 |;
\ECCPRIVATEKEYBLOB, * PECCPRIVATEKEYBLOB;
ECC MAX MODULUS BITS LEN % ECC BEEERMBERKKE.

b)  BIEWIHEE R 8,

% 8 ECCHABIELSH

R U———————————— e S

& RH =94 = ¥
BitLen ULONG RN LRAKE WA 8 FIRFEK
B R I R
PrivateKey BYTE ¥4 FhA %4 # define
ECC MAX MODULUS BITS_LEN 512

6.4.7 ECCEXHEIESEN

a) REE N
typedef struct Struct ECCCIPHERBLOB({

BYTE XCoordinate] ECC_ MAX XCOORDINATE_BITS LEN/8];
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BYTE YCoordinatel ECC_ MAX XCOORDINATE BITS LEN/8];
BYTE HASH|32];
ULONG CipherLen;
BYTE Cipher|[1];
} ECCCIPHERBLOB, * PECCCIPHERBLOB;

b) ZFIEMFHARNZE 9.
®9 ECCEXEESH

&R R B E X
XCoordinate BYTE ¥4 B 5y AR E £ b Bﬁl;i(;h Y;_ o
YCoordinate BYTE ¥4 5 xARHERMZEFHYE Ky
HASH BYTE ¥4 D P 2
CipherLen ULONG FXREKEF
Cipher BYTE Z(4H 2 Y EIE S Fr B A CipherLen

6.4.8 ECCEXLZNEZN

a) REEN
typedet struct Struct ECCSIGNATUREBLOB{

BYTE [ ECC MAX XCOORDINATE BITS LEN/8];

BYTE s[ECC_ MAX_XCOORDINATE BITS LEN/8];
)} ECCSIGNATUREBLOB, * PECCSIGNATUREBLOB;
ECC_MAX MODULUS BITS LEN ) ECC BN E LK,

b) ZHEMMA MR 10,
#* 10 ECCERUEBmEH

48 I X B B X & o
r BYTE ¥4 BRAGRD r T4
s BYTE ¥4 BEAERN s By

6.4.9 HAEFTHSE

a) FEHRFENX
typedef struct Struct BLOCKCIPHERPARAM({
BYTE IVIMAX IV LEN|;
ULONG IVlen;
ULONG PaddingType;
ULONG FeedBitlLen;
} BLOCKCIPHERPARAM, x PBLOCKCIPHERPARAM;

b) Ik W& 11,
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R 11 HSATESE
BoiE * & X - 5 u
PG E, MAX IV_LEN (¥ B4R ERE L
IV BYTE %41 KB
t define MAX TV LEN 32
IVLen ULONG MEMBELRKEGEFETITE)
PaddingType ULONG iﬁ?ﬁ?fi.“,ﬂ BAAERT,.1 FAREBE PKCSHES5 ¥
ANHTERT
FeedBitLen ULONG REH BN KB R E) Q4% OFB.CFB &R

6.4.10 ECCmMEEZHAXMNRIPEH

a) REBEX
typedet struct SKF_ENVELOPEDKEYBLOB({

ULONG Version; // BETRHRAE R 1
ULONG ulSymmAlgID;

[/ BEERH, BB E ECB #

ULONG ulBits; // TN AR BN K

BYTE cbEncryptedPriKey[ 641 ; // TN N FAEH B %
ECCPUBLICKEYBLOB PubKey; /] TN E T A
ECCCIPHERBLOB ECCCipherBlob; // RRF A TR REE B

}ENVELOPEDKEYBLOB, x PENVELOPEDKEYBLOB;
b) BT IE WK 12,

® 12 MBEZHNRPEESH

BB % A B X & r
Version ULONG BAES ,RKRERH 1
ulSymmAlgID ULONG X B B AR iR Wik ECB 5%
ulBits ULONG MEEHI N ERAEK
SR AEENEN B,
] EC- .
cbEncryptedPrivKey BYTE ¥4 UGB IR X EC = ﬁ B BN IR
CPRIVATEKEYBLOB #% | (ulBits+7)/8
¥ b B PrivateKey
PubKey ECCPUBLICKEYBLOB 125 25 83 % i 2 4 |
FAN s :
ECCCipherBlob ECCCIPHERBLOB IR 2 I X 9 RSB
FEHEX
6.4.11 XHEM
a) ZKEIENX

typedet struct Struct FILEATTRIBUTE({

CHAR FileName| 327];
10
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ULONG FileSize;
ULONG ReadRights;
ULONG WriteRights;
} FILEATTRIBUTE, = PFILEATTRIBUTE;

b) ZIEMmmAERK 13.

* 13 XHEM
BT % A 5 X , & = ]
FileName CHAR ¥4 P A PLNO’ &R ASCII MR, B KKE N 32
FileSize ULONG AR/ B 8 U4 B %€ S 30 R/
ReadRights ULONG EE BB R R HRERNINR
WriteRights ULONG H5ANMH BEAXHTENNRE
6.4.12 ERAEHR
R RBI R 2 L3R 14,
*x 14 BREHR
" B
SECURE NEVER_ACCOUNT 0x00000000 A iF
SECURE_ADM_ACCQOUNT 0x00000001 ‘B H 5 AR
SECURE USER ACCOUNT 0x00000010 P BR
SECURE_ANYONE ACCOUNT 0x000000FF =1 A
6.4.13 EERE
RERESHENWIFE 1S5,
F 15 HERE
] B & R A fi B
DEV_ABSENT STATE 0x00000000 WAL
DEV_PRESENT STATE 0x00000001 WREFE
DEV _UNKNOW STATE 0x00000002 WERERA
7 EEORHY
7.1 RBEEH
7.1.1 iR

REFEFIREMBRSHHBEAEALE BE RS . EERES BIAEE RBREFRS . ZEES

11
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BE RKBMBEEER e RE MHRENREGOIER T HRM, XA EHRI R BAE 16 Fin.
® 16 REEHERNEH

B B 2 & o fE
SKF_WaitForDevEvent FRESHERIG
SKF_CancelWaitForDevEvent BMHFHFREFEREH
SKF_EnumDev Bl &

SKF ConnectDev EERE
SKF DisconnectDev B EE
SKF_GetDevState R ERE
SKF_SetLabel REBWEHRS
SKF_GetDevInfo RBERERE
SKF_LockDev G E R
SKF_UnlockDev B A
SKF Transmit WEWSER

7.1.2 FHEHEHHREHS

PR & R Bl ULONG DEVAPI SKF_WaitForDevEvent(LPSTR szDevName., ULONG pulDevNamel en,

ULONG * pulEvent)
T BE i R T‘Zgﬁ%%ﬁ%ﬁAﬁ%ﬁ%$'ﬁn szDevName 1& [8] & & FHH R R LK,
28 szDevName OUT]RAHHMZHLFK.
pulDevNameLen LIN/OUTIBA /LS5, M@ A ERE WX K, % 5
RARBELARHERKE . KEQSFRABERY.
pulEvent |OUTISEHER, 1 £RFBA.2 BRERE.
1R [EE SAR_OK.  mRj,
At - Wi,
- gas ZNTE 5] TR

7.1.3 WiESFHiEaREEG

R 2 5 A ULONG DEVAPI SKF CancelWaitForDevEvent ()
VIR  EEBEBHSHAREEARERB S,

Z2H
iR [8]{H SAR OK. 21
HoAh . HiRG,
2 F i A R IE AT I SKF_WaitForDevEvent pg¥~r Bl & [
7.1.4 HHEEH

el B e Rl ULONG DEVAPI SKF EnumDev(BOOL bPresent, LPSTR szNameList, ULONG x

pulSize)
12
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HifEHR KB UMEARPHREIIE.
2 bPresent LIN]Jh TRUE RARB Y RFRENFENREINE. X
FALSEF/REU S AT 3) X FE M & 53k,
szNameList |OUT | & a#FFE. MEZESE I NULL, ¥ H pulSize 1R
BIFFR EZAAFZR KD, BPITRENAFRUED N0 HR,
IS0 BRI RHIGE K .
pulSize LIN,OUT [ AN KRR EZELARINRHEFXKE iR
/A~ szNameListfr 5 B H)%3 [8] K/
& [ {H SAR_OK: L3
HoAh - MR,
7.1.5 ERE®
RRE R R ULONG DEVAPI SKF_ConnectDev (LPSTR szName, DEVHANDLE * phDev)
DA EURSERERERSRERERAR,
ZH zName LIN] #EHBHK.
phDev LOUT |:& ] i R #E M5 .
iR B {H SAR_OK.: 2
H At . iR
7.1.6 BRHAEHE
el 2 5 Kl ULONG DEVAPI SKF DisConnectDev (DEVHANDLE hDev)
IR WA CEEBNEE, FBEBAIMR.
ZH hDev  [IN]JEE#E &R E K ZS M.
i [0 {5 SAR_OK: @3,
HAh . MRS,
#HIE MR ZREFCHAE . RPN BB XRS. AEBREREHFAZMHIRSHRRE.

7.1.7 FZREERES

PR 0 JF Y
U] HE 16 2B
ZH

iR [B{H

ULONG DEVAPI SKF _GetDevState(LPSTR szDevNameULONG * pulDevState)

R EREEFERNRE.

szDevName | IN | 254 ¥R .
pulDevState |OUT] &EHZ&ZIRE.
SAR OK. 571

FoAth - RIS

7.1.8 EBIREHRE

PR
TR &
Z %

i [8] {5

ULONG DEVAPI SKF_Setlabel (DEVHANDLE hDev, LPSTR szlLabel)

KERIANE.
hDev N BB AR B B3 S A .
szLabel INIZEZEREFHR, RFFBMN/DTF 32 FH5.

SAR OK.: BT
HAth . Hix.

13
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7.1.9 RKEEHEE

E¥ER  ULONG DEVAPI SKF GetDevinfo (DEVHANDLE hDev, DEVINFO x pDevInfo)
hEERR  RBEREN—BBEEER . EFERERE.) BEE . XFHNEIEFE.
25 hDev [IN % 85 & B R Bl 4 a) iR
pDevinfo | OUT iR Bl &fEE .
i& [E]{E SAR_OK. LI
FoAth Bty
7.1.10 HiF&H
B¥EA  ULONG DEVAPI SKF_LockDev (DEVHANDLE hDev, ULONG ulTimeQOut)
e RERENI SR
Z3 hDev [IN] iR & AR B IR 2 )
ulTimeOut [IN Bt Ef ], B8 AR, RN OxFFFFFFFF XA LRFR .
& Bl{E SAR_OK.: I
HAth - HIREY,
7.1.11 @BEiE&
PR &Y R A ULONG DEVAPI SKF UnlockDev (DEVHANDLE hDev)
iR BB SR &AL
23 hDev [INJZEH 3 A B IR B A 13 38 A
& [B{H SAR_OK: B

oAt - iRt

7.1.12 EB&w<THES

PR B R R ULONG DEVAPI SKF Transmit (DEVHANDLE hDev, BYTE * pbCommand, ULONG ul-
CommandLen,BYTE ¥ pbData, ULONG * pulDatal.en)
iR KBS EBREARGRE . FHREGR.
Z3 hDev LIN RS AR,
pbCommand [IN]Z&HWL.
nlCommandLen | IN |4 FE.
pbData [OUT & [B1 55 SR B .
pulDatalen  [IN,OUT] AR FRERBEEEZ XK E, W N RAGREE LR
KE.
iR [H]{H SAR_OK: I
ﬁ{ﬂ . %ﬁ@ o
g A G T RSN,
7.2 ihimlEHE
7.2.1 B

i E s FE SRR A NE PIN B EHEMEZREERSFERMAE. WREHRIBBWR 17 .

14
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x 17 HREARINEH

PR B4 FR T fE

SKF_ChangeDevAuthKey B 5 T B A A TE B 4

SKF DevAuth & IAE

SKF_ChangePIN # i PIN

SKF GetPINInfo K18 PIN B{ 8
SKF_VerifyPIN B PIN

SKF_UnblockPIN R85 PIN

SKF ClearSecueState HERMATZERE

7.2.2 BHEHKIAEES

PREV IR R ULONG DEVAPI SKF_ ChangeDevAuthKey (DEVHANDLE hDev, BYTE x pbKeyValue,
ULONG ulKeyLen)
DIgeHi kR EEHIRS AT,
Z3 hDev IN 2 RE R W] 3 A& A AR
pbKeyValue IN | 4H1E
ulKeyLen | IN |27 K BF
iR el {H SAR_OK.: B3 .
FoAth, - G iRAY .
B AR ER R E AR E A A .
7.2.3 &HI\IE
ol 2 R K ULONG DEVAPI SKF _DevAuth (DEVHANDLE hDev, BYTE * pbAuthData, ULONG ul-
Len)
UigeiiiR WA AR REX N ARFIALE. AESER 8. 2. 3,
Z 3 hDev [ IN | 2 B2 B 38 [0 ) 18 25 ) 4
pbAuthData [ IN |TAUEEIE .
ullen [ IN DA MRS < BE .
iR [e{H SAR_OK: Y
Hofts R,

7.2.4 1B PIN

PR 2 SR 7Y

U] ge i ik

23

ULONG DEVAPI SKF ChangePIN (HAPPLICATION hApplication, ULONG ulPINType ,
LPSTR szOldPin, LPSTR szNewPin, ULONG x pulRetryCount)

W HiZ R EA] LI Administrator PIN 1 User PIN #4H.

2RI PIN B4R PEEUE R M, Z R R F AN PIN S #ERE XK SHK/K
¥k 0 B, %R PIN B &8 415,

hApplication | IN | FHa148 . |

ulPINType [IN]PIN 26%J,0] 5 ADMIN TYPE &% USER TYPE,

szOldPin | IN & PIN{H.
15
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iR [B] 15

szNewPin F'IN #r PIN 1H .
pulRetryCount [OUTHE&EEEHIXKE.
SAR_OK:. g3,

FLAMh - iR,

7.2.5 W PINGE

BRI % 2

D) HE fii &

Z2H

iR (B {5

ULONG DEVAPI SKF GetPINInfo(HAPPLICATION hApplication, ULONG ulPINType,
ULONG * pulMaxRetryCount, ULONG * pulRemainRetryCount, BOOL # pbDefaultPin)

FKE PIN BBE B, BHEEAERKE . YMRATERKE, L X 4a7 PINBEE N K

A PIN #.

hApplication | IN | N F AR

ulPINType IN |PIN 258!,
OUT I KEKIKEL.

pulRemainRetryCount [OUT]MATH# KA ERKE, HH 0 BfRAEB5E.

pbDefaultPin [QUT | B/ A HET BiA PIN #5.,

pulMaxRetryCount

SAR OK. R I
HAth . iR,

7.2.6 ®E PIN

PR RUR A

T HE 38 i

23

iR [BlH

ULONG DEVAPI SKF VerfyPIN (HAPPLICATION hApplication, ULONG ulPINType,
LPSTR szPIN, ULONG x* pulRetryCount)

KR PIN 5. REBRING, SR EHM KB, nF PIN #4542, & [B] PIN 58 &
¥ MERKECN 0 iR PIN B E L85t

hApplication L IN W B A188

ulPINType [ IN |PIN 258,

szPIN "IN |PIN 1H.

pulRetryCount  [OUTJHi% /5 & BRI E R KE .

SAR OK.: B3 .

FCA - iR

7.2.7 f#&%iPIN

PR R Al

U HE 3

2

iR [61{H

#iE

16

ULONG DEVAPI SKF UnblockPIN (HAPPLICATION hApplication, LPSTR szZAdminPIN,
LPSTR szNewUserPIN,ULONG * pulRetryCount)

W P B PIN BB 8585 , @ 0 7 A X B PR 81 H -~ PIN 85

@GS, AP PIN IS8R B REE, i/ PIN B HERKBWKE 2 RHE.

hApplication [IN R FB AR,

szZAdminPIN [IN]E B & PIN #5,

szNewUserPIN [IN|HBHF PIN 1.,

pulRetryCount [OUT]EH A PIN B4R & B ERERKE

SAR_OK:  HI.

HAth - HEiRtE.

B2 E B PIN A e @8 5 PIN /&, R % A #9 Administrator PIN A IE B 20#E
B 2865 , 2 B 4 M, 373K Bl Administrator PIN B 2 K2 .
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7.2.8 BERERMARESRE
PRE R T ULONG DEVAPI SKF ClearSecureState (HAPPLICATION hApplication)
IgEiA  BERMAAETNESERE,
28 hApplication [ IN I FAIHR .
I8 [5] {8 SAR_OK: @,
o Ath - 5 el
7.3 MRAER
7.3.1 #iA

P BE E RS8R B B (B0 B AT RIS RE. MABTERY KB IE 18 Fis.

* 18 NABEEBEINAY

REA R I ®E
SKFE CreateApplication a1 & K FH B
SKF_ EnumApplication P EE p H
SKF_ Delete Application i B W FH
SKF_OpenApplication T v F
SKF_CloseApplication 3= W

7.3.2 HI2NA

PR 2 B

ULONG DEVAPI SKF_CreateApplication(DEVHANDLE hDev, LPSTR szAppName,
LPSTR szAdminPin, DWORD dwAdminPinRetryCount, LPSTR szUserPin, DWORD
dwUserPinRetryCount, DWORD dwCreateFileRights, HAPPLICATION x* phApplication)

MgEdHE  BE—-ITMNAE.
23 hDev L IN 7 823 45 B3R [ i iR a8 .
szAppName LIN I FHZ#R
szAdminPin | IN &5 2 &5 PIN.
dwAdminPinRetryCount [ IN B 3 fa PIN £ AE K.
szUserPin | IN |FH F PIN,
dwUserPinRetryCount {IN |F P PIN F KEHIRIKE.
dwCreateFileRights LINJFEZNH FTRIEXHMAFKRE,.Z W 6. 4. 12 B
R, NEFREEREE.
phApplication | OUT | F B H] 4
IR PEME SAR_OK: L
oA . HiRi.
%Ik PREK:-TERENHE.
7.3.3 WA
Bk 2 B ULONG DEVAPI SKF_ EnumApplication(DEVHANDLE hDev, LPSTR szAppName,

ULONG * pulSize)
17
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TIREHIR B REPEENTE RN, |
25 hDev TN T 8 4% 3 ) Y 3 45 AT
szZAppName  OUT 138 5] i B & #: 5 & , WRZEBHNZ, % B pulSize 38 [/ i
HI N FFZS ] K/, BTN B R DL N0 Z5 3, DAL\ 0 3555 7]
BRI R,
pulSize UN:OUT]ﬁAﬁﬁﬁ@ﬁlgﬁﬂﬁgﬁﬁﬁﬁyﬁ&iﬂﬂ‘ﬁlﬁl
szAppName B 5 Fi 925 [a] K/
iR ol (g SAR_OK: g3,
H At . R,

7.3.4 MIERNH

PR 2 L R ULONG DEVAPI SKF_DeleteApplication(DEVHANDLE hDev, LPSTR szAppName)
hEERR RIS R

23 hDev LIN T8 8 45 i 3R T 093 45 AT 4
szZAppName INIW &K

& [FMH SAR OK. g3,
HoAth - g,

=IE PRRE R - FEREHIR .

7.3.5 ¥THMNH

o R R ULONG DEVAPI SKF _OpenApplication(DEVHANDLE hDev, LPSTR szAppName,
HAPPLICATION =* phApplication)

DIREHR  FTHIEE RN A,
ZH hDev LIN R B8 45 i 3 [B1 B B 45 4 K
szZAppName LININ. & %
phApplication LOUT ] N A B 4] 49
& 7] SAR_OK.  m®3j.
o Ath H ey

7.3.6 XHMA

PR 2 J5 Al ULONG DEVAPI SKF CloseApplication( HAPPLICATION hApplication)
DIREHE G BRI RN B AR
=¥ hApplication LIN B A1
& [5]{H SAR_OK. 7221
oA iR,
- gas S PR BCAS 3 Wi o, FH 22 2R 2

7.4 XHEH

/7.4.1 #HA

i#%ﬂ%ﬁQUfﬁEﬁF#E%Ziﬂﬁ%E-.-@.Eﬁﬂﬁj‘(ﬁhﬂﬂ%if’#xﬁiiiﬁh&ﬂ}‘(#fﬁ“ﬁ‘.
XHEEFRE. XHBEBRIIERWE 19 FixR,

18
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® 19 XHEEERIAY

K B 2 ¥ I B
SKF_CreateFile 1 8 X
SKF DeleteFile B B S
SKF_EnumFiles B
SKF_GetFilelnfo RBUCHE B
SKF_ReadFile J X4
SKF_WriteFile Ep T

7.4.2 Q1B H

PRE R A ULONG DEVAPI SKF_CreateFile (HAPPLICATION hApplication, LPSTR szFileName,
ULONG ulFileSize, ULONG ulReadRights, ULONG ulWriteRights)

D) REH 3R RIS SR B4 X B R K/, B R S 3 B AR

2% hApplication LIN ] B ATHA .
szFi1leName LINIXFZ R, KERB KT 32 40F3.
ulFileSize LIN [ Sc kN,

ulReadRights LINTSCHF AR , 2 0 6. 4. 12 AR KR, A] 92 Fh AL PR 9 s 18 .
ulWriteRights  [INJXHERR, 2 W 6. 4. 12 A FELKR ] & R AR A e 1A
i [B]{H SAR_OK. 21
HAth . iR,
= gas B SO B P45 8 BB B SR

7.4.3 B4

PR 2 [ B ULONG DEVAPI SKF DeleteFile (HAPPLICATION hApplication, LPSTR szFileName)

LI HEH A M R 48 SO
XHFMBE, X BANFTEEaBEL .
SCHFFEB A TR Y o5 B 04 25 DB B B 2

ZH hApplication L IN 22 3 BR 344 B e 9 1 B4
szFi1leName [ INTERE 2 7

& [A{H SAR_OK_. B3 .

H th . HIR,
(- gas AUBRZER - B BR — N S0/ R B A S 3% S B B B AL B

7.4.4 FEXH

R R Ry ULONG DEVAPI SKF _EnumFiles (HAPPLICATION hApplication, LPSTR szFilel.ist,
ULONG * pulSize)
DIEHE BN AR BT SO,
2 hApplication LIN IR A4
szFileList [OUT & Bl X & #5513, %S B N2, iy pulSize 38 B G R RE
WZ F R, BB IRUUEAD NG, LU N’ RARFIRBGE R,

I9




GM/T 0016—2012

pulSize [IN,OUT S AR EREBEEMX K FA, B RN ERTECHELE

FENKE.
& {5 SAR OK. BT .
HoA . BiRig.

7.4.5 EEXHKHEE

PR 2 [ 7Y ULONG DEVAPI SKF GetFileInfo (HAPPLICATION hApplication, LPSTR szFileName,
FILEATTRIBUTE * pFilelnio)

REHIR  RBUOUHFEER
RN SR S B B I S0 R R /D BURR S5

Z3 hApplication IN S Bl e DL A B9 BT AR

szFileName IN | X ZFR .

pFilelnto OUT XX E R - M X FREHEEH IR
& [el {5 SAR OK: 3.

FLAth, - 51T
7.4.6 EXH

PR % R B ULONG DEVAPI SKF ReadFile (HAPPLICATION hApplication, LPSTR szFileName,
ULONG ulOffset, ULONG ulSize, BYTE * pbQOutData, ULONG * pulOutlen)

UHeE RO RE.

2 hApplication IN B BI4R
szFileName N34
ulOfiset LIN | AU AL E .
ulSize [IN R KEE.

pbOutData [OUT i B Z X,
pulOutLen [IN,PUT [ AR R ARLS B HEWMEK K/ FR AL BFERGR HE

I BHE K/D
iR [B]{H SAR OK. AT,
HAth . iRt
=iE BURR 25K« AR 8 X% SCH B AR

7.4.7 BXH

PR 2 [ K ULONG DEVAPI SKF WriteFile (HAPPLICATION hAspplication, LPSTR szFileName,
ULONG ulOffset, BYTE x pbData, ULONG ulSize)

DiHE#E  BREEIIXHET.

2 hApplication | IN M FH R4
szFi1leName IN |H 4.
ul Offset INIEAXHHRBR.
pbData INIEABHER WX
ulSize IN |5 AR KD,
i [B{H SAR_OK:  m3Ii.

HoAth - iR
=i PURR ZOK MRS U E R .

20
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7.5.1 §d
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AMBREMNAEHHTHESHARMANEHE, SR MR B TR A HR 3R

YE. BB E R RBAZE 20 fra

Q

F®20 FEFHRINAH

PREL A #F ¥ §E
SKF_CreateContainer | Bl R AR
SKF DeleteContainer B BR 25 4%
SKF EnumContainer B A
SKF OpenContainer TR & e
SKF CloseContainer | X H 2 4%
SKF_GetContainerType KRB AR RE
SKF ImportCertificate | SARFUESR
SKF ExportCertificate SHEFUES

7.5.2 fIERAREHE
PR I A

tainerName, HCONTAINER x phContainer)

ULONG DEVAPI SKF CreateContainer ( HAPPLICATION hApplication, LPSTR szCon-

Y HE R FEN T B I8 2R A LI R B AR
=% hApplication IN W FHAIRE .
szContainerName [ INJASCII &, R B N AFHNELF, ALK RAKEAGE
il 64 F1
phContainer [OUT 3% [B] By 8 37 27 4% BRI 25 25 B) W .
1R [ 4{H SAR_OK: I
HAth : BiRG.
= WRREX - TEZHPHER.
7.5.3 MIBREBER
H¥ER  ULONG DEVAPI SKF DeleteContainer(HAPPLICATION hApplication, LPSTR szContain-
erName) |
e FAENATHREEEHFPESHFBENAERHEARHEE.
Z2¥ hApplication IN R AR
szContainerName [ IN |$5 o] i B &5 25 ) 2% #F -
IR [B14E SAR_OK:.  gEIf.
oAt - iR,
- ges BRZK - FTEHFAR.
7.5.4 FIFBeE

SR G ULONG DEVAPFI

SKF  OpenContainer ( HAPPLICATION

hApplication, LPSTR
21
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szContainerName, HCONTAINER x phContainer)

I 88 i ik RIS .
Z 3 hApplication CIN W B .
szContainerName | IN |23 4 K .
phContainer OUT ;& Bl Br 3T FF & 25 B A1 4
iR Bl {H SAR OK. s
H At . iR,
7.5.5 XHIEH
PR B R Y ULONG DEVAPI SKF CloseContainer(HCONTAINER hContainer)
e R XA B, B B4R TER.
2 hContainer [ IN | B 254155 .
1R [8]{H SAR OK. I,
HoAth, - iR,
7.5.6 BHEELHL

7.5.7 RETAELH

BR 2 JR A

Y1 ae i ik
23

& [l {H

ULONG DEVAPI SKF GetContainerType (HCONTAINER hContainer, ULONG

pulContainerType)
KA ARTRE,
hContainer | IN %2574

pulContainerType [ OUT IR K F4FRA . 85 FEMKMEN 0 RN KRE . MK BLRE
RENEEA, N1 KRN RSA BE%, 08 2 XA SM2 #4x.

SAR_OK. B3

HoA - b

7.5.8 BANH=FIEH

BR 0 A

DI He ik
S5

iR [F{H

ULONG DEVAPI SKF ImportCertificate(HCONTAINER hContainer, BOOL bSignFlag,
BYTE * pbCert, ULONG ulCertLen)

Ml B2 N R ABFUED,

hContainer LIN A 2P,

bSignFlag [IN]TRUE #R& 4B ,FALSE £ MEIEH.
pbCert ([ IN 3B HIEBRABFZ X,

ulCertlen {IN [HEH K E.

SAR OK. I

FoAth - SR,

7.5.9 BH¥=FIEH

R 2R A

T 6B 8 38

Z 3
22

ULONG DEVAPI SKF_ExportCertificateC(HCONTAINER hContainer, BOOL bSignFlag,
BYTE * pbCert, ULONG * pulCertLen)

MNERABRHEFIES.
hContainer [IN |25 585,



bSignFlag
pbCert

pulCertLen

GM/T 0016—2012

INJTRUE #RE 41U, FALSE R/R M WEH .
OUTHEMiEBAREZ MK, R 258 NULL B, pul-CertLen 3&
ANEBBEFFEZDENKE, MRS HA B NULL B, & B 3
FUEBAHE.

[IN/OUT ] AT FER pbCert ZMEX MK E . Wi RXRIEBAER
KE.

& [Bl{H SAR OK. B
HA - SR,

7.6 BWHBRS
7.6.1 8

FERSFRBERENHFERZE FNKREEEE FELECZE FHFE HREHNGTESFY
HE. HEBRS ARFIREINER 21 .

2 ZBBRERFRENEH

Y #E

R B4 R
SKF GenRandom 4 R REVLEL
SKF GenRSAKeyPair H BR RSA & 24 %X
SKF ImportRSAKeyPair S A RSA In¥E&FH X
SKF_RSASignData | RSA &%
SKF RSAVerify RSA K%
SKF RSAExportSessionKey RSA £ g IF e H SR EH
SKF GenECCKeyPair 4 B ECC & & & 41Xt
SKF_ ImportECCKeyPair 5 A ECC In% % ¢ Xt
SKF_ECCSignData ECC & 4
SKF_ECCVerify | ECC A
SKF ECCExportSessionKey ECC & liFFHEEEH
SKF_ ExtECCEncrypt | ECC 7 R~ mE
SKF GenerateAgreementDataWithECC ECCHERFHHRSEIFEH
SKF GenerateKeyWithECC ECC HELFEF4H
SKF GenerateAgreementDataAndKeyWithECC ECCHRBEFHESHEE Y
SKF ExportPublicKey FHAH
SKF ImportSessionKey | FAREEY
SKF_EncryptInit 2% 91 25 4k
SKF_Encrypt | B B E N %
SKF EncryptUpdate ZHWBE M
SKF EncryptFinal g RN

SKF Decryptlnit

iﬁﬁwﬁw

23



GM/T 0016—2012

¥ 21 (&)
 ERER o
SKF Decrypt HARERE
SKF DecryptUpdate ZHPRRE
SKF DecryptFinal EREBE
SKF Digestlnit ERREN R
SKF Digest BAREFEEE
SKF DigestUpdate ZHBPETHRE
SKF DigestFinal EREWRE
SKF_Maclnit HEEFNEZEHH
SKF Mac _ BHARBHEENHEIZH
SKF_MacUpdate ZHBEHELEANBEH
SKF MacFinal ZRHEBLNHNEE
SKF_CloseHandle 5% P % B XF R AR

7.6.2 S£REIE
PRZRRY ULONG DEVAPI SKF GenRandom (DEVHANDLE hDev, BYTE x pbRandom, ULONG ul-

RandomlLen)

teHE AR ERKEOREILEL.

23 hDev [ INRBHIW.
pbRandom OUT ;& B A BEVLEL,

ulRandomLen IN VAR E.
& [5148 SAR_OK: I
HoAW, . IR .

7.6.3 4B RSA ZL£2FHx

PR 2 R T ULONG DEVAPI SKF GenRSAKeyPair (HCONTAINER hContainer, ULONG ulBitsLen,
RSAPUBLICKEYBIL.OB * pBlob)
WEEHAR AR RSAZZFHXNHBHELLH.

Z¥ hContainer [IN&FABIH .

ulBitsLen  INFHEK.

pBlob [OUT iR Bl #9 RSA AHBHESEH .
iR [B{E SAR_OK: 3.

FoA - SR,
HIE PRRESR - JTE P BUR

7.6.4 SN RSA mM¥EFHAX

RRZ A ULONG DEVAPI SKF ImportRSAKeyPair (HCONTAINER hContainer, ULONG ul-
SymAlgld, BYTE x pbWrappedKey, ULONG ulWrppedKeylLen, BYTE =*
24
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iR [

g
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pbEncryptedData, ULONG ulEncryptedDatal.en)

F A RSA & AFRHXT.

hContainer L IN | 285147 .

ulSymAlgld [IN X HRBEEBEHRIN.,

pbWrappedKey IN MEHZERANE LA PR R RE RS,
ulWrappedKeyLen INMRFP X RBEFH K.

pbEncryptedData NI HREEFHARTH RSA mERY. #9604 X B5E

PRCS #1 v2.1: RSA Cryptography Standard K FAEH AR 2
& 3.
ulEncryptedDatal_en [ IN X HRE B HFHE P RSA INEE A FAH T B,
SAR_OK. I,
HoAth . iR,
PPREESR - FEH AR,

7.6.5 RSAZEZ

PR

D) gE R

ZH

12 [FMH

(g3

ULONG DEVAPI SKF_RSASignData(HCONTAINER hContainer, BYTE x pbData,
ULONG ulDatalen, BYTE x pbSignature, ULONG x pulSignLen)

B2l hContainer 1§ B F ML L G, W48 FHIE pbData HITHFEL . 54 5 15
RAFHF] pbSignature B X, & pulSignLen &4 K B

hContainer INJRREZ AT ERBAN.

pbData IN 82 2 M BHE

ulDatal.en  INEZEZBEEKE, W AKXTF RSA BEEK —11.

pbSignature (OUTJHFRE R E RN B X4, BN NULL, HF
BREELERKE,

pulSignLen LIN,OUT I AR B RELEREME AN, BN ERE
BHERKE,

SAR_OK. B

FoAth - iRt .
PRREZSK - JEA .

7.6.6 RSABZE

PR B Y

U] REH R
ZH

1R [BH{H

ULONG DEVAPI SKF_RSAVerify (DEVHANDLE hDev, RSAPUBLICKEYBLOB x
pRSAPubKeyBlob, BYTE x pbData, ULONG ulDatalLen, BYTE =x pbSignature,
ULONG ulSignlen)

%k RSA %45 . J pRSAPubKeyBlob NI A S M R A BIEHITRE.

hDev LIN iR &I,

pRSAPubKeyBlob | INJRSA NS H

pbData LINJfF RIS 4 r B .

ulDataLen [INJBERE . MAKTAHAKEK —11.
pbSignature [IN IR RIFAZEZ1E.

ulSignLen [INJEZHEKE, DT AHEEK.

SAR_OK. B,
HA . IR,

25
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7.6.7 RSA4RHSHELSFEES

R 20 R B ULONG DEVAPI SKF RSAExportSessionKey ( HCONTAINER hContainer, ULONG
ulAlgld, RSAPUBLICKEYBLOB * pPubKey, BYTE x pbData, ULONG x pulDatalen,
HANDLE x phSessionKey)

WEefiR  ERSEESIF AN RSA 2A9mEm i

2 hContainer IN K220 88 .
ulAlgld INISEEFEHRERIN.
pPubKey INIIE S FEEE RSA AEHBIEEH .
pbData OUT | M NFE=EFHE KM PKCS# 1vl. 5 3K
B %,
pulDatalen [IN,OUT m AR EZARSEHEHE X BEEZWXKE . BH
MNEAESEFHEXHNERKE.
phSessionKey TOUT 1S B ZHRHE.
AT SAR OK.  H3. '
H A . iRt

7.6.8 4 g ECC ZELZFH*
R R A ULONG DEVAPI SKF_ GenECCKeyPair (HCONTAINER hContainer, ULONG ulAlgld,

ECCPUBLICKEYBLOB x pBlob)
WEiR AR ECCEZEFHMNFMEBELAY.

28 hContainer IN BB 250 RA .
ulAlgld INJE AR, RXHF SGD_SM2_1 Bk,
pBlob [OUT sg [l ECC AHBIES .

& B SAR OK. W3
HAth - BRI,

365 BURREK - TERH PR,

7.6.9 B\ ECC m#E&ix

PR B i A ULONG DEVAPI SKF ImportECCKeyPair { HCONTAINER hContainer, PENVEL-
OPEDKEYBLOB pEnvelopedKeyBlob)

ie#R  FA ECCARHXT.

25 hContainer [IN | B H A 0IHR .
pEnvelopedKeyBlob [IN |32 3 B & EH X

& [E{H SAR_OK. @Y,
HoAth . HiRig,

#HIE PPRESK - T E P AU,

7.6.10 ECC %%

B EA  ULONG DEVAPI SKF _ECCSignData (HCONTAINER hContainer, BYTE  pbData,
ULONG ulDatalen, PECCSIGNATUREBLOB pSignature)

hEEiR  ECCEFE£ K. KA ECC HEBMIEERM Y bKey, X 15 I pbData T EFE A

%2 Ja WG RAFICE] pSignature H,

Z hContainer [IN | B H A2 FIRR
26
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pbData LINIF5 8 2 B 53
ulDatal.en [IN]JBRELARERKE . LIUMNTEFHAEEK.
pSignature [OUT | &£ 18 .
iR [E]MH SAR_OK: 2] .
HAth . iR,
- gas RFRREK - TEHFAUR .

WA ERIENZEM. SR SM2 B, %8 A KB B 5L 5IEZ 5 SM2
FAMAHERE R, MAE B EHE GM/T 0009,

/.6.11 ECCHZE

PR R Y ULONG DEVAPI SKF_ECCVerify (DEVHANDLE hDev, ECCPUBLICKEYBLOR x
pECCPubKeyBlob, BYTE x pbData, ULONG ulDatalen, PECCSIGNATUREBLOR

pSignature)
Tiefid F ECC A4IMHIESTIHR .

Z2H hDev [ IN [ &R,
pECCPubKeyBlob LINJECC AIBIE .
pbData INIFF B UEA 2 BIEE .
ulDatal.en IN [ BE K F,
pSignature | IN |[FFEIFE & 218 .
1& 8] {H SAR OK. I,
HAth - iRt
-gas BMARBENREBIEN LB, M SM2 B, KH ASIE 5 558 234 SM?

FEAMAEYEER, MA S BR A GM/T 0009,
7.6.12 ECCHERHEHLIREFS

PR 3 R A ULONG DEVAPI SKF_ECCExportSessionKey (HCONTAINER hContainer, ULONG
ulAlgld, ECCPUBLICKEYBLOB x pPubKey, PECCCIPHERBLOB pData, HANDLE

¥ phSessionKey)
iR  ARSEFEHIFASSAEMESE.

=8 hContainer | IN | 23085,
ulAlgld LIN & EFHBEER .
pPubKey IN 5B A AR .
pData OUTJ&HEEHE X
phSessionKey OUT |&iEFHAM,

iR 8] {5 SAR_OK: g3,
HoAl - BiRig.

7.6.13 ECC 43N AmME

R B R A ULONG DEVAPI SKF_ExtECCEncrypt (DEVHANDLE hDev, ECCPUBLICKEYBLOB
pECCPubKeyBlob, BYTE % pbPlainText, ULONG ulPlainTextLen, PECCCIPHERBLOR

pCipherText )

IEfR RSB EARN ECCAEMBAREMNF SERG LR
Z ¥ hDev [IN]& & A14K .

27
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pECCPubKeyBlob [ IN JECC B IE G .
pbPlainText [ IN_|f5 %5 59 BH SCRHE .
ulPlainTextLen [ IN |FFmEBIH X HEVKE.
pCipherText | OUT % CE .

R Bl {H SAR_OK: LI
FLAth, - iR .

7.6.14 ECCH B ZHPHESEIEHH

PR £ R B ULONG DEVAPI SKF GenerateAgreementDataWithECC (HCONTAINER hContainer,
ULONG ulAlgld, ECCPUBLICKEYBLOB * pTempECCPubKeyBlob,BYTE % pblD,

ULONG ullDLen, HANDLE x phAgreementHandle)
Mg A ECC#HIMRE %, MITRSEEFANTE MRS, B EIEE ECC % HX 12 5

B B v ) A

= hContainer IN &R .
ulAlgld INJEEEHFEERIR.
pTempECCPubKeyBlob OUT | A& FE ECC 24 .
pbID IN]EEFH ID,
ulIDLen IN]&EHN ID K, A KT 32,

phAgreementHandle lOUT R EB B SH U g 0148 .
& [B{E SAR_OK.  HIh.

H A - B R .
HiE AMESETESH. RO AETMNE SR AR,

7.6.15 ECCF4£BBEEF TREREEH

pREERI. ULONG DEVAPI SKF GenerateAgreementDataAndKeyWithECC(
HANDLE hContainer, ULONG ulAlgld,
ECCPUBLICKEYBLOB * pSponsorECCPubKeyBlob,
ECCPUBLICKEYBLOB * pSponsorTempECCPubKeyBlob,
ECCPUBLICKEYBLOB * pTempECCPubKeBlob,
BYTE * pbID,ULONG ullDLen,BYTE * pbSponsorlD, ULONG ulSponsoriDLen,
HANDLE x* phKeyHandle)

HifeHiE . A ECCHEAHER AR SEOHTRESEEH  miikn ECC X 24,3

- R (B R B B A

25 . hContainer | IN |25 251144 .
ulAlgld [ INJ&EFH AR LR
pSponsorECCPubKeyBlob IN | AZEFH ECC 24,
pSponsorTempECCPubKeyBlob "IN | BE TR ECC A4,
pTempECCPubKeyBlob OUT |mw B EE ECC 2.
pbID [ IN Ime iz 75 8 1D,
ulID]L.en [ IN [mn A ID WK E,. A KT 32,
pbSponsorID FIN | EE Fi ID.
ulSponsorIDLen IN|ZEBF IDHEE, . A KT 32.
phKeyHandle  OUT J3& 8] By X5 BRH 5 % H AR

28
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1R [Bl{H SAR OK. I
AW - Hit.
B/ 2 R B e . i TR H

7.6.16 ECCitHLWEEH

¥ EEI. ULONG DEVAPI SKF GenerateKeyWithECC (HANDLE hAgreementHandle,
ECCPUBLICKEYBLOB x pECCPubKeyBlob,
ECCPUBLICKEYBLOB * pTempECCPubKeyBlob,
BYTE x pbID, ULONG ullDLen, HANDLE x* phKeyHandle)

heEdR. A ECC HZYIHERE . FHESIEAMAMEN ST KR SECTE2EE S, &

Bl &G FE S AR .

2H . hAgreementHandle [IN % S E R B4 .
pECCPubKeyBlob [ IN 43R5 A By md o 7 ECC 8.
pTempECCPubKeyBlob CINAb RS A B B 5 I B ECC A4,
pbID CIN T A B ID,
ulIDLen CINIWI R ID K, A KT 32.
phKeyHandle  OUT J3& 8] 59 %5 S A1 4R .

& [B]{H SAR_OK: 5
A - iR,

#HiE. WA ETREBHM AN ES2EFARLERE.HESEZY. HEIBRER
GM/T 0009,

7.6.17 SHAH

PR R B ULONG DEVAPI SKF ExportPublicKey (HCONTAINER hContainer, BOOL bSignFlag,
BYTE * pbBlob, ULONG * pulBlobLen)

WiEHr SHAERTHELALAHARENE V.
Z3 hContainer IN | FHE 2SO,

bSignFlag INJTRUE R SFHEL A, FALSE ZRFHME AN

pbBlob "OUT]# 7] RSA 224345 #) (RSAPUBLICKEYBLOB) 5 # ECC
N 224 (ECCPUBLICKEYBLOB) , i 8 it 2 %% NULL B,
pulBlobLen j& [E] pbBlob B A,

pulBlobLen [IN,OUT % AR 3R/~ pbBlob MR MK E Wil R A FHA
H 5 K/

& [B{E SAR_OK. T
H-Ath, - iR,

7.6.18 SEASWHE

R AR A ULONG DEVAPI SKF ImportSessionKey (HCONTAINER hContainer, ULONG ulAlgld,
BYTE * pbWrapedData, ULONG ulWrapedLen, HANDLE x phKey)

WA RASEFHENFRAESTHNTRIARERIAZEENA.

2 hContainer FIN | #5045 .
ulAlgld [IN]&EFEHBERIR
pbWrapedData [INJESARNSEFTHE L. BEHRN ECC KEA, SN

29
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g

ECCCIPHERBLOB # W ¥ #2, WA 385 RSA XHad, 28k

RSA 8% J5 B8 HE
ulWrapedl.en [IN | &R BABTKE.
phKey [ OUT [3& |52 % $H A iR .
SAR OK. Y]

HoAth . iRt .

PURRZR /& AR

7.6.19 mEBEWBUL

PR Y
Ty HE 1 ik
S5

& [Bl{H

ULONG DEVAPI SKF Encryptlnit (HANDLE hKey, BLOCKCIPHERPARAM EncryptParam)
W MER G REBEMENFEEMHELSE,

hKey L IN i 25 2% 1 A A

EncryptParam N HEFEBEEMHESE VN GEMEKE HATE.
RBHEAMKE

SAR _OK. I RBIP

HAh - 5 1R

7.6.20 BHHBEME

RR 2 B

DI iR

1 [l {5

7.6.21

B PR A

DIHE %

30

ULONG DEVAPI SKF Encrypt(HANDLE hKey, BYTE x pbData, ULONG ulDatalen,

BYTE x pbEncryptedData, ULONG x pulEncryptedlen)

BB EmmERE. HIEEMEEAN T EEHEWITNE, MBI RET

— A, ME B SRR ENZE MK . SKF_Encrypt AR A HEE ST

g , 4 A SKF_Encrypt Z 8, & M 4] Fi SKF_Encryptlnit 3] #5461 % 22 /F. SKF_

Encypt &4 T-4c#8 B SKF _EncryptUpdate B8 H SKF _EncryptFinal,

hKey L IN 0% 8% 61 B4

pbData IN |3 80

INIFF B E .

OUTIm#FRWEEZ XI5, fJ LIy NULL, i THR&E M#E
FEHEKE.

pulEncryptedLen [IN,OUT B AN RRGRBEEZP X KE WHNRAREG R
PR HE

I

ulDatalen

pbEncryptedData

SAR OK. B
H AW - R

XEBENZE

ULONG DEVAPI SKF_EncryptUpdate(HANDLE hKey, BYTE x pbData, ULONG
ulDatalLen, BYTE x pbEncryptedData, ULONG * pulEncryptedl.en)

ENHBENMERE. ABEMBEEAN S EREHITME . WMFNBAELTE
YA I R B SR AF B A BB X . SKF_ EncryptUpdate X £/ 4 41 BC4E
frin%E , ZE 8 A SKF_EncryptUpdate Z 8 , o8 fl SKF_Encryptlnit #] 2546 101 % #1E 5
ZE#8 FH SKF EncryptUpdate 2 J5 , ¥, 21#8 ] SKF_ EncryptFinal 453 &8 #21E .

hKey IN M H S

pbData TN 2% 8%
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ulDatal.en [INFFmERERKE.
pbEncryptedData [OUT Im#FE R WEIEZ PR IES .
pulEncryptedLen LOUT |i& Bl %5 J5 B B 1< 7

i B {H SAR_OK.: 3]
FoAth - iR,

7.6.22 HERmME

BB R Kl ULONG DEVAPI SKF EncryptFinal (HANDLE hKey, BYTE x pbEncryptedData,
ULONG * ulEncryptedDatal.en )

eI R AR BINEBENNE . REFRMEFELE R, S AH SKF_Encryptlnit ) 4546 b #&
Y&, B8 SKF_EncryptUpdate ¥ Z A EH 7%, &2 )5 W H SKF_EncryptFinal
LR Z - A BRI

Z 3 hKey [ IN %% &8 a1
pbEncyptedData [OUT]ImFES R ZE KX,
ulEncyptedDatalLen [OUT MBS R KE.

& B4 SAR_OK: R

oAt - TR,

7.6.23 MEBEYVIRL

PREURES
DI BB i

iR Bl {H

ULONG DEVAPI SKF Decryptlnit (HANDLE hKey, BLOCKCIPHERPARAM DecryptParam)
BIEREZVHL,. XEREEHHEXSE. HMH SKF_Decryptlnit Z J5, 8] AR R SKF_
Decrypt X BN H B H TR E, W] LA Z K E H SKF_DecryptUpdate Z J5 & 16 H
SKF_DecryptFinal 58 X £ H BB BRI AR E

hKey [ IN 55 4 o I WA
DecryptParam [IN]AFHEEHEXSE-MHERE VR AERE HT T,
RGHEBMNKE.

SAR OK. BT
HAh - mirhs.

7.6.24 BAYNERD

PR B A

IL P

ULONG DEVAPI SKF Decrypt(HANDLE hKey,BYTE * pbEncryptedData, ULONG
ulEncryptedlLen, BYTE x pbData, ULONG x pulDatal.en)

WA BR RER  FIH S A B XY 55 IR T R, B 0 R R
— AN E, BESHNHXREARENE WX, SKF_Decrypt XA H BT 4T
%, 718 B SKF_Decrypt Z #ij , & 21 ¥ F§ SKF_Decryptlnit 1 i1 F B 1E. SKF_
Decypt Z 4 T 4618 i SKF_DecryptUpdate 58 A SKF_DecryptFinal,

hKey [IN g% FHAIW .

pbEncryptedData | IN | £ 553

ulEncryptedLen | IN 1B FEREKE.

pbData [OUT]3 i 25 5 i BB 28 ph X $5 41, %409 NULL B A] K138 5
5 B BER K B
pulDataLen [IN,OUT AN EREERESEHNREKE B ERERK

LK.

31
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i [E{H

SAR_OK. IR

7.6.25 ZAHAWEKE

PR R R

D] e H ik

& [ {5

ULONG DEVAPI SKF DecryptUpdate(HANDLE hKey, BYTE * pbEncryptedData,
ULONG ulEncryptedlLen, BYTE % pbData, ULONG x pulDatal.en)

ZNTHBENRERIE. HEEBREAN B ERRHIATHE R THRBEET S
N4, BEEHHXEFEBEENZ WX F . SKF_DecryptUpdate X} 2143 4 23
7% ,ZE B SKF DecryptUpdate Z B , o8 8 i SKF_Decryptlnit #) #5740 #F 2 #24E ;
Z£18 A SKF DecryptUpdate 2 )5, o418 i SKF_DecryptFinal 45 R % £21E .

hKey IN B FE I

pbEncryptedData IN |2 B

ulEncryptedLen IN | BRI FE.

pbData OUTI mEEE B E K84

pulDatal.en IN,OUT AN RZARGRBEBEEZ MR KE . N ERERE
SAR_OK. iR

HoAh - IR bS .

7.6.26 BERBEAFT

PR B R A

T HE 138

1 Bl {H

ULONG DEVAPI SKF DecryptFinal (HANDLE hKey, BYTE x pbDecryptedData,
ULONG * pulDecryptedDatal.en)
R EN T HPIENFET . Soid A SKF_Decryptlnit #1540 #% % 8218 , B " A SKF_De-
cryptUpdate X} 4~ 43 H EIE 47 % . 5% J5 A | SKF_DecryptFinal 53 £ >4 4 518
H) 18 55
hKey [IN % 1A .
pbDecryptedData [OUT JHEM@EFERWE X, R kS NULL B, #1 pul-
DecryptedDatallen iR BIff B E R KE .
pulDecryptedDatallen [IN,OUT |# ABfF+ 7/~ pbDecryptedData & np X < JE , 5 il i) 3%
N GREKE .
SAR_OK:  ®¥.
oAb - RS,

7.6.27 HaFEHHL

I QL i

] HE i 3k
23

32

ULONG DEVAPI SKF  Digestlnit ( DEVHANDLE hDev, ULONG ulAiglD,
ECCPUBLICKEYBLOB * pPubKey, unsigned char * puclD, ULONG ullDLen,
HANDLE * phHash)

VIR ERBRET R . BT R EERENTEI.

hDev [ IN |3 & e & B R [B] B 3 4 ) A

ulAlgID [INI#FBLEEEERA.

pPubKey [IN &2 EASH. X4 ulAlglD 5 SGD_SM3 B H2RXL .
puclD [IN |42 8 ID{H, Y4 ulAlgID 3 SGD SM3 B H X .

ullDLen [IN]%4 4 # 1D KB, 24 ulAlgID 35 SGD SM3 Bf A %L .
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phHash LOUT %S 7 B2 X R A4
iR [A{H SAR OK.; Hxh .
oAt iR,
= =1 ulAlgID 2% SGD_SM3 H ullDLen A% 0 R T pPubKey. puclD FH%, $1 47 SM2

RESAWAE 1 8F., HETEEE GM/T 0009,
7.6.28 HBAHIETMEE

PRE R A ULONG DEVAPI SKF _ Digest (HANDLE hHash, BYTE x pbData, ULONG
ulDatal.en, BYTE * pbHashData, ULONG x pulHashLen)
DIReHE MBS ANEEHITERLEE ., A SKF_Digest Z &, U FiE A SKF_DigestlInit
VI E R E T H B /E. SKF_Digest 4 F 2K ¥ A SKF_DigestUpdate = JE 1 18
F SKF DigestFinal,

25 hHash | IN #3585 22 B X R A1 4R
pbData LINJHEREEBIERNEHEK,
ulDatalLen [ INEEBEN KA.

pbHashData LOUT ] EM & EBEZ X4, 4 2 ¥ % NULL B,
pulHashLen iR [B] %15 J2 82 45 SR K BF
pulHashLen LIN,OUT] S AR ZBRERBIRE X K, B U F R B 5IE T

BRI EE.
& 8] {5 SAR OK. R
HAth - iR,

7.6.29 ZAHAKIEFMWEE

PR 2 R A ULONG DEVAPI SKF DigestUpdate (HANDLE hHash, BYTE x pbData, ULONG
ulDatal.en)

DgEfE X ENSHNEEBRTERREITE. 8 SKF_DigestUpdate 2 5 , 46 5 38 F SKF _
DigestInit g]infb B o B B 846, H H SKF _DigestUpdate Z J5, &% & B§ SKF
DigestFinal £5 SR F S 4 1 E #4E .

2 hHash LINIE SR E X R A,
pbData LINJHE FE B BENE KX,
ulDatal.en [INJIEEBENKE.

1R Bl SAR_OK: 21
HoAth ; Hirtg.,

7.6.30 EFxRFWEE

BR 2R Y ULONG DEVAPI SKF_DigestFinal (HANDLE hHash, BYTE x pHashData, ULONG
x pulHashLen)

DIREME BREN AN RN EBRETE R R AR SR ENENER .
S hHash LIN A XT R A1 .
pHashData ~ [OUT]JREMEBRELRE WKL, mMEHSH N NULL &, d
pulHashLen ;& [B] R B8 45 SR K B .
pulHashLen  [IN,OUT] AR RREBELEREWRKWKE, BN EREBREL

REKE,

33
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& 5] {H

o ges
7.6.31

PR B R

ek

2

i (el {H

#= i

SAR OK. I

FHoAth - Rt .

SKF DigestFinal #0501 F§ F SKF DigestUpdate Z )5,

HEEMNBEFNRY

ULONG DEVAPI SKF Maclnit (HANDLE hKey, BLOCKCIPHERPARAM x pMacParam,
HANDLE x phMac)

ViR E B XTI B BE, BB HBE LK IHE S 3 & BIE B L5548 .
hKey [IN T EHE B LGSR FEHRN,

pMacParam [INJJHEAIEHBHXSE . B8FVHENE MEHAEKE EHIETESF.
phMac LOUT 17§ B 5|55 Xt 2 a4 .

SAR_OK. R,

HoAh . EiRtg.

BELEYEHEFHSHENEFEEN CBCERX . ENMBFERNEE —BRIENTESER.
FITBEENKENMESEAMBEREREKAMBECEDRNFAEREER.

7.6.32 BAHBHBEENWEIEH

PR 2 [ R

V] Be 3 3
Z3

& [B]{H

=i

ULONG DEVAPI SKF Mac(HANDLE hMac, BYTE x pbData, ULONG uiDatalen,
BYTE x pbMacData, ULONG * pulMaclLen)
SKF_Mac i H B — A EHE R H B L7585 .

hMac IN BB X 365018 .

pbData N AR E X,

ulDatalen [IN R ERENKE.

pbMacData [OUTJ# Mt B E KM Mac G5 1, MR K S WA NULL B, i
pulMacLen i B3 B J5 Mac &R K.

pulMacLen [IN,OUT ]| & ABFFE /R pbMacData Z X B B . 5 B By /8 Mac %5

REKE.
SAR OK: @&,
FHoAth - HiRG

A SKF Mac ZHi , 918 SKF_Maclnit $] 154676 B L& 75118 #4E. SKF_Mac &
T 2w FE H SKF MacUpdate 2 Jg B 1# H SKF_MacFinal,

7.6.33 ZHABBEHELHNMNIES

PR R Y

I A

2%

iR [B[{H

(- gés

34

ULONG DEVAPI SKF MacUpdate(HANDLE hMac, BYTE * pbData, ULONG ul-
Datal.en)

HWE 24 A5 3ENE B L.

hMac [ IN]JE B RS,

pbData [IN M HERERNZ X
plDataLen LN EBIERKE.

SAR OK. i)

HoAth B iR

P SKF_MacUpdate Z | , % 1 # Fi SKF_Maclnit gj 54 H S ER BT HF 8 E; HH
SKF_MacUpdate Z f5 , ¥ 21 A} SKF_MacFinal £ £ AR EHIH B EHEITTHE
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B1E.

7.6.3 BEXRHERLAJNBEHE

PR & A ULONG DEVAPI SKF MacFinal (HANDLE hMac, BYTE * pbMacData, ULONG «

i1 BE
28

pulMacDatal.en)

M GRENSABENEE SN EHE R
hMac LIN B B % 5B A4 .
pbMacData [OUT 5 FH B EF MM IX , X 2% % NULL B, i pulMac-
Datalen 1% [8] 5 B % 514538 B 4 B .
pulMacDataLen  [OUT]# FImt 77 14 B % 9155 2 mh K 89 5 K K B, R B E B % 5 5

KK E.
1B [E] 48 SAR OK. 5821
H At . iR,
= F SKE_MacFinal 2445 FH F SKF_MacUpdate 22 J5 .
7.6.35 XU RAUE
BR B SR Y ULONG DEVAPI SKF CloseHandle(HANDLE hHandle)
NEEHE  KHSEE . EBREN R M BE RS ECC %41 2 4.
ZH hHandle [ INJZE R X 82 A4
& [Bl{H SAR OK. B
LAt wiRtg,
8 BENELER
8.1 HEEAME
B B 4 FH 40 B 5 1 B B
a) &F%E:ﬁ%&ﬁﬁﬂ‘,ﬁﬁﬂ%ﬂﬁ%%,Eﬁtﬁﬁ?&%fgﬂiﬁ%ﬂﬁ%‘%ﬁﬁﬂﬁﬁzﬁﬁﬁ%,
25 1R H A #p4E
b) EH%E:B@ETE%%&%EAE%MEn TE i B BE , 0] 3R A7 By 5 B4
8.2 NEREH
8.2.1 NBER4I

8. 2.

AR 53 5t AR, F P AR A8 38 R AR

) BEPR -l R AN E RS R S AUR.

by HMHPHBER:HF PIN WS R ) K45 AR A AR SR T L B A B R

c) THHAKM:.EHRA PIN BRUEE S, REEERAE, S8 AR S EHF TS

D
2 NEEA

DR B AR DL F R .
) BR DR TRIE R A MBS R R R A E B4
b) HIRMMEBRAESRFTER AR,
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c)  BIESHHIBRZE QBN B 8 XE .

d) RIS AR &2 CHBH &2

e) ZAHANBHARNMFHFTERH IR,

D HFPPINEMEHEHA PINEHEEEREBERXKREAMENARNEE. HRIE PIN 842K
AP KER KBS, PIN #5813 .

g) HFP PINBRFHSTEEHBR.

h) HAF PINEBYEBRFTERAIANE,. T2 L PINEBNEUEFETHANRE.

8.2.3 &EHWiIE

A o IR B ATE S A BB AE 1R 2 PN B B AU B N AT

REAANEFEHSHAFLSRTEMNRSAEFAHFT. AENRBIT

a) HIAUEA A SKF_GenRandom BREUANIRZFIKEL 8 W REVLEL RND, 3+ 0x00 B HIEZT &
BB E, AREIEDR DO;

b)  BAUEA X DO M . M BIMAFE SR D1, H A SKF_DevAuthQ), ¥ D1 BiX iR &;

o) WHRWR DL E,RIEDl BEIEH. EHNESEE&SAE, FRESAELK,

8.2.4 PINBZR4ELEXR

a) PINBKEALDT 6 4F75;
b)  PIN #57E 5 A 8 1 Z[A] 9 1% fa0 B o DOR BUOR 7 5 7 Bl 1k PIN 45 3 3%
c) PINBAEREPNELFME A ABREF L.

8.3 EHXREEXK

FHMNBIE L T HSEXK.

a) WHERNERBEEYLEN b EEVLE NS VLRI K
by WBAHNFTERNSIETSHNFEHBEILE

) WHRNFAIEXNFREHAEHAOEZI T L BZHEEXK;

d) WHEANBNFEHANESH R HE AR UL B 1E B0 R 5L
e) WRNBEHMBEARERMH;

D BAHIMESHAGEL OB BRI

g) BAH/AMHADMEREZTHTHE;

h) HZHFANBRAARBLUSMIERRRLRS;

) MMERAESRNUMAERKAEFNITERES.

8.4 WEIMIMHFEX
WEMASIMEE B E R . ENEFIAEHEHEE S,

36
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B % A
(A E TR
HEBEEXMiKHA
7R HE E B
SAR_OK 0x00000000 5%
SAR_FAIL 0x0A000001 42 Iy
SAR_ UNKNOWNERR 0x0A000002 FREIR
SAR NOTSUPPORTYETERR | 0x0A000003 AR IR 55
SAR_FILEERR 0x0 A000004 B ES IR
SAR_INVALIDHANDLEERR 0x0A000005 y.o QL
SAR INVALIDPARAMERR 0x0A000006 y oy Qi 3
SAR READFILEERR | 0x0A000007 S
SAR WRITEFILEERR | 0x0A000008 X H5E iR
SAR NAMELENERR 0x0A000009 ZREKE&R
SAR KEYUSAGEERR 0x0AOC0000A = R s TR
SAR MODULUSLENERR 0x0A00000B EKESIR
SAR_NOTINITIALIZEERR 0x0A00000C A 15 4k,
SAR_OBJERR 0x0A0C000D X RF IR )
SAR_ MEMORYERR | 0x0A00000E NAESE R
SAR_TIMEOUTERR | 0x0A00000F A8
SAR INDATALENERR 0x0A000010 MAREKES R
SAR INDATAERR 0x0A000011 MARIEER
SAR_GENRANDERR 0x0A000012 4 IR BB PLE S IR
SAR_HASHOBJERR 0x0A000013 HASH Xf 5 48
SAR_HASHERR 0x0A000014 HASH =8 $51%
SAR_GENRSAKEYERR | 0x0A000015 7= RSA #F4H4S
SAR_ RSAMODULUSLENERR 0x0A000016 RSA FHHE KR
SAR_CSPIMPRTPUBKEYERR 0x0A000017 CSP RESFALNEHEIR
SAR RSAENCERR 0x0A000018 RSA fn&Eetis
SAR_RSADECERR 0x0A000019 RSA R4 R
SAR_ HASHNOTEQUALERR 0x0A00001A HASH {EAH%
SAR_ KEYNOTFOUNTERR 0x0A00001B ZHAREIA
SAR_CERTNOTFOUNTERR | 0x0A00001C EHREHA
SAR NOTEXPORTERR 0x0A00001D % % k5 H
SAR_DECRYPTPADERR 0x0A00001E B BN T Fa R

37
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=k il ;€ X AH Ui ]
SAR_iAACLENEﬁR - 0x0AO00001F MAC K E4ER
SAR BUFFER_TOO SMALL 0x0A000020 LMK AR
SAR KEYINFOTYPEERR 0x0A000021 S5 £ A Ay R
SAR NOT EVENTERR 0x0A000022 LEHHIR
SAR_DEVICE REMOVED 0x0A000023 BEEEE
SAR_PIN INCORRECT 0x0A000024 PIN KR IF#8
SAR PIN_LOCKED 0x0A000025 PIN &k 8 3F
SAR_PIN INVALID 0x0A000026 PIN L&
SAR PIN LEN RANGE 0x0A000027 PIN K B8R
SAR_USER_ALREADY LOGGED IN 0x0A000028 HPRBE&%F%
SAR USER PIN NOT INITIALIZED 0x0A000029 BAEVGBHHEPOSL
SAR USER_TYPE_INVALID 0x0AOC00ZA PIN KRy &%
SAR_APPLICATION NAME INVALID 0x0A00002B N B &4 R o3
SAR APPLICATION EXISTS 0x0A00002C MHEB&FE
SAR_USER_NOT_LOGGED_IN 0x0A00002D HPERAE SR
SAR APPLICATION NOT EXISTS 0x0AC0002E N HAANFE
SAR FILE ALREADY EXIST 0x0AQ0002F XHEC ST
SAR_NO_ROOM 0x0 A000030 2 BlA 2
SAR _FILE NOT_EXIST 0x0A000031 YHAFE

0x0A000032 175 2% B

SAR_REACH_MAX CONTAINER_COUNT

38
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